Using PanBuster

URL - http://www.xmco.fr/panbuster.html

Step 1: unzip PANBuster
Once you’ve unzipped PANBuster, look for an executable (.exe) file into the folderXMCO_PANBsuter-v1.0_Win32.
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Step 1: unzip PANBuster
Step 2: execute PANBuster
Execute panbuster.exe selecting the location where you want to look for CC (Credit Card Numbers), then check the results.
[bookmark: _GoBack]Note: If, after executing the PANBuster script and there are no results, this indicates PANBuster did not find any CC numbers. 
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As we can see in the second image, the tool is able to:
· Identify card brands (such as VISA, Mastercard, American Express, JCB, Discover or China Union.) in cache or files.
· Parse compressed files in memory (.ZIP, .GZ, .TGZ…).
· Detect PAN in MySQL datafile, MSSQL (backup files only), PostgreSQL, Oracle (Dump).
By accessing this information, you will be able to know if there are card numbers without encryption casted in the system or cache. This means that the software being analyzed allows to storage this data without meeting the standards of security required to protect the user.
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\Userssnflores>cd ¥MCO_PANBuster—vi.8_Win32

Jc:\Users nElores\EMCO_PANBuster—v1.0_Win32>panbuster.exe —f Cin.
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