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Summary: Discusses how to use Microsoft® Web Store to build applications ranging from simple mail-based applications to enterprise workflow and knowledge management applications. (18 printed pages) Describes some of the development enhancements in the Web Store, which are exposed through common interfaces and languages such as OLE DB, ADO, COM, and XML.

Introducing the Web Store

The Web Store is one of four key initiatives Microsoft has announced to deliver its vision of knowledge workers without limits. A primary goal of these initiatives is to remove existing barriers to collaboration faced by today's knowledge workers. The Web Store combines the features and functionality of the file system, the Web, and a collaboration server through a single location for storing, accessing, and managing information, as well as building and running applications. It establishes a platform for information management that includes consistent search and data categorization.

The Web Store integrates knowledge sources by providing a single repository for managing e-mail messages, documents, Web pages, and other resources within one infrastructure. The Web Store supports offline access, remote client access, and support for a range of APIs. In addition, the Web Store serves as a platform for unified messaging, where knowledge workers can access personal information, such as their calendar and contacts, as well as e-mail and voice mail messages.

The Web Store provides enterprise-based application services in three key areas:

· Ubiquitous Client Access—Clients such as Microsoft Office can read and write to documents, as well as store streaming data such as audio and video. The Web Store includes a data model that supports hierarchical collections (folders) as well as heterogeneous collections (folders that accept any file type).

· Next-Generation Database—The Web Store provides next-generation database services to allow multiple types of information to be stored in a single repository. The information contained in the Web Store database can be diverse types of data from OLE DB and Microsoft ActiveX® Data Objects (ADO) recordsets, to MIME messages and XML data. The Web Store also provides database services, such as atomic updates, which allow applications to present a consistent view to end users when updates involve more than one item in the Web Store.

· Rich Development Platform—The Web Store supports messaging, contacts, calendaring, and workflow, as well as group and real-time collaboration. 

The Web Store delivers all of these services in a single, integrated package, making it easier to find, use, and share information. Application developers can use the Web Store to expand their use of Microsoft Exchange Server, Microsoft Office 2000, and Microsoft BackOffice® as platforms for information management, and to provide a wide range of business solutions that lower the total cost of ownership and improve productivity throughout their enterprise.

Ubiquitous Client Access

To provide the broadest support for access to information, the Web Store supports many client access methods, ranging from URL access to OLE DB and ADO programmatic access. By providing multiple ways to access information, the Web Store allows developers to leverage their preferred method of accessing information, thereby decreasing development time of Web Store applications.

URL Access

You access a Web Store item by its URL. But unlike going to a Web site, the URL contains the hierarchical information that uniquely identifies the item in the Web Store. Here are two examples:

· A document in a user's inbox:

file://./backofficestorage/somewhere.microsoft.com/MBX/user1/inbox/report.doc

· A public folder:

file://./myserver2/mydomain/publicfolders/Sales

An item's URL begins with protocol prefix "file://.", which invokes an internal root binder to use the ExOLEDB provider.

You can, of course, assign URLs to variables for easier coding. In a sense, providing a URL to a Web Store item is similar to entering "c:\mydocuments\report.doc" in the Run dialog box in Microsoft Windows, except that you, as a programmer, are providing the programming to open that item from the Web Store using ADO, OLE DB, Microsoft Collaboration Data Objects (CDO), or MAPI.

You can also access Web Store information by issuing a SQL query and retrieving Web Store property values that encompass metadata information about an item's attributes.

Microsoft Exchange OLE DB Provider for Programming Access

Using ADO or OLE DB, you programmatically access a Web Store item by providing its URL as the source of a Record object, or as part of a SQL query for obtaining a recordset. This programming is very familiar to database programmers. Because the Web Store is a database, the programming is essentially the same, except that you do not establish Data Source Name (DSN) connections or use ODBC. The Exchange OLE DB provider, ExOLEDB, handles this plumbing for you, providing access to local (same host) Web Stores. ExOLEDB is installed with Microsoft Exchange Server.

Drilling down the Web Store hierarchy is easy. If you obtain a folder as a Record object, you can get all the items in a folder using the Record object's GetChildren method that returns a recordset of all items in a folder.

Internet Access 

Using WebDAV, a cutting-edge Internet protocol, clients can access Web Store information over the Internet, or on an organization's intranet. 

WebDAV, an extension to HTTP, is an emerging protocol standard for performing basic remote file system(like operations (copy, move, delete, lock, and so on) across the Web using Distributed Authoring and Versioning (DAV). WebDAV defines protocol elements used for file version management, and uses XML as the format for transmitting data elements.


Figure 1: Microsoft Outlook Web Access inside Microsoft Internet Explorer 5.0. This version of Microsoft Outlook Web Access uses HTTP to access the Web Store, and XML to retrieve data. In this case, the Web Store contains Exchange Server information.

Familiar File System Access

You can interactively access items, including drag-and-drop file movement, in Web Stores using Microsoft Windows Explorer, and by entering commands at a command prompt. You can also programmatically access items using Microsoft Win32® file system APIs. The Exchange Installable File System (IFS) provides file system access to the Web Store. Drive M drive (M:\) on the computer running Exchange Server is automatically mapped to a share name of BackOfficeStorage. 

Each Web Store exists as a folder mounted under drive M of the local computer. These stores can then be shared out to other hosts just like standard file system folders. Applications that save files directly to disk can take advantage of this access mechanism to store files directly in Web Stores from local or remote locations. 

You can access the IFS remotely by mapping a drive to \\Servername\BackOfficeStorage, where Servername is the name of the server with the Web Store.

The IFS hierarchy starts with two folders: public folders and MBX.

· Public folder items can be enumerated with the standard DIR command and manipulated with other file system operations such as COPY and DELETE. All standard message items are represented with .eml extensions, and the message stream itself can be seen through the TYPE command.

· The MBX folder is the root for all mailboxes in Exchange. Mailbox folder names are invisible, but if you have access permissions, you can access them by explicitly specifying their names.
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Figure 2: File system access to a Web Store containing Exchange Server information. Clients can use familiar access methods, such as Windows Explorer, to create, retrieve, and modify information contained in the Web Store.

MAPI Access

The backbone of Microsoft's messaging infrastructure, the Messaging API (MAPI) can be used not only to access items within public and private Web Stores, it can also be used to access the rich set of properties stored along with each item. Most Web Store properties have MAPI equivalents.

Various industry-standard e-mail clients use MAPI. These include Microsoft Exchange Server, Microsoft Outlook®, and many versions of proprietary clients, including those sold by Eudora and Netscape. Previous versions of Microsoft Exchange Server were essentially MAPI providers.
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Figure 3: Microsoft Outlook 2000 accessing a Web Store. The Web Store supports many client access methods while maintaining security and properties between these different clients.

NNTP Access

Public Web Store items are available through NNTP for newsgroup discussion. NNTP clients, such as Microsoft Outlook Express, can access Web Store information using the NNTP protocol.

IMAP4 Access

Items in a user's private Web Store and within various public Web Stores are available through this industry standard wire protocol. Users require only an IMAP4-supporting application to access items using this protocol.

Next-Generation Database

The hallmark of the Web Store technology is its ability to easily store an extensible set of properties, or metadata, for each item in the store. Much like columns in a relational database table, these associated properties can be used to efficiently organize, index, view, and search for each item though simple or sophisticated SQL queries. For example, in one folder you might store expense reports for employees, and set properties for each report that contain the employee's last name, the amount requested in the report, and the date the request was made. These properties could then be used to find all expense reports in the folder for a particular employee that contain reimbursement requests over a certain amount, and then sort the results according to the report's submittal date.

Any number of properties can be stored with each item, and the set of properties for each item can be different. Unlike a relational database table, you do not need to run a command such as ALTER TABLE to add properties; you simply add them to the item and they are automatically stored along with the item. Each property can have any type supported by the store, including strings, dates, integers, and currency.

Namespaces

To ensure that properties defined for items are globally unique, properties are identified by a namespace and a name. 

Consider the following scenario. You work for a law firm that stores deposition material in a secure Web Store folder. Much of the deposition material is in the form of Microsoft Word files and e-mail messages. The firm uses a set of custom properties for these files to aid in their organization and handling. One such property could be identified with the name "sensitivity." This property could be a string with possible values of "confidential" and "public." Each Microsoft Word file and message in the depositions folder could have this property defined for it. However, the property name "sensitivity" is also commonly used in e-mail message headers. This ambiguity is resolved through use of a Uniform Resource Name (URN)—a name containing a namespace that qualifies which sensitivity the user is interested in. As a URN, the legal sensitivity property name could be urn:schemas-domain-tld:legal:sensitivity. Alternatively, when referring to the mail header, one would request the urn:schemas:mailheader:sensitivity property.

Sets of the same core properties exist for every item in the store. For example, core properties are defined within the DAV namespace, and have names such as getcontentlength and resourcetype. The full names would be DAV:getcontentlength and DAV:resourcetype. The DAV:getcontentlength property is a URN, and the semantics for this property are defined by the WebDAV protocol RFC specification. Each store item has an associated property with exactly this name, and its behavior will always match that defined by WebDAV. 

Items can also be identified using a variety of URLs and mechanisms, such as the file system (file://) or Web service (http://).

Content Classes

Content classes loosely define types of content in Web Stores. Content classes do not define the actual properties stored with an item, nor do they define the possible properties. Any number of properties can be stored with any item. The purpose of content classes is twofold: 

1. To provide an indicator that loosely defines what the item is and what properties are most likely stored with the item. 

2. To define the set of properties returned by SQL SELECT * commands on folders that have such a class as an expected content class. 

Content classes support single inheritance from other content classes, the root of which is the urn:content-classes:object class. All content classes extend a single base content class and thereby inherit that class's list of expected properties.

Content classes are defined in the schema folder, which is located in a subtree of public and private Web Stores. Each content class item itself has its content class set to urn:content-classes:objectdef. By default, private stores do not contain a populated schema folder.

XML Support

The Web Store directly supports XML data. By supporting XML, the Web Store can provide its content in an Internet standard format. This allows developers to create and access Web Store content using their familiar XML tools, while at the same time allowing interoperability of Web Store information with other XML-compatible databases.

Automatic Property Promotion for MIME Messages and Microsoft Office Documents 

The associated stream content of items with particular file extensions is automatically parsed for properties, which are promoted to the store. This occurs for the following extensions.

· .eml extension—denotes a file encoded with Multipurpose Internet Mail Extensions (MIME). This causes the IMAIL plug-ins to be called to parse the content, resulting in either a regular e-mail message (urn:content-classes:message), a calendar message (urn:content-classes:calendarmessage), a DSN (urn:content-classes:dsn), or a message disposition notification (MDN) (urn:content-classes:mdn).

· .doc, .xls, .ppt, and other file extensions with the content class urn:content-classes:document—if the documents are Microsoft Office documents (ending in .doc, .xls, or .ppt), the Microsoft Office document properties are parsed and promoted to the store. This allows developers to create views or queries on documents that use these properties.
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Figure 4: Microsoft Outlook 2000 displaying a Web Store containing Microsoft Office documents. Note that the Microsoft Outlook views can use built-in or custom Office document properties to group and sort items. These properties are promoted automatically when Microsoft Office documents are placed in the Web Store.

Rich Development Platform

Essentially, Web Store application developers have the same tool set at their disposal as developers of traditional database applications. These tools include Microsoft Office, Microsoft FrontPage® and Microsoft Visual Studio®. With a few adjustments, developers can also incorporate data bound forms that dynamically display Web Store data in server-based applications.

Web Development using Microsoft Active Server Pages

The Web Store is great environment for running a Web site using Microsoft Active Server Pages (ASP) and HTML files. If you are using Microsoft Visual Studio or Microsoft FrontPage, you can create a Web project by providing the name of the server containing the Web Store. The functionality is no different than a standard FAT or NTFS file system, except now you can take advantage of Web Store properties, events, and other store features all within a single repository.
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Figure 5: A Microsoft Visual InterDev® project that saves its files into a Web Store. In this case, the project contains an Active Server Pages file.
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Figure 6: Microsoft Outlook displaying the Microsoft Visual InterDev project contained in the Web Store. Notice how the Web files are saved automatically into folders in the Web Store.

Web Forms with Microsoft FrontPage

Web Store forms are similar to forms in Microsoft Outlook, but have more extensibility capabilities and the ability to be accessed by any Web browser supporting HTML 3.2 and later. Future versions of Microsoft Office will access these forms and render them more dynamically, giving Office users a richer experience than with DHTML. Accessing a Web form is made by providing its URL and appending any additional parameters, such as whether to edit the form, as in this example:

http://myWebServer/public/public%20folders/expense/reports/100921?cmd=edit

Web Store forms are geared for rapid application development. Microsoft FrontPage will be the premier authoring tool and will incorporate URL construction for saving the form to the Web Store. Specifically, forms are stored in a folder created for that form and forms of that type, such as expense report forms or purchase order forms. As with any item in a Web Store, a form has a content class property denoting the purpose of the form. As you add fields to a form, its schema builds, and if you create another form in that same folder, you have immediate access to the entire schema created with previous forms in that folder.

When you access a document or folder from a Web form, the Web Store will use a template to tell it how to render the data and perform any actions. A registry in the Web Store accesses these templates, which reside in a unique namespace, based on the form's content class.

The schema for the Web Store folder containing the form grows as it is used. You can develop Web form schema in an ad hoc manner simply by creating forms and then later fine-tune its integrity by adding rules to incorporate your business logic. You can take advantage of this tightly contained rich data environment by providing customization scripts such as localizing data into different languages. You can also take advantage of Web Store events and provide event sinks to determine if a property has a desired value, or to update calculated properties. 

Client rendering

Web Store forms are accessible from any browser supporting HTML 3.2; however, HTML 4.0-capable clients, such as Internet Explorer 5.0 and Microsoft Office, offer richer capabilities. The following table summarizes these capabilities.

	Feature
	HTML 3.2-capable browsers
	Microsoft Internet Explorer 5.0/Microsoft Office

	Data binding
	Server processes the form identifying DHTML tags containing class=field text. It then binds the values of those tags to the actual data for the item.
	class=field associates DHTML with property in the Web Store.

	User interaction
	None, displays default from server only.
	Responds to field and other element clicks, DHTML <SPAN>.

	Saving data
	Uses standard HTTP Post method.
	Forms values collected and sends to server using WebDAV (PROPFIND and PROPPATCH methods).

	Offline support
	None
	None


Collaborative applications

Future versions of Web Store forms can be incorporated into collaborative applications and deployed on multiple servers. Administrators can later update deployments with an updated set of forms.

Microsoft Internet Explorer WebDAV/XML Components 

Microsoft Internet Explorer 5.0 ships with the Microsoft XML (MSXML) Component Object Model (COM) component, a state-of-the-art set of XML-related parsers and tools. As the WebDAV protocol enlists the Extensible Markup Language (XML) as the wire transmission format for item properties, the MSXML COM component can be used to create, parse, and manage both the requests to and the responses from WebDAV stores. The XMLHTTPRequest COM component integrates with the XMLDOM objects and is used to manage the WebDAV protocol dialog itself. Response data can easily be cast into HTML-formatted data using the Extensible Style Language (XSL) transformation capabilities of the MSXML COM component.

For more information on XML, XSL, and the components that ship with Microsoft Internet Explorer 5.0, please visit the Microsoft Web site at http://msdn.microsoft.com/.

Using Microsoft CDO for Rapid Development

Microsoft Collaboration Data Objects (CDO), is a set of COM components that provide the tools to create collaborative applications that meet the demands of the business logic of your company or organization. CDO is installed as part of Microsoft Exchange Server, is designed to interoperate with the Web Store, and is based on Internet standards.

CDO offers programming capabilities to manipulate the following Exchange objects:

· Message and addressee objects

· Appointment and scheduling objects

· Contact objects for organizations and persons

· Folder Objects

· Configuration objects where appropriate

· Exchange Server Management Objects 

· Workflow Objects

Note   CDO For Windows 2000, a subset of CDO for Exchange, is used exclusively for SMTP and NNTP messaging and is installed as part of the Microsoft Windows 2000 operating system.

CDO for Exchange Server applications typically require investigating folder items and navigating between folders. In these situations, you can use OLE DB or ADO to manipulate rowsets corresponding to folders, and you can include SQL queries to obtain desired folder items and instantiate them into programmable objects.

CDO for Exchange Server integrates seamlessly with the Microsoft ADO 2.5 component to provide you with a consistent data access interface to the Exchange Store and the Windows 2000 Active Directory. As you set values to CDO properties or access Web Store properties, CDO saves data to the correct locations for you whether it's the Web Store or the Active Directory.

The objects provided by CDO for Exchange expose dual interfaces, facilitating use from any language that supports COM and Automation, including high-level programming languages such as Microsoft Visual Basic®, Microsoft Visual Basic Scripting Edition (VBScript), and Microsoft Visual J++®, and high-performance languages such as Microsoft Visual C++®. For high performance applications written in C++, CDO for Microsoft Exchange Server provides direct and easy access to the low-level OLE DB interfaces used to access the Exchange store through the Exchange OLE DB 2.5 provider (ExOLEDB).

The following scenarios are examples of the types of applications you can write using CDO for Exchange. 

Messaging

· Creating and sending bulk e-mail 

· Appending disclaimers or other notices to e-mail sent through your server 

· Creating ASP pages that send messages 

· Detecting and discarding unsolicited bulk mailings 

· Detecting and discarding inappropriate newsgroup postings 

· Checking inbound messages for viruses 

· Automatic forwarding and filtering of messages

· Examining message addressee data and status information

· Mail-based collaborative applications such as surveys and workflow notifications

Calendaring

· Creating and scheduling appointments 

· Scheduling recurring appointments with exception capabilities

· Creating calendaring applications such as class registration, calendar of events, or other types of applications that require rich, extensible calendaring functionality

Contact Management

· Creating contact management applications on an organization or personal level

System Administration of Folders and Mailboxes

· Creating and maintaining mailboxes

· Specifying messaging protocol options, default values, and quota limits

· Moderating content

Collaborative Applications

· Creating document-based collaborative applications that require property promotion and custom fields

· Creating secure applications that require permissions on items

· Creating workflow applications such as document routing applications

Searching the Store with SQL 

The Web Store can contain a vast storage of items in a single, scalable infrastructure. There are search capabilities to locate specific items or create views of item data.

With a store as vast as a Web Store, one must consider how to manage an overload of data returned from a search of all items. You can, of course, provide explicit properties to retrieve and a WHERE clause to refine your search. Another powerful way is to use content classes. 

Searches on the Web Store are performed according to Microsoft WebDAV Distributed Authoring Search Language (MS-DASL) specifications, and are implemented using a SQL query grammar called DAV:sql. These SQL queries return ADO Record or Recordset objects of Web Store property information. WebDAV converts the SQL queries into XML elements and methods for conducting the search.

A basic DAV:sql statement has the following syntax:

SELECT * | select-list

FROM SCOPE( item-list) 

[WHERE search-condition]

[order-by-clause]

SELECT * means SELECT ALL. SELECT DISTINCT is not supported. SELECT * retrieves all properties for a folder's expected content classes. One important consequence of this mechanism is that custom properties set by applications are not returned by such queries unless the property is part of one of the expected content classes for the folder.

Instead of querying a table as you would in a database, you issue a query on a scope. A scope is the set of items specified by a URL to be searched. A scope is typically specified as folders, subfolders, or virtual roots. You can specify a deep traversal to get a folder's subfolders or a shallow traversal of just the folder itself. 

For example, to find all child folders contained within a particular folder, provide the following statement:

SELECT "DAV:href", "DAV:displayname" FROM scope

       ('shallow traversal of """ strURL """') 

       WHERE "DAV:isfolder" = True and "DAV:ishidden" = False

This query returns all non-hidden folders in the folder specified by a URL string variable (strURL).

Specifying a scoped FROM clause is not required, but it defaults to a shallow traversal of the folder. A scoped FROM clause defaults to a deep traversal of the folder unless specified as "shallow."

Taking Advantage of Exchange Server Content Indexing

The default setting of content indexing configures a core set of properties to be indexed, which you can use with the CONTAINS verb to search the store more efficiently. These properties are:

· Subject

· Body

· From

· To

· E-mail Address

With content indexing, developers can provide fast search capabilities that allow end users to quickly find relevant information. Because this content indexing capability is built in, no additional software is required, and search times for legacy applications are reduced.

Taking Advantage of Events

A powerful aspect of programming applications for the Web Store is utilizing the robust Web Store event handling mechanisms. Among the possibilities are intercepting messages, validating Web form data, creating workflow applications, and virus scanning—all by creating event sink objects to invoke your custom programming when the events to which they are bound fire. Event sinks are creatable COM objects that implement an event interface to service the event. All Web Store event sinks run out-of-process with respect to the source process and thread.

There are two types of events: 

· Web Store events—these OLE DB server events occur while processing content in the Web Store, such as saving and deleting items. They include server system and version control events. 

· Transport events—these events occur when Microsoft Exchange Server receives and posts SMTP and NNTP messages.

Web Store Events

You bind Web Store event sinks to store events by registering them in the Microsoft Internet Information Services (IIS) metabase using the Server Extension Objects (SEO). The ExOLEDB event provider reads the event registration database and translates the binding information into store restrictions. Whenever a store restriction is met, the ExOLEDB event provider triggers an event and calls the appropriate bound event sinks.

For example, a workflow application could initiate a workflow process when an object is saved to a particular folder. Applications such as virus scanning may use one event model across numerous stores. 

Web Store events fall into two categories: synchronous and asynchronous.

Synchronous events 

These events are fired as the condition occurs by the event source. Sinks handling these events maintain exclusive control of the item that triggered the event until the sink has finished executing, and block the event source thread for the duration of their execution. Multiple event sinks waiting on a single event are called sequentially in the order of each sink's priority setting.

These events are OnSyncSave and OnSyncDelete. 

Asynchronous events 

These events are fired after the event condition has occurred. This means that the sinks are simply notified of the event and executed, but do not block the event source, nor do they maintain exclusive control of the item that triggered the event. 

These events are OnSave, OnCopy, OnMove, and OnDelete.

You have a fine degree of granularity for programming event sinks by specifying the following attributes:

· The scope, range of folders and subfolders, to which the event sink will respond 

· The firing order for multiple sinks that act upon the same item

· Read and write access to an item by an event sink

Transport Events

You can also trap SMTP and NNTP transport events, which fire as messages arrive to the SMTP or NNTP pickup directories in Microsoft Exchange Server. You can intercept mail and news messages before they are transported to the final storage destination such as drop directories, the Web Store, or relayed to subsequent services. Possible uses of event sinks are: 

· Virus checking 

· Re-addressing the message from its original delivery path 

· Spam mail prevention by blocking mail from a specific originator or originators 

· Customized services such as AutoReply and Out of Office 

· Archival of messages 

· Mailing list service 

· Restriction of the number of recipients on inbound mail based on sender domain or other attributes 

· Posting messages to newsgroups that arrive to the SMTP service 

· Sending messages using SMTP that arrive to the NNTP service 

For SMTP messages, you can trap the OnArrival event. For news posts, you can trap the OnPost event when a post has been received by the NNTP service, and OnPostEarly which detects that the newsgroup headers have been received, but before the actual message has arrived, and also OnPostFinal when a message has been committed to disk or to the Web Store.

Workflow Support

Exchange Web Store events can drive a workflow tracking process such as workflow objects implemented by CDO for Exchange. The CDO workflow engine provides a systematic process to control state transitions for documents in the Web Store. The engine relies on a user-defined table of actions—called the action table—to evaluate and execute transitions for documents saved in the application folder. You can think of the action table as a state machine graph of document state transitions.

The workflow engine runs in response to certain system and Web Store events. It encapsulates the logic for advancing the state of your workflow documents. This enables you to control the status of documents you are tracking or guiding. You define a workflow process and set it up to be executed based on events occurring in your application folder, or in the system. These events, for which you register your application, cause the workflow event sink to run. They include the OnSyncSave and OnSyncDelete Web Store events, and the OnTimer system event. These events invoke the workflow engine if you have registered the workflow event sink on your workflow application folder.

The server's criteria for picking the form is as follows:

· Content class—an item's classification where the schema is based.

· Object state—items can have properties such as New, Unsent, Sent, Unapproved, and Approved. In general, this could be an arbitrary set of logic applied to the properties of the item, but in the short term this can be greatly simplified to a set of basic states.

· URL action—the request can specify an action as a cmd parameter on the URL. A special form might be associated with the Reply, Forward, or Edit action. The action might also be tied to some specific server-side functionality. For example, Delete would have a built-in implementation that would delete the target object, and Reply would automatically provide support for quoting the target message and setting recipients automatically. In the future, these actions could invoke custom methods on the server.

· HTTP request headers—allow determination of client capabilities.

More information will be available on the workflow capabilities of the Web Store in the near future.

Additional Programming Features

Stream-Based Storage Model 

Each Web Store item contains an associated stream that in turn contains the serialized content of the file. One of the more powerful programming capabilities the Web Store provides is the ability to utilize streams. The useful possibilities include:

· Extracting and embedding content

· Rendering binary attachment data, such as a graphic

· Modifying content

· Processing attachments

· Saving information to files or other applications

Per-Item Access Control 

As with Windows 2000, you can use the Win32 API to assign security descriptors to folder items, as well as folders containing Access Control Lists (ACLs) of trustee accounts with their privileges. This security allows you to build applications that limit the access permissions for different users to specific items in the application. In addition, because the security is based on standard Windows 2000 ACLs, you can leverage the existing Windows 2000 infrastructure, as well as the programming environment, to set these ACLs. Future versions of the Web Store may also support per-property security descriptors.
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