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Welcome to the Discovery Manager
Tutorial

Welcome to the Mercury Business Availability Center Discovery Process
Tutorial, a self-paced guide that teaches you how to run the discovery
process in Mercury Business Availability Center.

This tutorial instructs you on how to discover the IT resources in your
system. It takes you through a gradual discovery process, from the most
basic network discovery to more in-depth discoveries such as applications,
databases and servers.

Before You Begin

To do this tutorial, you must have Mercury Business Availability Center
operational. The Discovery Probe must be installed and running. You must
also have access to the Discovery Manager user interface to activate the
discovery patterns.
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Using This Tutorial

vi

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 5

Lesson 6

Lesson 7

This tutorial contains the following lessons:

Introducing the Discovery Process

Introduces you to the Mercury Application Mapping discovery process,
discovery patterns and the Configuration Item Type Model.

Defining the Seed Network

Shows you how to define the seed network from which to start the
discovery process.

Discovering Network Cls

Shows you how to activate the discovery pattern ICMP_NET_Dis_IpC, which
is designed to discover the networks that fall within the defined IP address
range.

Creating a TQL Query

Shows you how to define a TQL query that retrieves specified network Cls
from the Mercury Universal CMDB.

Performing an Advanced Network Discovery

Shows you how to activate a task whose job it is to discover SNMP
connection data of the new IPs discovered in your IT infrastructure.

Expanding the Network Discovery

Shows you how to expand the network discovery to include the discovery of
other network resources such as ARP tables and TCP connections.

Discovering Database Instances and Oracle Resources

Shows you how to discover the database instances and Oracle resources in
your IT infrastructure.



Lesson 8

Lesson 9

Appendix A

Appendix B

Welcome

Discovering WebLogic Instances and Components

Shows you how to uncover WebLogic instances and WebLogic components
in your IT infrastructure.

Discovering Host Resources

Shows you how to activate a number of patterns that discover WMI-based
resources, such as disks, CPU, memory, or files.

Optional Variables in Discovery Patterns

Describes how to add the attribute optional="true” to a variable tag in a
discovery pattern.

Discovery Patterns

Lists the available discovery patterns.

Who Should Read This Guide

Y VY VY Y

This guide is intended for the following users of Mercury Business
Availability Center:

Mercury Business Availability Center administrators

Mercury Business Availability Center platform administrators
Mercury Business Availability Center application administrators
Mercury Business Availability Center data collector administrators

Readers of this guide should be knowledgeable about enterprise system
administration, have familiarity with ITIL concepts, and be knowledgeable
about Mercury Business Availability Center in general and Mercury
Application Mapping technology specifically.

vii
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Getting More Information

For information on using and updating the Mercury Business Availability
Center, reference information on additional documentation resources,
typographical conventions used in the Documentation Library, and quick
reference information on deploying, administering, and using Mercury
Business Availability Center, refer to Getting Started with Mercury Business
Availability Center.

viii
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Introducing the Discovery Process

The Mercury Business Availability Center discovery process is the
mechanism that enables you to collect data about your system by
discovering the IT infrastructure resources and their interdependencies. It
can discover such resources as applications, databases, network devices,
different types of servers, and so on. Each discovered IT resource is then
delivered and stored in the Mercury Universal CMDB where it is represented
as a managed CI.

The Mercury Business Availability Center discovery process is run by
activating discovery.

What is a Discovery Pattern?

A discovery pattern is an XML file that defines a discovery task. It contains a
description of the CIs and relationships that are created with each specific
pattern. The definitions are taken from the Configuration Item Type Model,
which contains the definitions of all CIT and relationship types. When the
discovery pattern is activated, it discovers CITs and relationships of the
types that are described in each pattern, and places them in the CMDB.
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What is the Configuration Item Type Model?

By default, the Configuration Item Type Model (as seen in the CI Type
Manager tab in Mercury Business Availability Center) is divided into two
logical groups.

» CI Types

» Relationships

The Configuration Item Type Model contains the definitions of all the CITs
defined in the system and the relationships that define the connection
between them. Each CIT has its own attributes, as well as the attributes
inherited from its parent CIT. The discovery process uncovers Cls and
relationships according to the attributes defined in the Configuration Item
Type Model.

Note: The CIT definitions that appear in the Configuration Item Type
Model depend on which packages were deployed. For information on
packages, refer to “Customized Package Creation” in Discovery Manager
Administration.
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Running the Discovery Process

The discovery process is a gradual uncovering of the elements in your
system. Discovery is first done at the most basic level, and then at more
in-depth ones.

After you have installed Mercury Business Availability Center (see
“Launching Mercury Business Availability Center” on page 5), the network
in which the Discovery Probe is located, the Host on which the Discovery
Probe resides, and the Host’s IP address are automatically discovered. These
discovered ClIs are then placed in the CMDB. They act as triggers that
activate a discovery pattern. Every time a discovery pattern is activated, it
discovers more Cls, which in turn are used as triggers for other discovery
patterns. This process continues until your entire IT infrastructure is
discovered and mapped.
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The following diagram displays the relationship between the deployed
packages.

Basic_Classes

Network
]
Host_Resources_Basic Layer2, LDAP, TCP_Discovery, MQ, Citrix

1

Host_Resources_By_XXX

1

Database_Basic

Oracle, SQLServer, Sybase, DB2

| webserverBasic

AN

J2EE

e

IBM_HTTP_Server WeblogicExt

1

IIS_Resources_By_WMI

SAP, Siebel
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Launching Mercury Business Availability Center

This section describes how to launch Mercury Business Availability Center.

To launch Mercury Business Availability Center:

1 Launch your Web browser and navigate to Mercury Business Availability
Center. You log in to Mercury Business Availability Center using the URL
provided to you by your Mercury Business Availability Center administrator.

The default URL is http://<hostname>/MercuryAM, where hostname is the
name of the machine on which the Centers Server is installed.

The Mercury Business Availability Center login page loads.
2 Enter your assigned username and password.

3 Click Log In. The Mercury Business Availability Center default page is
displayed.
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Defining the Seed Network

Once the Mercury Business Availability Center server and the Discovery
Probe are connected to a new IT environment, Mercury Business Availability
Center automatically identifies the following Cls:

» The network in which the Discovery Probe is located
» The host on which the Discovery Probe resides

» The host’s IP address

These ClIs are then placed into the CMDB.

Before you can begin the discovery process, you must define the seed
network from which to start the process. You can either perform the
discovery process by using the seed network that is already in the CMDB by
default after installing Mercury Business Availability Center, or define one
by manually adding a CI to the CMDB.

If you want to begin the discovery process with the network that is defined
in the Discovery Probe, you can use the default seed network. If you want to
begin the discovery process with another network, you can define your own
seed network. For information on how to define another seed network, see

“Inserting a CI Manually” on page 8.

In this lesson, you will learn about:
» “Inserting a CI Manually” on page 8
» “Defining the Discovery Scope” on page 11

» “Verifying that the Changes Have Been Made to the Discovery Probe” on
page 15
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Inserting a C1 Manually

To perform a discovery, you need to choose a seed network from which to
perform the discovery process. You can either use the default seed network

or define a new one manually.

In this exercise, you will define the seed network manually and then

configure its attributes.

To define a seed network:

1 Select Admin > CMDB and click the IT Universe tab.

2 Click Create new Cls to open the Define General Properties dialog box.

3 Mercury Business Availability Center

x|
FaD=finelbeneralbroperties Define General Properties 0
Define CIT-Specific Properties e
Surnmary | Application =[]

Mame #* I el

cl

ick. here to receive the Full CI tvpe Iist|

Cescriptian

¥ allow CI Update

Country I

State I

L ] L

ity I

Context
Menu

Edit Menu List

< Back Next = Finish

Cancel

Help

Note: It is not necessary to define the General Properties for this tutorial.
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3 Click the button to the right of the CIT box to open the Select Configuration

Item Type dialog box.

/3 Mercury Business Availability Center

o Dizplay only CITs that match the current view
O Dizplay all possible CITs

= D] Metwork Resource

~
-
~
-
~
-

@ ATM Switching
[T eridge

@ Chazzis

@ ELAM

e

@ MS Dormain
27 wetwork

« @ Susplex

O [ Teail

o D Oracle E-Business Suite

 [4 AP systam
[ sickbel sits

CI Types Table

cance' |

Help

4 At the top, select Display all possible CITs. and then select Network.

5 Click OK to return to the Define General Properties page.
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10

6 Click Next to open the Define CIT-Specific properties page.

10
11
12

13

B Mercury Business Availability Center x|

Define General Properties Define CIT-Specific Properties o
} Define CIT-5pecific Properties

Hetwork I—
Surnmary Count

Metwork

Toe IOther _I

Dapes IniceDomain

Dornain

Marne #

Metwork

e e |255.255.255.0

Metwork |z1z.148.81.0

Address *
Metwaork
Class e

o Iz Managed

<= Back | Mext = | Finish | cancel | Help |

In the Network Domain Name box, type the name of the domain as you
defined it during installation. For this exercise, type niceDomain.

In the network_netmask box, and type the net mask of the network for
which you want to do the discovery. For example, 255.255.255.0.

In the network_netaddr box, and type the IP address of the seed network
from which you want to start the discovery. For example, 212.148.81.0.

In the Network Class check box, type C.
Ensure that the Is Managed check box is selected.

Click Finish to display the Summary page. The Summary page displays the
CIs that were created and added to the view.

Click Close to close the Summary page and save the network attributes you
have defined.
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Defining the Discovery Scope

Before you activate the discovery patterns to start collecting data about your
network, you need to add a Discovery Probe. For each Discovery Probe, you
need to define the discovery scope that defines the range of the IP addresses
to be discovered as well as configure the connection data for each protocol
included in the discovery process.

The discovery process can encompass several Discovery Probes. You need to
define a separate range for each Discovery Probe. Anything discovered by
the discovery patterns outside of the defined range is not included in the
discovery process.

To configure the discovery scope:

1 Select Admin > CMDB and click the Discovery Manager tab.

Module Manager | Probe Manager |

Discovery Modules Details Yiew I Map Viewl
npplication - Oracle E-Busi fe Discovery Module Summary:
@ Application - SAP (Rf3) Discavery Module Mame:  Application - Oracle E-Business Suite
@ Application - Siebel Descriptian:
@ Database - DB2 - "
Crade E-Business Suite discovery,
@ Database - Oracle

@ Database - Oracle TNS

@ Database - SQLServer

@ Host Resources - SHMP

@ Host Resources - 55H/Telnet
@ Host Resources - WHMI ¥
[ J2EE - Weblogic

@ JZEE - Websphere

@ Mainframe

@ Network - Advanced

@ Network - Basic

@ Metwork - Credential Less Discovery
@ Netwark - Layer2

@ Network - Protocol Connections

@ Metwork - TCP Discovery

@ ‘eb Servers - Basic

@ ‘web Servers - H3

@ wwebsphere MO

Statistics: (Last update time: never)

@ CIT I Created Updated I Deleted I Tokal

I~ Advanced view & o 0

11
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2 To add a new Discovery Probe, click the Probe Manager tab.

4 MAM-Server - Administrator [Discovery Manager]

~=1ol =]
Module Manager  Probe Manager |
Digcovery Prok ~Proke Detail
A
L

DefaultProbe

IE ~dd probe |

3 In the Discovery Probes pane, right-click the Probes folder or any empty
area and select Add probe to open the Add New Probe dialog box.

#'4 Add New Probe x|
Probe Detailz

Mame: IniceDnmain

etwork Dizcovery

Dezcription:

QK I Cancel

4 In the Name box, type the name of the Discovery Probe as defined during
the installation. For example, niceDomain.
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5 In the Description box, type description for the Discovery Probe. For this
exercise, write Network discovery.

6 Click OK to save your changes.

7 Click the Add IP range button to open the Add Range dialog box.
x|

8 Enter an IP address range using the following format:

start_ip_address - end_ip_address

Note: The IP address range can include a wild card character (*) in the lower
bound IP address of the IP range pattern. The asterisk represents any number
in the range of 0-255. If you use an asterisk, you do not need to enter a
second IP address. For example, 10.0.48.* covers the whole range from
10.0.48.0 to 10.0.48.255.

13
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9 Click OK. The full IP address range appears in the Ranges pane, as seen
below.

Maodule Manager  Probe Manager |

rDiscovery Probe: Probe Detail
J Pr_obes Description
g Defaune retwork Discovery
Last time probe accessed : Mever Accessed
Range:
M B

efore changing the probe range it is recommended to stop all active patterns.

10 Click Apply to save the changes you made in the discovery scope
configurations in the CMDB.
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Verifying that the Changes Have Been Made to the Discovery
Probe

The changes you made in the discovery scope configurations are delivered
to and stored in the CMDB. From there, the changes are sent to the
Discovery Probe. Verification that the changes have been sent to the
Discovery Probe is seen in the following message displayed in the
wrapperProbe log file, that is located in \<Mercury Business Availability
Center root directory>\root\logs\.

processing document domainScopeDocument.bin
Processing document domainScopeDocument.bin is done.

ﬁDiscovery Probe

nLoader. javaB3> — ProbeMgr: recieved new server data fileMame=scripts/MTCHD_HR_REG_Software.py
stributerPull. javal?4> — Probe Gateway recieved 1 tasks from server.

orsClient.javaZB@3> — ProbeGW: Douwnloding file from server: serverDatasdomainScopeDocument.bin
wnLoader. javaB3> — ProbeMgr: recieved new server data fileMame=serverDatasdomainScopelocument.bin
copeManager. java3d?> — processing document domainScopeDocument.bin

copeManager. java54> — Proc ing document domainScopeDocument.bin iz done.

In the next lesson, you will activate the discovery pattern that discovers the
networks contained within the range defined in this lesson.

15
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Discovering Network Cis

The network ClIs that were discovered in the previous lesson (see “Defining
the Seed Network” on page 7) act as triggers for the continued discovery of
other resources. This applies regardless of whether the default seed network
was used to start the discovery or one was defined manually.

In order for the discovered network CIs in the CMDB to act as triggers for
discovering other resources, the relevant discovery patterns must be
activated.

In this lesson, you will activate the discovery pattern ICMP_NET_Dis_IpC,
which is designed to discover the network IPs that fall within the IP address
range as defined in the Discovery Manager dialog box in “Defining the
Discovery Scope” on page 11.

In this lesson, you will learn about:

» “Activating the ICMP_NET_Dis_IpC Discovery Pattern” on page 18

> “What Happens When You Activate the ICMP_NET_Dis_IpC Pattern?” on
page 19

17
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Activating the ICMP_NET_Dis_IpC Discovery Pattern

In this section, you will activate the ICMP_NET_Dis_IpC pattern. To activate
discovery patterns, you must select the relevant patterns from the Discovery

18

Manager.

To activate the ICMP_NET_Dis_IpC pattern:
Select Admin > CMDB and click the IT Universe tab to open the Discovery

Manager.

2 Click the Module Manager tab and select the Advanced View check box.
3 Click the Expand button to the left of the Network - Basic module.

Discovery Modules

Q Discovery Modules -
@ Application - Oracle E-Business Si
[ Application - SAP (R)3)

@ Application - Sisbel

@ Database - DBZ

@ Database - Cracle

@ Database - Cracle THS

@ Database - SQLServer

@ Host Resources - SMMP

@ Host Resources - 55H, Telnet

@ Host Resources - WMl
[ J2EE - weblagic

@ JZEE - Websphere

@ Mainframe

@ Metwork - Advanced
E| @ Mebwork - Basic

- D Host_ID_Discover
B icrr_MET Dis_InC
3 @ Metwork - Credential Less Discow
@ Metwork - Layerz

@ Metwork - Protocol Cannections |
@ Metwork - TCP Discovery

@ Web Servers - Basic

|¢| i web Servers - IHS 4
1| | »
= 0

v advanced Yiew &

4 Right-click ICMP_NET_Dis_IpC and click Activate to activate the pattern.
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What Happens When You Activate the ICMP_NET_Dis_IpC
Pattern?

For every network in the CMDB, Mercury Business Availability Center takes
the network address and the network mask and calculates the range of the IP
addresses you want to discover.

This pattern then activates a task whose job is to ping all the IP addresses
that were calculated. For every IP address that answers the ping request,
Mercury Business Availability Center creates a CI in the CMDB.

Note: Only the IP addresses that are considered to be inside the scope
defined in the Discovery Manager dialog box will be pinged.

By identifying the network’s IPs, new IPs are discovered on the network. All
IP addresses that respond to the ping request are the newly discovered Cls
that are added to the CMDB which, in turn, act as triggers to activate other
discovery patterns.

19
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Verifying the Discovery Results

ClIs that are discovered are delivered to and stored in the CMDB. Verification
that the CIs have been sent to the CMDB can be seen here.

iscovery Probe

rver data fileMame ripts/NTCHD_HR_REG_Software.py

Y ieved 1 t f yer.

ing file from verDatasdomainScopeDocument .bin

new server data flleName—991091Data/domalnScopeDocument bin

ment domainScopelocument.hin

ment domainScopelocument.bin is done.

y recieved 1 tasks from server.

ay: Distributing task ICHMP_NET Dis_IpC-2-1135582512687 to probe manager: 192.168.81.88

rectory is created for discovery pattern ICMP_MET _Dis_Ip

Diz_IpC iz not merge—able.it was added to the repository without being merged.

ahle but no task found to merge with. task ICHP NET _Dis_IpC-2- 1135582512687 new mergahle task was added to th
ICMP_MNET _Dis_IpC—-2-1135582512687 with 1 Cls. total recieved 1 tasks
_HET_Dis_IpC was triggered at: Mon Dec 26 39:35:14 IST 2885
started invocation €on 1 destinations)
Hetworki¥mlUtil .getHetAddressBylp{localHostIpAddress) ... netWorkAddressOfLocalHost.length: @
ICHP_NET _Dis_IpC,. subject=Default. Passed 278 out of 278 objects for 1 destinations (state @ -> 278)
Sent a total of grouped 278 update objects for pattern: ICHP_MET_Dis_IpC
finished invocation <¢on 1 destinations?, running time=7453msec
Gateway received task result: ICMP_HNET Dis_IpC from Probe Manager: 192.168.81.88 timestamp=1135582521546
pC finished activating and being scheduled to next invocation at: Tue Dec 27 B9:35:13 IST 2885
y recieved 1 tasks from server.
Diz_IpC has bheen removed.

The Discovery Probe indicates that the name of the pattern that was
activated and the number of network Cls discovered.

This example shows that the ICMP_NET_Dis_IpC discovery pattern was
activated and 278 ClIs were discovered.

In the next lesson, you will define a TQL that retrieves the network CIs from
the CMDB so you can see the results of the discovery.

20
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Creating a TQL Query

In the previous lesson, you activated the discovery pattern that discovered
the networks that fell within the IP address range you defined in Lesson 2.
To see the discovered network ClIs, you need to define a TQL query that
retrieves the specified network ClIs from the CMDB.

Defining a TQL Query to View the Discovered Network Cls

In this section, you will create the pattern view in which you want to define
the TQL query. Then you will add the TQL nodes to the pattern view and
define the relationship between them.

To define a TQL query to view the discovered network Cls:

1 In the View Manager tab, select the folder in the View Explorer in which
you want to place the view.

21



Lesson 4 ¢ Creating a TQL Query

2 Click New Pattern View open the Create View - View Properties dialog box.

/3 Mercury Business Availability Center

View name ¥ IBasic Metwaork

Wiew type Pattern view

Description

Aszign wiew to!

|7 IT Universe

¥ Dashboard & Service Level Managerment KPI Select
Viewing Qptions:

[T Use differant folding/grouping definitions
for tree and topology presentations hat

3 In the View name box, type Basic Network.

4 Select the IT Universe and Dashboard & Service Level Management check
boxes.

22
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5 Click OK to open the Create View window.

IT Universe Manager | ¥iew Manager Discowery M

q | Source M

| CI Type Manager |

| 8 ||Hierarchical LayoutLI 7] |||:~:Q.||—';_'_®. a

Q@ BEF kR

[P 17 Universe (118)

#1-{7) Business {71)

Drynamic Mode Factory (1
723 Monitor (38)

F-(T]) System (6]

Properties Condition

Cardinality
CI bype: ﬁl

B visible

B Include subclasses

0K | Cancel | Help |

6 From the tree displayed in the Configuration Item Type Model, click and
drag the following TQL nodes to the Topology map:

» Network

» [P

23
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7 Select the two nodes, right-click and then click Add Relationship to open the
Add Relationship dialog box.

#4 Add Relationship x|

Made Lakbel: INetWDrk Directian: ﬁ Mol Lakel: IIP
Relationzship Type: IMember

Advanced ==

|Retionship =]

ETT World Links
gSyﬁem Linkzs
Parent

@ hember

QK Cancel

8 To link the Network and IP TQL nodes, click Advanced and select Member.
Member appears in the Relationship Type box.

9 Click OK. The TQL query you have created is displayed below.

s

Metwark

Member

10 Click OK to save the TQL definitions in the CMDB.

24



Lesson 4 ¢ Creating a TQL Query

The pattern view you have created appears in the Views pane.

Manme = Type DescHpton
[T Basic Metwork Pattern view | f| : ||:|=|:|| x|@|
[T First Service View Instance view ﬁ:z:::;;hflbox (] | f| : ||:|=|:|| x|@|
™ lior Instance view | f| : ||:|=|:|| x|@|
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Performing an Advanced Network
Discovery

Y Y Y Y Y Y

In Lesson 3, you activated the ICMP_NET_Dis_IpC discovery pattern, which
identified all the network IPs. After these IP addresses are added to the
CMDB, they act as triggers for the SNMP_NET_Dis_Connection discovery
pattern. This pattern activates a task whose job it is to discover SNMP
connection data of the new IPs discovered in your IT infrastructure. The task
results add a host to each IP together with its SNMP connection data to the
CMDB.

In this lesson, you will define the SNMP connection data and activate the
SNMP_NET_Dis_Connection pattern that discovers hosts that use the SNMP
protocol.

In this lesson, you will learn about:

“Defining the SNMP Connection Data” on page 28

“Activating the SNMP_NET_Dis_Connection Discovery Pattern” on page 32
“Defining a TQL to View the Discovered CIs” on page 35

“Adding TQL Nodes and Relationships to the Query” on page 36

“Creating a New Pattern View” on page 35

“Adding TQL Nodes and Relationships to the Query” on page 36
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Defining the SNMP Connection Data

28

In this section, you will define the SNMP protocol through which the data
will be collected.

To define the SNMP connection data:

Select Admin > CMDB and click the IT Universe tab to open the Discovery
Manager.

Click the Probe Manager tab.

3 In the Discovery Probes pane, select niceDomain.

Click the Expand button to the left of niceDomain and then select SNMP
Protocol.

Click the Add new connection details for the selected protocol type button
in the Protocol entries pane to open the Add Protocol Parameter dialog box.

3 Add Protocol Parameter =
'Eommunity |

(Connection Timeouk 2000

Metwork Address CEFALLT

Moke

Port Number 161

Retry 3

oK I Cancel




6

10
11

12
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Click the button at the right end of the Community box to open the
Community dialog box.

x

Mew Password: ||

Zonfirm Mew Password: I

oK | Cancel |

|Java Applet wWindow

Ask your system administrator what the Community string is and type it in
the New Password box.

Type the Community string again in the Confirm New Password box and
click OK.

In the Connection Timeout box, leave the default value 2000.
In the Network Address box, leave the default value DEFAULT.

In the Port Number box, ask your system administrator for the required port
number.

In the Retry box, leave the default value 3.
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13 Click OK. The parameter values you have defined appear in the Protocol
Entries section, as seen below.

Madule Manager Probe Manager |
—SMMP Protacal entrie:

Discovery Probes

_4 Probes

= @ riceDomain

----- D/ﬂ MTCMD Protoce
----- 5 SAP I Prokoc
----- D/ﬂ SAP Protocal

----- D/ﬂ Siebel Gateway
..... I}/i:l SMMP Protocal
..... 58 S0L Protocal

----- D/ﬂ 55H Protocal
----- D/ﬂ Telnet Protocal
----- D/ﬂ ‘Weblogic Protor
..... I}/i:l ‘Websphere Pro
----- D/ﬂ WHI Prokocal

Metwork Address Connection Timeouk Part Mumber Tote Community Retry
DEFALLT 10 i 3

4 » B[O [=

Ei— 0 4 | B

14 Click Apply to save the changes you have made in the CMDB.
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Verifying That the Changes Have Been Made to the Discovery
Probe

Each change you make in the Discovery Manager dialog box is delivered to
and stored in the CMDB. From there, the changes are sent to the Discovery
Probe. Verification that the changes have been sent to the Discovery Probe is
seen in the following message displayed in the wrapperProbe log file, that is
located in \<Mercury Business Availability Center root
directory>\root\logs\.

processing document domainScopeDocument.bin
Processing document domainScopeDocument.bin is done.

_ﬂ!:] iscovery Probe

nLoader. javaB3> — ProbeMgr: recieved new server data fileMame ripts/NTCMD_HR_REG_Sof tware.py
stributerPull. javal?4> — Probe Gateway recieved 1 task er.
orsClient.javaZB3> — ProbeGl: Downloding file from serve atasdomainScopelocument .bin

wnLoader. java83> — ProbeMyg recieved new server data fileNam rverDatasdomainScopelocument .bin
copeManager. java3d?)> — proces g document domainfScopelocument.
copeManager. java54> — Processing document domainScopeDocument.bin is done.
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Activating the SNMP_NET_Dis_Connection Discovery
Pattern

In this section, you will activate the SNMP_NET_Dis_Connection discovery
pattern to discover hosts that use the SNMP protocol.

To activate the SNMP_NET_Dis_Connection pattern:
1 Select the Module Manager tab.
2 Select the Advanced View check box.

3 In the Discovery Modules pane, click the Expand button to the left of the
Network- Basic module.
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- 4 Right-click SNMP_NET_Dis_Connection and click the Activate button, or
select SNMP_NET_Dis_Connection and click the Activate button in the
bottom- right corner of the Discovery Modules pane.

Module Manager I Probe Manager |
~Discovery Modules

Q Discovery Modules =
@ Application - Oracle E-Business Si
- Application - SAP (R3)

. @ Application - Siebel

- @ Database - DBZ

- @ Database - Oracle

- @ Database - Oracle THS

- @ Database - SQLSarver

g @ Host Resources - SNMP

. @ Host Resources - 55H] Telnet

. @ Host Resources - WHMI

[ 12EE - Weblagic

. @ JZEE - Websphere

- @ Mainframe

@ Metwork - Advanced
3. @ Metwork - Basic

. D Host_ID_Discover

oy e
) Edit Pattern
g[Sl save As.,
@ I X Delete pattern
. @ ‘Web Setvers - Basic
If|I i Web Servers - IHS

|

-
[ Advanced View & p Nl

33



Lesson 5 e Performing an Advanced Network Discovery

Verifying the Discovery Results

Check the discovery results in the Discovery Probe. The following example
shows that the SNMP_NET_Dis_Connection pattern was activated and
displays the number of Cls discovered.

iscovery Probe

asks from server.
ng task SHNMP_MET_Dis_Connection—4-1135583566234 to probe manager: 192.168.81.88
ated for discovery pattern SNMP_MET_Dis_ Connection
iz not merge—able.it was added to the repository without heing merged.
=k found to merge uith. task SHMP_NET_] _Connection—4- 1135583566234 new mergabhle task was added to the repository
onnection—4-1135583566234 with 1 ClIs, total recieved 1 tasks
=_Connection was triggered at: Mon Dec 26 @9:52:47 IST 2885
started invocation <on 1 destinations?
d=SMMP_MET_Dis_Connection. subject=7alalScbic?2hliifc25ab86de?5464ch,. Passed 9 out of ? objects for 1 destinations
total of grouped ? update objects for pattern: SNMP_NET_Dis_Connection
finished invocation {on 1 destinations?. running time=?8%4msec
ed task result: SHMP_HNET_Dis_Connection from Probe Manager: 192.168.81.88 timestamp=1135583576484
on finished activating and being scheduled to next invocation at: Tue Dec 27 B2:52:47 IST 2885
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Defining a TQL to View the Discovered Cls

To view the discovered network Cls, you will be:

Creating a New Pattern

“Creating a New Pattern View” on page 35

“Adding TQL Nodes and Relationships to the Query” on page 36

View

In this section, you will create a pattern view whose topology map displays

the results of the TQL query.

1 Select Admin > CMDB and then click the View Manager tab.

In the View Explorer, select the folder in which you want to place the view.

3 Click New Pattern View to open the Create View - View Properties dialog

box.

; Mercury Business Availability Center

View narme * I.C\dl.lanced Metwork Disca

Wiew tppe Pattern view

wepy

Crescription

Azzign view to!

p IT Universe

|7 Dashboard & Service Level Management

KPI Select |
-

Help

In the View name box, type a unique name for the pattern view. For this

exercise, type Advanced Network Discovery.

Select the check boxes of the
are creating to appear:

» IT Universe

applications in which you want the view you

» Dashboard & Service Level Management
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6 Click OK to display the Create View window.

IT Universe | View Manager | Discovery M | source M | ertypem |

| 5 8 ||Hierarchica\ Layuut;l i ||E~:§. ||—L_'_® =) | Y Gk = "-"/'l bk Kk |E1_‘1,EJ @

[Topology view

Class type: I B isvisible B Include subdlasses (]

"Condition

"Cardinalit

Configuration Ikem Types

() 17 Universe (613
() Business (33)

E Dynamic Mode Fackory (8)
) Monitor (200
() System (0}

0K | Cancel | Help |

Adding TQL Nodes and Relationships to the Query
After you define the TQL, you must add the required Cls and define the

relationship between them.

To add nodes and relationships to the TQL:

1 From the tree displayed in the Configuration Item Type Model, click and

drag the following CITs to the topology map.
» Network

> IP

» Host

> SNMP
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2 Link the nodes according to the following table.

Link this node To this node With this relationship
P Network Member

Host Network Member

SNMP Host Container Link

P Host Contained

Simultaneously select the two nodes in each row, right-click and then click
Add Relationship. The Add Relationship dialog box opens.

/) Add Relationship x|

Mode Label: IHost Ditection: = v | Mode Label: IIP
Relationship Type: IIT w'orld Links

Advanced >

ok | Cancel |

|Java Applet Window

3 Select the relationships according to the table above, and click OK.
The TQL you have created is displayed below.

3L

Metwork
féber
“E
(e amber
/
/_ . Chptained
Cn/n ainer link
g ¥
L=
23 i
SMNMP IP

4 Click OK to save the TQL definitions in the CMDB.
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The pattern view you have created appears in the Views pane.

Mame = Type Descripton
l_ Aduvanced Netwark Discavery Pattern view | ﬁ| : ||:|=|:|| x |@|
[7 First Service View Instance wiew Out of the box empty instance .. | ﬁ| : ||:|=|:|| b4 |(E||
l- hadas Instance wview | ﬁ| : ||:|=|:|| x |@|

In the following lesson, you will expand the discovery to include other
network resources.




6

Expanding the Network Discovery

In this lesson, you will expand the network discovery to include the
discovery of other network resources.

In this lesson, you will learn about:

> “Activating Patterns that Expand the Network Discovery” on page 40

» “Viewing the Discovered ClIs” on page 43
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Activating Patterns that Expand the Network Discovery

The following table contains a list of discovery patterns that activate tasks
whose job is to discover other network components needed for building the
network infrastructure, such as relationships, ARP tables and port numbers.

Discovery Pattern Definition

SNMP_NET_Dis_HostBase Activates a task whose job is to discover all the
routing relationships between the hosts in your
system.

SNMP_NET_Dis_Router_Arp | Activates a task whose job is to discover the ARP
tables containing the IP addresses of the machines
with whom the server is communicating.

SNMP_NET_Dis_TCP Activates a task whose job is to discover all the
TCP connections between the different machines
in your system.

TCP_NET_Dis_Port Activates a task whose job is to discover all the
port numbers in the
portNumberToPortName.xml file, which is
located in:

<Mercury Business Availability Center root
directory>\root\lib\collectors\discoveryManag
er\serverData

Note: This file is provided with your Mercury
Business Availability Center package. You can
edit the file if required. For details, see Discovery
Process Configuration Files in Discovery Manager
Administration.

The results of this discovery become the trigger
ClIs for discovering applications.
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To activate the discovery patterns:

Select Admin > CMDB and select the Discovery Manager tab to open the
Discovery Management.

Select the Module Manager tab.

Select the Advanced View check box.

Click the Expand button to the left of the Network - Advanced module.
Select the following patterns:

» SNMP_NET_Dis_HostBase

» SNMP_NET_Dis_Router_Arp

» TCP_NET_Dis_Port

Click the Expand button to the left of the Network - TCP Discovery module.
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42

7 Select the following pattern:
> Dis_TCP.

Q Discovery Modules

@ Application - Oracle E-Business Suite
- i Application - SAP (Ry3)

- @ Application - Siebel

L [ﬁD Database - DB2

- @ Database - Oracle

- @ Database - Oracle THS

- @ Database - SOLServer

- @ Host Resources - SMMP

- @ Host Resources - 55H[Telnet

- @ Host Resources - WL

- [ J2EE - Weblogic

- @ JZEE - Websphere

+]- @ IMainframe

E| @ Network - Advanced

[ZF SHMP_NET_Dis_HostBase
[S SNMP_NET_Dis_Rouker_Arp
[SF TCP_MET_Dis_Port

- @ Network - Basic

- @ Metwork - Credential Less Discovery
- @ Mebwork - Layerz

- @ Metwork - Protocol Connections
- EE%? Metwork - TCP Discovery

[V Advanced Wiew Fy >
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Viewing the Discovered Cis

Mercury Business Availability Center provides predefined views for certain
discovery results. You can view the following discovered Cls in the following
predefined views:

View these Cls In this predefined view

All the TCP connections between the Client_Server_Connections
different machines in your system

All the routing relationships between the Route
hosts in the network.

All the ARP tables containing the IP addresses | Network
of the machines with whom your computer
is communicating.

Note: Mercury Business Availability Center does not provide a predefined
view for the port numbers in the portNumberToPortName.xml file.
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Discovering Database Instances and

Oracle

Y VY VY Y

>

>

>

Resources

The CMDB now contains networks, host CIs with SNMP connection data
and other network resources. In this lesson, you will uncover the database
instances and Oracle resources in your IT infrastructure.

The SQL_NET_Dis_Connection pattern discovers the following database
types:

Oracle

DB2

Sybase

SQLServer

The CIs discovered in the TCP_NET_Dis_Port pattern (see See
“TCP_NET_Dis_Port” on page 40.) act as a trigger for the

SQL_NET_Dis_Connection pattern, which activates a task whose job is to
discover database instances.

In this lesson, you will learn about:

“Adding the SQL Protocol” on page 46
“Activating the SQL_NET_Dis_Connection Pattern” on page 49
“Activating the SQL_APP_Dis_Oracle Discovery Pattern” on page 51
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Adding the SQL Protocol

You need to add the Oracle protocol to discover all the Oracle resources.

To add the Oracle protocol:

1 Select Admin > CMDB and select the Discovery Manager tab to open the
Discovery Manager.

2 Click the Probe Manager tab.
3 In the Discovery Probes pane, select niceDomain.

4 Click the Expand button to the left of niceDomain and then select SQL
Protocol.

Discavery Probes

_ A Probes

El@ nicelamain

----- ¢ WTCMD Protoce
----- o0 58P M Protoc
----- 1 SAP Protocol

----- o1 Siehel Gateway
----- o0 SHMP Protocol
SCIL Prokacol

----- 1 55H Protocol
----- 1 Telnet Protocal
----- o Wheblagic Proko
----- o Websphere Pro
----- 0 WHI Protocol
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3 5 Click the Add new connection details for the selected protocol type button
- in the Protocol entries pane to open the Add Protocol Parameter dialog box.

14 Add Protocol Parameter x|

Connection Timeout 2000
Database Mame

Database SO oracle DEZ)
Database Type oracle
Metwork Address DEFALLT
Maote

Part Murnber
Protocoal Index 9339
Uzer Name
Lser Pazsword __|

| | ] S ] | | W]

Ok | Cancel |

6 In the Connection Timeout box, leave the default as 2000.

7 Click the button at the right of the Database SID(oracle, DB2) box. In the
dialog box that opens, type the name of your database SID. For example,
SKAZAL.

/7 Database SID{oracle,DE2) =

KAZAL

oK Cancel

Java Applet window
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8 Click OK to save your changes.
9 In the Database Type box, leave the default value oracle
10 In the Network Address box, leave the default value DEFAULT.

11 In the Port Number box, type the port number on which the database
listens.

12 Click the button at the right end of the User Name box. In the dialog box
that opens, type your username.

x

wpE your user name here

Ok Cancel

IJava Applet ‘Window

13 Click OK to save your changes.

14 Click the button at the right end of the User Password box to open the User
Password dialog box.

x

Mew Password: I
Confirm Mew Password: I

Ok I Cancel |

|Java Applet Window

15 In the New Password box, type your password.

16 Type your password again in the Confirm New Password box and click OK
to save the password information and close the User Password dialog box.
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17 Click OK to save the protocol definitions you have set. The protocol
definitions appear in the Protocol Entries section.

Madule Manager Probe Manager |

Discovery Probes S0L Protocol entries

_ Prabes User Passw. .. | Metwork &... | Connection Timeout | Port Number | Mote | User Mame | Databa...|Database S...|Database T..
= @ nicelamain wHEEEE  DEFAULT 2000 YPE YOUF U, SKAZA

----- 8 NTCMD Prokoce
----- 5 SAP I Prokoc
----- 50 SAP Protocal
----- 0 Siehel Gateway
----- 58 SNMP Protocol
----- -8 55H Pratocal
----- 58 Telnet Protocol
----- -1 Wehlogic Protor
----- 51 Wehsphere Pro
----- 8 WM Profocal

4 b [ [

Kl — | | 2

18 Click Apply again to save the changes in the CMDB.

To verify that the CMDB has been updated with the changes you made in
the network protocol configurations, check that the following notification
appears in the Discovery Probe:

Processing document domainScopeDocument.bin is done

Activating the SQL_NET_Dis_Connection Pattern

In this section, you will activate the pattern that discovers database
instances in your IT infrastructure.

To activate the SQL_NET_Dis_Connection pattern:
1 Select the Module Manager tab.
2 Select the Advanced View check box.
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3 In the Discovery Modules pane, click the Expand button to the left of the
Database - SQLServer module.

- 4 Right-click SQL_NET_Dis_Connection and click the Activate button, or select
SQL_NET_Dis_Connection and click the Activate button in the bottom- right
corner of the Discovery Modules pane.

~Discovery Modules

Q Discovery Madules =
@ Application - Oracle E-Business Si
TG0 Application - SAP (R)3)

@ Application - Siebel

@ Database - DBZ

@ Database - Oracle

@ Database - Oracle THS

5. @ Database - SOL3erver
. [B] 5qL_APP_Dis_SqiServer

Activate
Edit Pattern
Save As...

K Delete pattern

@ JZEE - Websphere
@ Mainframe

@ Metwark - Advanced

@ Metwork - Basic .
@ Metwork - Credential Less Discow
@ Metwork - Laverz

@ Metwork - Protocol Connections
EI I Metwork - TCP Discovery — i
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The pattern uncovers all Oracle, DB2, Sybase and SQLServer database
instances that exist in your IT infrastructure. They appear in a predefined
folder provided by the system called Database.

[ s |

% [ application

B O patabaze
1 pez

£1 orade ]— Discovered database instances
C1 50l server
Diagnostics
Host Resources
Integrations
03 azee
Maonitors
MQ
] Matwork
1 sigbal

PP OO

Activating the SQL_APP_Dis_Oracle Discovery Pattern

Now that you have discovered all the instances of Oracle, DB2, Sybase and
SQLServer databases, you will perform a more in-depth discovery that
uncovers all the existing Oracle resources. To do this, you need to Activate
the SQL_APP_Dis_Oracle pattern

In this section, you will activate the discovery pattern SQL_APP_Dis_Oracle
whose task is to discover Oracle resources.

To discover Oracle resources:
1 Select the Module Manager tab.
2 Select the Advanced View check box.
3 Click the Expand button to the left of the Database - Oracle module.
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- 4 Right-click SQL_APP_Dis_Oracle and click the Activate button, or select
SQL_APP_Dis_Oracle and click the Activate button in the bottom- right
corner of the Discovery Modules pane.

~Discovery Madule:

Q Discovery Modules =
: @ Application - Oracle E-Business 5t
& Application - SAP (R/3)

@ Application - Siebel

@ Database - DB2

= @ Database - Oracle

D CF_Oracle

Edit Pattern

Save As...
* Delete pattern
ESOUFCES -
@ Host Resaurces - 55H] Telnet
@ Host Resources - WHMI
[ J2EE - Weblagic
@ JZEE - Websphere
@ Mainframe
@ Mebwark - Advanced
@ Metwark - Basic —
@ Metwork - Credential Less Discow
@ Mekwork - Layer2
@ Metwark - Prokocol Connections

I¢|I i Metwork - TCP Discovery | S
4 4
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The pattern uncovers all the Oracle resources, such as users, tables and
tablespaces for each database instance. The discovered resources appear in a
predefined view called Oracle.

‘@ Mercury Business Availability Center (running on sanity1}) - Micresoft Internet Explorer 10l x|
MERCURY" APPLICATIONS | ADMIN ¥ | HELP v | SITE MAP LOBOUT
Business Availability Center - CMDB Administration User: administrator

IT Universe | View Manager | Discovery Manager | Sourca Manager | €I Type Manager |

ﬂ M Nama-= Type Description

™ orade Pattern view | ﬂ‘ : |EI=I]| X |(E||
2 £ views
oo . " §
1 applicat E‘% r‘“h Wil M New Instance ¥iew | New Pattem Yiew |
pplication
B £ patabase
01 ez
=] oo |

7 5qL server
Diagnastics
Host Resources
Integrations
J2EE
Manitars
Mg
Metwork

ool

Siebel

All the existing Oracle resources that are discovered can be viewed in the
topology map in IT Universe (for details, see I'T Universe Administration.
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Discovering WebLogic Instances and
Components

In the previous lesson, you discovered database instances and the Oracle
resources in your IT infrastructure. In this lesson, you will uncover
WebLogic instances and WebLogic components in your IT infrastructure.

> You activate the J2EE_JMX_Weblogic_Connection pattern to discover the
WebLogic instances.

The CIs discovered in the TCP_NET_Dis_Port pattern (see “Activating
Patterns that Expand the Network Discovery” on page 40), act as a trigger
for the J2EE_JMX_Weblogic_Connection pattern, which activates the task
whose job is to discover all instances of WebLogic.

» You activate the J2EE_JMX_Weblogic pattern to discover the WebLogic
components.

The CIs discovered in the J2EE_JMX_Weblogic_Connection pattern act as a
trigger for the J2EE_JMX_Weblogic pattern, which activates the task whose
job is to discover all WebLogic components.

In this lesson, you will learn about:

> “Defining the WebLogic Protocol” on page 56
» “Discovering WebLogic Instances” on page 59

» “Discovering WebLogic Components” on page 61
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Defining the Weblogic Protocol

56

In this section, you will add the WebLogic protocol and define its
connection data.

To define the WebLogic Protocol:

Select Admin > CMDB and click the IT Universe tab to open the Discovery
Manager.

Click the Probe Manager tab.

3 In the Discovery Probes pane, select niceDomain.

Click the Expand button to the left of niceDomain and then select Weblogic
Protocol.

Click the Add new connection details for the selected protocol type button
in the Protocol entries pane to open the Add Protocol Parameter dialog box.

<} Add Protocol Parameter x|
laEonnection Timeat 2000
Metwork Address DEFALLT
Mote
Port Nurmber 7001
User Mame
User Passward L
oK I Cancel
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6 In the Connection Timeout box, leave the default value as 2000.

7 In the Network Address box, leave the default value as DEFAULT.

8 In the Port Number box, type the port number on which the Weblogic

10

11
12

server listens.

Click the button at the right end of the User Name box. In the dialog box
that opens, type your user name and click OK.

x

YPE yOUr User name here

]34 Cancel

|Java Applet Window

Click the button at the right end of the User Password box to open the User
Password dialog box.

x

Mew Password: I
Confirm Mew Password: I

oK I Cancel |

In the New Password box, type your password.

Type your password again in the Confirm New Password box and click OK
to save your changes and close the User Password dialog box dialog box.
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58

13 Click OK to save the protocol definitions you have set. The protocol

definitions appear in the Protocol entries pane, as seen below.

Module Manager  Probe Manager I

~Discovery Probes

~Weblogic Protocal entrie:

=Y

4

_ 4 Probes

nicelomain

o NTCMD Protocal

o SAP M5 Protocol

o SAP Protocol

o Siebel Gateway Prokoc
o1 SHMP Protacol

o8 S0L Prokocol

oY 55H Protocal

L C 1l
o1 Websphere Probocal
o WM Prokocol

| &

User Passwordl MNebwork Address I Conneckion Timeoutl Part Murnber I Mote I

User Mare

e |DEFALLT

|Type your user name here

{PEBE

4

14 Click Apply to save the changes in the CMDB.

To verify that the CMDB has been updated with the changes you made in
the Discovery Probe configurations, check that the following notification

appears in the Discovery Probe:
Processing document domainScopeDocument.bin is done
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Discovering WebLogic Instances

You need to activate the JMX_J2EE_Weblogic_Connection pattern in order to
discover all the instances of WebLogic.

To discover all instances of WebLogic:

1 Click the Module Manager tab.
2 Select the Advanced View check box.

3 In the Discovery Modules pane, click the Expand button to the left of the

J2EE - Weblogicmodule.

4 Select JMX_]J2EE_Weblogic_Connection.
5 Right-click JMX_J2EE_Weblogic_Connection and click the Activate button,

or select JMX_J2EE_Weblogic_Connection and click the Activate button in
the bottom- right corner of the Discovery Modules pane.

Discovery Modules

Q Discovery Modules -

@ Application - Oracle E-Business Suite
@ Application - SAP (RY3)

i Arplication - Sisbel

@ Database - DE2

@ Database - Oracle

i) Database - Oracle THS

@ Database - SQLServer

@ Database - Sybase

@ Host Resources - SMMP

@ Host Resaurces - S5HTelnet

@ Host Resources - WL
=1 (G J2EE - Weblogic

- B mx_szee_weblogic

@ 1 chivate
& v

@ M Save As...
@ M 3¢ Delete pattern
@ ETWOFE, - CPEaeT e [E55 URCovery

@ Metwork, - LayerZ

@ Metwork, - Protocol Connections e
@ Metwork, - TCP Discovery

- [ Web Servers - Basic
[ T T [

wieblogic_Connection

[ Advanced View (I 3 ]
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60

The pattern discovers all the Weblogic instances in your system. The
discovered Cls appear in a predefined view called J2EE.

IT Universe | Wiew Manager Discovery Manager | Source Manager | CI Type Manager |

o)

=] | WViews
£ Application
Bl [ patabase
1 pe2
1 orade
£ soL server
(] Diagnostics

8 Host Resources
(] Integrations
&l x|
=] | Monitors
1 Real User Manit
£ UDHE Measurerns
£ mg
1 Hetwork
7 siebel

Mame =

Type

[ Wweblogic Topalagy
- Wwebsphere Topalogy

- websphere Web Layer

Pattern view

Pattern view

Pattern view

Description
Weblogic Topology 2 : 00| X @
Websphere Topaology : 00| ¥ (E

Wwebsphere Web Layer

|ﬁ|¢ I:I=I:I|X|(E||

Mewr Instance Wiew | New Pattern YWiew |

The J2EE_JMX_Weblogic_Connection discovery pattern discovers WebLogic

instances, which can be viewed in the topology map in IT Universe (for
details, see IT Universe Administration.
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Discovering WebLogic Components

In this section, you are going to activate the pattern that discovers Weblogic
components.

To discover WebLogic components:
1 Click the Module Manager tab.
2 Click the Expand button to the left of the J2EE-Weblogic module.

> 3 Right-click JMX_J2EE_Weblogic and click the Activate button, or select
JMX_J2EE_Weblogic and click the Activate button in the bottom- right
corner of the Discovery Modules pane.

Madule Manager | Probe Manager |

Discovery Modules

Q Discovery Modules -
@ Application - Oracle E-Business Suite

i Application - SAP (R{3)

@ Application - Siebel

@ Database - DEZ

@ Database - Oracle

@ Database - Oracle THS

@ Database - SQLServer

@ Database - Sybase

@ Host Resources - SMMP

@ Host Resources - S5HITelnet

i) Host Resources - WHI

(=1 (G J2EE - wieblogic

= EE

Edit Pattern
g Save ...

@ b ¥ Delete pattern

@ ECWONE, - BasIC

@ Metwork, - Credential Less Discovery
@ Metwork - Laver2

@ Metwark. - Protocol Connections Lo
@ Metwork, - TCP Discovery

@ Web Servers - Basic

BT ik S e s LI

W advanced view & > 1]
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The pattern discovers all the Weblogic resources in your system.

IT Universe | Wiew Manager Discovery Manager | Source Manager | CI Type Manager |

c) N]' Mame = Type Description
[T weblogic Topology Pattern view Weblogic Topology & : 00| X @

= [T websphere Topology Pattern view Websphere Topology 2 : 00| X @
=] Wiews

£1 application r Websphere Web Layer Pattern view Websphere Web Laver | i| ¢ ||:|=|:|| x |@|
Bl [ patabase
£ pez B, | 0| B | [ Move views New Instance ¥iew | | New Pattem ¥iew |
£ orade
£ soL server
£ Diagnostics

£ Host Resources
(] Integrations
S Ea
B £ monitars
£ Real User Monit
£ UDK Measureme
£ mg
1 Hetwork
O siebel

The J2EE_JMX_Weblogic_Connection discovery pattern discovers Weblogic
instances, which can be viewed in the topology map in IT Universe (for
details, see IT Universe Administration.

62



9

Discovering Host Resources

In the previous lesson, you discovered the WebLogic instances and
WebLogic components in your system.

In this lesson, you will activate a number of patterns that discover
WDMI-based resources, such as disks, CPU, memory, or files.

» WMI_HR_CPU_Dynamic
» WMI_HR_Disk_Dynamic
» WMI_HR_Process_Dynamic
» WMI_HR_Service_Dynamic

In this lesson you will learn about:

> “Defining the WMI Protocol” on page 64

» “Discovering WMI Components” on page 68
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Defining the WMI Protocol

64

In this section, you will add the WMI protocol and define its connection
data.

To define the WMI protocol:

Select Admin > CMDB and click the IT Universe tab to open the Discovery
Manager.

Click the Probe Manager tab.

3 In the Discovery Probes pane, select niceDomain.

Click the Expand button to the left of niceDomain and then select WMI
Protocol.

Click the Add new connection details for the selected protocol type button
in the Protocol entries pane to open the Add Protocol Parameter dialog box.
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6 From the Add Protocol list, select WMI Protocol. The Add Protocol
Parameter dialog box opens.

<} Add Protocol Parameter x|

laEonnection Timeat 2000
Metwork Address DEFALLT
Mote

MT Damain
User Mame
User Password

oK I Cancel |

IJa\-'a Applet Window

7 In the Connection Timeout box, leave the default as 2000.
8 In the Network Address box, leave the default as DEFAULT.

9 Click the button at the right end of the NT Domain box. In the dialog box
that opens, type your domain. For example, Mercury.

ﬂ

ercury

oK Cancel

|Java Applet Window
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10 Click OK.
11 Click the button at the right end of the User Name box. In the dialog box
that opens, type your user name and click OK.

x

YPE yOUr User name here

oK Cancel

|Ja\-'a Applet Window

12 Click the button at the right end of the User Password box to open the User
Password dialog box.

x

MNew Password: I
Confitm Mew Passwaord: I

Ok I Cancel |

13 In the New Password box, type your password.

14 Type your password again in the Confirm New Password box and click OK
to save your changes and close the User Password dialog box dialog box.
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15 Click OK to save the protocol definitions you have set. The protocol

definitions appear, as seen below.

Module Manager Probs Manager |

~Discovery Probes

~WMI Protocol entties

=@

_ 4 Prabes

niceDomain
o NTCMD Pratocol
0 SAP M Probocal
o1 SAP Protocol
1 Siebel Gateway Prokoc
0 SNMP Protocal
o1 SCL Protocol
¢ 55H Pratocol
Y Telnet Protocol
o Weblogic Protocol
¢ Websphere Pratocol

rakocol

[ 2]

4 b & 0O &

User Password
™

1

Metwork Address
DEFALLT

Connection Timeout | Mote User Name MT Domain

16 Click Apply again to save the changes in the CMDB.
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Discovering WMI Components

In this section, you are going to activate the pattern that discovers
WMI-based resources.

To discover WMI components:
1 Click the Module Manager tab.
2 Select the Advanced View check box.

3 Click the Expand button to the left of the Host_resources - WMI module and
select the following:

» WMI_HR_Dis_Memory
» WMI_HR_Dis_CPU
» WMI_HR_Dis_Disk
» WMI_HR_Process
» WMI_HR_Service

4 Click the Expand button to the left of the Network - Protocol Connections
module and select WMI_NET_Dis_Connection.
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Note: You can connect several patterns simultaneously by holding down the
CTRL key and selecting the required patterns, as seen below.

Discovery Module:

TR T TSt eSO

E| @ Host Resources - WHI

B HR_cPU

T TETTET

“o [2] WMI_HR_Software

i J2EE - weblogic

@ JZEE - Websphere

@ Mainframe

@ Metwork - Advanced

@ Metwork - Basic

@ Metwork - Credential Less Discovery
@ Metwork - Layer2

@ Mebwork - Protocol Connections

- D MTCMD_NET _Dis_Connection
- [£] sMMP_NET_Dis_Connection
- [£] TT¥_Net_Dis_Connection

@ Metwork - TCP Discovery
@ Web Servers - Basic

@ Web Servers - THS

@ ‘Websphere_MQ

@ COthers

v Advanced Yiew & »

|

-

Details Wigw I Map View

~Multi selection
~Selected Item:

[Z] WMI_HR_Disk

D WMI_HR._Process

[2] wMI_NET _Dis_Connection
[Z] WMI_HR _Memory

[Z] wMI_HR_cru

[2] WMI_HR _service

5 Click the Activate button in the bottom- right corner of the Discovery

Modules pane.
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The patterns uncover all the WMI-based resources, which are located under
Host Resources.

7 Application
[ Database
¥ 1 Discovery System Process

*F chat
*E hast
Ao
= i chat ___Discovered WMI-based resources
= nt

+IF 192 168,51 55
“L%shnulder
3 192,168.88.98
‘Lshnulder.mercury.cn.il
4 192 168.55.98
£ Irterprocess Comen
£ J2EE
]
7 Metweark
7 activeDirectory
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Troubleshooting Pattern Activation
Issues

When activating a discovery pattern, you may get an error message. You can
troubleshoot the problem by checking:

» The Discovery System Process view. This view contains all the patterns that
are running. Each pattern is represented by a CI in this view. If an errors
occurs, an event is sent to that CI describing the error that has occurred.

» The following log files that are located in \Mercury\<Mercury Business
Availability Center root directory>\root\logs:

> probemanager-error.log. Contains all error messages that occurred in the
Probe Manager.

» probemanager-infra.log. Contains infrastructure messages for the Probe
Manager.

» probemanager-services.log Contains logs for services. This is the most
relevant log file in which to look for errors, warnings, or information
regarding a specific discovery pattern.

» probegateway.log. Contains logs for the Probe Gateway.

» collectorsManagement.log. Contains logs of all the discovery processes
that occur in the Mercury Business Availability Center server.

> wrapperServer.log. Contains general logs for the Mercury Business
Availability Center server.

» world.log. Contains logs that tell you if there were problems inserting
ClIs into the CMBD.
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Optional Variables in Discovery Patterns

Mercury Business Availability Center version 2.4.FP 1 allows you to add the
attribute optional="true” to a variable tag in a discovery pattern, as shown

below.
<variables>
<variable name="SNMP" getObjectBy="condition" optional="true">
<condition>

<object id="-1" class="snmp" subsystem="6" container_name="host_applicationlist">

<attribute name="snmp_port" type="java.lang.Integer" list="false"

operator="EQ">161</attribute>
<attribute name="root_container" type="host" list="false" operator="EQ">

<object id="${HOST.root_id}" class="host" subsystem="6" />
</attribute>
</object>
</condition>
</variable>
</variables>

Adding this attribute to the discovery pattern ensures that the discovery
pattern does not fail if the specified variable is missing.

If the optional="true” attribute is added, every reference to the missing
variable will be replaced by either:

wou

> An empty string “ “ as a value

» A default value if it is provided for the attribute
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Use the following syntax to define the default value. The default value
appears in bold:

<destinationData name="retry">${SNMP.snmp_retry:5}</destinationData>

In the above example, the optional="true”attribute was added to the
variable tag and $SNMP was not found. The retry value will be replaced by 5
since the value that is put after the : (colon) becomes the default value if the
attribute does not exist.

Note: Discovery patterns that do not use optional variables will fail if the
specified variables are not found.




Discovery Patterns

Application Discovery

Pattern

_XCMD_Invoke_InstallAgent.xml

Package Network

Parse Method Java

Protocol XCMD (NetBIOS)
Discovered

Objects/Relationships

Monitored
Objects/Relationships

TQL "NO PQL
Schedule "once
Notes invokes an application,

not in use
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Pattern

IHS_Dis_Admin_Connection

Package J2EE

Parse Method Jython
Protocol Telnet
Discovered httpcontext,

Objects/Relationships

Monitored
Objects/Relationships

TQL host_ihs_telnet
Schedule
Notes

IHS_NET_Dis_Connection Package J2EE
Parse Method Jython
Protocol JMX
Discovered ibmhttpserver
Objects/Relationships
Monitored
Objects/Relationships
TQL host
Schedule
Notes
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Pattern

jboss_components.xml

Package J2EE

Parse Method Jython

Protocol JMX

Discovered jmsdestination, jmsserver,

Objects/Relationships

ejbcomponent,
webapplication, servlet,

connectionpool,
j2eecluster
Monitored
Objects/Relationships
TQL jboss
Schedule 1800
Notes
jboss_connection.xml Package J2EE
Parse Method Jython
Protocol JMX
Discovered jboss
Objects/Relationships
Monitored
Objects/Relationships
TQL host
Schedule Once
Notes
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Pattern

JMX_APP_DIS_WEBSPHERE.xml

Package J2EE

Parse Method Jython

Protocol JMX

Discovered j2eeserver, jmsprovider,

Objects/Relationships jdbcprovider,
jdbcdatasource,
j2eeapplication,
ejbmodule,

webapplication, servlet,
ejbstateless, ejbstateful,
ejbentity
ejbmessagedriven,

Monitored
Objects/Relationships

TQL websphere

Schedule 1800

Notes
JMX_APP_DIS_WEBSPHERE_connectio | Package J2EE
n.xml

Parse Method Jython

Protocol JMX

Discovered websphere

Objects/Relationships

Monitored

Objects/Relationships

TQL host

Schedule Once

Notes
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Pattern
JMX_APP_Dis_WL.xml Package J2EE
Parse Method Jython
Protocol JMX
Discovered j2eeserver, jmsprovider,
Objects/Relationships jdbcprovider,
jdbcdatasource,
j2eeapplication,
ejbmodule,
webapplication, servlet,
ejbstateless, ejbstateful,
ejbentity
ejbmessagedriven,
Monitored
Objects/Relationships
TQL weblogic
Schedule 86400
Notes
JMX_APP_Dis_WL_Connection.xml Package J2EE
Parse Method Jython
Protocol Java
Discovered weblogic
Objects/Relationships
Monitored
Objects/Relationships
TQL host
Schedule 86400
Notes
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Pattern

JMX_J2EE_Weblogic.xml

Package J2EE-JSR77

Parse Method Jython

Protocol JMX

Discovered j2eeserver, jmsprovider,

Objects/Relationships jdbcprovider,
jdbcdatasource,
j2eeapplication,
ejbmodule,

webapplication, servlet,
ejbstateless, ejbstateful,
ejbentity
ejbmessagedriven,

Monitored
Objects/Relationships

TQL weblogic

Schedule 86400

Notes
JMX_J2EE_Weblogic_Connection.xml Package J2EE-JSR77

Parse Method Jython

Protocol JMX

Discovered weblogic

Objects/Relationships

Monitored

Objects/Relationships

TQL host

Schedule 86400

Notes
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Pattern
JMX_J2EE_Weblogic61.xml Package J2EE-JSR77
Parse Method Jython
Protocol JMX
Discovered j2eeserver, jmsprovider,
Objects/Relationships jdbcprovider,
jdbcdatasource,
j2eeapplication,
ejbmodule,
webapplication, servlet,
ejbstateless, ejbstateful,
ejbentity
ejbmessagedriven,
Monitored
Objects/Relationships
TQL weblogic
Schedule 86400
Notes
JMX_J2EE_Weblogic61_Connection.x Package J2EE-JSR77
ml
Parse Method Jython
Protocol JMX
Discovered weblogic
Objects/Relationships
Monitored
Objects/Relationships
TQL host
Schedule 86400
Notes
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Pattern

NTCMD_MQ_Topology.xml

Package

Websphere_MQ

Parse Method

Jython

Protocol

XCMD (NetBIOS)

Discovered
Objects/Relationships

mqgqueuemanager,
mqcluster, mqrepository,
mqgxmitq, mqqueuelocal,
mqqueueremote,
mgqaliasq, mqqueue,
magqalias, mqchsdr,
mgqchsvr, mqchannel,
mgqchannelof, mqchrgstr,

mqchclntconn,
mgqchclusrcvr,
mgqchclussdr,
webspheremq

Monitored

Objects/Relationships

TQL ntcmd

Schedule 86400

Notes it uses mq utils
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Pattern

SAP_Dis_Site.xml Package SAP

Parse Method Jython

Protocol BAPI

Discovered sapservet, sapsite,

Objects/Relationships sapservice,
sapsupportpackage,
sapcomponent,

Monitored

Objects/Relationships

TQL host

Schedule

Notes discovers all entries in the
CCMS

SIEBEL_DIS_APP_SERVERS.xml Package Siebel

Parse Method Jython

Protocol Siebel protocol

Discovered siebelappserver,

Objects/Relationships siebelcompgrp,
siebelcomponent,
siebelgateway,

Monitored
Objects/Relationships

TQL siebel_gtwy_connected
Schedule
Notes SIEBEL Discovery through

srvrmgr application
provider by Siebel
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Pattern

SIEBEL_DIS_DB_NT.xml

Package Siebel

Parse Method Jython

Protocol WMI

Discovered database, dbconnector,

Objects/Relationships

siebelappserver,

Monitored
Objects/Relationships

TQL siebel_appserver_nt
Schedule
Notes
SIEBEL_DIS_DB_UNIX.xml Package Siebel
Parse Method Jython
Protocol Telnet
Discovered database, siebelappserver

Objects/Relationships

Monitored
Objects/Relationships

TQL

siebel_appserver_unix

Schedule

Notes
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Pattern

SIEBEL_DIS_DB_UNIX_SSH.xml

Package Siebel

Parse Method Jython

Protocol SSH

Discovered database, siebelappserver

Objects/Relationships

Monitored
Objects/Relationships

TQL siebel_appserver_unix_ssh
Schedule
Notes
SIEBEL_DIS_GATEWAY_CONNECTIO Package Siebel
N_(GTWY).xml
Parse Method Jython
Protocol Siebel protocol

Discovered Objects/Links

siebelgateway, siebelsite,

Monitored Objects/Links

TQL siebel_gtwy
Schedule
Notes SIEBEL Discovery through

srvrmgr application
provider by Siebel
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Pattern

SIEBEL_DIS_GATEWAY_CONNECTIO
N_(GTWY_HOST).xml

Package

Siebel

Parse Method

Jython

Protocol

Siebel protocol

Discovered Objects/Links

Monitored Objects/Links

TQL siebel_gtwy_host

Schedule

Notes SIEBEL Discovery through
srvrmgr application
provider by Siebel

SIEBEL_DIS_WEBAPPS_NT.xml Package Siebel
Parse Method Jython
Protocol NTCMD

Discovered Objects/Links

siebelwse, siebelgateway,
siebelsite, siebelwebapp,
webserver

Monitored Objects/Links

TQL

siebel_webserver_nt

Schedule

Notes
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Pattern

SIEBEL_DIS_WEBAPPS_UNIX.xml

Package Siebel
Parse Method Jython
Protocol Telnet

Discovered Objects/Links

siebelwse, siebelgateway,
siebelsite, siebelwebapp,
webserver

Monitored Objects/Links

TQL siebel_webserver_unix
Schedule
Notes
SIEBEL_DIS_WEBAPPS_UNIX_SSH.xml | Package Siebel
Parse Method Jython
Protocol SSH

Discovered Objects/Links

siebelwse, siebelgateway,
siebelsite, siebelwebapp,
webserver

Monitored Objects/Links

TQL

siebel_webserver_unix

Schedule

Notes
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Pattern

SNMP_NET_Mon_CitrixServer.xml

Package Citrix
Parse Method Jython
Protocol SNMP

Discovered Objects/Links

citrixserver, citrixfarm

Monitored Objects/Links

TQL citrix_port_on_snmp_host
Schedule Once
Notes
SNMP_NET_Mon_CitrixSession.xml Package Citrix
Parse Method Jython
Protocol SNMP

Discovered Objects/Links

citrixsession, citrixclient

Monitored Objects/Links

TQL host_with_citrixserver
Schedule Once
Notes
TCP_PORT_EXPECTED.xml Package J2EE
Parse Method Jython
Protocol JMX
Discovered Objects/Links | application
Monitored Objects/Links
TQL http_ports
Schedule 86400
Notes should create specific

webserver, eg. IIS, Tomcat,
Apache etc.
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Pattern

TELNET_MQ_Topology.xml

Package Websphere_MQ
Parse Method Jython

Protocol Telnet

Discovered Objects/Links | mqqueuemanager,

mgqcluster, mqrepository,
mqgxmitq, mqqueuelocal,
mqqueueremote,
mgqaliasq, mqqueue,
magqalias, mqchsdr,
mgqchsvr, mqchannel,
mgqchannelof, mqchrgstr,

mgqchclntconn,
mgqchclusrcvr,
mgqchclussdr,
webspheremq

Monitored Objects/Links

TQL telnet

Schedule 86400

Notes it uses mq utils

WMI_APP_Lis_IIS_Down.xml Package IIS_Resources_By_WMI

Parse Method Dynamic

Protocol WMI (DCOM)

Discovered Objects/Links

Monitored Objects/Links | iis

TQL iis_server

Schedule Once

Notes destination oriented

DCOM listener, pulling
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Pattern

WMI_APP_Lis_IIS_Up.xml Package IIS_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | iis
TQL iis_server
Schedule Once
Notes destination oriented
DCOM listener, pulling
WMI_APP_Mon_IIS.xml Package IIS_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | iis
TQL wmi
Schedule 30
Notes
WMI_Exchange_Dis_Server.xml Package Exchange_Resources_By_
WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links | exchangeserver
Monitored Objects/Links
TQL wmi
Schedule Once
Notes
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Pattern

WMI_Exchange_Dis_Server_Resources. | Package Exchange_Resources_By_
xml WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links | exchangesite,
exchangeroutinggroup,
exchangeconnector,
exchangelink,
exchangequeue
Monitored Objects/Links
TQL wmi
Schedule 600
Notes
WMI_Exchange_Lis_ServerState_Chan | Package Exchange_Resources_By_
ges.xml WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | exchangeserver
TQL "NO PQL
Schedule "Once
Notes
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BMC Patrol Integration

Pattern

PATROL_HR_Lis.xml Package Host_Resources_By_Patrol
Parse Method Dynamic
Protocol TCP

Discovered Objects/Links

Monitored Objects/Links

TQL patrol_agent
Schedule Once (Listener)
Notes it listens to patrol events
Database

Pattern

SQL_APP_Dis_Db2.xml Package DB2
Parse Method Dynamic
Protocol JDBC
Discovered Objects/Links | db2user
Monitored Objects/Links
TQL db2
Schedule 1800
Notes
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Pattern

SQL_APP_Dis_Oracle.xml

Package Oracle
Parse Method Dynamic
Protocol JDBC

Discovered Objects/Links

dbtablespace, dbuser,
owner, program

Monitored Objects/Links

TQL oracle_database
Schedule 1800
Notes

SQL_APP_Dis_Sqldatabase.xml Package SQL_Server
Parse Method Dynamic
Protocol JDBC

Discovered Objects/Links

sqlfile, disk

Monitored Objects/Links

TQL sql_server_sqldatabase
Schedule 86400
Notes
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Pattern

SQL_APP_Dis_SqlServer.xml

Package SQL_Server
Parse Method Dynamic
Protocol JDBC

Discovered Objects/Links

sqldatabase, sqlbackup,
sqlalert, sqljob, sqljobstep,
sqlperformancemonitor,
sqlprocesses, program,
dbclient

Monitored Objects/Links

TQL sql_server
Schedule 1800
Notes

SQL_APP_Dis_Sybase.xml Package Sybase
Parse Method Dynamic
Protocol JDBC
Discovered Objects/Links | sybasedb
Monitored Objects/Links
TQL sybase
Schedule 1800
Notes
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Pattern

SQL_NET_Dis_Connection.xml

Package Database_Basic
Parse Method Java
Protocol JDBC

Discovered Objects/Links

oracle, db2, sybase,

sqlserver
Monitored Objects/Links
TQL db_ports
Schedule 604800
Notes
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FTP

Pattern

FTP_NET_Dis_Connection.xml Package FTP
Parse Method Java
Protocol FTP
Discovered Objects/Links | ftp
Monitored Objects/Links
TQL ftp_ports
Schedule Once
Notes

FTP_NET_Dis_Files.xml Package FTP
Parse Method Dynamic
Protocol FTP
Discovered Objects/Links
Monitored Objects/Links | file
TQL "NO PQL
Schedule "300
Notes

FTP_NET _Mon.xml Package FTP
Parse Method Dynamic
Protocol FTP
Discovered Objects/Links
Monitored Objects/Links | file

TQL host_ftp_username
Schedule 1800
Notes
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Host Resource

Appendix B ¢ Discovery Patterns

Pattern

BB_HR Lis_Agents_Heartbeat Dynami | Package Host_Resources_By_Big Br
c.xml other
Parse Method Java
Protocol TCP
Discovered Objects/Links
Monitored Objects/Links | bbagent
TQL new_probe
Schedule Once (Listener)
Notes read a buffer that was sent
via TCP from BB agent
BB_HR_Lis_CPU_Dynamic.xml Package Host_Resources_By_Big Br
other
Parse Method Dynamic
Protocol TCP

Discovered Objects/Links

bbagent, cpu, memory,
program

Monitored Objects/Links

Cpu, memory, program

TQL new_probe
Schedule Once (Listener)
Notes read a buffer that was sent

via TCP from BB agent
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Pattern

BB_HR_Lis_Disks_Dynamic.xml

Package Host_Resources_By_Big_Br
other

Parse Method Dynamic

Protocol TCP

Discovered Objects/Links

bbagent, disk

Monitored Objects/Links | disk

TQL new_probe

Schedule Once (Listener)

Notes read a buffer that was sent
via TCP from BB agent

BB_HR_Lis_NTEventLog.xml Package Host_Resources_By_Big_Br

other

Parse Method Dynamic

Protocol TCP

Discovered Objects/Links

bbagent, nt, eventlog

Monitored Objects/Links | eventlog

TQL new_probe

Schedule Once (Listener)

Notes read a buffer that was sent

via TCP from BB agent
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Pattern

BB_HR_Lis_Processes_Dynamic.xml

Package Host_Resources_By_Big Br
other

Parse Method Dynamic

Protocol TCP

Discovered Objects/Links

bbagent, program

Monitored Objects/Links | program

TQL new_probe

Schedule Once (Listener)

Notes read a buffer that was sent
via TCP from BB agent

BB_HR_Lis_Services_Dynamic.xml Package Host_Resources_By_Big Br

other

Parse Method Dynamic

Protocol TCP

Discovered Objects/Links

bbagent, service

Monitored Objects/Links

bbagent, service

TQL new_probe
Schedule Once (Listener)
Notes read a buffer that was sent

via TCP from BB agent
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Pattern

NTCMD_HR_Dis_Nt_Dynamic.xml

Package

Host_Resources_By_NTCM
D

Parse Method

Dynamic

1

Protocol XCMD (NetBIOS)

Discovered Objects/Links | nt

Monitored Objects/Links

TQL ntcmd_data

Schedule Once

Notes psinfo.exe
NTCMD_HR_Dis_Service_Dynamic.xm | Package Host_Resources_By_NTCM

D

Parse Method

Dynamic

Protocol XCMD (NetBIOS)
Discovered Objects/Links | service
Monitored Objects/Links | service

TQL ntcmd_data
Schedule Once
Notes psservice.exe
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Pattern

NTCMD_HR_Dis_ServiceSpecific.xml

Package Host_Resources_By_NTCM
D

Parse Method Dynamic

Protocol XCMD (NetBIOS)

Discovered Objects/Links

service

Monitored Objects/Links

TQL new_service

Schedule Once

Notes psservice.exe
NTCMD_HR_Dis_Software_Dynamic.x | Package Host_Resources_By_NTCM
ml D

Parse Method Dynamic

Protocol XCMD (NetBIOS)

Discovered Objects/Links

softwares

Monitored Objects/Links

TQL ntcmd_data
Schedule Once
Notes psinfo.exe -s
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Pattern

NTCMD_HR_Mon_Disks_Dynamic.xm
1

Package

Host_Resources_By_NTCM
D

Parse Method

Dynamic

ml

Protocol XCMD (NetBIOS)

Discovered Objects/Links | disk

Monitored Objects/Links | disk

TQL ntcmd_data

Schedule 300

Notes psinfo,exe -d
NTCMD_HR_Mon_Process_Dynamic.x | Package Host_Resources_By_NTCM

D

Parse Method

Dynamic

Protocol XCMD (NetBIOS)
Discovered Objects/Links | program
Monitored Objects/Links | program

TQL ntcmd_data
Schedule 300
Notes pslist.exe
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Pattern

NTCMD_HR_Mon_Service_Dynamic.x | Package Host_Resources_By_NTCM
ml D

Parse Method Dynamic

Protocol XCMD (NetBIOS)

Discovered Objects/Links | service

Monitored Objects/Links | service

TQL ntcmd_data

Schedule 300

Notes psservice.exe
SNMP_HR_Mon_Disks_Dynamic.xml Package Host_Resources_By_SNMP

Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | disk

Monitored Objects/Links | disk

TQL snmp_agent_of _a_server
Schedule 60 seconds
Notes start oid:

1.3.6.1.2.1.25.2.3.1.3
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Pattern

SNMP_HR_Mon_Printq_Dynamic.xml

Package Host_Resources_By_SNMP
Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | printgs

Monitored Objects/Links | printqgs

TQL snmp_agent_of_a_server

Schedule 60 seconds

Notes start oid:
1.3.6.1.4.1.77.1.2.29.1.2

SNMP_HR_Mon_Process_Dynamic.xml | Package Host_Resources_By_SNMP

Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | program

Monitored Objects/Links | program

TQL snmp_agent_of_a_server
Schedule 60 seconds
Notes start oid:

1.3.6.1.2.1.25.4.2.1.1
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Pattern

SNMP_HR_Mon_Service_Dynamic.xml

Package Host_Resources_By_SNMP
Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | service

Monitored Objects/Links | service

TQL snmp_agent_of_a_server

Schedule 60 seconds

Notes start oid:

1.3.6.1.4.1.77.1.2.3.1.1

SNMP_HR_Mon_Software_Dynamic.x Package Host_Resources_By_SNMP
ml Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | software

Monitored Objects/Links | software

TQL snmp_agent_of _a_server
Schedule 60 seconds
Notes start oid:

1.3.6.1.2.1.25.6.3.1.2
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Pattern

SNMP_NET_Dis_Users.xml

Package Host_Resources_By_SNMP
Parse Method Dynamic

Protocol SNMP

Discovered Objects/Links | osuser

Monitored Objects/Links

TQL snmp_agent_port_161

Schedule Once

Notes start oid:

1.3.6.1.4.1.77.1.2.25.1.1

TELNET_HR_Dis_Disks.xml Package Host_Resources_By_Telnet

Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | disk

Monitored Objects/Links | disk

TQL telnet

Schedule 300

Notes df -k
TELNET_HR_Dis_HpDaemons.xml Package Host_Resources_By_Telnet

Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | daemon

Monitored Objects/Links

TQL telnet_of_hp_device
Schedule Once
Notes ps -ef | grep '?'
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Pattern

TELNET_HR_Dis_HpSoftware.xml

Package Host_Resources_By_Telnet
Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | software

Monitored Objects/Links

TQL telnet_of_hp_device

Schedule Once

Notes swlist
TELNET_HR_Dis_Processes.xml Package Host_Resources_By_Telnet

Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | program

Monitored Objects/Links | program

TQL telnet

Schedule 300

Notes ps -ef
TELNET_HR_Dis_SunDaemons.xml Package Host_Resources_By_Telnet

Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | daemon

Monitored Objects/Links

TQL telnet_of_sun_device
Schedule Once
Notes ps -ef
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Pattern

TELNET_HR_Dis_SunSoftware.xml

Package Host_Resources_By_Telnet
Parse Method Dynamic

Protocol Telnet

Discovered Objects/Links | software

Monitored Objects/Links

TQL telnet_of_sun_device_no_s
nmp

Schedule Once

Notes pkginfo

WMI_HR_Dis_CPU_Dynamic.xml Package Host_Resources_By_WMI

Parse Method Dynamic

Protocol WMI (DCOM)

Discovered Objects/Links | cpu

Monitored Objects/Links

TQL wmi

Schedule Once

Notes

WMI_HR_Dis_Disk_Dynamic.xml Package Host_Resources_By_WMI

Parse Method Dynamic

Protocol WMI (DCOM)

Discovered Objects/Links | disk

Monitored Objects/Links

TQL wmi

Schedule Once

Notes

108




Appendix B ¢ Discovery Patterns

Pattern

WMI_HR_Dis_Memory_Dynamic.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links | memory
Monitored Objects/Links
TQL wmi
Schedule Once
Notes
WMI_HR_Dis_Process_Dynamic.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links | program
Monitored Objects/Links
TQL wmi
Schedule Once
Notes
WMI_HR_Dis_Service_Dynamic.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links | service
Monitored Objects/Links
TQL wmi
Schedule Once
Notes
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Pattern
WMI_HR_Lis_CPUBusy.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | cpu
TQL wmi
Schedule Once (Listener)
Notes destination oriented
DCOM listener, pulling
WMI_HR_Lis_ CPUNormal.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)

Discovered Objects/Links

Monitored Objects/Links | cpu

TQL wmi
Schedule Once (Listener)
Notes destination oriented

DCOM listener, pulling
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Pattern

WMI_HR_Lis_MemoryLow.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | memory
TQL wmi
Schedule Once (Listener)
Notes destination oriented
DCOM listener, pulling
WMI_HR_Lis_ MemoryNormal.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | memory
TQL wmi
Schedule Once (Listener)
Notes destination oriented

DCOM listener, pulling
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Pattern

WMI_HR_Lis_ NTEventLog.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | eventlog
TQL wmi
Schedule Once (Listener)
Notes destination oriented
DCOM listener, pulling
WMI_HR_Lis_Process_Started.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | program
TQL wmi
Schedule Once (Listener)
Notes destination oriented

DCOM listener, pulling
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Pattern

WMI_HR_Lis_Process_Stopped.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | program
TQL wmi
Schedule Once (Listener)
Notes destination oriented
DCOM listener, pulling
WMI_HR_Lis_Service_Started.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | service
TQL wmi
Schedule Once (Listener)
Notes destination oriented

DCOM listener, pulling
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Pattern

WMI_HR_Lis_Service_Stopped.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | service
TQL wmi
Schedule Once (Listener)
Notes destination oriented
DCOM listener, pulling
WMI_HR_Mon_Disks_Dynamic.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | disk
TQL wmi
Schedule 600
Notes
WMI_HR_Mon_Processes_Dynamic.x Package Host_Resources_By_WMI
ml Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | program
TQL wmi
Schedule 600
Notes
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Pattern

WMI_HR_Mon_Services_Dynamic.xml

Package Host_Resources_By_WMI
Parse Method Dynamic

Protocol WMI (DCOM)
Discovered Objects/Links

Monitored Objects/Links | service

TQL wmi

Schedule 30

Notes
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Internal
Pattern
SynchronizeByIp.xml Package Network
Parse Method Jython
Protocol
Discovered Objects/Links
Monitored Objects/Links
TQL complete_host
Schedule once
Notes synchronizes hosts in the
system
Invoke Operation
Pattern
_NTCMD_HR Invoke_StartService.xml | Package Host_Resources_By_NTCM
D
Parse Method Dynamic
Protocol XCMD (NetBIOS)

Discovered Objects/Links

Monitored Objects/Links | service

TQL "NO PQL

Schedule "Once

Notes dispatched on a service,

'psservice.exe start'
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Pattern

_NTCMD_HR _Invoke_StopProgram.x
ml

Package Host_Resources_By_NTCM
D

Parse Method Dynamic

Protocol XCMD (NetBIOS)

Discovered Objects/Links

Monitored Objects/Links

TQL "NO PQL

Schedule "Once

Notes dispatched on a program,
"pskill.exe’

_NTCMD_HR_Invoke_StopService.xml | Package Host_Resources_By_NTCM

D

Parse Method Dynamic

Protocol XCMD (NetBIOS)

Discovered Objects/Links

Monitored Objects/Links | service

TQL "NO PQL

Schedule "Once

Notes dispatched on a service,

'psservice.exe stop'
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Pattern

WMI_Invoke_Create_Process.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL "NO PQL
Schedule "Once
Notes dispatched on a specific
object
WMI_Invoke_Start_Service.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL "NO PQL
Schedule "Once
Notes dispatched on a specific

object
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Pattern

WMI_Invoke_Stop_Service.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL "NO PQL
Schedule "Once
Notes dispatched on a specific
object
WMI_Invoke_Terminate_Process.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL "NO PQL
Schedule "Once
Notes dispatched on a specific

object
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Pattern

WMI_REG_Invoke_Get_Key.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL wmi
Schedule Once
Notes skeleton for retriving data
from registry
WMI_REG_Invoke_Get_Values.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL wmi
Schedule Once
Notes skeleton for retriving data

from registry
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Pattern

WMI_REG_Invoke_GetBBValues.xml Package Host_Resources_By_WMI

Parse Method Dynamic

Protocol WMI (DCOM)

Discovered Objects/Links | bbagent

Monitored Objects/Links

TQL wmi

Schedule Once

Notes discover Big Brother agent

+ configuration

WMI_REG_Invoke_GetInstalledSoftwa | Package Host_Resources_By_WMI
re.xml Parse Method Dynamic

Protocol WMI (DCOM)

Discovered Objects/Links | software

Monitored Objects/Links

TQL wmi

Schedule Once

Notes like "Control Panel" ->

"Add Remove Program"
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Pattern

WMI_REG_Invoke_Set_Value.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL wmi
Schedule Once
Notes skeleton for setting data to
registry
WMI_REG_Invoke_SetBBValues.xml Package Host_Resources_By_WMI
Parse Method N/A
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links
TQL "NO PQL
Schedule "Once
Notes configure Big Brother

agent
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Pattern

SNMP_Dis_L2_Bridge.xml

Package Layer2
Parse Method Jython
Protocol SNMP

Discovered Objects/Links

concentrator, port

Monitored Objects/Links

TQL bridge_no_vlan

Schedule 86400

Notes layer 2 picture is
completed w/ Server Logic
rules which create
layertwo & backbone links

SNMP_Dis_L2_Vlan.xml Package Layer2
Parse Method Jython
Protocol SNMP

Discovered Objects/Links

concentrator, port

Monitored Objects/Links

TQL catalyst_vlan
Schedule 86400
Notes layer 2 picture is

completed w/ Server Logic
rules which create
layertwo & backbone links
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LDAP
Pattern
ldapPingTest.xml Package LDAP
Parse Method Jython
Protocol LDAP
Discovered Objects/Links | activedirectory
Monitored Objects/Links
TQL host
Schedule
Notes
Network
Pattern
CMD_NET_Mon_DnsServer.xml Package Network
Parse Method Dynamic
Protocol XCMD (NetBIOS)

Discovered Objects/Links

Monitored Objects/Links

TQL dnsserver_ports
Schedule 1800
Notes uses nslookup to resolve

dnsnames, not in use
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Pattern

DNS_NET_Dis_DnsName.xml

Package Network
Parse Method Java
Protocol

Discovered Objects/Links

host_dnsname

Monitored Objects/Links

TQL known_ip_no_DNS

Schedule once

Notes uses java InetAddress class
Host_ID_Discover_Python.xml Package Network

Parse Method Jython

Protocol

Discovered Objects/Links | host, ip

Monitored Objects/Links

TQL new_ip_not_unknown

Schedule 86400

Notes tries all 4 major protocols:
snmp, telnet, xcmd & wmi

ICMP_NET_Dis_IpB.xml Package Network

Parse Method Java

Protocol ICMP

Discovered Objects/Links | ip

Monitored Objects/Links

TQL network_B_not_unknown
Schedule 60
Notes uses IcmpPingUtilDI1.dll
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Pattern

ICMP_NET_Dis_IpC.xml

Package Network
Parse Method Java
Protocol ICMP
Discovered Objects/Links | ip

Monitored Objects/Links

TQL network_C_not_unknown

Schedule 86400

Notes uses IcmpPingUtilDI1.dll
ICMP_NET_Mon_Ip.xml Package Network

Parse Method Java

Protocol ICMP

Discovered Objects/Links

Monitored Objects/Links | ip

TQL new_ip_not_unknown

Schedule 600

Notes uses IcmpPingUtilDIl.dll
MS_NET_Dis_Domain.xml Package Network

Parse Method Java

Protocol WIN API

Discovered Objects/Links

msdomain, nt

Monitored Objects/Links

TQL new_local
Schedule 3600
Notes uses win api via dll to

fetch list of MS
domain/workgroup
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Pattern

NTCMD_NET_Dis_Connection.xml

Package Network
Parse Method Java
Protocol XCMD (NetBIOS)

Discovered Objects/Links

host, ip, interface, ntcmd,
network

Monitored Objects/Links

TQL host
Schedule Once
Notes
NTCMD_NET_Dis_TCP.xml Package Network
Parse Method Java
Protocol XCMD (NetBIOS)

Discovered Objects/Links

iport, clientserver (link)

Monitored Objects/Links

TQL ntcmd
Schedule once
Notes
NTCMD_NET_Mon_ClientServer.xml Package Network
Parse Method
Protocol XCMD (NetBIOS)

Discovered Objects/Links

Monitored Objects/Links

iport, clientserver (link)

TQL ntcmd_data
Schedule 300
Notes
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Pattern

SNMP_NET_Dis_Arp.xml

Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

host, ip, interface, network

Monitored Objects/Links

TQL snmp_agent_port_161
Schedule 86400
Notes
SNMP_NET_Dis_Bridge.xml Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

bridge, port, layertwo,
backbone

Monitored Objects/Links

TQL bridge_of non_enterasys_s
witch

Schedule Once

Notes
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Pattern

SNMP_NET_Dis_Connection.xml

Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

host, ip, interface, snmp,
network

Monitored Objects/Links

TQL new_ip_not_unknown

Schedule 86400

Notes update the correct host
class (nt, unix, router etc.)
according to OID

SNMP_NET_Dis_HostBase.xml Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

host, ip, interface,
network, rout, bridge

Monitored Objects/Links

TQL snmp_agent_port_161
Schedule 86400
Notes
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Pattern

SNMP_NET_Dis_Router_Arp.xml

Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

host, ip, interface, network

Monitored Objects/Links

TQL snmp_agent_of_a_router
Schedule 86400
Notes
SNMP_NET_Dis_TCP.xml Package Network
Parse Method Java
Protocol SNMP

Discovered Objects/Links

ipserver, ipclient, tcp,
clientserver

Monitored Objects/Links

TQL snmp_agent_of_a_server
Schedule 86400
Notes
SSH_Net_Dis_Connection_jython.xml | Package Network
Parse Method Jython
Protocol SSH

Discovered Objects/Links

host, ip, interface, telnet,
network

Monitored Objects/Links

TQL ip_possibly_ssh
Schedule Once
Notes
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Pattern

TCP_NET_Dis_Port.xml

Package Network
Parse Method Java
Protocol TCP

Discovered Objects/Links

ipserver, use

Monitored Objects/Links

TQL host

Schedule 86400

Notes try to open Java socket
TCP_NET_Mon_Port.xml Package Network

Parse Method Java

Protocol TCP

Discovered Objects/Links

Monitored Objects/Links

ipserver, use

TQL port_of_a_host_in_domai
n
Schedule 3600
Notes try to open Java socket
TELNET_NET_Dis_Connection.xml Package Network
Parse Method Java
Protocol Telnet

Discovered Objects/Links

host, ip, interface, telnet,
network

Monitored Objects/Links

TQL telnet_port
Schedule Once
Notes
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Pattern

Telnet_Net_Dis_Connection_jython.x
ml

Package Network
Parse Method Jython
Protocol Telnet

Discovered Objects/Links

host, ip, interface, telnet,
network

Monitored Objects/Links

TQL ip_possibly_telnet
Schedule Once
Notes
WMI_NET_Dis_Connection.xml Package Network
Parse Method Java
Protocol WMI (DCOM)

Discovered Objects/Links

host, ip, interface, wmi,
network

Monitored Objects/Links

TQL host
Schedule Once
Notes
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Performance Monitor

Pattern

JMS_PM_DESTINATION.xml Package J2EE
Parse Method Jython
Protocol JMX
Discovered Objects/Links
Monitored Objects/Links | jmsdestination
TQL "NO PQL
Schedule "20
Notes

JMX_PM_CONNECTIONPOOL.xml Package J2EE
Parse Method Jython
Protocol JMX
Discovered Objects/Links
Monitored Objects/Links | connectionpool
TQL "NO PQL
Schedule "20
Notes
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Pattern

WMI_PM_Mon_CPU.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | cpu
TQL "NO PQL
Schedule "20
Notes dispatched on a specific
object
WMI_PM_Mon_Disk.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | disk
TQL "NO PQL
Schedule "20
Notes dispatched on a specific

object
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Pattern

WMI_PM_Mon_IIS.xml Package IIS_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | iis
TQL "NO PQL
Schedule "20
Notes dispatched on a specific
object
WMI_PM_Mon_Memory.xml Package Host_Resources_By_WMI
Parse Method Dynamic
Protocol WMI (DCOM)
Discovered Objects/Links
Monitored Objects/Links | memory
TQL "NO PQL
Schedule "20
Notes dispatched on a specific

object
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Process Discovery

Pattern

p2p Package pP2p
Parse Method Jython
Protocol TCP

Discovered Objects/Links

application (p2p agent)

Monitored Objects/Links

TQL new_ip_not_unknown
Schedule Once
Notes
P2P_LIS_TCP_CONNECTIONS.xml Package pP2p
Parse Method Java
Protocol P2P Agent

Discovered Objects/Links

staticprocess, ptp (link)

Monitored Objects/Links

TQL new_probe
Schedule Once (Listener)
Notes P2P Agent is a proprietary

agent which sends/receives
data over tcp
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Pattern

P2P_PM_STATIC_LINK.xml

Package pP2p
Parse Method Java
Protocol P2P Agent

Discovered Objects/Links

staticprocess, ptp (link)

Monitored Objects/Links

TQL "NO PQL
Schedule "10
Notes

P2P_PM_STATIC_PROCESS.xml Package P2P
Parse Method Java
Protocol P2P Agent

Discovered Objects/Links

staticprocess, ptp (link)

Monitored Objects/Links

TQL "NO PQL
Schedule "10
Notes
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SNMP TRAP

Pattern

TRAP_NET_Lis_Generic.xml Package Network
Parse Method Dynamic
Protocol
Discovered Objects/Links
Monitored Objects/Links
TQL new_probe
Schedule Once (Listener)
Notes listens for snmp trap
TRAP_NET _Lis_Interface.xml Package Network
Parse Method Dynamic
Protocol
Discovered Objects/Links
Monitored Objects/Links
TQL new_probe
Schedule Once (Listener)
Notes listens for snmp trape
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Pattern

NTCMD_NET_Dis_TCP_Jython.xml

Package TCP_Discovery
Parse Method Jython
Protocol NTCMD

Discovered Objects/Links

clientserver & tcp links for
ipserver/ipclient

Monitored Objects/Links

TQL ip_of_ntcmd
Schedule
TELNET_NET_Dis_TCP_Jython.xml Package TCP_Discovery
Parse Method Jython
Protocol Telnet

Discovered Objects/Links

clientserver & tcp links for
ipserver/ipclient

Monitored Objects/Links

TQL ip_of_telnet
Schedule

SSH_NET_Dis_TCP_Jython.xml Package TCP_Discovery
Parse Method Jython
Protocol SSH

Discovered Objects/Links

clientserver & tcp links for
ipserver /ipclient

Monitored Objects/Links

TQL

ip_of_ssh

Schedule
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NTCMD_NET_Dis_TCP_Jython.xml

Pattern

TCP_Discovery Parse Method Jython
Protocols NTCMD
Discovered clientserver & tcp links for ipserver
Objects/Links /ipclient
Monitored
Objects/Links
TQL ip_of_ntcmd
Schedule
Notes

TELNET_NET_Dis_TCP_Jython.xml

Pattern

TCP_Discovery Parse Method Jython
Protocols Telnet
Discovered clientserver & tcp links for ipserver
Objects/Links /ipclient
Monitored
Obijects/Links
TQL ip_of_telnet
Schedule
Notes
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Pattern
NTCMD_NET_Dis_TCP_Jython.xml | Parse Method TCP_Discovery
Protocols Jython
Discovered NTCMD
Objects/Links
Monitored clientserver & tcp links for ipserver
Objects/Links /ipclient
TQL
Schedule ip_of_ntcmd
Notes
TELNET_NET_Dis_TCP_Jython.xml | Parse Method TCP_Discovery
Protocols Jython
Discovered Telnet
Objects/Links
Monitored clientserver & tcp links for ipserver
Objects/Links /ipclient
TQL
Schedule ip_of_telnet
Notes
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Pattern

SSH_NET_Dis_TCP_Jython.xml

Parse Method TCP_Discovery
Protocols Jython
Discovered SSH

Obijects/Links

Monitored
Objects/Links

clientserver & tcp links for ipserver
/ipclient

TQL
Schedule ip_of_ssh
Notes
XSL Parser

Pattern

TCP_LIS_XML_DATA.xml Parse Method Network
Protocols Java
Discovered
Objects/Links
Monitored
Objects/Links
TQL new_probe
Schedule ip_of_ntcmd
Notes uses xsl engine
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Creates (DARM

Patterns Requires object)? Data Source
SNMP_NET_Dis_Connection.xml SNMP snmp the various
Community tables of a MIB
TELNET_NET_Dis_Connection.xml Telnet telnet any valid telnet
User/Password command,
subjected to user
privileges
WMI_NET_Dis_Connection.xml WMI wmi any WMI valid
User/Password query
NTCMD_NET_Dis_Connection.xml Administrator ntcmd any valid DOS
Windows command
User/Password
SQL_NET_Dis_Connection.xml Database sqlserver, oracle, any valid SQL
User/Password db2, sybase statement,
subjected to user
privileges
FTP_NET_Dis_Connection.xml FTP ftp any valid ftp
User/Password command
jboss_connection.xml JMX Mbean jboss any valid JMX
Server ObjectName
User/Password
JMX_APP_DIS_WEBSPHERE_ JMX Mbean websphere any valid JMX
connection.xml Server ObjectName
User/Password
JMX_APP_Dis_WL_Connection.xml JMX Mbean weblogic any valid JMX
Server User/ ObjectName
Password

a. Every pattern that is based on one of these objects, uses the credentials which are encapsulated

in that object (e.g. snmp_community)

143



Appendix B ¢ Discovery Patterns

Specific Pattern Data Source

Pattern

Data Source (table name)

SQL_APP_Dis_Oracle.xml

DBA_DATA_FILES, DBA_DB_LINKS, DBA_JOBS, DBA_OBJECTS,
DBA_SNAPSHOTS, DBA_TABLESPACES, DBA_USERS,
V$BACKUP, v§CONTROLFILE, v$database, VSDATAFILE,
VS$LOG, V$LOGFILE, v§parameter, VSRECOVER_FILE,
V$SESSION

SQL_APP_Dis_Db2.xml

IWH.USERFUNCTION

SQL_APP_Dis_Sqldatabase.xml

sysfiles

SQL_APP_Dis_SqlServer.xml

sysprocesses, sysdatabases, backupset, sysalerts, sysjobs,
syslogins, sysjobhistory, sysjobschedules, sysperfinfo

SQL_APP_Dis_Sybase.xml

sysdatabases
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