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Introduction to this Guide

This chapter provides information about what is contained in this document and the vRanger®
documentation suite. In addition, it describes licensing.

This chapter contains the following sections:
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VRANGET LICENSING ...ttt 9
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About vRanger

vRanger is the market-leading backup, recovery and replication solution for virtual environments.
Featuring a new platform technology, vRanger reduces the backup window, provides smarter

backup options, and offers more scalability features while using fewer resources.

vRanger capabilities:

» Performs incremental, differential or full image backups of virtual machines.

* Quickly restores the entire virtual machine or just specific files.

» Manages disaster recovery strategies and protects critical data in virtual environments

* Replicates virtual machines to more than one destination, allowing users to accomplish
multiple HA and DR objectives based on their specific needs.

vRanger Documentation Suite

The documentation suite is made up of the core set plus documents intended for advanced
configurations. Documentation is provided in a combination of online help and PDF.

* Online Help: You can access online help through Help in the Menu bar on the four main

screens of the interface.

* PDF: The Getting Started Guide, What s New Guide, System Requirements Guide,
Installation and Setup Guide, and User Guide, are provided as PDF files. The PDF guides
are included in the zip file downloaded from Quest. Adobe® Reader® is required.

vRanger Licensing

There are three levels of vRanger Licensing, each with different available features:

* vRanger Standard
» vRanger Pro

* vReplicator

vRanger Standard* vRanger Pro vReplicator**
Backup X X
Restore X X
VA-Based Backup/Restore X
Replication X X
CBT X X
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vRanger Standard* vRanger Pro vReplicator**
ABM X X X
Lan Free Backup and Restore X
Catalog X
Windows FLR X X
Linux FLR X

A license for vRanger controls the number of source CPUs that you can configure for backup. For
licensing purposes, a dual-core processor is counted as a single CPU. Therefore, one ESX Server
with two dual-core processors would use two CPUs of a license.

If you do not have a permanent license, an evaluation license will be generated for you
automatically. Every time you use vRanger to perform a backup using an evaluation license, your
Internet browser will open to the Quest website. After you import a permanent license, this will no
longer happen. You can import a license through the Startup Wizard or the Configuration Options
dialog.

Upgrades from previous versions of vRanger will yield vRanger Pro installations, with the
functionality described on the previous page.

Upgrades from previous versions of vReplicator will result in vReplicator only functionality, as
described on the previous page.

Note Please note that only one version of vRanger can be installed on a machine at any one time. For
example, you cannot install vRanger SE and vReplicator on the same machine.

About Quest Software, Inc.

Quest Software simplifies and reduces the cost of managing IT for more than 100,000 customers
worldwide. Our innovative solutions make solving the toughest IT management problems easier,
enabling customers to save time and money across physical, virtual and cloud environments. For
more information about Quest go to www.quest.com.
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Contacting Quest Software

Email info@quest.com
Mail Quest Software, Inc.
World Headquarters

5 Polaris Way
Aliso Viejo, CA 92656
USA

Web site www.quest.com

Refer to our web site for regional and international office information.

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who have
purchased a Quest product and have a valid maintenance contract. Quest Support provides
unlimited 24x7 access to our support portal. Visit our support portal at: www.quest.com/support.

From our support portal, you can do the following:
+ Retrieve thousands of solutions from our Knowledge Base
* Download the latest releases and service packs
* Create, update and review Support cases

View the Global Support Guide for a detailed explanation of support programs, online services,
contact information, policies and procedures. The guide is available at: www.quest.com/support.


mailto:info@quest.com
http://www.quest.com

vRanger Overview

This chapter provides an overview of vRanger features.

Virtualization and VMWare OVEIVIEW ..........cccueeiieiieeeieeceeeeeeee et
VRANGET OVEIVIEW ...ttt
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Virtualization and VMware Overview

As companies grow, their technology needs change. These changes are often implemented within
complex systems running business-critical applications. Usually there is an increased demand for
hardware and software resources. To manage this demand, many companies establish virtual
environments. Doing so can increase an organization’s agility and efficiency while lowering its
costs.

Most companies have a number of specialized physical servers and workstations that are
underutilized. Virtualizing such an environment increases and balances utilization by
consolidating the physical machines into a single physical host that runs multiple VMs.

vRanger Overview

vRanger offers comprehensive data protection and management that supports vSphere. Delivering
fast and reliable backup and recovery, vRanger can capture the entire image of a VM - allowing
you to recover the complete machine or an individual file. All jobs can be executed without
interrupting service--that is, while the source machine is running. Multiple ESX(i) hosts can be
used for simultaneous jobs, reducing the backup window. To save time and disk storage space after
a full backup, you can run differential or incremental backup jobs to capture only the changed data.
You can run backup and restore jobs immediately or schedule them. You can track the progress of
all jobs and their component tasks. vRanger allows you to connect to multiple vCenters and back
up multiple ESX(i) hosts.

VMware vSphere 5 Support

This version of vRanger offers full support for the vSphere 5 platform, bringing additional
functionality, platform security, and no scripting requirements.

My Jobs View

vRanger’s My Jobs view offers a central location for creating, managing, executing, and
scheduling backup jobs. Here you can view detailed information, including all statuses for current
and recent jobs and tasks. You can start, stop, disable, edit, and cancel jobs. You can monitor job
and task progress. My Jobs features a search tool that includes multiple job and task criteria,
allowing you to search by type, status, date, and so forth. You can also save your search criteria in
a template, which you can access at any time to run future searches more efficiently.

Startup Wizard

The Startup Wizard is the tool that you will use to configure vRanger for your environment.
Redesigned for ease of use, it moves you quickly through adding a license, VC, host, repository,
SMTP server, and email addresses. Using the Startup Wizard or the Configuration Options
dialog, you can manage your settings and update them at any time.
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Resource Management

Through the Configuration Options dialog, you can manage a core vRanger resource--tasks. Set
a limit for the maximum number of tasks running on a host and repository. Limit the number of
tasks that can be run off of a LUN. Limit the time a task can take to complete. You can manage
another important resource through this dialog--space on the host. It is vital to set an accurate
minimum space requirement on each datastore to allow for snapshot growth during backup.

Flexibility in Backup Options

vRanger offers a wide variety of options that allow you to configure your backup and restore jobs
to meet your business needs.

» To save both time and storage space, you can capture only changes made since the last
backup by executing an incremental. A differential will offer you the changes made to the
VMDK since the last full job.

» With Changed Block Tracking (CBT) enabled, vRanger only reads the portions of a disk that
have changed since the last backup. This often results in shorter backup operations, and
reduced resource consumption on network and storage elements.

Note vSphere supports CBT, and most VMs running in this environment can utilize it. The VMs
must be Hardware Version 7, and have been created and hosted in ESX4 or 4i hosts.

VMs that are created in ESX3.5 or below must be migrated to Hardware Version 7 for
CBT to be supported.

» Active Block Mapping (ABM) filters deleted data blocks so that only active blocks are
scanned and streamed to the repository. White space detection eliminates the need to
compress, stream, and write zero blocks during the replication process.

* You can execute backups to CIFS, NFS (version 3), FTP, or SFTP share. In addition, s you
may also deduplicate your backups by using a NetVault SmartDisk (v1.5 or later) instance or
Data Domain system with DD Boost as a repository.

» Cataloging allows searching and browsing of savepoints for files inside the VM images.
Cataloging must be enabled at the start of the backup job to function.

Restore

Use vRanger to restore a full VM image or an individual file. When a full VM is restored, all data,
applications, configuration settings, OS, and patches are recovered. You can configure each
savepoint to a destination. You can rename the VM. You can even configure the restore to skip
disks. When you selectively restore disks from a VM, you do so without interrupting service. That
is, the remaining disks are not impacted. Automatic data validation confirms that the contents of
the backup match the contents of the restore. FLR allows you to restore individual files quickly.

Note Backup and Restore can only be run over a LAN link -- using a WAN link will result in a failed job.
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Restore a Repository

Backups that are stored in CIFS, NFS, FTP, and SFTP repositories are in human readable form.
You can access an entire repository’s tree structure, including all archives.

Email Notification and Reports

Easily configure and manage SMTP servers and email addresses for notifications and reports.
Alerts can provide easy access to backup and restore job statuses. Email access to reporting
functionality offers a more detailed look at the jobs that were run.

Direct-to-Target Architecture

vRanger makes it possible to back up even a large number of VMs directly from a source to a
target repository. Traffic can be spread across multiple ESX hosts, increasing storage capacity
horizontally. This approach decreases your overall backup window and allows you to manage jobs
between multiple datacenters.

Skipping VMs and Virtual Hard Disks

You can configure backup jobs to designate which VMs or Virtual Machine Disks (VMDKs)
should be skipped during a backup job. You can complete this configuration using the Advanced
mode in the Backup Wizard or by adding the backup through My Jobs.

VMware VSS Support

vRanger makes it possible to use Microsoft Volume Shadow Copy Service (VSS) through the
Enable Guest Quiescing option in the Backup Wizard.

PowerShell Access and vAPI

vRanger can connect to Windows PowerShell, a command-line shell and scripting language. You
can increase efficiency and flexibility through automated scripting and improved infrastructure
management. The PowerShell cmdlets are the clients of the vAPL.

PowerShell is at the core of the vRanger Console--a CLI--which you can use to manage the
software, VMware, and Windows. vAPI is the web service through which software components
can integrate with vRanger. vAPI cmdlets are functions that you can use to configure the software
through the vRanger Console.

Encryption

vRanger uses the AES-256 encryption to encrypt backup archives and replication traffic. AES is a
symmetric key algorithm that uses (in vRanger’s case) a 256 bit encryption key. This combination
is approved for the encryption of “Top Secret” government data, and complies with the Federal
Information Processing Standard (FIPS).
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Encryption for Backups

Encryption for vRanger backups is configured at the repository level, meaning that rather than
selecting encryption for each job or task, you simply configure that job to write to an encrypted
repository. For each backup task, vRanger will read the encryption status of the target repository. If
encryption is selected, the data blocks are read and encrypted before they are sent to the repository.

Encryption for Replication

During replication tasks, vRanger sends data over an SSH tunnel encrypted with AES-256
encryption.

Encryption for vRanger Data

vRanger requires credentials for several connection types; namely local machine credentials,
vCenter and host credentials, and credentials for the vRanger database. These credentials are
encrypted using AES-256 encryption before they are written to the vRanger database or Windows

registry.

Replication

vRanger’s replication functionality was designed specifically to take advantage of VMware
Infrastructure’s enhanced Disaster Recovery capabilities. With a simple Windows-based interface,
two replication options, and the ability to replicate to dissimilar storage and server hardware,
vRanger is a powerful image-level replication solution that is also easy to use.

In addition, vRanger offers key features that set it far ahead of other replication products for
virtualized environments, including:

* A VSS driver that utilizes Microsoft's Volume Shadow Copy Service to pause application
writes. This feature will enable quiescing of supported databases to provide a transactionally
consistent image at the secondary site.

» Full image, differential or snapshot-synched replication for faster, more efficient replication
jobs.

» Skip VMDK feature allows bypassing of non-essential disks for faster jobs.
* Replication to dissimilar hardware with closed target VMs to reduce costs of destination host
* Replicate over LAN/WAN with no dependency on SAN

Reports

The My Reports view is a gateway to creating, editing, and distributing custom reports. There are
four report types for backup and restore tasks and jobs. Using the Report Wizard, you can give
each report type a different look--from headers and footers to content. The report can include
custom metrics--which jobs were run, which succeeded, and which failed. You can also schedule a
report to run, save it as a PDF, and send it as an email attachment.

Backup report information is organized by VM and includes when backups were run, who ran
them, and the status of each backup. This can be done for one or multiple VMs.



vRanger: User Guide
Chapter 1—vRanger Overview

17

Integration with vMotion

vMotion is enabled in vRanger, so you can move powered on VMs between ESX hosts while
backup jobs are running.



Configuration

This chapter describes configuration options for vRanger. For installation options and instructions,
see the Installation and Setup Guide.

This chapter contains the following sections:

CONFIGUIALION ..ottt bbb bbb s 18
Configuration through the Startup Wizard ..., 19
Configuration without Using the Startup Wizard ..o, 28
Configuration OPtIONS ........ccvcveiiriicte e 37
Supplemental Instructions - Additional Repository Types..........ccovvrvneniineneenieen. 38

Configuring The vRanger Virtual ApplIanCe.........coeuveienieinierieneseese e 46
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Configuration

Note Much of information in this chapter is identical to that found in the Installation and Setup Guide. It is
included here as a convenience for those instances when you may wish to change your
configuration post-installation.

Before you begin configuring vRanger, confirm that you have access to all user names, passwords,
and root passwords for the ESX(i) hosts that you intend to use.

vRanger requires some basic configurations to ensure that the software functions properly. You
complete the initial configuration through the Startup Wizard, which launches when you first
install vRanger. If you would rather configure settings through the menu commands and icons on
the main vRanger screen, you can do so. In either case, you can revise the settings at any time.

After completing the basic configuration process, you can use either the Startup Wizard or the
Configuration Options dialog to manage your settings. Although the Configuration Options
dialog offers some functionality that the Startup Wizard does you can use either dialog to manage
host licensing or email server data. Only the Configuration Options dialog lets you manage
resources on the task level. Given the role that tasks play in making backup and restore jobs, this
resource is vital.

* Configuration through the Startup Wizard
* Configuration without Using the Startup Wizard

» Configuration Options

Configuration through the Startup Wizard

You must have an email SMTP server set up to enable notification during job creation. Later in this
process, on the Notification Policy Selection dialog, you will have the option of choosing
recipients. A plain text email will be sent when the job completes. The notification will include the
backup results, if you select that option.

» Select a License

* VirtualCenter and Host Information

* Host Licensing Information

 Virtual Appliance Information

* Add Repositories

* Set up Mail Server Information/Add Email Addresses

Launching the Startup Wizard

1 Ifyou have just installed the software, click Next on the Startup Wizard. If not, access it
through Tools-->Startup Wizard.
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Startup Wizard

Welcome to the vRanger Backup
Replication Startup Wizard

This wizard guides you through the steps necessary to quickly set up your
i vRanger Backup Replicai

The wizard allows you to 2et up the following ifterns:
= View and manage your licanse information

» Configure VirualCenter and ESX hosts

# License hosts

# Create and deploy virual appliances

» Configure repositories for savepoint starage

# Canfigure email server and address book information

You can return to this wizard at any time from the Tools menu.

T |

2 Click Next.

Select a License
The Licenses dialog displays.

Licenses
View the cumrently installed bcenses snd add new bcerses.

Currently Instaled Licenses

Feature | ismid | crusalowed | cPuswsed | Trspeys | Remaining Days

Fro Backup Yes 10 1] 30 30

Replication es 10 o m m

™ Display this form when beense expires #Aidd New Liceriss,
< Back Bet > |23

1 Click Add New License.
Note The license file for vRanger versions 5.2 and later is different from those used in version 5.1 and

5.0. Do not use a license file for previous versions of this software.

2 Select the license.
3 Click Open.



vRanger: User Guide 21
Chapter 2—Configuration

4 Click Save. Then, click Next.

VirtualCenter and Host Information

The Virtual Center and Host Information dialog displays. Before vRanger can add objects to
the My Inventory pane, you must configure a connection to a vCenter and/or an ESX(i) Server.

Startup Wizard

Host credantials for veangar Backup & Repieation, Oy VetusiKenter credentisls

s been added to VitusiCenter

I | vetusicenter Mot \|s&m |

M add g e W Remove ]

r |Hm-: VirtuaCenber |s-tm |

<M|M>Iiﬂ

Step 1: Adding a vCenter
1 In the VirtualCenters section, click Add.
2 In the DNS Name or IP field, enter the FQDN or [P address of the vCenter server.

3 Inthe User Name field, enter the user name of an account with privileges on the vCenter
server. See the section “Configuring vCenter Permissions” in the vRanger Installation and
Setup Guide for the required permissions for a vRanger vCenter account.

Caution The user name for the vCenter credential should be entered in the “username@domain”
format, rather than “domain\username”. Please avoid special characters in the user
name.

4 In the User Password ficld, enter the password for the account used above.
Note Please avoid special characters in the password.

5 In the User Password ficld, enter the password for the account used above.

6 Click Save.

The vCenter will display in the VirtualCenters section and on the VirtualCenter Information dialog.
The Hosts managed by that vCenter will display in the Hosts section.
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VirtualCenter and Host Information
Manage the VirtuslCenter and Host credentials For vRanger Badkup & Replication.  Only VistusiCenber credentials
ane required for & Host that has been added to VirtusiCenter.
| |\|’ilum Hosts v |5w.~,= i
r Fwsie 5 r
Hasts
B oadd e B Remove
I [nes | vetusicenter | stos |
I B ve-esx3-demodl vizioncore.int 10.6.1.6 (]
T B ve-esx3-demolz visicncors.int 10.6.1.6 [+]
T B veesd-labos, viioncore.int 10.6.1.6 (-]
T B L2 ve-eswi-lab08. vizioncore.int 10.6.1.6 (]
T [P ve-es3-lahon. visioncore.int 10.6.1.6 e
< Back hieat > 2l I

Note that the hosts displayed show the icon for VC credentials B2 , showing the vCenter icon
and a large key.

Step 2: Host Credentials

vCenter credentials are sufficient for operations that use only the vStorage API. You will need to
credential each host in order for Direct-to-Target backups and replications (operations that utilize
the Service Console) to work properly.

1 In the Hosts section, select one or more hosts. To select all hosts, select the upper-most
checkbox

Hosts

VirtualCenter
[ rYer -
2 it i

Se b gnang it

g

wctlsl gnang ot

0000000 ¥

.

2 Click Edit.

3 The Host Connections dialog appears. If you have selected multiple hosts, the DNS Name or
IP section will display “[multiple connections]”

4 Enter the user name and password for the account to be used.
5 Enter the root password for the selected hosts. If you hosts use different root passwords, you

will need to configure them in like groups based on the root password.

6 Click Connect. The icon next to the host will change to [ , showing that the vCenter
icon has been replaced with a key.
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7

If there is an authentication problem, such as connections via the root account being
disabled, the status icon will display an alarm:

] @_I:,'_{pnnlﬂlﬁ vodlul.ga.eng.int @

If this happens, you will need to edit the host connection to use a non-root user account.
Make sure that the Add user if user does not exist option is selected.

Note ESXi requires the use of the root account. You cannot use a non-root account with ESXi.

Edit Multiple Host Connecticns

DNS Name of [P | frniple cornections]
User Hame rorRost

User Passwerd

user if user does not exist?
Roct Password |~

Port Number 7S

Connect | [ Cancel |

When all connections have been made and verified, click Next.

Step 3: Adding Hosts [Optional]

If you have hosts that are not managed by a vCenter, you can add them individually.

1
2
3

In the Host section, click Add.
In the DNS Name or IP field, enter the FQDN or IP address of the Host.

In the User Name field, enter an account for the host. You may use the root account if
connections via root are enabled, or a non-root account. If the account does not yet exist on
the host, select Add user if user does not exist.

In the User Password field, enter the password for the account used above.
In the Root Password field, enter the password for the root account.

Click Connect. The Host will be display in the Hosts section.

Host Licensing Information

The Host Licensing Information dialog displays. It indicates the total number of licenses
purchased, the number being used currently, and the number available.
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Startup Wizard

Manage host kcensing informakion used by vitanger Backup & Repbcation.

% ProBachi 7 Regheation | Hosts | sockets
[ [~ we-esx3-demal ] visencore.int 2z
F =2 v esx S demol2, visoncore. int 2
F =2 we-es3-lablS, visoncore_int 2
= = w5 3lab0d. vizoncore. int z
F =2 we-e-labd. visoneore.nt 2

_ s |
<o [ o> | x|

1 View the CPUs Allowed value to confirm the number of sockets that are licensed for
protection. The number of licenses currently allocated is shown in the CPUs Used column.

2 The Licensed Hosts section lists the managed hosts, the number of sockets for each host, and
the licensed features for that host.

a The Sockets column indicates the license “cost” of each ESX Host.

b In the Pro Backup and/or Replication column, select or deselect ESX Hosts until you
have used all of the available licenses, or until all of your ESX Hosts are protected.

3 Click Save.
4 Click Next.

Virtual Appliance Information

vRanger uses a virtual appliance for both Linux file-level recovery and for replication to and from
VMware ESXi servers.
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I r | Mame | 1P adaress | Host Hame Host Type
— Uit FLR Virtusl Agppliance
| selectva | = |
<o [ met> | w2 |

To simplify the startup procedure, the instructions for deploying and configuring the virtual
appliance have been moved to:

Configuring The vRanger Virtual Appliance

You may skip the virtual appliance configuration step now and continue with the Startup Wizard.
You may access the Virtual Appliance Configuration dialog at any time via the Tools> Options
menu.

Add Repositories

vRanger uses repositories to store backup archives. Repositories can be either a CIFS, NFS
(version 3), FTP, or SFTP share. In addition, s you may also deduplicate your backups by using a
NetVault SmartDisk (v1.5 or later) instance or Data Domain system with DD Boost as a repository.

Note For more information on NetVault SmartDisk, see the SmartDisk page of the Quest Software
website: http://www.quest.com/netvault-smartdisk/. For more information on Data Domain’s DD
Boost technology, see the Data Domain website: http.//www.datadomain.com/products/dd-
boost.htAdminiml|

The procedure below shows mounting a CIFS share to the My Repositories pane. The procedures
for the other repository types are described in Supplemental Instructions - Additional Repository
Types.
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- <

umrmmwwm Backup & Repication

N o y - . S
A o Deblo Repostory Type | 'Windows Share (CIFS) =
L
8 Wircows Thare [CIFS)
P TP Repaskony Name ||
EF“’
- NFS

i petvault SmartDisk (NVSD)

_swe |

< Bk Net > Exit |

1 If the repository you want to add is listed on the left of the screen, click it to populate the
fields on the right.Click Update and Next. If it is not listed, follow the steps below.

2 In the Repository Type section, select Windows Share (CIFS), if necessary.
3 Populate the Repository Name field.
This value will display in the My Repositories pane.
4 Populate the Description field.
5 Enter a username and password in the appropriate fields.

6 In the Server field, type the name of the server you want, or browse for the desired server.

Note If you wish to use the Encrypt all backups feature, make certain to retain the password you
enter in the following steps. There is no back door or admin-level password. If the password is
unknown, the backups will not be usable.

7 Select Encrypt all backups to this repository if you wish these backups to be password-
protected.

Note Encryption is not supported for NetVault SmartDisk and Data Domain Boost repositories.
8 Enter a Password for the encrypted repository -- confirm the password by re-entering it.

9 Click Save -- the connection to the repository is tested and the repository is added to the My
Repositories pane and the Repository Information dialog.

10 Click Next.
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Set up Mail Server Information/Add Email Addresses

The Mail Server Information dialog displays. When you configure an SMTP server, select one that does not
require authentication so that there are no obstacle to email notification transmission.

Step 1: SMTP Server

1
2

3
4

In the SMTP Server field, enter the DNS name or IP of an SMTP server.

In the From Address field, enter the email address that vRanger
should use.

Note Make sure that you use a valid email account registered to the SMTP server that you
added.

Click Send Test Email.

If desired, select Do not send email notifications for successful jobs.

Step 2: Address Book

1

o A WD

To add recipients, click Add.

Populate the Name and Email Address fields.

Click Save to add the information to the Email Addresses list.
Repeat steps 1-3 to include additional contacts.

Click Finish.
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Configuration without Using the Startup Wizard

These instructions describe the process for configuring vRanger without using the Startup Wizard.
During this process you will:

* Add a VirtualCenter

* Add an ESX Server

» Add a Repository

» Configure an SMTP Server

* Add Email Address

* Import License File

* Manage Host Licensing

* Manage Job Configuration Settings

» Configuring Linux File Level Restoration

Note To configure multiple hosts under the same vCenter, the system retains the data you entered to
add credentials for the first host.

Add a VirtualCenter

1 To add a VirtualCenter, navigate to the My Inventory view. From the Add icon , select
VirtualCenter.

2 On the VirtualCenter Credentials dialog, populate the DNS Name or IP, User Name, and

User Password fields. Leave the Port Number default (443) as is. Click Connect.

Note The user name for the vCenter credential should be entered in the “username@domain”
format, rather than “domain\username”. Please avoid special characters in the user
name.

3 vRanger attempts to connect to the vCenter using the current configuration. If it is
successful, the vCenter displays in the My Inventory pane.

Add an ESX Server
1 From the My Inventory view, select the Add Icon-->ESX Host.

Note If the connection is unsuccessful, confirm that the configuration settings are correct and
that the vCenter is visible to the computer where vRanger is installed.

2 On the Add Host Credentials dialog, populate the DNS Name or IP, User Name, User
Password, and Root Password ficlds. Leave the Port Number default (22). Click Connect.

The host is added to the tree structure under the vCenter. Confirm this noting that a gold key
icon displays adjacent to it in the My Inventory pane.
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Add a Repository

1

To add repository, navigate to the My Repositories pane. Click to highlight the desired
repository type. Right-click the node and select Add-->Windows Share CIFS.

Note These instructions describe the process for adding a CIFS repository. The procedures for
the other repository types are described in Supplemental Instructions - Additional
Repository Types.

On the Add Repository dialog, populate the Repository Name, DNS Name or IP, Target
Directory, User Name, and User Password fields. The Description field is optional.

[T =
= S Windoues Share: (CIFS)
Resps

e TP
T
- s
I styautt SmartDisk (NVSD)

3 In the Server field, type the name of the server you want.

Note

If you wish to use the Encrypt all backups feature, make certain to retain the password you
enter in the following steps. There is no back door or admin-level password. If the password is
unknown, the backups will not be usable.

Select Encrypt all backups to this repository if you wish these backups to be password-
protected.

5 Enter a Password for the encrypted repository -- confirm the password by re-entering it.
6 Click Update -- the connection to the repository is tested and the repository is added to the
My Repositories pane and the Repository Information dialog.
7 Click OK.
Configure an SMTP Server
1 Select Tools-->Options.
2 Under the General node on the Configuration Options dialog, click Email Configuration.
3 Populate the SMTP Server ficld.
4 Leave the default (25) in the Port field.
5 In the From Address field, enter an email address from which notifications should be sent.
6 Click Send Test Email.



vRanger: User Guide 30
Chapter 2—Configuration

The confirmation message confirms the server connection and successful transmission to the
email address you entered.

SMTP Yerification

\v SMTP server verified successfully!

an email was sent to nora.mahoney@vizioncore, com.

7 Click OK.

8 If desired, select Do not send email notifications for successful jobs.

Add Email Address
1 Select Tools-->Options.

2 Under the General node on the Configuration Options dialog, click Email Configuration.
3 In the Email Addresses section, click Add.

‘Email Address Book Information
vge the st of sl address used by sianoer Badup & Replcation, .
- SHTP Server Configuration
TP Sarver |
Bart ]zs

Erom Address. | Send Tast Emai

I”" Donot send emal notifications for successful jobs

Email Mddressas

GMI. o] Eck | 3 W

l r [Namn Emal Address l,
|

4 Click the Add button.

5 Enter the name and address information. Click OK.

Edit Email Address

Select Tools-->Options.

Under the General node, click Email Configuration.

In the Email Addresses section, select the email address that you want to edit. Click Edit.
Update the information and click Update.

The information is updated and moved to the Email Addresses section.

Click OK.

oo g AW DN -

Remove Email Address

1 Select Tools-->Options.
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2 Under the General node on the Configuration Options dialog, click Email Configuration.
3 In the Email Addresses section, select the email address that you want to delete.

4 Click Remove. The listing is deleted.

5 Click OK.

Import License File

Before you start this process, confirm that you have placed your license file in a location that you
can reach easily.

1 Select Tools-->Options.
2 Under the Licensing node on the Configuration Options dialog, click Product.

5
= General Product License

 Database Update your product lcense using a valid icense file.
=2 Emad Configuration
= Wirtusl Appliances

£ contiguration ~Currently Instaled Licenses
= Feature [ 15 Trinl | cPUs Mtowed | cPus Used | Trial Days | Remaining Days |
Prodguct Pro Backup Yes 10 10 30 30
1l MNU';EHW Replication Yes 10 10 0 0
% Configuration
Cataiog ™ Display this form when licance expires Add New License, .. |

¥ Transport Fasover

Lo ] cmen |

3 Click Add New License.

4 Browse to the location where you stored the license file. Click to select it and click Open.
The new license information is added to the dialog.
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#” Configuration Options

& Transport Fasover

Product License
Lipdate your product lcense using o valld icense file.

- Currently Installed Licenses

Fasture |15 Triai | cPus maowsd | crusused | TrisiDays | Remsining Days |
Prio Backup R+ 10 10 30 n
Rephication s n s » 0

™ Display this form when license expires [[ Add New Licenss... ||
_ Licanse information fr C:\Documents and
Settings\AdmintstratoriDesktopwRanger_Pro_ BOCPU J00mys. a5

Featurs | 15 Trial | cPUSs Asowsed | CPUS Used | Trial Days | Remaining Days |
Pro Backup es 50 10 0 i
Raplication Yag 50 10 ) b

Mote: Adding & commercial Boense with features or CPUS less than the
current license could result 1n the loss of functionality or hosts becoming Apphy |

| ok | comen |

5 Click Apply.
The dialog refreshes with the new license information added.

6 Click OK.

Manage Host Licensing

Before you start this process, make sure that you have imported the license file and confirmed that
it is adequate for managing the hosts that you want to use. The Host Licensing Summary section
includes the total number of CPU licenses, the number being used currently, and the number of

licenses remaining. These numbers will increment and decrement based on the selections you

make on this dialog.

1 Select Tools-->Options.
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2 Under the Licensing node, click Host.

Configuration Dptions

Host Licensing
Manage host keersing information used by vRanger Backup & Rephoation,
& Configuration -~ Currently Instaliad Licenzes
= Licanging Faaturs | I rru| CPUE Aowssd | CRUs Lised | Trisl Days |mrnahngna@>;|
& Proouct Pro Backup Ves 50 0 ] =]
- PReplication Yo 1] 10 30 23
= My Jobs
ill; configuration
[l cataiog -~ Licanzed Hogts
W Transport Fabover |5 pro gackun |7 Reptication | Hosts | sockets |
=3 =3 verescd-demol 1, vizioncore.int F]
=3 =2 we-asx3-damel? viziencore.nk 2
=3 = v l-labi 5, vizioncore.int 2
=3 =2 we-esx3-abi0s, vizioncore.nk 2
= =3 veresd-lablds, vizioncore.int 2

Coc ] comen |

3 In the Currently Installed Licenses section, view the CPUs Allowed value to confirm the
number of sockets that are licensed for protection. The number of licenses currently
allocated is shown in the CPUs Used column.

4 The Licensed Hosts section lists the managed hosts, the number of sockets for each host, and
the licensed features for that host.

a The Sockets column indicates the license “cost” of each ESX(i) Host.

b In the Pro Backup and/or Replication column, select or deselect ESX(i) hosts until you
have used all of the available licenses, or until all of your ESX(i) hosts are protected.

5 Click OK.

Manage Job Configuration Settings

Through the Configuration Options dialog, you can set limits for the number of tasks running,
the timeframe for task execution, and the space allowed on a datastore to accommodate snapshot
growth.

The maximum number of tasks fields are defined in the table below:

On vRanger the maximum number of backup, restore and replication tasks run-
ning on this instance of vRanger at any one time

off a LUN the maximum number of tasks allowed on any particular logical
storage device

on a host the maximum number of tasks running on a host at any given time
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on each repository

the maximum number of tasks allowed on any specific data store at
any specific time

locally the number of backup, restore and replication tasks running on the
machine on which vRanger is installed
per VA the number of backup, restore and replication tasks running on a

vRanger virtual appliance.

1 Select Tools-->Options.

2 Under the My Jobs node, click Configuration.

3 In the Resource Management section, set a maximum for the number of tasks that can be

run:

* on vRanger (>=1) -- Default is 100.

* off a LUN (1-5) -- Default is 3.

e on a host (1-4) -- Default is 1.

* on each repository (>=1) -- Default is 3.
* Jocally (1 - 20) -- Default is 3.

* per VA (1 -18) -- Default is 2.

4 In the Timeout section, populate the Task Timeout (1-999 hours) field -- Default is 24

5 In the Space needed on host (in GBs) field, enter a number -- Default is 6.

6 Click OK.

Cataloging Options

The vRanger cataloging function must be enabled before data collection can begin. The Catalog
dialog includes the option to enable or disable catalog collection, and displays the status of the

Catalog Service.

In order for Catalog collections to function, the Catalog Service must display a status of

“Running”.
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General atal _: o - o .
| Database Manage the Cataiog settings used by vRanger Bathup & Repication
Lol Emadl Configuration -
S Wirtual Appliances
£ configuration ch backup jobs to about the files resident cn the
B Licensing. up. This dat. qently be searched,
@ Product |
D Host T~ Enable Catalog Data Collection
= My Jos
L R
B Transport Falover Service status: |Running Redresh I

Quewe contents

1 Select Tools-->Options.
2 Under the My Jobs node, click Catalog.
3 Select Enable Catalog Data Collection.
4 Click OK.
Note Cataloging must also be enabled for each backup job for which you wish to collect catalog data.

Catalog Filtering

While there are thousands (or hundreds of thousands) of files in a typical VM, most are not
relevant to file level recovery operations. In order to streamline cataloging operations, and reduce
impact to the catalog database, vRanger filters files to be indexed in two ways:

» Path - by default, vRanger does not catalog any files in the directories listed below. Path
filtering is determined by entries in the PathFilterTokens.txt file, located at C.\Program
Files\Quest Software\vRanger\Service\Configuration.

Program Files $Txf
Windows RECYCLER
$Extend System Volume Informa-
$TxfLog tion

1386
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+ File - By default, vRanger does not catalog files of the type below. File filtering is
determined by entries in the FilesFilterTokens.txt file, located at C:\Program Files\Quest
Software\CatalogManager\Config\Files.

Ink $Boot $Reparse
SMFT $BadClus $RmMetadata
$Volume $Secure $Repair
$AttrDef $UpCase $Tops
$BitMap $Quota $TxfLog
$ObjID
Note File filtering applies to un-filtered paths. If a path is filtered, files in that path do not need

to be.

For most situations, the default filtering options will be sufficient. If you want to filter out
additional paths or files, simply add the path or file to the appropriate text file.

Configuring Linux File Level Restoration

To simplify the startup procedure, the instructions for deploying and configuring the virtual
appliances have been moved to Configuring The vRanger Virtual Appliance. The same virtual
appliance is used for Linux FLR and for replication.



vRanger: User Guide 37
Chapter 2—Configuration

Configuration Options

Through this dialog you can customize the basic settings that you selected in the Startup Wizard.
You can access the Configuration Options dialog through Tools in the menu bar. The left pane of
the dialog is set up in a nested structure.

General » Database: Use the Database dialog to enter a database server
address and a username.

* Delete Jobs data: In order to reduce the size of your vRanger
database, you may delete job data older than the configured date
from the database.

Note Deleted data will no longer be available for reporting.

* Email Server: On this dialog, you can enter an SMTP server
address and verify the connection to the port (default is 25). You
can confirm successful transmission to the email address listed in
the From Address field by clicking the Send Test Email button.

* Email Address Book: Here you can add and manage the email
addresses of recipients to whom you would like reports sent.
Note The New Email Address Section becomes the Edit Email

Address section when you select a listing in the Email
Addresses section of the dialog.

Virtual Appliances » Configuration: This dialog links to the vRanger virtual
appliance, and allows you to add configured VA’s for use by
vRanger.

Licensing * Product License: On this dialog you can view the current

product licensing details and import a license when your current
one expires or needs to be replaced.

* Host: Use this dialog to allocate licensing to the hosts you added
to the system. Refer to the Host Licensing Summary to view the
total number of CPU licenses you are allowed, the number of
licenses being used, and the number of licenses that remain.




vRanger: User Guide
Chapter 2—Configuration

38

My Jobs

Configuration

* Resource Management: This section gives you access to task
management information.
-Maximum number of tasks running on vRanger (>=1)
Default is 100.
-Maximum number tasks running off of a LUN (1 - 5)
Default is 3.
-Maximum number tasks running on a host (1- 4)
Default is 1.
-Maximum number tasks running per repository (>=1)
Default is 3.
-Maximum number tasks running locally (1 - 20)
Default is 3.
-Maximum number tasks running per VA (1 - 18)
Default is 2.

Timeout: In this section, you can set the period of time after
which a task times out. The range is between 1 and 999 hours.

Space needed on Hosts: You can define the additional datastore
space needed for snapshot growth during backup. Populate this
field in GB--Minimum space needed on host (in GBs). The
snapshot log file grows on the source while the VM is archived
and copied to the destination. The default value is 6.

Catalog

* Catalog Service: Click the checkbox to enable catalog data
collection

» Catalog Service Status: Status is listed as Available or
Unavailable — click Refresh to recheck the status.

* Queue contents: lists catalog queues.

Transport Failover

Use this screen to set the relative priority for the available transport
options. This priority will be used by vRanger to automatically
address transport failures. These default options can be changed at
the job level.

Supplemental Instructions - Additional Repository Types

The main procedures describe the process for adding a CIFS repository. To add an NFS, SFTP,
FTP, or NetVault SmartDisk (NVSD) repository, see the appropriate section below.

* Adding an NFS Repository

* Adding an FTP Repository



vRanger: User Guide 39
Chapter 2—Configuration

* Adding an SFTP Repository
* Adding an NVSD Repository
* Adding an EMC Data Domain Boost (DDB) Repository

Adding an NFS Repository

The section below provides the information required to configure an NFS repository in vRanger.

NFS Requirements

» vRanger supports the NFS3 protocol, which does not provide for authentication. vRanger

will use the NFSNobody account to connect to the repository.
The NFSNobody account must have R,W, X permissions for the target directory.

Your /etc/exports file must contain the export directory and a list of the IPs that will connect
to the repository. You may list each individually (the vRanger machine and any ESX hosts
using direct-to-target) or use a wildcard *. The export directory should be shared with read/
write asynchronous access. For an export directory of /backups, this would look like:

[rootlNFSServer etc]# cat exporcs
/backups *(rw, async)

To add an NF'S Repository:

1

To add an NFS repository, navigate to the My Repositories pane. Right-click anywhere in the
My Repositories pane. Select Add--> NFS.

On the Add Network File Share Repository dialog, populate the fields below:

a Repository Name - a descriptive name for the repository.

b Description - a long form description for the repository. This is an optional field.
¢ DNS Name or IP - the IP or FQDN for the repository

d Export Directory - specify the Export directory, which is similar in concept to a network
share. You will need to create a target sub-directory in the export directory.

e Target Directory - this is a sub-directory of the NFS Export directory. This is the location
to which savepoints will be written.

Select Encrypt all backups to this repository if you wish these backups to be password-
protected.

Enter a Password for the encrypted repository -- confirm the password by re-entering it.

Caution If you wish to use the Encrypt all backups feature, make certain to retain the password
you enter in the following steps. There is no back-door or admin-level password. If the
password is unknown, the backups will not be usable.

Click OK -- the connection to the repository is tested and the repository is added to the My
Repositories pane and the Repository Information dialog.

vRanger will check the configured repository location for existing manifest data to identify
existing savepoints. If any are found, you will be prompted to take one of three actions:
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» Import as Read-Only - with this option, all savepoint data will be imported into the
vRanger database, but only for restores. You will not be able to backup to this repository.

» Import -all savepoint data will be imported into the vRanger database. vRanger will be
able to use the repository for backups and restores. vRanger requires read and write access
to the directory.

» Overwrite - the savepoint data will be retained on the disk, but will not be imported into
vRanger. vRanger will ignore the existence of the existing savepoint data and treat the
repository as new.

Adding an FTP Repository
The process for adding an FTP repository is described below.
To add an FTP Repository:

1 To add an FTP repository, navigate to the My Repositories pane. Right-click anywhere in the
My Repositories pane. Select Add--> FTP.

2 On the Add FTP Repository dialog, populate the fields below:
a Repository Name - a descriptive name for the repository.
b Description - a long form description for the repository. This is an optional field.
¢ DNS Name or IP - the IP or FQDN for the repository

d Target Directory - this is the directory on the FTP server to which the repository will be
written.

e User name - the user name for the account that vRanger will use to connect to the
repository.
f Password - the password for the user account above.

g Port - the port that vRanger will use to connect to the FTP server.The default FTP port is
21

h Timeout - this value determines how long to wait before terminating an idle connection.
The default value is 600 seconds

3 Select Encrypt all backups to this repository if you wish these backups to be password-
protected.

4 Enter a Password for the encrypted repository -- confirm the password by re-entering it.

Caution If you wish to use the Encrypt all backups feature, make certain to retain the password
you enter in the following steps. There is no back-door or admin-level password. If the
password is unknown, the backups will not be usable.

5 Click OK -- the connection to the repository is tested and the repository is added to the My
Repositories pane and the Repository Information dialog.

6 vRanger will check the configured repository location for existing manifest data to identify
existing savepoints. If any are found, you will be prompted to take one of three actions:

* Import as Read-Only - with this option, all savepoint data will be imported into the
vRanger database, but only for restores. You will not be able to backup to this repository.
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» Import -all savepoint data will be imported into the vRanger database. vRanger will be
able to use the repository for backups and restores. vRanger requires read and write access
to the directory.

* Overwrite - the savepoint data will be retained on the disk, but will not be imported into
vRanger. vRanger will ignore the existence of the existing savepoint data and treat the
repository as new.

Adding an SFTP Repository

The process for adding an SFTP repository is described below.
To add an SFTP Repository:

1 To add an SFTP repository, navigate to the My Repositories pane. Right-click anywhere in
the My Repositories pane. Select Add--> SFTP.

1 On the Add SFTP Repository dialog, populate the fields below:
a Repository Name - a descriptive name for the repository.
b Description - a long form description for the repository. This is an optional field.
¢ DNS Name or IP - the IP or FQDN for the repository

d Target Directory - this is the directory on the SFTP server to which the repository will be
written.

e User name - the user name for the account that vRanger will use to connect to the
repository.
f Password - the password for the user account above.

g Port - the port that vRanger will use to connect to the SFTP server.The default SFTP port
is 22.

h Timeout - this value determines how long to wait before terminating an idle connection.

2 Seclect Encrypt all backups to this repository if you wish these backups to be password-
protected.

3 Enter a Password for the encrypted repository -- confirm the password by re-entering it.

Caution If you wish to use the Encrypt all backups feature, make certain to retain the password
you enter in the following steps. There is no back-door or admin-level password. If the
password is unknown, the backups will not be usable.

4 Click OK -- the connection to the repository is tested and the repository is added to the My
Repositories pane and the Repository Information dialog.

5 vRanger will check the configured repository location for existing manifest data to identify
existing savepoints. If any are found, you will be prompted to take one of three actions:

* Import as Read-Only - with this option, all savepoint data will be imported into the
vRanger database, but only for restores. You will not be able to backup to this repository.

+ Import -all savepoint data will be imported into the vRanger database. vRanger will be
able to use the repository for backups and restores. vRanger requires read and write access
to the directory.
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Overwrite - the savepoint data will be retained on the disk, but will not be imported into
vRanger. vRanger will ignore the existence of the existing savepoint data and treat the
repository as new.

Adding an NVSD Repository

The process for adding a NetVault SmartDisk (NVSD) repository is described below.
To add an NVSD Repository:

1 To add an NVSD repository, navigate to the My Repositories pane. Right-click anywhere in
the My Repositories pane. Select Add--> NVSD.

1 On the Add NVSD Repository dialog, populate the fields below:

a
b

Repository Name - a descriptive name for the repository.

Description - a long form description for the repository. This is an optional field.

¢ DNS Name or IP - the IP or FQDN for the NVSD server.

User name/Password - the credentials for the account that vRanger will use to connect to

the repository.

Note If you have enabled WebDav authentication on your NVSD server, then use those
credentials here. If you have not enabled WebDav authentication, then no credentials

are required. See the Quest NetVault SmartDisk Administrators Guide for more
information.

Target Directory - this is the directory on the NVSD server to which the repository will
be written. You may select an existing NVSD repository (if one exists) from the drop-
down, or enter a name for your repository to have it created.

Port - the port that vRanger will use to connect to the NVSD server.The default port is
37453.

g Timeout - this value determines how long to wait before terminating an idle connection.
Note Note that encryption is not supported for NVSD repositories.
2 Click Ok.

3 Click OK -- the connection to the repository is tested and the repository is added to the My
Repositories pane and the Repository Information dialog.

4 vRanger will check the configured repository location for existing manifest data to identify
existing savepoints. If any are found, you will be prompted to take one of three actions:

Import as Read-Only - with this option, all savepoint data will be imported into the
vRanger database, but only for restores. You will not be able to backup to this repository.

Import -all savepoint data will be imported into the vRanger database. vRanger will be
able to use the repository for backups and restores. vRanger requires read and write access
to the directory.

Overwrite - the savepoint data will be retained on the disk, but will not be imported into
vRanger. vRanger will ignore the existence of the existing savepoint data and treat the
repository as new.
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Adding an EMC Data Domain Boost (DDB) Repository

The process for adding an EMC Data Domain Boost repository is described below. This procedure
assumes the following:

» That you have a properly configured Data Domain appliance that is accessible to the
vRanger machine.

« That DD Boost is licensed and enabled on the Data Domain device.

» That you have designated a DD Boost User account.

Note Please consult the Data Domain documentation for information on performing the configurations
listed above.

To add an EMC Data Domain Boost Repository:

1 To add a DD Boost repository, navigate to the My Repositories pane. Right-click anywhere
in the My Repositories pane. Select Add--> EMC Data Domain Boost (DDB).

2 On the Add EMC Data Domain Boost Repository dialog, populate the fields below:
a Repository Name - a descriptive name for the repository.
b Description - a long form description for the repository. This is an optional field.
¢ DNS Name or IP - the IP or FQDN for the Data Domain device.

d User name/Password - these are the credentials for the account selected as the DD Boost
User on the Data Domain device.

Note Please consult the Data Domain documentation for more information on setting a DD Boost
user name.

3 Storage Unit - this is the Storage Unit configured on the Data Domain device. Select one
from the drop-down menu, or enter the name for a new Storage Unit and vRanger will create
one for you.Click OK -- the connection to the repository is tested and the repository is added
to the My Repositories pane and the Repository Information dialog.

Note For Data Domain devices running DD OS 5.0, the only characters allowed in storage unit

names are alphanumeric characters, “-”, and “_". For devices running DD OS 5.1, the
supported characters are alphanumeric characters and ~l@#$*_+"-={}{],.

4 vRanger will check the configured repository location for existing manifest data to identify
existing savepoints. If any are found, you will be prompted to take one of three actions:

* Import as Read-Only - with this option, all savepoint data will be imported into the
vRanger database, but only for restores. You will not be able to backup to this repository.

* Import -all savepoint data will be imported into the vRanger database. vRanger will be
able to use the repository for backups and restores. vRanger requires read and write access
to the directory.

* Overwrite - the savepoint data will be retained on the disk, but will not be imported into
vRanger. vRanger will ignore the existence of the existing savepoint data and treat the
repository as new.
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Removing an EMC Data Domain Boost (DDB) Repository

The process for removing a Data Domain Boost repository is the same as removing any other
repository type, except that you also have the option of removing the storage unit used by the
repository. There is a hard limit on the number storage units that can be configured on a Data
Domain device, which makes removing unused storage units an important maintenance effort.

To remove a DD Boost repository:

1 From the My Repositories view, right-click on the Data Domain Boost repository and select
Remove.

2 The Remove Repository dialogue appears, showing the savepoints in the selected
repository.

¥ [Delete ol saveports n thes 3 [ ok ] coca |

When removing a repository, you have the option of keeping the savepoints on disk or
deleting them. In order to remove the storage unit associated with the repository, you will
need to remove the savepoints.

3 Select Delete all savepoints in this repository. Click OK

Caution This will delete the savepoints from the repository disk, not just the vRanger database.
Exercise caution when deleting savepoints.

4 The Delete Savepoints dialogue appears.
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Delete Savepoints

Delete Savepoints
Pleass confirm that you wish b delete the folowing savepeints, .

e — T

=l VM Hame : STFTimAM (1 em)
Ful 031472012 05:22 P 0 k)

[ ok ] conn |

Select Delete DD Boost storage unit, and click OK. The savepoints will be deleted, along
wit the storage unit associated with the repository.
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Configuring The vRanger Virtual Appliance

vRanger uses a virtual appliance for replication to and from ESXi hosts, for file-level recovery
(FLR) from Linux machines, and optionally for backups and restores. You may also use the VA on
ESX hosts as well to avoid taxing the Service Console resources, which are limited.

Virtual Appliance Overview

The vRanger virtual appliance is a lightweight virtual machine that serves as an operating
environment for the components that would normally run in the Service Console. Removing the
workload from the Service Console is clearly necessary for ESXi and vSphere 5, but it is
advantageous for ESX servers as well. While the Service Console is restricted to a single CPU
(CPU 0), with virtual appliances the workload can be spread across the other CPUs available to a
host. This provides increased reliability and scalability over operations limited to the Service
Console.

The virtual appliance must be deployed to any ESXi host that you will configure for replication
(either as a source or a destination). For hosts in a cluster, you may deploy just one VA to the
cluster; the VA will be shared among the cluster’s other hosts. When deploying a VA to a cluster,
you must chose a host in the cluster to which the VA will be associated.

In addition, replication via virtual appliance requires that if a VA is used on one host or cluster in a
replication job, then a VA must be used on both the source and destination host or cluster. In other
words, virtual appliances, when used for replication, must be used in pairs.

When configuring the virtual appliance, special consideration should be given to the amount of
resources (CPU and RAM) allocated to the VA as the number of simultaneous tasks the VA will be
able to process is directly tied to available resources. In addition, if you will be performing
replication tasks using a virtual appliance, carefully consider an appropriate size for the VA scratch
disk. See the section below for more information on scratch disk usage.

The Virtual Appliance Scratch Disk

If you will be performing replication tasks with your virtual appliance, you will need to add a
second “scratch” disk to the VA. This scratch disk is used to store two types of files:

* vzmap files - block maps (in the form of a vzmap file) for the VMs replicated to the
destination host. This is block map information, and not actual data blocks. These maps are
compared to the source VM during each replication pass to identify the data blocks that have
changed since the last replication. The vzmap files make differential replication significantly
faster as they remove the need to scan the destination VM blocks for comparison with the
source VM.

» vzUndo files - As data is sent to the destination host (via the VA), blocks in the destination
disk are written to the undo file before they are overwritten by the changed data. If
replication fails and an undo becomes necessary, then the original destination disk blocks are
read from the undo file and written to the destination disk to rollback the failed replication.
This is a key function designed to provide resiliency in the face of a network failure; if there
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is a network failure during the replication pass, the destination VM is not corrupted by
incomplete data.

Once the pass is complete, and all data has been received by the destination VA, the undo file is
deleted. At that point, the storage space used by the undo file is returned to the VA for use. Note
that undo files are not created during the first pass of a replication job. During the first pass, the
entire VM is sent to the destination host, but there is no existing data on the destination VMDKs,
and therefore no risk of corruption. Data is streamed directly to the VMDK. You do not need to
allocate scratch disk space for this scenario.

While the vzmap files are trivial in size (in the order of a few MBs), the undo file can potentially
be as large as the VM itself. While the scratch disk needs to be configured to a size sufficient to
handle the data of concurrent replication tasks, making it too large wastes valuable storage space.
Use the sections below to guide you in determining the proper size for the scratch disk.

Strategies for Sizing the Scratch Disk

The scratch disk needs to be large enough only to hold the permanent vzmap files and the
temporary vzUndo files, plus a small margin for safety. How large that is depends almost entirely
on the amount of changed data you are replicating. The amount of changed data is itself a function
of the number of VMs you’ll be replicating, their total disk size, replication frequency, and the data
change rate per VM. It is important to understand all of this data when sizing the scratch disk.

If you are using one VA for a cluster, remember that you must account for all simultaneous
replications for the cluster.

Use Historical Data

If you have previously replicated the source VMs, the most accurate method to properly size the
scratch disk (without wasting storage space) is to use historical replication data available in the
Replicate Task Reports (in the vRanger My Reports view) for the VMs in question. This report
will show the amount of data written during each replication task.

The safest method to size your scratch disk based on historical data is to record the highest amount
of data written for each VM that you will replicate at once, and size the disk to accommodate those
values.

To avoid filling your scratch disk, Quest Software recommends that you add a small margin (10%
or so) to the calculated scratch disk size for safety.

Calculating

If you do not have information on the amount of changed data for each VM, you can estimate the
appropriate size of the scratch disk based on the VM size and the number of VMs you will be
replicating at once.

A general rule for sizing the scratch disk is to choose a percentage of the total VM size to represent
the practical limit of changed data for a given replication pass. Only you can decide what is
appropriate for your environment. The numbers below are examples given to illustrate the
concept:

Assume that you will have four virtual machines that you wish to replicate to a host or cluster at
the same time. These VMs are described in the table below.
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VM V M Size Change Rate | Change Size
1 100 GB 15% 15 GB

2 100 GB 10% 10 GB

3 100 GB 20% 20 GB

4 60 GB 5% 3GB

For the VMs above, we would need approximately 48 GB of disk space for the undo files, plus a
buffer of approximately 10% (for safety’s sake). In our example, an appropriate estimate for the
scratch disk size for the VMs above would be approximately 55 GB.

Bear in mind that the estimate exercise should be done for every set of VMs that will be replicated
to that host or cluster, with the scratch disk being sized to accommodate the largest value obtained.

Caution If the scratch disk runs out of space, replication tasks will fail with the error “FATAL
cant_write can't write vix”.

Options for a Smaller Scratch Disk

As previously stated, the primary driver for the scratch disk size is the amount of changed data that
needs to be replicated. If you need to reduce the storage requirements for your scratch disk, you
can:

* reduce the amount of time that passes between replication intervals. More frequent
replication passes will contain smaller amounts of changed data.

* reduce the number of VMs that you replicate simultaneously. This will send less data
through the scratch disk at any one time, allowing it to be smaller. Remember that the vzundo
files are deleted after the replication pass completes.

* when provisioning the scratch disk, select the Thin Provisioning option. Thin provisioning
helps prevent wasted storage space by not allocating blocks until they are written by the VM.

The Scratch Disk on the Source Host

As the scratch disk is used primarily for staging changes before they are written to disk — activity
which occurs on the destination host or cluster— the scratch disk on the source side can be kept
fairly small. However, in the event that you need to fail over to the D/R site, the replication job will
reverse direction and start replicating changes back to the product site (the original source host or
cluster). In order for this to occur, the scratch disk on the source side will need to be re-sized to
accommodate the changed data.
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Scratch Disk Location

When creating the second disk, make sure you place the disk on a datastore with block sizes large
enough to support the expected VMDK. The list below shows the maximum file size available for
each block size:

* 1 MB block size — 256 GB maximum file size
* 2 MB block size — 512 GB maximum file size
* 4 MB block size — 1024 GB maximum file size
* 8 MB block size — 2048 GB maximum file size

Note This limitation does not apply to VMFS 5.

Deploying the Virtual Appliance

vRanger uses a virtual appliance for both Linux file-level recovery and for replication to and from
VMware ESXi servers. The vRanger virtual appliance is available via the Quest website: http://
www.quest.com/landing/?id=5414.

Also available on this landing page are:
* A demonstration video describing the VA configuration process
* A short form of the VA Installation Instructions

* Virtual Appliances for older versions of vRanger

Deploying Multiple Virtual Appliances

The vRanger virtual appliance is required when replicating to or from an ESXi server. In addition,
replication via virtual appliance requires that if a VA is used on one host in a replication job, then a
VA must be used on both hosts. For example, if you are replicating between an ESXi host and an

ESX host, you must have a VA deployed on the ESX host as well.

To streamline the deployment process, Quest recommends that you deploy and configure the
virtual appliance once, then save it as a template to be used for additional deployments. The
Configuring the Virtual Appliance procedures include an optional step for creating a template from
the configured VA.

From this template, you have two options to deploy additional VA instances; a manual process
using the VI Client, or a scripted process using PowerCLI. Regardless of which process you
choose, if you wish to use a static IP address for the virtual appliances, you will need to configure
that manually. Instructions for template deployment and network configuration can be found in the
sections below:

* Deploying Multiple VAs From a Template - VI Client


http://www.quest.com/landing/?id=5414
http://www.quest.com/landing/?id=5414
http://www.quest.com/landing/?id=5414
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* Deploying Multiple VAs From a Template - PowerCLI

Note The procedures below were capture using VMware vCenter 4.1, update 1. The procedures may
differ slightly for previous versions of vCenter. Consult your VMware documentation for the
correct procedure for deploying a virtual appliance for your version of vCenter.

To deploy the virtual appliance:

1 Obtain the OVA file for the vRanger virtual appliance. For vRanger 5.4.1, the correct OVA
version is 1.6.0.

Note For the 5.4.1 release of vRanger, this file will be provided directly to customers. Please refer
to the vRanger 5.4.1 Release Notes for more information.

2 In your vSphere VI Client, click File, then Deploy OVF Template.

(&) vEphere Client

File | Edit View Irventory Administ
Mew L
Deplay OVF Template..,
Expart ¥

i Repart b :

3 In the Deploy from a file or URL field, enter the path to the downloaded OVA file. Click
Next.

4 Continue through the import process, selecting the appropriate host and datastore
configuration.

The OVA import process may take several minutes. When complete, continue to the
configuration section below.

Configuring the Virtual Appliance

Before using the virtual appliance, some changes must be made to the default configuration.

Step 1: Change the Default Password
1 From your VI Client, find the VA and power it on.

2 Using the console, login as root to the virtual appliance, using the default credentials below:
* username: root
* password: vzrootl

3 At the prompt, enter passwd. Enter and re-type a new password for the root account.

Caution This is an important security step. Please ensure that you change the default password
for the root account.
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Step 2: Install VMware Tools

1

From the VI Client, right-click on the virtual appliance. Click Guest, then Install/Upgrade
VMware Tools.

Note This must be done within 5 minutes of powering on or rebooting the virtual appliance. The virtual
appliance will automatically install the VMware Tools.

2 build-2 9 for Linux for this running

m before any mouse or graphics changes take

Note No input is necessary for the VMware Tools installation - all prompts will be answered
by the installer script.

Step 3: Changing the Hostname

1
2

Login to the virtual appliance.

Using the VI text editor, edit the network configuration file:

vi /etc/sysconfig/network

Note See Appendix: Using the VI Editor for more information on using the VI editor.

Change the hostname to the new value. Save the file.

Step 4: Changing the Network Configuration [Optional]

The virtual appliance is configured by default to use DHCP. You may choose to re-configure
network settings to change the hostname, or to use a static IP address.

Note

If you will continue using DHCP. Please note that an expired lease or changed address may
result in vRanger losing connection with the virtual appliance. MAC Address reservations may be
an option utilized for this scenario. If the IP of the virtual appliance changes, you will need to
perform an inventory refresh in the vRanger My Inventory view before vRanger can use the
virtual appliance(s).

Login to the virtual appliance.

Using the VI text editor, create a configuration file for ethO:

vi /etc/sysconfig/network-devices/ifconfig.eth0/ipv4

Enter the following text, substituting the appropriate IP address where indicated:

ONBOOT=yes
SERVICE=ipv4-static
IP=<static IP of VA>

GATEWAY=<[P of gateway>

PREFIX=<this is the subnet mask - your values may differ>

BROADCAST=<your broadcast IP- the highest IP in the VA's subnet.>

Save the file.

Move the DCHP configuration file to the root directory. This will disable DHCP.



vRanger: User Guide 52
Chapter 2—Configuration

mv -v /etc/sysconfig/network-devices/ifconfig.eth0/dhcpcd /root/

6 Restart the VM by typing reboot at the prompt.

Step 5: Configuring DNS [Optional]

It may be necessary, depending on your environment, to configure the virtual appliance with DNS
nameserver information.

1
2

4
5

Login to the virtual appliance.

Using the VI text editor, edit the resolv.conf file:

vi /etc/resolv.conf

Enter the following text, substituting the appropriate values where indicated:
search <domainl> <domain2> <domain3>

nameserver <IP address>

nameserver <IP address>

Save the file.

Restart the VM by typing reboot at the prompt.

Step 6: Adding Second “Scratch” Disk

The vRanger virtual appliance uses a scratch disk to stage replicated data to an “undo” file,
ensuring that the complete transmission is received before writing to the destination VM. In the
event of a network (or other) failure, this prevents the replica VM from becoming corrupted.

See Strategies for Sizing the Scratch Disk for guidance on how to select the best size for the
scratch disk.

To add the scratch disk:

1

OB

From the VI Client, right-click on the virtual appliance, and select Edit Settings.
On the Hardware tab, click Add.

Select Hard Disk. Click Next.

Select Create a new virtual disk.

Configure the size for the disk and select your provisioning method. If storage space is a
concern, consider selecting the Thin Provision option. This ensures that only the amount of
space required is allocated. For more information on thin provisioning, see the VMware KB
article Using thin provisioned disks with virtual machines. Click Next.

Leave the Virtual Device Node setting as SCSI. Click Next.
Click Finish. Click Ok.

Caution Do not reboot the virtual appliance. Rebooting the virtual appliance at this point will
prevent the VA Utility script from functioning properly.


http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1005418
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1005418
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1005418
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Step 7: Load VA Utility script

The vautil 01.02.01.tar.gz needs to be manually transferred to the VA. This script prepares the
scratch disk for replication.

1
2

Download the vautil 01.02.01.tar.gz files

Transfer the files to the VA. You may use scp from a Linux machine, or WinSCP from a
Windows machine. An example command is shown below:

scp vautil 01.02.0l1.tar.gz root@10.10.10.10:/root/bin/

Login to the VA and extract the utility scripts.

tar zxvf vautil 01.02.01.tar.gz

Using the cd command, change the working directory into the extracted directory.
cd /root/bin/vautil 01.02.01

Run the following command:

/root/bin/vautil 01.02.01/scratch scsi.sh -a

The command, when successful, will display the following output:

ADDED: <device added's name> (Example: ADDED: sdb)

Note Note that if you added more than one new disk, you will see more than one device name
added. (Example: ADDED: sdb sdc)

Step 7: Resource Configuration

The VA is configured by default with 1 vCPU and 512 MB of RAM. This is sufficient to allow 2
concurrent tasks per VA. If you will need to run more than 2 tasks concurrently, increase the
resources allocated to the VA.

Note

If you observe consistent high CPU and Memory utilization on the virtual appliance, consider
adding more resources ensure uninterrupted performance.

1
2

3

From the VI Client, right-click the virtual appliance and select Edit Settings.

In the Virtual Machine Properties dialog, select Memory. Move the slider, or use the up
arrow in the Memory Size field to adjust the allocated memory.

() Virtusl Machine Properties
Hardware | Options | Rescurces |

™ Show Al Davices Add...

Hardware Summary

Memory (edited) 1024 MB S | P Ry =
e 3 16 Gal Maximum recommended for best
Videa card Viden card A performance: 6 GB.

= Paralel 8GBH Defaut recommendad for this

Hard disk 1

M 9 guest0S: 256 M3,

Mirimum recommended for ths
4 guestOS: 32MB.

LGB-I<_

=
[w]
=
© 505t controller 8
=
—
&
L)

In the Virtual Machine Properties dialog, select CPU. Select the desired number of vCPUs
from the drop-down.
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() Virtual Machine Properties (=R =
Hardware | Opsans | Resources | Virtual Machine Verson: 4
I™ Show All Devices Add... Number of virtual processors: [P |
| Hardware Semmary Warning: Changing the rumber D!\.mmﬂu
| BE Memory (edited) 1024 MB the guest OS i inetaled MaY MAKE YOUF |- e vomer 8
| [ cPus (edited) 2 unstable.
B video card Videa card
R OO sscteaitasn 10T aaiaNeasiial

4 Click Ok to save the configuration changes.

Step 9: Creating a Template (Optional)

If you need to deploy the vRanger virtual appliance to multiple hosts, it may be helpful to create a
virtual machine template from the configured virtual appliance.

1 From the VI Client, right-click the configured virtual appliance and select Template>Clone
to Template.

2 Enter the template name and select a location. Click Next.

W — ]
) Clone Virtusl Machine to Template =N R

Name and Location
Speafy the template name and location

Template names can contain up to 30 characters and they must be urique within each inventory

Templats [rventory Lacaon:
[= &3 vEdiul.ga.eng.int
= i [VeATeT]
[ Discovered virtual machune

B EAC

rep gsk |[ met> | cancel |

Vs

3 Select the host or cluster on which the template is to be stored. Click Next.
4 Select the datastore in which the template is to be stored. Click Next.
5 On the Disk Format dialog, select Same format as source. Click Next.

6 Review the configurations and click Finish.

Deploying Multiple VAs From a Template - VI Client

Unless you have only one ESXi host, you will need to deploy multiple instances of the vRanger
virtual appliance. You may deploy additional instances either by using the VI client (as
documented below), or via a PowerCLI script as documented in Deploying Multiple VAs From a
Template - PowerCLI

Note If you wish to use a static IP address, or need to configure DNS information, that must be done
manually for each deployed instance - see Configuring the Virtual Appliance for instructions.

To deploy an instance of the vRanger virtual appliance from the template created in Step 7:
Resource Configuration, follow the procedures below.
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1 In the VI Client, find the template you created previously. To view templates, click
View>Inventory>VMs and Templates.

2 Right-click on the template, and select Deploy Virtual Machine from this Template.

3 In the Name and Location dialog, enter a name for the VA, and select the appropriate
inventory location. Click Next.

) Deploy Template = EoE
Name and Location
Specify a name and location for this virtual machine

Name and Location Mame:

3 Host [l ey

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each vCenter
Server VM felder.

Irnventery Location:
2 [ VCdlul.ga.eng.int
| = e
[ Discovered virtual machine
B EaC

v gk | [ Mextz | conce |

4 In the Host/Cluster dialog, select the host on which the VA is to be run. Click Next.

Note You will need to deploy an instance of the vRanger VA to every ESXi host used as a
replication source or destination.

Select the datastore in which the VA files will be stored. Click Next.
In the Disk Format dialog, select Same format as source. Click Next.
In the Guest Customization dialog, select Do not customize. Click Next.

Review the selections. Click Finish.

O ©O ~N o o

Repeat steps 1-8 as needed for other hosts as needed.

Note After the virtual appliances have been deployed, refer to “Configuring the Virtual Appliance” on
page 50 for instructions on how to configure IP and DNS information.

Deploying Multiple VAs From a Template - PowerCLI

Using vSphere PowerCLI and a pre-configured CSV file, you can automate the deployment of the
vRanger virtual appliance to multiple hosts. This method requires the initial deployment using
DHCEP, although you can change the networking options for the virtual appliance after deployment
using the instructions in Configuring the Virtual Appliance.

The high level steps required for this process are:

» Using the VI Client, create a Customization Specification
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* Populate a CSV with VM, Host, and Datastore information
» Execute the PowerCLI Script

Step 1: Customization Specification

The Customization Specification provides basic configuration information used in creating the
VMs.

1 From the VI Client, click View>Management>Customization Specifications Manager.
Click New.

The New Customization Specification Wizard appears:

() vSphere Client Linux Guest Customization [

New Customization Specification
Enter a name for the new customization specification and select the OS of the target.

Froperties Target Virtual Machine 05
&

Customization Spedification Information
MName:

Descripbon:

teb | [re> ] | omad |

2 In the Target Virtual Machine OS field, select Linux. Enter a name for the customization
specification. Click Next.

Note You will need the customization specification name for the deployment script. In the
sample script below, the name vRangerVA is used.

3 On the Computer Name dialog, select Use the virtual machine name. Enter a domain name
for the VM. Click Next.

Note The VM name will be configured from the CSV file.
4 Select an Area and Location for the VA’s time zone. Click Next.
5 On the Network dialog, select Typical Settings. Click Next.
6 Enter a Primary DNS server and DNS Search Path. Click Next.

Note Due to compatibility issues between the VA OS and VMware Tools, this information will
not be populated to the deployed VA. The wizard requires at least one DNS server
entered before you can continue.

7 Review your configurations and click Finish.

Step 2: Populating a CSV

The information required for deploying additional virtual appliances will come from a CSV file
imported by the PowerCLI script.



vRanger: User Guide o7
Chapter 2—Configuration

1 Create a CSV file with the headings below:
+ VM
» Datastore
* VMhost
* Template

Note It is easiest to create a CSV file in a spreadsheet program such as Microsoft Excel. Once
you save the file as a CSV however, only open the file using Notepad.

2 Populate the rows below the headers with the appropriate information:
* VM - this is the name of the VA that will be deployed
» Datastore - the datastore to which the VA will be deployed
* Host - the Host on which the VA will run.
» Template - the name of the template created in Step 7: Resource Configuration.

3 Save the file as a CSV. For best results, open the file using Notepad (or similar) to verify
formatting. In the sample script below, this file is named VADeploy.csv

Step 3: Executing the PowerCLI Script
The commands below are entered using vSphere PowerCLI.
1 Enter the command below to connect PowerCLI to your vCenter. Substitute the correct
values for your environment.
Connect-VIServer <vCenter> -User <username>-Password <password>
2 Enter the following commands to deploy your virtual appliances:
Import-Csv VADeploy.csv | %{

Get-0OSCustomizationSpec vRangerVA | Get-0OSCustomizationNicMapping | Set-
OSCustomizationNicMapping —-IpMode UseDHCP

New-VM —-Vmhost $ .VMhost -name $ .VM -Template $ .Template —Datastore
$ _.Datastore -OSCustomizationSpec vRangerVA

}

The example above uses information that will vary based on your environment, as
highlighted in red and italics.

* VADeploy.csv - the name of your CSV file.
* vRangerVA - the name of your Customization Specification.

A status bar indicates deployment progress:

Welcone to he e Po HAE]

&9 [vSphere PowerCLI] Connected to vellul qa.eng.int as Adminkstrator (3 = =

Clone virtual machine
percent conplete: 4
[oo

Copyright (C> 1998-2007 UMwvare. Inc. ALl rights res
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Disabling DRS for the vRanger Appliance

If the vRanger appliance is configured on hosts that are part of a DRS enabled cluster, the VA(s)
may be migrated to a different host due to DRS/HA activity. This will cause replication failures as
the virtual appliance is no longer in the expected location (as configured in vRanger). To prevent
this disruption, it is important to disable DRS for the vRanger virtual appliances.

In your VI client, find the cluster(s) containing the vRanger virtual appliances.
Right-click on the cluster, and select Edit Settings.
In the Cluster Settings dialog, select Virtual Machine Options.

£~ N O~ T\ C I

Search for or find the vRanger virtual appliances. Right-click on each virtual appliance, and
select manual.

5 Click Ok.

Adding the Virtual Appliance to vRanger

Once the virtual appliance(s) are configured, you will need to add them to the vRanger Virtual
Appliances inventory.

You may add one or more virtual appliances to vRanger during the Startup Wizard displayed
when vRanger is first launched.

You may also launch the Startup Wizard at any point from the Tools menu, or use the
Tools>Options to launch the Configuration Options dialog.

To add a virtual appliance to vRanger:

1 From the vRanger UI, select the My Inventory view, and click the refresh icon & 1o
refresh the inventory.

1 From the Configuration Options dialog, select Virtual Appliances.

Geners
Databaze

L) Emmad Configuration

= Wirtual Applisnce Configurati

il conriguratien Badd (@ el B pemove
[ cataiog |

B2 Transport Fasover " | Name FODN or [P Addr | Host Hame Host Tupe

2 Click Add. The Add virtual appliance configuration dialog appears, showing the vCenter
inventory tree.
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3 Browse the inventory tree, and select the desired virtual appliance.

4 By default, vRanger will connect to the vRanger virtual appliance using the first IP address
reported by the vSphere API. This IP will be displayed in the I[P Address field. If you have
only one NIC configured on the virtual appliance, continue to the next step.

or

If you have more than one NIC configured on the virtual appliance, you may not want
vRanger to connect to the first NIC. Using the Override IP Address field, you can configure
vRanger with the IP address for the NIC to which vRanger should connect.

For example, if you have two NICs configured on the virtual appliance, and want vRanger to
connect to the second NIC, simply select Override IP Address. The IP Address field will
become enabled. Enter the IP for the second NIC in the IP Address field.

5 Enter the root password for the virtual appliance, and click OK.
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The virtual appliance will appear in the Deployed Virtual Appliances section:
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6 In the Linux FLR Virtual Appliance section, select a deployed virtual appliance to use for
Linux file-level recovery.

Changing Virtual Appliance Configuration

After a virtual appliance is deployed, you may change its configuration from the vRanger
interface. If you need to add additional NICs or configure the VA with a static IP address, you will
need to do that by logging into the virtual appliance.

Caution Reconfiguring the virtual appliance may cause it to be power cycled, possibly affecting configured
jobs. You will be prompted with the jobs configured for the virtual appliance, please review these
carefully to avoid service interruption.

1 From the My Inventory view, right-click on the virtual appliance you want to change, and
click Virtual Appliance Configuration.

or

From the vRanger toolbar, click Tools>Options, then select Virtual Appliance. Select the
virtual appliance to edit, and click Edit.
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2 The Modify Virtual Appliance dialogue appears.
Click Ok.
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1 In the Virtual Appliance Properties section, confirm the VA Name. Edit as required.

2 By default, vRanger will connect to the vRanger virtual appliance using the first IP address
reported by the vSphere API. This IP will be displayed in the IP Address field. If you have
only one NIC configured on the virtual appliance, continue to the next step.

or

If you have more than one NIC configured on the virtual appliance, you may not want
vRanger to connect to the first NIC. Using the Override IP Address field, you can configure
vRanger with the IP address for the NIC to which vRanger should connect.

For example, if you have two NICs configured on the virtual appliance, and want vRanger to
connect to the second NIC, simply select Override IP Address. The IP Address field will
become enabled. Enter the IP for the second NIC in the [P Address field.
Note See Disabling DRS for the vRanger Appliance for manual network configuration
procedures.

3 In the Virtual Appliance Option section, change the resources allocated to the virtual
appliance as needed. You may select one of two preconfigured options, or configure a
custom setting.

* Minimum Requirement - this setting allocates 1 CPU and 512 MB of RAM. This is
usually sufficient for 2 concurrent tasks per VA.

* Quest Recommended - this setting allocates 2 CPUs and 1 GB of RAM. This is
sufficient for 4 concurrent tasks per VA.
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* Custom Setting - select this value to configure the VA with higher resources for more
concurrent tasks per VA.

4 To change the datastore for the VA’s primary disk, select the new datastore in the VA
Datastore field,.

5 DO NOT create or modify the VA Scratch Disk from this dialogue.

Caution  Rebooting the VA will cause a reboot after the VA configuration change, which will
prevent the VA Utility script from functioning properly.

See the following sections for more information:
* For information on creating the Scratch Disk, see Step 6: Adding Second “Scratch” Disk.
» For information on running the VA Ultility script, see Step 7: Load VA Utility script.

* For information on resizing the scratch disk, see Increasing The VA Scratch Disk Size.
6 If desired, enter a new password for the virtual appliance.

7 If you wish to perform file-level recovery from backups of Linux virtual machines, you will
need to configure a VA to use for Linux FLR. Select Use virtual appliance for Linux File
Level Restore.

If you select this option for a different VM in the future, then that VM will be used for Linux
FLR.

Increasing The VA Scratch Disk Size

If you increase the size of the scratch disk, you must re-run the VA utility script to take advantage
of the new storage space.

To increase the VA scratch disk size:
1 In the VI Client, right-click the virtual appliance and select Edit Settings.
2 Select the scratch disk (usually Hard Disk 2), and configure the desired size.
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3 Click OK and wait for the configuration change to take place.
Caution Do not reboot the virtual appliance

4 Login to the VA, or connect via a terminal application.

5 Using the cd command, change the working directory into the extracted directory.
cd /root/bin/vautil 01.02.01

6 Run the following command:
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/root/bin/vautil 01.02.01/scratch scsi.sh -g
The command, when successful, will display the following output:
RESIZED: ${devX} S${devX new size in bytes}

7 Reboot the virtual appliance.

Disabling DRS for the vRanger Appliance

If the vRanger appliance is configured on hosts that are part of a DRS enabled cluster, the VA(s)
may be migrated to a different host due to DRS/HA activity. This will cause replication failures as
the virtual appliance is no longer in the expected location (as configured in vRanger). To prevent
this disruption, it is important to disable DRS for the vRanger virtual appliances.

1 In your VI client, find the cluster(s) containing the vRanger virtual appliances.
2 Right-click on the cluster, and select Edit Settings.
3 In the Cluster Settings dialog, select Virtual Machine Options.

Search for or find the vRanger virtual appliances. Right-click on each virtual appliance, and
select manual.



Using vRanger

This chapter describes the main these categories of the interface. It also includes instructions for
using basic functionality.

This chapter contains the following sections:This section contains the following topics:
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Interface Overview

The vRanger interface consists of four views: My Inventory, My Repositories, My Jobs, and My
Reports. Each view features the Main Toolbar as well as each pane’s Toolbar.

In the left pane within these views, data displays nested in a tree structure. In general, the
information that displays in the right pane depends on the node that you select in the left pane.
Each node has a distinct icon, making navigation easy and hierarchy clear.

The Startup Wizard can be opened by selecting Tools-->Startup Wizard. For instructions on
using the Startup Wizard to configure the software for your environment, see the Configuration

chapter.
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Main Toolbar

File The only submenu available under File is Exit. Click it to close the application.

Tools » Catalog Search: Use this form to search and browse for savepoints that
contain the files and folders you’re looking for. Restore operations can be
launched from the items in the results pane.

* Startup Wizard: Select this command to launch the Startup Wizard, through
which you can add a VC, host, repository; license a host; set up a mail server;
and add email addresses.

* Options: When you select this command, the Configuration Options dialog
displays. It contains information in these categories: General, Virtual
Appliance Configuration, Licensing, and My Jobs.

Help * Help Contents: Select this command to view online help.

* License Information: The License File dialog includes the total number of
licensed CPUs, the total number of days that the license covers, and the

number of days remaining under the current license. From this dialog, you can
import a license file.

* About vRanger Backup & Replication: Click this option to view version
number, copyright information, a link to the website, and licensing terms.
Also access the System Information dialog, which includes hardware
resources, components, software environment, and Internet settings. The
dialog features a window and submenus that allow you to view remote
computers and system history.

The About vRanger screen includes a System Info button that will collect
information about the vRanger machine. You may export this information to a
text to aid interactions with Quest Support.

Status Bar

In every view, several icons display in the Status Bar at the bottom of the vRanger UL
Regardless of the view displayed, the Status Bar always gives you a glimpse of active job and task
count. Using the example from the table below, the Active Jobs Count (4) corresponds to the first
number in the My Jobs: Current Jobs node. The Active Tasks Count (2) corresponds to the

second number at the same node level. That is, these counts display in this format in My Jobs:
Current Jobs (4,2).

&G Service Support Logging: Right-click to enable log files to assist in
troubleshooting Windows vRanger service.
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Client Support Logging: Right-click to enable log files to assist in
troubleshooting the vRanger client (GUI).

&1

Active Jobs Count: This indicator tells you the total number of active backup,
restore, and replication jobs running in real-time.

Active Tasks Count: This indicator tells you the total number of active backup,
restore, and replication tasks running in real-time.

) New Failed Jobs: Indicates that there are new failed jobs.

) When you click the New Failed Jobs icon, this action resets the data in the
Status Bar. In place of the new failed jobs icon, this icon displays and the active
job and task count fields are reset, populating with zeroes (0) initially.

My Inventory View

The My Inventory view displays the virtual infrastructure, configured jobs, and job details. It
consists of the Inventory pane on the left and the Working Inventory pane on the right. This is the
view from which most backup and replication jobs are added.
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My Inventory Pane

The My Inventory pane offers two views, depending on which value you select from the
Inventory dropdown--Hosts and Clusters or VMs and Templates.

S—

LB JBC-Windx35) Al Hosts and Clusters
i Ex;ﬁ‘l ) Virtual Machines and Templates

From this pane, you can navigate and refresh the tree; add or remove connections to VCs or ESX
Servers; and add credentials to ESX Servers. You can also add a backup or restore job.
Inventory Pane Toolbar and Icons

The toolbar is located under the General Toolbar (File, Tools, Help). Options on this toolbar will
be enabled or disabled based on which object is selected.

© Add: Click this command to add a backup, restore, or replication job.

G Cancel: To cancel a job that is running, click this command.

@ Edit: Click this icon to open the Backup Wizard, Restore Wizard, or
Replication Wizard (as appropriate) and make updates to the configuration for
the job.

® Disable: When you click this command, the job that is selected in the Working
Inventory pane will be disabled. A pause icon displays adjacent to the listing.

T Enable: When a disabled job is selected in the Working Inventory pane, click

= this command to enable the job. A run icon will display next to the listing.

© Remove: When you click to highlight a job or savepoint in the Working
Inventory pane and then click this icon, the job is removed.

& Restore: When you click to highlight a backup job or savepoint in the Working
Inventory pane, click this icon to open the Restore Wizard.

G Run: Click this command to run the job that is selected. This will reload the
window and display the job in My Jobs: Current Jobs.

The icons below appear in the My Inventory Pane, and are enabled based on what you select in the
My Inventory and Working Inventory panes
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Add: The action this command triggers depends upon the node that you have
highlighted in the My Inventory pane. Click this icon to access one of these
dialogs--Add VirtualCenter Credentials, Add Host Credentials, Backup
Wizard, or Restore Wizard.

Properties: When a VC is selected, click Properties to view the credentials used
to connect to it.

Remove: This command is available to delete any object that has been added to
the view.

Note If you remove an ESX host, all login and backup information is deleted. If there is
a job scheduled to use this host, the job will fail.

Refresh: Click this icon to refresh the My Inventory pane. Initially, only the
highest-level node displays (VC). A Loading Inventory message displays while
the pane refreshes.

Run: Click this icon to run an associated job.

Inventory: Click one of these icons to display the Hosts and Clusters or

& Virtual Machines and Templates view.
e
Expand All: This will expand the tree view. After refreshing the pane, click this
T icon to reload the tree structure under the VC node.

Collapse All: Click this icon to collapse the tree view so that only the VC node
displays in the pane.

When the Hosts and Clusters inventory option is selected, the icons below appear in the

inventory list.

i

Folder: Click this icon to expand the view.

=

Resource Pool: Click this icon to expand the view
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VirtualCenter: Right-click this node to access these commands:
* Add Credential

* Credential Properties

* Remove VirtualCenter

* Backup VirtualCenter

* Restore

* View History

* Refresh Inventory

Cluster: Right-click this node to access these commands:
* Add Credential

* Credential Properties

* Remove Credentials

* Backup

* Restore

* View History

* Refresh History

ESX(i) Host (not credentialed): Right-click this node to access these
commands:

* Add Credentials

* Credential Properties

* Remove Credentials

* Backup

* Restore

* Configure Change Tracking (choose any or all VMs in host)

* View History

* Refresh Inventory

ESX(i) Host (Credentialed): Right-click the node to access these commands:
* Add Credentials

* Credential Properties

* Remove Credentials

* Backup

* Restore

* Configure Change Tracking (choose any or all VMs in host)

* View History

* Refresh Inventory

ESX(i) Host Add: Click this icon to add an ESX host.

Host Disconnected Right click this icon to connect to the host.

Host Error: Right click on this icon to determine the error.




vRanger: User Guide A
Chapter 3—Using vRanger

= Host Maintenance Mode: Indicates the host is in maintenance mode, and may
not be available.

Hosts and Clusters

E VApp: VApps can comprise of any applications running on any OS, and provide
a mechanism for customers to move their applications between internal clouds
or external clouds with still the same service levels.

& Change Block Tracking: This icon indicates that a job has Change Block
Tracking enabled. Left click the icon to disable.

= Virtual Machine Powered Off: Click the icon to power on the VM.

i) Virtual Machine Powered On: Click the icon to power off the VM.

ﬁl Virtual Machine Suspended (Paused): Click the icon to start the VM.

When the Virtual Machines and Templates inventory option is selected, the icons below appear
in the inventory list.
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VirtualCenter: Right-click at this node level to access these commands:
* Add Credential

* Credential Properties

* Remove VirtualCenter

* Backup VirtualCenter

* Restore

* View History

* Refresh Inventory

Virtual Center Add: Click this icon to Add a Virtual Center.

Cluster: Right-click this node to access these commands:
* Add Credential

* Credential Properties

* Remove Credentials

* Backup Demo

* Restore

* View History

*» Refresh History

Virtual Machine: Right-click the node to access these commands:
» Add Credential

* Credential Properties

* Remove Credentials

* Backup

* Restore

* Replication

* Enable (Disable) Change Tracking

* View History

* Refresh Inventory

Virtual Machine Folder: Click on this icon to display the virtual machines in
this folder.

Virtual Machine Folder Open: Clicking this icon will collapse the view and
close the folder.

Virtual Machine Powered Off: Click the icon to power on the VM.

Virtual Machine Powered On: Click the icon to power off the VM.

Restore Virtual Machine: Clicking this icon will start a restore job for this
VM.
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Virtual Service: Click this icon to expand the list of services.

Backup Job: Right-click the node to access these commands:
» Add Credential

* Credential Properties

* Remove Credentials

* Backup

* Restore

* Replicate

* Enable Change Tracking

*» View History

* Refresh Inventory

Running Backup Job: Right-click the node to access these commands:
* Add Credential

* Credential Properties

* Remove Credentials

* Backup

* Restore

* Replicate

* Enable Change Tracking

* View History

* Refresh Inventory

Backup Virtual Machine: Right-click on the desired VM, then click this icon
to start a backup job for this VM.

Replicate Virtual Machine: Right-click on the desired VM, then click this icon
to start a replication job for this VM.

Change Block Tracking: This icon indicates that a job has Change Block
Tracking enabled. Left click the icon to disable.

LY

Connected: This icon shows that the node is connected.

%

Connecting: This icon indicates that a node is in the process or connecting.

¢

Credentialed: This icon indicates that VM or Host is Credentialed.

Data Center: Selecting this icon will expand the data center and display all
objects in it.

%

Disconnected: This icon indicates the Node is disconnected.

Error: This icon indicates that an error has occurred, or that a field is lacking
required data.
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. Hierarchy: This icon indicates the organization of the inventory displayed.

(Em Inventory Tree Wait: This icon is displayed while vRanger searches for all the
components in the inventory.

Credentialed/Licensed: This icon shows that the VM or host is licensed.

Invalid Licensed Credentials: This icon shows that the credentials are invalid.

Resource: This icon indicates the presence of a resource in the inventory.

@

B Save: Clicking this icon will save any changes made.

Server: This icon indicates a server in the inventory.

J Virtual Machine Template: copy and paste this template as needed to
reproduce VMs.

o0 vApp: VApps can comprise of any applications running on any OS, and provide

g

a mechanism for customers to move their applications between internal clouds
or external clouds with still the same service levels.

BackupReplication License: Indicates the VC is licensed for both backup
AND replication.

Backup or Replication License: Indicates the VC is licensed for either backup
OR replication.

Working Inventory Pane

The Working Inventory pane lists any configured jobs for the node selected in the Inventory
pane.

The data presented here--including Type, Name, and Schedule--can be sorted by dragging a
column heading. When you click, an arrow will display in the column heading, indicating the sort
order (ascending or descending). Click the column heading again to change the sort order. The
same data can be grouped by dragging a column heading to the target area above all of the
headings. Doing this will group current jobs by that data type.

If you click to highlight a job in the Working Inventory pane and then click the Run icon, the job is
moved to the My Jobs: Scheduled Jobs. From this location, you can start the job. Once the
backup has been completed, it will be moved to My Jobs: Recent Jobs.



vRanger: User Guide 75
Chapter 3—Using vRanger

My Jobs View

The My Jobs view consists of the My Jobs pane on the left, the Activity pane on the upper right,
and the Job Detail pane on the lower right. Use this view to add, run, schedule, disable, or cancel
a backup job. From this view you must have either the Scheduled Jobs or On Demand Jobs node
(in the My Jobs pane) highlighted to add a job.
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A job can be made up of many tasks. Even if some of its tasks fail, the job itself can complete
successfully. In this view, you can also confirm configuration settings for a job. My Jobs makes
monitoring jobs and tasks easy. Use the Job Detail pane to track job progress. To view task
progress, see the Task Detail area. Use the tool to view job history and check status.

My Jobs Pane

The My Jobs pane displays task and job information for each of the following statuses: Current;
Recent; Scheduled; On Demand; and Disabled. For Current and Recent jobs, associated tasks are
listed in separate categories. In these nodes, jobs and tasks are distinguished in this format--(x, y)-
-where x is the number of jobs and y refers to the number of tasks that make up the job. The
numbers in the Current Jobs node corresponds to the values in the Status Bar’s Active Jobs
Count and Active Tasks Count fields, respectively.
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My Jobs Pane Toolbar and Icons

Add: Click this command to add a backup, restore, or replication job.

Remove: Use this icon to delete a job highlighted in the Activity pane.

Edit: With a job selected, click the this icon to access the Backup Wizard,
Restore Wizard, or Replication Wizard.

Enable: When a disabled job is selected in the Working Inventory pane, click
this command to enable the job. A run icon will display next to the listing.

Disable: When you click this command, the job that is selected in the Working
Inventory pane will be disabled. A pause icon displays adjacent to the listing.

Run: Click this command to run the job that is selected. This will reload the
window and display the job in My Jobs: Current Jobs.

Cancel: To cancel a job that is running, click this command.

Current Jobs: Click this icon to display Current Jobs. Two levels can be
displayed:

* Running Tasks
* Queued Tasks

Running Tasks: Refers to the number of active tasks associated with current
jobs.

Queued Tasks: For all current jobs, this number indicates the number of tasks
waiting to run.
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Recent Jobs: This node lists the number of recent jobs and tasks, respectively,
that have been run. The format (x, y) is used, indicating x recent jobs and y recent
tasks. Under this node, there are several objects:

* Successful Tasks
* Failed Tasks

* Canceled Tasks
» Aborted Tasks

Successful Tasks: This category indicates the number of tasks that have
completed successfully for recent jobs.

Failed Tasks: The number in this category notes the failed tasks associated with
recent jobs.

Canceled Tasks or Aborted Tasks: These tasks use the same icon but refer to
different statuses for recent jobs. A canceled task results from a user action. An
aborted task refers to a change initiated by the system.

Scheduled Jobs: When this node is selected, the Activity pane is divided into
two tabs--List View and Calendar View. The jobs and tasks listed on both views
are those that have been scheduled to run. The Job Template Detail area features
configuration options selected for each job.

On Demand Jobs: These jobs are configured to run at any time; that is, they are
not scheduled. The Job Template Detail area features configuration settings for
each job.

Disabled Jobs: Listed here are jobs that have been configured, have been
scheduled and perhaps even run, but are currently disabled. From this view, any
disabled job can be enabled.

Selecting this node displays Job and Results areas in the Activity pane. A Job
Template Detail area displays as well. Enter criteria in the Job area and view the
data returned in the Results area. If you click a listing in the results, you can view
additional detail about it in the Job Template Detail arca.

k4

LAN Failover: If the Failover option (along with the Fiber Backups option) was
selected, this icon indicates the Fiber connect failed, and the job failed over to a
LAN connection.

Activity Pane

» The data that displays in the Activity pane depends upon the category that you select in the
My Jobs pane. You can expand a job listing to display data on tasks associated with that job.
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For the Recent Jobs, On Demand Jobs, and Disabled Jobs, the Activity pane features data
organized in these categories:

* Name--This is the name of the job.
» Type--This refers to job type.
* Source--Indicates the host or cluster in which the source VM resides.

» Destination--For backup jobs, this indicates the repository selected in the backup job. For
restore and replication jobs, this indicates the target host.

» Status--Lists the status of the backup or restore job or task: Completed, Failed, Aborted, or
None.

» Start Time--Lists when the job or task was initiated.
* Duration--The length of time that the job or task took to complete.

* Message--In this column, information about a task or job displays. For example, “Host is not
licensed” or “Please check host credentials.”

If you select the Current Jobs node, all of the categories listed above will display in the Activity
pane. In addition, data for these categories will be included: Throughput and Progress.

In the interface, you can clearly distinguish the running job (parent) and the running task (child).
To view details for either job or task, click to highlight the object. Either the Job Detail or Task
Detail area will display at the bottom of the Activity pane.

You can sort the columns in the Activity pane by clicking them. When you click, an arrow will
display in the column heading, indicating the sort order (ascending or descending). Click the
column heading again to change the sort order.

If you select any sub-category under the Recent Jobs node and then right-click on a job or task in
the Activity pane, a Go To menu will display. The available commands list depends upon the
activities previously associated with that job or task. For example:

* Go To Repository Savepoint
* Go To Scheduled Activity
* Go To Disabled Activity

If you select a category under Current Jobs, Scheduled Jobs, or On Demand Jobs and then
right-click on a job or task in the Activity pane, these navigation options will display:

* Go To Inventory View
¢ Find Previous Jobs
Go To Current Jobs

For Scheduled Jobs, the Activity pane features two tabbed areas--List View and Calendar View.
List View displays scheduled jobs by data type--Name, Type, Source, Destination, Enabled, and
Next Run. The Calendar View offers monthly, weekly, daily options for viewing scheduled
jobs. Below this, the Job Template Detail area features basic configuration information about the
job selected in the List View.
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Click the node in the My Jobs pane to display Job and Results areas in the Activity pane. After
the results display, you can click to highlight any entry and additional information about the job
will display in the Job Template Detail area below the results, which you can save.

Type

* Historic

e On Demand
* Scheduled

* Disabled

Task Status

« All

* Success
« Failed

» Aborted
 Canceled

Repository

The values included in this field depend on the repositories that were
added previously.

Job Type

« All

* Backup

* Restore

* Replication

VM Name

To search by VM name, populate this field.

Job Status

« All

* Success
« Failed
 Aborted
* Canceled

To Date

The default value is (none). When you click the dropdown, a calendar
view displays.

Host or VC

The default value for this field is (All). This field is populated with the
hosts and VCs that were added previously.

Job Detail Area

The Job Detail area contains job configuration data as well as the progress and status of currently
running jobs and tasks. This area features two tabs--Detail and Log. For example, if you select
Recent Jobs in the My Jobs pane, the Job Detail area will display this type of data on the Detail
tab. The data in the corresponding Log tab will indicate which VMs were retrieved, which disks
were skipped, and which tasks were completed. It will also indicate that the job was saved.
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My Repositories View

This view displays the configured repositories and available savepoints. This is the view from

which most restore jobs are configured. It consists of the My Repeositories pane on the left and the
Working Repository pane on the right.
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My Repositories Pane

This pane displays the configured repositories in a tree structure, grouped by repository type.
Repositories can be added and removed through the pane toolbar.
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My Repositories Pane Toolbar and Icons

&

Catalog: After selecting a repository, click this icon to search (or browse)
for a specific Savepoint.

Note Cataloging must have been enabled at the time the backup job ran.

File-Level Restore: When you want to restore an individual file from a
savepoint, click this icon to access the File Level Recovery dialog.

FLR From Manifest: When you wish to restore an individual file from the
Manifest, click this icon.

Restore: When you click to highlight a backup job or savepoint in the
Working Repository pane, click this icon to open the Restore Wizard.

Remove: To delete a savepoint that is selected in the Working Repository
pane, click this command.

=g Add ~

Add: Use this command to add either a CIFS or SFTP repository.

=8 Properties

Properties: This icon is the gateway to the connection information and
repository credentials used to connect to the share. You can update
credentials at any time.

= Remowve

Remove: Click this icon to open the Repository Removal Confirmation
dialog. Before removing a repository, confirm that it is not needed to store
current jobs.

Working Repository Pane

The Working Repository pane shows the configured repositories and the savepoints stored there.
The data displayed in this pane can be grouped and sorted using the icons in the Group By
dropdown. The data in this pane is organized under these columns:

* Repository Name

e VM Name

¢« Host Name

» Type (Full, Differential, Incremental)

e Start Time

* Original Size (MB)
» Stored Size (MB)
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Grouping

There are two methods for grouping savepoints. You can select an option from the Group By
toolbar, or you can create customized groupings using the GroupBox command.

Repositories & VMs: Groups the savepoints first by repository, then

=5
Repositories & WMs by VM.
= Repositories: Click this icon to group savepoints by repository.
Repositories
& VMs: This command groups the savepoints by VM.
VMs
Savepoints: This groups the savepoints first by repository, then VM,
then by root savepoint ID.
Savepoints
O Hosts: This will group the savepoints by host.
Hosts

Date Range

Date Range: This dropdown allows you to select a date range for the
jobs listed in the Working Repository pane. The values include:

* All

* Last Day
 Last 3 Days
 Last Week

* Last 2 Weeks
 Last Month

» Last 3 Months
* Custom

* Define Custom.

If you select Define Custom, the Savepoints Date Ranger dialog will
display. Use it to set a date range for the jobs you want to view.

Sorting

The columns in the Working Repository pane can be re-ordered by dragging a heading and
clicking the column. When you click, an arrow will display in the column heading, indicating the
sort order (ascending or descending). Click the column heading again to change the sort order.
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My Reports View

From the My Reports view you can create and manage reports as well as email them. The left-
hand Reports Pane displays a list of all reports for backups and restores. The right-hand pane,
called Working Reports, displays the report itself.
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The toolbar is located under the General Toolbar (File, Tools, Help). The options on this menu are
only enabled if a report is showing in the Working Reports Pane, and act only on that report
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.Reports Pane
= Print: Use this icon to print the selected report.
Print Preview: Use this icon to preview the report before printing.
Page Setup: Use this icon to configure the page settings used to print
your report.
= Save: Use this icon to save your report as a PDF or Excel file.
" Refresh: Use this icon to refresh the selected report.
=
% Close: Use this icon to close the selected report.

The Reports Pane includes nodes for the types of reports listed below.
» Backup Job Summary
» Backup Task Summary
» Backup Task
» Replicate Job Summary
* Replicate Task
* Restore Job Summary
» Restore Task

Simply right click on the node for a desired report type, and select Add <report type>, You may
also create a new report or work with existing reports via the Reports Pane toolbar icons.
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Reports Pane Toolbar

Add: Use this icon to start the process of creating a backup or restore
report.

Edit: Click this icon to open the Report Wizard to make changes to the
selected report’s configuration. Enabled only when a job is selected in
My Jobs.

Remove: Click this icon to delete the selected report. Enabled only
when a job is selected in My Jobs.

Run: Click this icon to run the selected report. Enabled only when a job
is selected in My Jobs.

Report Wizard

Use the Report Wizard to configure a report about backup, restore, or replication jobs or tasks.
After naming and describing the report, you select the VMs to include. Then, you identify the
contents of the report.

You then select options for filtering data based on date range and status. You can assign styles for
headers, footers, and body text. Finally, you assign a schedule for generating the report and you
select settings for the email notification sent when a report is created. A summary screen will
display, listing the options that you have selected for the report. After reviewing the summary, the
configuration is complete.

The report listing will display in the My Reports pane. The text of the reports displays in
Working Reports pane.



Backup

This chapter includes general information about backup functionality as well as instructions for
adding a job through the Backup Wizard and My Jobs view.

This chapter contains the following sections:This section contains the following topics:

BACKUD OVEIVIEW ...ttt st 87
Backup Transport OPLioNS ........ccoceriiernrece s 87
Transport SEIECHON Orer..........cceiiiccie e 89

Configuring A Backup JOD ..o 91
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Backup Overview

vRanger uses VMware snapshot technology to temporarily store incoming write requests while the
source VM is being backed up. After the backup completes, the snapshot is deleted, which
commits those pending writes to disk. vRanger can backup a VM that already has an open
snapshot and will backup the open snapshot, but any secondary consolidated helper snapshots will
be closed prior to running the backup.

With Inventory Node Selection, you can browse the VirtualCenter (vCenter) inventory and select
which VMs or groups (folders) you wish to backup. You can select a VM, ESX host, folder,
resource pool, datacenter, or vCenter and backup all of the VMs located under that node in the tree.

Backup Limitations

vRanger cannot backup physical RDMs (raw device map) partitions. You should see the warning:
“incompatible drive detected”.

Backup Transport Options

vRanger offers different data transport options for backup tasks. When configuring a backup job,
vRanger will automatically choose the fastest option available, but you can also override this
selection by configuring a custom transport selection. vRanger will choose from the following
transport options, based on your configuration.

HotAdd

vRanger includes support for VMware's HotAdd disk transport functionality which allows LAN-
Free backups from a virtual machine. vRanger can use HotAdd for two backup methods:

* VA-based HotAdd - will mount the source VM’s disk to the vRanger virtual appliance
deployed on the source host (or cluster). This allows vRanger to have direct access to the
VM data through VMware’s I/O stack rather than the network.

* Machine based HotAdd - if vRanger is installed in a virtual machine, this method will
mount the source VM’s disk to the vRanger virtual machine. This allows vRanger to have
direct access to the VM data through VMware’s 1/O stack rather than the network. With this
method, the backup processing activity occurs on the vRanger server.

In order to use vRanger with HotAdd, the virtual machine (either the vRanger VA, or the vRanger
virtual machine) must be able to access the target VM's datastore(s). In addition, all hosts that the
vRanger VM or VA could be vMotioned to must be able to see the storage for all VMs that
vRanger will be configured to back up.

Note When using HotAdd, plan on 1 concurrent backup per CPU core. To calculate the maximum
number of concurrent backup tasks per proxy server, simply identify the number of CPU cores on
that server - that is the maximum number of concurrent backups. For example, a Dual-Socket,
Quad-Core system will be able to perform up to 8 concurrent backup jobs.
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Configuring the vRanger machine for HotAdd

When using HotAdd, make sure to disable automount on the vRanger machine. This will prevent
Windows on the vRanger VM from assigning a drive letter to the target VMDK. To disable
automount:

» From the start menu, select "run" and enter diskpart.
* Run the automount disable command to disable automatic drive letter assignment.

* Run the automount scrub command to clean any registry entries pertaining to previously
mounted volumes.

HotAdd Limitations
The use of HotAdd for backups is subject to the following limitations:

* VMFS Block Size - To use HotAdd, the VMFS containing the source VM and the VMFS
containing the vRanger VM must use the same block size. For example, if you back up a
virtual disk on a datastore with 1MB blocks, the proxy must also be on a datastore with IMB
blocks. For more information, refer to VMware’s VDDK 1.2.1 Release Notes: http.//
www.vmware.com/support/developer/vddk/VDDK-1.2.1-Relnotes.html#knownissues

* HotAdd and the vRanger VM - You cannot use HotAdd to backup the vRanger virtual
machine. This may result in the vRanger volume being removed from the VM along with the
source VMDK. For more information, refer to VMware’s VDDK 1.2.1 Release Notes: http://
www.vmware.com/support/developer/vddk/VDDK-1.2. I-Relnotes. html#knownissues

» IDE disks are not supported.

* Mixed mode clusters are not supported for HotAdd. For example, a VM on an ESXi 4.0 host
cannot HotAdd a disk from an ESX 3.5 host.

SAN Backups

The LAN-Free (SAN) configuration is identical whether ESX or ESXi is used, providing the best
mix of performance and compatibility for protecting your data, especially if your environment has
a mix of VMware hypervisors.

In order to perform SAN backups, vRanger must be installed on a physical system attached to your
SAN environment. This is a high performance configuration that requires vRanger to be connected
to your fibre or iSCSI network. In addition, the VMFS volumes containing the VMs to be
protected must also be properly zoned/mapped to the vRanger proxy server.

Configuring vRanger for SAN Backups
With vRanger installed on a physical proxy server, the following configurations must be made:
* Disable automount on the vRanger machine:

¢ From the start menu, select “run” and enter diskpart.
* Run the automount disable command to disable automatic drive letter assignment.

* Run the automount scrub command to clean any registry entries pertaining to previously
mounted volumes.
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* On your storage device, zone your LUNs so that the vRanger HBA (or iSCSI initiator) can
see and read them.

* Only one proxy should see a set of VMFS LUN’s at one time. For backups only, The proxy
server should only have read-only access to the LUNSs. In order to perform LAN-Free
restores, please ensure that the vRanger server has Read + Write access to any zoned VMFS
LUNSs to which you wish to restore.

LAN

If no LAN-Free option is available, backups can be processed over the network. LAN backups are
supported in all configurations and require no additional set-up to work, but are generally the
slowest option. Network backups can be processed two ways, depending on the source host
configuration.

* VA-based LAN - will transfer the source VM’s data from the source disk to the vRanger
virtual appliance over the network. With this method, the backup processing activity occurs
on the vRanger virtual appliance.

* Machine-based LAN - If there is no vRanger VA deployed, vRanger will transfer the source
VM'’s data from the source disk to the vRanger server over the network. With this method,
the backup processing activity occurs on the vRanger server. For ESXi servers (which do not
have the service console), data will be sent via VMware’s VDDK transport. For ESX servers
that are credentialed at the host level, Machine-based LAN backups will be processed in the
host Service Console.

Note Generally speaking, network backups and restores will be slower than LAN-Free. If your
environment supports LAN-Free backups, use that option whenever possible.

Transport Selection Order

The vRanger Backup Wizard includes an Automatic option which allows vRanger to select the
best available method for your configuration. When determining the best transport, vRanger will
use two key criteria:

» whether virtual appliances are deployed
» where vRanger is installed

The logic used to select a transport differs slightly based on whether vRanger is installed in a VM
or on a physical server. The sections below describe the steps taken to select an automatic
transport.

vRanger - Virtual Machine

When installed in a virtual machine, vRanger will check the possible transports in the order shown
below, selecting the first option available. The preferred transports are checked first, ensuring the
best performance possible.
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1 Virtual Appliance on source host - vRanger will first check the source host for a virtual
appliance. If available, that VA will be used.

a Is VA-based HotAdd available? - vRanger will check the local VA for HotAdd support.
If the host is not properly licensed, or the VA cannot access the storage for the source VM,
HotAdd will not be available.

Important If a virtual appliance is configured and HotAdd is not available, a network backup will
be performed from the virtual appliance. No further transport checks will be performed.

2 Virtual Appliance on source cluster - if the source host does not have a virtual appliance,

vRanger will check if the host is a member of a cluster, If so, vRanger will check for a shared
virtual appliance on that cluster.

a Is VA-based HotAdd available? -vRanger will check the cluster VA for HotAdd support.
If the host is not properly licensed, or the VA cannot access the storage for the source VM,
HotAdd will not be available.

Important If a virtual appliance is configured and HotAdd is not available, a network backup will
be performed from the virtual appliance. No further transport checks will be performed.
3 Machine-based-HotAdd - If there is no virtual appliance configured, vRanger will perform
a check to see if HotAdd is available for the vRanger VM. If the vRanger VM is on a host
which is not properly licensed, or if the VM cannot access the storage for the source VM,
HotAdd will not be available.

4 Machine-based-LAN - If a virtual appliance is not available, and HotAdd is not supported
on the vRanger VM, a network backup will be performed from the vRanger machine.

vRanger - Physical Machine

When installed on a physical machine, vRanger will check the possible transports in the order
shown below, selecting the first option available. The preferred transports are checked first,
ensuring the best performance possible.

1 Virtual Appliance on source host - vRanger will first check the source host for a virtual
appliance. If available, that VA will be used.

a Is HotAdd available? - vRanger will check the local VA for HotAdd support. If the host
is not properly licensed, or the VA cannot access the storage for the source VM, HotAdd
will not be available.

Important |If a virtual appliance is configured and HotAdd is not available, a network backup will
be performed from the virtual appliance. No further transport checks will be performed.

2 Virtual Appliance on source cluster - if the source host does not have a virtual appliance,

vRanger will check if the host is a member of a cluster, If so, vRanger will check for a shared
virtual appliance on that cluster.

a Is HotAdd available? -vRanger will check the cluster VA for HotAdd support. If the host
is not properly licensed, or the VA cannot access the storage for the source VM, HotAdd
will not be available.

Important If a virtual appliance is configured and HotAdd is not available, a network backup will
be performed from the virtual appliance. No further transport checks will be performed.

3 Machine-based SAN - If there is no virtual appliance configured, vRanger will perform a
check to see the vRanger server is configured for SAN backups.
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4 Machine-based LAN - If a virtual appliance is not available, and SAN backups are not
supported on the vRanger server, a network backup will be performed from the vRanger
machine.

Configuring A Backup Job

vRanger uses a simple wizard to guide you through the process of creating a backup job. At a high
level, the process includes the following steps. Each of the steps below is explained in more detail
in the sections that follow.

» Step 1: Selecting An Inventory Node

» Step 2: Exclusions and Inclusions

» Step 3: Repository Selection

» Step 4: Transport Selection

» Step 5: Configure Backup Options

» Step 6: Retention Policies & Space Saving Technologies
» Step 7: Recurrence Schedule Selection

» Step 8: Email Notification Selection

* Step 9: Summary

Step 1: Optional Configurations

vRanger includes some optional configurations that you may want to make before created a
backup job for a given object.

Enabling Changed Block Tracking (CBT)

Changed Block Tracking reduces the time needed for incremental and differential backups by only
backing up the portions of a disk that have changed since the last backup. By determining which
blocks changed within the VMDK file, vRanger only backs up the portions of a disk that have
changed since the last backup. This often results in shorter backup operations, and reduced
resource consumption on network and storage elements.

vSphere supports CBT, and most VMs running in this environment can utilize it. The VMs must be
Hardware Version 7, and have been created and hosted in ESX4 or 41 hosts. VMs that are created
in ESX3.5 or below must be migrated to Hardware Version 7 for CBT to be supported. CBT must
be enabled for each VM with which CBT is to be used.
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To enable or disable CBT:

1 On the My Inventory Screen, right click a VM -- you can then Enable or Disable Tracking
as appropriate..
& HP-1
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2 The Tracking Icon & appears next to any VM on which CBT is enabled.

Determining Application Consistency

vRanger, by default, provides no quiescing during backups. When enabled, quiescing in vRanger
is provided by leveraging VMware Tools installed in the VM.

Enable guest quiescing.
Enable this flag if backing up a database server, but only on E5% 3.5 Update 2 or later with 55 enabled in
wmware toolz,

This can provide three different levels of backup consistency, as described below:

Crash-consistent - A crash consistent backup is analogous to pulling the plug on a server
and then backing up the data. The state of the data that is being backed up with respect to the
users of the data is indeterminate. Restoring a crash-consistent image is equivalent to
rebooting a server after a hard shut-down.

File System Consistent - File system consistency is achieved through standard quiescing
(via the VMware Sync Driver.) which ensures that no file system writes are pending when
the snapshot is taken. For normal VMs, file-system consistency is adequate, although it can
cause corruption in database applications.

Application consistent - Consistency of VSS compatible applications is achieved by
freezing application 1/O just prior to creating the VM snapshots. This ensures that all
application writes requests in the machines memory are committed to disk before the
snapshot is taken.
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The level of consistency provided by the Enable Guest Quiescing option is dependent upon the
version of VMware ESX(i) (and the corresponding VMware tools) and the guest operating system.
The tables below provide more detail on what is needed to achieve various levels of consistency:

File-level Quiescing

ESX Version | Windows Server Windows Server 2008 (includes R2)

2003
ESX(i) 4.0 VMware VSS VMware VSS
ESX(i) 4.1 VMware VSS VMware VSS

Application-level Quiescing

ESX Version | Windows Server Windows Server 2008 (includes R2)

2003
ESX(i) 4.0 VMware VSS vzShadow.exe
ESX(i) 4.1 VMware VSS vzShadow.exe

As shown in the table above, application consistency is not always available with the basic
quiescing options. In these situations, you may use vRanger’s VSS Tools (vzShadow.exe) for
application-level consistency.

Configuring VSS Tools - Automated Method

In addition to the standard quiescing implementation using VMware Tools, vRanger provides an
optional method for application quiescing, which uses a small executable tool (vzShadow.exe)
deployed to the source VM and activated by VMware Tools during quiescing. vRanger’s VSS
Tools must be deployed to each VM for which you need application-consistent backups.

Note This method is available only for powered- on VMs running Windows 2008 (or newer). For VMs
running older Windows operating systems, you will need to install vzShadow.exe manually, as
described in Configuring VSS Tools - Manual Method.

To configure VSS Tools:

1 When viewing the My Inventory View, right-click the desired VM and select Configure
VSS Tools.
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2 The Configure VSS Tools dialog appears.Enter the name and password for an account with
administrative privileges on the VM.Click Next.

¥ Patfom appheation log runcation

[E [Fe

3 Ifthe selected VM has more than one disk, the available disks will be shown in the Disk for
VSS snapshot section. Select the disks to quiesce.

4 If desired, select Perform application log truncation.
5 Click Configure.
6 Click Next.
vRanger will perform the following actions:
» create the directory C:\Program Files\quest\vzShadow

» populate the directory with the vzShadow executable and supporting files
» Create the directory C:\Program Files\VMware\VMware Tools\backupscripts.d
» create a freeze.bat file in that directory that contains the appropriate contents based on
your selections.
Removing VSS Tools

To remove the vRanger VSS Tools and batch file from the source VM, perform the following
actions.
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3

When viewing the My Inventory View, right-click the desired VM and select Configure
VSS Tools.

The Configure VSS Tools dialog appears.Enter the name and password for an account with
administrative privileges on the VM.Click Next.

Click Remove. The files will be removed from the VM, but the directories will remain.

Configuring VSS Tools - Manual Method

For Windows 2003 VMs, the vRanger VSS Tools must be manually deployed to the target VM,
using the procedures below.

Note

vzShadow. exe works in conjunction with VMware Tools’ VSS function. VMware Tools VSS must
be enabled when using vzShadow. exe.

1

On the vRanger machine, browse to the “Client\VSS\VSSfor2k3” sub-directory in the
vRanger installation location. If the default location is accepted during the installation, the
path is: C:\Program Files\Quest Software\vRanger\Client\VSS\VSSfor2k3

In this directory, find the appropriate C++ Redistributable package and vzShadow.exe for the
bit level of the source VM (the one you wish to backup).

For 64-bit (x64) machines, choose

» vcredist x64.exe (Microsoft C++ Redistributable)
* vzshadow x64.exe

For 32-bit (x86) machines, , choose

» vcredist x86.exe

* vzshadow x86.exe
On the source VM, launch the vzcredist file to install the C++ Redistributable.

Depending on your system, move the appropriate file to the machine’s root directory
(typically the C:\ directory).

For 64-bit OS, copy vzshadow x64.exe

or

For 32-bit OS, copy vzshadow x86.exe

Create a directory on the VM:

C:\Program Files\VMware\VMware Tools\backupscripts.d\
In this directory, create a batch file called freeze.bat.
A sample batch file is shown below;

c:\vzshadow.exe x:

where X equals the drive that hosts the application -- if there are multiple volumes on this
VM, list all volumes, separated by colon space (: ), as in:

c:\vzshadow.exe c: d: e:
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Note When using vRanger with Quest Recovery Manager for Exchange 5.1 (or later), use the text
below for your batch file. This will create an XML file that RME uses to identify vRanger
savepoints with Exchange databases.

* c:\vzshadow 64.exe-bc=x:\backup.xml x:
* c:\vzshadow 86.exe-bc=x:\backup.xml x:

where X equals the drive that hosts the Exchange Server -- if there are multiple volumes on this
VM, list all volumes, separated by colon and a space (: ), as in:

* c:\vzshadow x86.exe -bc=c:\backup.xml c: d: e:

When VSS is triggered by VMware tools, the pre-freeze script will execute vzShadow.exe.

Step 1: Selecting An Inventory Node

The first step to creating a vRanger backup job is to select the inventory node (vCenter, host,
Backup Group, etc) that you want to back up. After selecting the node, you may launch the Backup
Wizard as described in the procedures below.

You may also create a custom grouping of existing objects from multiple hosts or vCenters. See
Adding a Custom Backup Group for more information. Custom Backup Groups are treated the
same as any other inventory node when it comes to creating backup jobs.

Note You may select an inventory node and start the backup wizard from both the My Inventory View
and the My Jobs view. The procedure is slightly different for each, as detailed below.

Adding a Custom Backup Group

This feature allows a user to group different VMs, hosts, and folders together, across virtual
centers and hosts for the purpose of creating a backup job for only the selected nodes. This
provides additional flexibility for creating backup jobs.

To add a custom backup group:
1 On the My Inventory Screen, click the Add Icon and select Backup Group.
or

2 Expand the Backup Group panel in the Inventory pane, right-click on an empty spot, and
click Add Backup Group.

3 Fill in the desired name of the Custom Backup Group, and click to select any node that you
wish to include.
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Backup Group
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4 Clicking Add closes the Add Backup Group screen -- your new Custom Backup Group is
listed in the Backup Groups pane.
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You can edit or remove a group by right-clicking it and selecting Edit or Remove.

Selecting a Node in the My Inventory View

When working in the My Inventory View, launching the Backup Wizard will create a job to

backup the highlighted inventory node or backup group. If a node s not highlighted, the Add icon
in the toolbar is disabled.

1 When viewing the My Inventory View, select the desired node in the Inventory Pane to
highlight the object or backup group.

2 Right-click the highlighted node and select Backup <object name>.
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With the desired inventory node selected, click the Add icon and select Backup Job.

& vRanger Backup & Replication

3 The Backup Wizard will launch. Enter a name and description for the backup job, and click
Next.

Selecting a Node in the My Jobs View

You may also launch the Backup Wizard from the Scheduled Jobs, On Demand Jobs, and Disabled
Jobs node of the My Jobs view. As there will be no inventory object selected, the process is
slightly different than when using the My Inventory View.

1 From the My Jobs view, click either the Scheduled Jobs, On Demand Jobs, and Disabled
Jobs node. This will cause the Add icon in the toolbar to become enabled.

Note The node you select has no bearing on the status of the created job.For example, selecting
the Disabled Jobs node will not cause the job to be created in a disabled state.

2 Click the Add icon and select Backup Job.

File Tock Hel
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=5| Scheduled Jobs (0)
& On Demand Jobs (0}
)

3 The Backup Wizard will start with the Inventory Node Selection, as shown below.
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Select the inventory node to use for this badaup job.
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4 From the Inventory Pane displayed in the wizard, select the node to backup.

Note If you want to back up more than one node, you will need to create a Custom Backup Group
and select that for the backup job. See Adding a Custom Backup Group for more information.

5 Click Next.

Step 2: Exclusions and Inclusions

If you selected a node that includes multiple VMs (such as a host or backup group), then next
screen in the Backup Wizard will be the Virtual Machine Exclusion dialogue, followed by the
Hard Disk Inclusion dialogue. If you selected a single VM, you will see only the Hard Disk
Inclusion dialogue.

Virtual Machine Exclusion [Optional]

This dialogue will only be shown if you created a job for a node that includes multiple virtual
machines, such as a host or backup group. On this screen, you may select individual VMs to
exclude from the backup job. For example, if you want to backup all of the VMs on a host except
2, you would configure the backup job for the host node, and exclude the two VMs on this screen.
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1 In the Exclude column on the left, select each VM that you want to exclude from the backup
job.

2 Click Next.

Virtual Machine Hard Disk Inclusion

The Virtual Machine Hard Disk Inclusion dialogue creates a rule for vRanger to use when
determining which disks to back up.
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When you are creating a backup job for one VM, the rule translated directly to selecting which
disks to back up. When you are creating a job for multiple VMs, however, the rule determines
which disks will be backed up for every VM.

The Include Hard Disks pane on the right side of the dialogue represents the maximum number of
disks configured for any VM in the job. For example, if you have a backup job with some number
of single-disk VMs, and one VM with 6 disks, the Include Hard Disks column will show 6 entries.
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Selecting “Hard Disk 1” through “Hard Disk 6 “will tell vRanger to back up every disk for each
VM.

If, in the example above, the 6-disk VM gets an additional disk, it will not be backed up as only 6
disks are included. In order to allow for future growth, the Show all disk possibilities option will
allow you to select all possible disks to ensure that any disk added to a VM in the future is
included in the backup job.

To include hard disks in the backup job:

1 In the Include Hard Disks pane, configure a disk inclusion rule that vRanger should apply
to each VM.

Important Remember that this selection is not VM-specific. It is global for all VMs in this backup job.

2 Optionally, if you want to allow for additional disks in the future, select Show all disk
possibilities, and select additional disks. You can select up to 64 disks, which is the VMware
limit on a VM.

3 Click Next.

Step 3: Repository Selection

vRanger uses repositories to store backup archives. Repositories can be either a CIFS, NFS
(version 3), FTP, or SFTP share. In addition, you may also deduplicate your backups by using a
NetVault SmartDisk (v1.5 or later) instance or Data Domain system with DD Boost as a repository.

Note For more information on NetVault SmartDisk, see the SmartDisk page of the Quest Software
website: http:.//www.quest.com/netvault-smartdisk/. For more information on Data Domain’s DD
Boost technology, see the Data Domain website: http.//www.datadomain.com/products/dd-
boost.htAdminiml!

On the Repository Selection dialogue, you can select the repository to which the job should send
the backup data. You may also add a new repository from this dialogue. See Add Repositories for
more information.

Note Only one repository can be configured per backup job.
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1 In the Repositories pane, select the repository for this backup job.
or
Add a new repository as needed. See Add Repositories for more information.

2 Click Next.

Step 4: Transport Selection

In vRanger, the transport determines how backup data is sent, and where the backup processing
activity occurs (see Backup Transport Options for more information). The Backup Wizard, by
default, will use the Automatic Transport Selection option to automatically select the best transport
at run-time, but you can also configure the transport manually as well (via the Custom Transport
Selection option).

Backup Wizard
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Automatic Transport Selection

The Backup Wizard includes an Automatic Transport Selection option which allows vRanger to
select the best available method for your configuration. When determining the best transport,
vRanger will use two key criteria:

» whether virtual appliances are deployed
» where vRanger is installed

The logic used to select a transport differs slightly based on whether vRanger is installed in a VM
or on a physical server. See Transport Selection Order for more information on the order in which
vRanger will check for transport availability.

Using Automatic Transport Selection
1 On the Transport Selection dialog, select Automatic Transport Selection.

The selected transport method will be shown at the bottom of the dialogue:

Bazed on the selections sbove and the cumerd stabe of poun sysiem, thiz job will stbempt io uses the: following transpoits
in the ceder specahed

VA-bazed Hot-Add -» VA-bazed LAN

Important Each time the job is run, vRanger will detect your configuration and select the best
transport method available at run-time. That method may not always be what is shown on
the dialogue during the job setup.

2 vRanger will check if any virtual appliances are configured on the source host. If the host
belongs to a cluster, and no host VA is found, vRanger will check for shared virtual
appliances on the cluster as well. If no VA is detected, the message below will be shown, as
well as the Configure Virtual Appliance button, which will allow you to add a virtual
appliance to vRanger.

There sment sny vHanger Vitusl Apphances cuimently svadsbls for use vath thes pob. = ]
Configure one now? | Configure Virtual Appliance I

See Adding the Virtual Appliance to vRanger for procedures on the Virtual Appliance
Configuration dialogue.

3 Click Next.

Custom Transport Selection

The Custom Transport Selection Option allows you to specify both where the job will be run
(where the actual backup processing activity occurs), and which transport to use. See Backup
Transport Options for more information on transports.
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To configure a Custom Transport Selection:

1 In the Custom Transport Section, first select where you want the job to run - on the vRanger
machine, or on a virtual appliance.

vRanger will check if any virtual appliances are configured on the source host. If the host
belongs to a cluster, and no host VA is found, vRanger will check for shared virtual
appliances on the cluster as well. If no VA is detected, the message below will be shown, as
well as the Configure Virtual Appliance button, which will allow you to add a virtual
appliance to vRanger.

Thee srent sny vRanger Vitusl Apphances cumently svadsble for use vath thes b : ]
Configure o now? | Configure Virtual Applance I

See Adding the Virtual Appliance to vRanger for procedures on the Virtual Appliance
Configuration dialogue.

Note  Using the vRanger virtual appliance is recommended for scalability and performance.

2 Select which transports the job should attempt. See Backup Transport Options for more
information on the transport options.

3 [Optional] If you want your LAN backups to be encrypted, select Use SSL encryption when
transferring files over the LAN connection.

Caution  This option will cause reduced performance.

4 Click Next.

Step 5: Configure Backup Options

The Backup Options dialogue allows you to configure additional operations performed during the
backup job.
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Backup Wizard

Options Selection

Select the cptions bo apply bo this job.

Backup powered on machines

adily
r vRanger Backup & Replicabon will check the status of the virtual machine before it begins a backup, and will skip
the virtual machine if it 15 not running. i a virtual machine is notrunning. it may be the case that it has not changed
significantly since the last backup, 50 creating another backup could be redundant.

=] Check destnabon for fres

F Compress backed up files.
status
Enable guest qui

on ESX 4.1
Enable Adive Block Mapping

Enable
Configuration Dpticns.

BpACE,
vRanger Backup & Replicabon will perform the backup after venfying that space is available at the destinabon.

vRanger Backup & Raplication will craste s compressad copy of the source virtual machine,

Updalte noles with the laest backup results.

¥  vRanger Backup & Feplication will update the virtual machine notes in VirbualCenter with the most recent backup

quisscIng.
r Enable this fiag if backing upa database server, but only on ESX 3.5 Update 2 or later with V55 enabled in
virware tools. Nobe: job failceer will not ke performed if this option is enabled for Windows 2k or ZkER2 guests

(ABM).
[T vRanger Backup & Replication will cptimize the backup tirma and size by using Active Block Mapping™ technology
on NTFS disks o backup only blocks thal are actively used by the guest OS5, Deleted data will not be backed up.

Catalogmng,
T vRanger Backup & Replication will catalog the files on disk for this backup. Cataloging mustbe ensbled in the

< Back Mt » Carcel

See the table below for more guidance on configuring backup options:

Option

Description

Backup powered on
machines only.

If this flag is selected, vRanger will check the status of
the VM before it begins a backup. If the VM is not
running, it may not have changed significantly since the
last backup, making another backup redundant.

Check destination for
free space.

This option prompts vRanger to check the destination
location to ensure that there is enough space available for
the backup file to be written. Because it is not possible to
determine how much space will be saved by
compression, vRanger will generate an error if the free
space at the destination is less than the combined size of
the files belonging to the VM.

Compress backed up
files.

This option prompts vRanger to compress the archive.

Note Compression is not supported for NetVault Smartdisk
and Data Domain DD Boost repositories.
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Update notes with If this flag is selected, vRanger will update the VM Notes
latest backup results. in VC with the most recent backup status.

Note vRanger maintains the existing VM notes in vCenter,
appending the backup status to the end.

Enable guest quiescing. | This option enables the VMware Tools when creating a
backup. Use this flag if you are backing up a database
server. During this process, vRanger freezes or pauses
writes on supported applications to provide a consistent
image of VSS-enabled databases. See Determining
Application Consistency for more information.

Enable Active Black Checking this box enables Active Block Mapping, which
Mapping allows vRanger to skip zeroed out blocks and junk data.

Note With this option enabled, deleted data on the VM will not
be backed up.

Enable Cataloging Cataloging allows you to browse, search, and restore file
level content in a backup image. See Cataloging Options
for more information.

Step 6: Retention Policies & Space Saving Technologies

The Retention Policy Selection dialogue allows you to configure the type of backup to perform
(full, incremental, or differential) and the minimum number of savepoints to keep for each VM.

Retention Policies

vRanger retention policies define the minimum number of restorable savepoints to keep in a
repository for a backup job. The actual number of savepoints that will be retained at any one time
depends on the type of backups being performed (full, differential, or incremental) and where in
the full/differential or full/incremental cycle the retention check is being performed. vRanger will
not retire an expired savepoint if that savepoint is required to restore a differential or incremental
savepoint still within the retention period. See the sections below for more information on
retention polices for each backup type.

A key concept in discussing retention policies is the notion of a “backup set”. A backup set is a
number of savepoints that are grouped together for two reasons. The first is to implement the
retention policy and the second is to maintain the parent-child relationships that exist when we
choose to use differential or incremental backups. The backup set for each type of backup is
different, as described below.
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--"Mg

1st full backup
Backup set ahways = 1 SavePoint |

-‘l'% -"M

2nd differential

1st full
Backup set always = 2 SaveFoints ‘

1st full I 1st incremental I 2nd incremental M

Backup set aways = 2 or more SavePoints, inthis case 3 SavePoints |

Full Backups

A backup job consisting only of full backups is the simplest case for retention policy
configuration. Each savepoint is independent of the other savepoints, and can be retired without
affecting any other savepoints. In other words, a backup set for full backups is equal to 1 savepoint
- only one savepoint is required for a restore.

Assume a Savepoint Count of 7 is set. This means that vRanger will store 7 savepoints before it
begins to retire savepoints from the repository. As the retention policy is checked after each
successful backup, only after the 8th full backup is successful with the retention policy execute,
removing the first savepoint from the repository and the vRanger database. With each subsequent
successful backup, the oldest savepoint will be removed.

Differential Backups

Differential savepoints require the parent full backup and the selected differential savepoint in
order to restore.Each differential backup includes the contents of the previous differential, which
means, in terms of retention, that only the parent full and the most recent differential are required
for a restore.

Assume, as an example, that you have a differential backup scheduled with a Threshold Count of 6
- meaning that 6 differential backups will be performed after the parent full. This schedule will
produce a full backup on the same day each week, as shown in the image below.
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Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Aol 20 20 May 1 2 3 4 5

First Full (F1) 15t Child Diff
(Fi_D1}

B [ 8 2 10 (A 12
el Child Dt Jed Child Diff 4ith Child D Sih Child Diff th Child D4t Second Full (F2) 152 Child Diff
(F1_D2) {F1_D3) (Fi_D4) {F1_D5) (Fi_DE) (F2_D1)
13 4 15 16 7 18 19

2nd Child Diff e Chil) DIl Ath Child DY Sth Child DY th Child Diff Thied Full (F3)
{F2_D2) {F2_D3) (F2_D4) (F2_D5) (F2_D&)

Using the example schedule above, vRanger will process retention as described below.

Friday the 4th- The first parent full backup (F1) is taken.
» This makes 1 savepoint in the repository, which is below the minimum value. No
retention action is taken.
» Saturday the 5th-The first child differential backup (F1_D1) is taken.
» This makes 2 savepoints in the repository, which is below the minimum value. No
retention action is taken.
» Sunday the 6th-The second child differential backup (F1_D2) is taken.
» This makes 3 savepoints in the repository, which is below the minimum value. No
retention action is taken.
* Monday the 7th- The third child differential backup (F1_D3) is taken.
» This makes 4 savepoints in the repository, which is below the minimum value. No
retention action is taken.
* Tuesday the 8th- The fourth child differential backup (F1_D4) is taken.
» This makes 5 savepoints in the repository, which is below the minimum value. No
retention action is taken.
* Waednesday the 9th- The fifth child differential backup (F1_D5) is taken.
* This makes 6 savepoints in the repository, which is below the minimum value. No
retention action is taken.
* Thursday the 10th- The sixth (and last) child differential backup (F1_D6) is taken.
» This makes 7 savepoints in the repository, which satisfies the minimum value, but retiring
a savepoint will bring the total below the minimum. No retention action is taken.
* Friday the 11th- The second parent full backup (F2) is taken.
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» This makes 8 savepoints in the repository. vRanger will check if it can delete the oldest
savepoint F1, but it cannot. F1 is part of a backup set and the parent of the first differential
(D1). Retiring F1 would break the backup set, which is not allowed.

* Saturday the 12th- The first child differential of the new backup set (F2_D1) is taken.

» This makes 9 savepoints on disk, which is more than the seven required from the
savepoint Count setting. vRanger cannot delete the first full (F1) since the full is needed
for all of the differentials from the first week, but it can remove the first differential (F1-
D1)from Saturday the Sth. So F1D, the first differential from Saturday the 5th, is retired.
After the first differential is retired, 8 savepoints remain on disk, since vRanger cannot
remove the first full (F1).

On Sunday, the process continues, the second differential, F2 D2 is made, and so F1_D2 can be
retired. The process continues: on Monday, Tuesday, and Wednesday the 16th. On Thursday the
17th, F2_D6 is made and F1_D6 is removed. This leaves 8 savepoints remaining. When vRanger
checks to see if the first full (F1) can be removed, it determines that there are no dependencies to
keep it and so it is removed as well. With differentials, vRanger can retire individual differentials
but not the full until all of the children of the full are removed. Only when F1-D6 is removed will
F1 be retired.

Incremental Backups

Incremental backups jobs backup only the blocks that have changed since the last backup - full or
incremental. Incremental savepoints require the parent full and every incremental between the full
and the selected incremental.

As an example, if you create an incremental backup job with a Threshold Count of 6, your backup
set (all of the savepoints required for recovery) can reach 7 savepoints since the backups form a
sequential chain starting with the full and continuing through each incremental backup.

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Aprl 20 0 May 1 2 3 4 5

First Full (F1) 151 Child Inc
(F1_I1}

1 12

2nd Child Inc 3rd Child Inc d4th Child Ing 5th Child Inc Gth Child Inc Second Full (F2) 151 Child Inc
F1_12) F1_13) (F1_l4) (F1_15) (F1_IE) (F2_I1}

13 14 15 18 17 18 18

2nd Child Inc 3rdd Child Inc deh Child Ing Seh Child Inc: fith Child ing Thind Full (F3)
F2_12) (F2_13) {FZ_l4) (FZ_15)} (F2_I6)

As in the differential backup example, assume a schedule with Full backups on Fridays, and
incremental backups each day in between. vRanger will process retention as described below.

* Friday the 4th- The first parent full backup (F1) is taken.
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» This makes 1 savepoint in the repository, which is below the minimum value. No
retention action is taken.

» Saturday the 5th-The first child incremental backup (F1 _1I1) is taken.

» This makes 2 savepoints in the repository, which is below the minimum value. No
retention action is taken.

* Sunday the 6th-The second child incremental backup (F1_12) is taken.

» This makes 3 savepoints in the repository, which is below the minimum value. No
retention action is taken.

* Monday the 7th- The third child incremental backup (F1_I3) is taken.

» This makes 4 savepoints in the repository, which is below the minimum value. No
retention action is taken.

* Tuesday the 8th- The fourth child incremental backup (F1_I4) is taken.

» This makes 5 savepoints in the repository, which is below the minimum value. No
retention action is taken.

* Waednesday the 9th- The fifth child incremental backup (F1_I5) is taken.

» This makes 6 savepoints in the repository, which is below the minimum value. No
retention action is taken.

* Thursday the 10th- The sixth (and last) child incremental backup (F1 _16) is taken.

» This makes 7 savepoints in the repository, which satisfies the minimum value, but retiring
a savepoint will bring the total below the minimum. No retention action is taken.

* Friday the 11th- The second parent full backup (F2) is taken since we’ve reached the
configured Threshold Count.

» After the backup labelled F2 completes, vRanger checks the number of savepoints present
and the savepoint Count for this job and determines that the 8 savepoints exceeds the
minimum savepoint Count of 7. Next, vRanger looks to see if it can remove the oldest
savepoint and determines that the first full cannot be removed, since it is part of a backup
set with each of the incrementals F1-il to i6. So no old savepoints are purged and the job
ends with 8 savepoints present. Retiring F1 would break the backup set, which is not
allowed.

» Saturday the 12th- The first child incremental of the new backup set (F2_I1) is taken.

* Again at the end of the task vRanger checks and determines that it cannot remove any old
SavePoints since they are all part of the same set. So now the SavePoint Count is 9.

* Sunday the 13th - Wednesday the 16th - the same process continues, with the third through
fifth incremental backups being performed, and the savepoint total exceeding the configured
Savepoint Count. No savepoints are retired as that would break the F1 backup set.

* Thursday the 17th - the sixth and final incremental backup of the F2 backup set is
performed.After this backup completes, there are 14 savepoints in the repository, with 7
savepoints in the F2 backup set. This means that the first F1 backup set can be retired and
maintain the minimum savepoint value.



vRanger: User Guide 11
Chapter 4—Backup

Space Saving Technologies

vRanger offers the following options to reduce the storage footprint and network load of VM
backups. Each of the options in the Space Saving Technology section is described below.

~ Space Saving Techrology
" Hone

Poafeurn & hull backup each time

(¥ Inctemertal

-~ Dipkiorss
Thieshold Count

EE. E|: The rusmbes of inciemental savepoints Lo cieste befaie peslceming a hull backup.

e reinamunn rumber of savepoints it T and the maamam iz 13

" Difarentisl

Peafioim a diferertial backup unless the courd theeshold or the size thieshold has been ecaeded

None (Full Backups)

For full backups, vRanger performs a full scan and copy of the source VM. Full backup jobs can
be modified with the following operations:

» Active Block Mapping (ABM): ABM will scan the disks on a virtual machine, and detect
the blocks being actively used by the disk, as opposed to blocks that have been deleted by the
Windows operating system. With ABM enabled, vRanger will only backup that part of a
virtual disk that has active data on it.

Caution ABM does not backup deleted data. If a VM backed up using ABM is restored, undelete
operations will not be possible.

Incremental Backups

For incremental backups, vRanger will perform a full scan of the source VM, but copy only blocks
that have changed since the last backup.

Incremental backups are typically the fastest backup option and consume less storage space per
archive. It is important to note, however, that in order to restore from an incremental backup, each
incremental archive between the full backup and the desired restore point must be available. When
creating incremental backup schedules, use caution to minimize the risk introduced by long
incremental chains.

Restoring an incremental backup can take longer than restoring a full or differential backup,
because each previous incremental archive needs to be restored as well.

For incremental backups, you must configure a Threshold Count value. The Threshold Count
refers to the number of incremental jobs that will be performed until a full backup is done.

Incremental backups can be modified with the following operations:

* Active Block Mapping (ABM): ABM will scan the disks on a virtual machine, and detect the blocks
being actively used by the disk, as opposed to blocks that have been deleted by the Windows operating
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system. With ABM enabled, vRanger will only backup that part of a virtual disk that has active data
on it.

Caution ABM does not backup deleted data. If a VM backed up using ABM is restored, undelete operations will
not be possible.

* Changed Block Tracking (CBT): Changed Block Tracking reduces the time needed for incremental
and differential backups by only backing up the portions of a disk that have changed since the last
backup. By determining which blocks changed within the VMDK file, vRanger only backs up the
portions of a disk that have changed since the last backup. This will often result in shorter durations
for backup operations, and reduce resource consumption on network and storage elements.

Note CBT will copy deleted blocks if ABM is not also enabled.

Differential Backups

For differential backups, vRanger will perform a full scan of the source VM, but copy only blocks
that have changed since the last Full backup.

Differential backups are typically slower than incrementals and can consume more storage space.
They are usually faster to restore, however, and require only one differential backup and the parent
full backup to restore.

For differential backups, you can configure a Threshold Count or a Threshold Size:

* The Threshold Count refers to the number of differential jobs that are performed until a full
backup is done. A Threshold Count of 6 will cause a full backup to occur on the same day
each week.

* The Threshold Size refers to the percentage of a VM’s hard disk that must be captured in
differentials before performing a full backup.

Using the Threshold Size value may cause your Full backups to be taken on a on unexpected days.
Differential backups can be modified with the following operations:

* Active Block Mapping (ABM): ABM will scan the disks on a virtual machine, and detect the blocks
being actively used by the disk, as opposed to blocks that have been deleted by the Windows operating
system. With ABM enabled, vRanger will only backup that part of a virtual disk that has active data
on it.

Caution ABM does not backup deleted data. If a VM backed up using ABM is restored, undelete operations will
not be possible.

* Changed Block Tracking (CBT): Changed Block Tracking reduces the time needed for incremental
and differential backups by only backing up the portions of a disk that have changed since the last
backup. By determining which blocks changed within the VMDK file, vRanger only backs up the
portions of a disk that have changed since the last backup. This will often result in shorter durations
for backup operations, and reduce resource consumption on network and storage elements.

Note CBT will copy deleted blocks if ABM is not also enabled.
To configure a Space Saving Technology:
1 Select None, Incremental, or Differential.
2 For incremental backups configure a Threshold Count value.
or

For differential backups, configure a Threshold Count value or a Threshold Size value.
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3 Click Next.

Step 7: Recurrence Schedule Selection

On the Recurrence Schedule Selection screen, you indicate whether the job should be done on
demand. If not, you must define start time, recurrence pattern, and range of recurrence.

Recurrence Schedule Selection
Spacify the recurrence schedule For thes job,

< Back M » Cancel

This will be an On There is no need to define a schedule. The job will be run on

Demand job... demand.

Start Time The time of day at which to run the job.

Daily The daily option can be scheduled to run every weekday or every x
number of days.

Weekly vRanger can be configured to run on weekly intervals, from every
week to every 99 weeks. The day of the week on which to run jobs
can also be configured.
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Monthly

The monthly option offers the following configurations:
* Day [x] of every /y] month:

*x can be any value from 1 to 31. This determines the day of the

month that the job will run.

y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

* The [f] [d] of every [y] month(s):
*r can be either: first, second, third, fourth or last.
*d can be: weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.
*y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

Yearly

The yearly option offers the following configurations:
* Every [n](x]:

* nis any month of the year. This determines the month of the year
in which the job will run.

* xcan be any value from 1 to 31. This determines the day of the
month that the job will run.
* The [£][d] of [m]:

* r can be either: first, second, third, fourth, or last.

*d can be: day, weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.

* mis any month of the year. This determines the month of the year
in which the job will run.

Range of Recurrence

Select the starting date and ending date.

* No end date: The job will recur until stopped.

* End after: Select the number of occurrences.

* End by: Select the date by which to end the recurrence.

1 Configure the schedule options.

2 Click Next.

Step 8: Email Notification Selection

Through the Email Notification Selection screen, you select the email addresses to which
notifications should be sent for this job. You can also request that a report be sent to the recipients
identified once the job has completed. To configure email notifications, see Set up Mail Server
Information/Add Email Addresses.
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Backup Wizard

Email Notification Selection
Specify who to notify when this job has finished rurning,

<Back Neat > Concel |

To select an email address.:

1 In the Selected column, select the address to which notifications should be sent. To select all
email addresses, select the check box in the Selected column header.

2 Click Next.

Step 9: Summary

The final screen in the Backup Wizard displays a summary of the selections you made during the
process.

Backup Wizard

Flease excamine the job settings below and confirm your selections befiore dicking Finish.

Type Wwindows Share (CIFS)
Liseation W02 e ind\DedetedditedDay\S TP
Fatention Pobcy Riatain 7 saveponts
= Space Saving Technology Differental Backups
Threshold Courd 13
Threshald Size S
Recumence Schedule Mo [Thiz iz an On Demand.Job)
Teanspeel Selection dudormatic
(=) Optior Flags 3 options set
Check destination lof ree space.
Compiess backed up fles.

Update robes with the Iatest backup iesukts.

™ [Fun the job alter Firish is chcked. |

<Back [ Feih | canca |
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1 After confirming the summary, you can select the Run the Job after Finish is clicked check
box to trigger the job to start immediately.

Note  Selecting the Run the Job after Finish is clicked check box moves the job to the
Working Inventory pane. To initiate running the job, you must then click run. This will move
the job to My Jobs and start the backup.

2 Click Finish to close the Backup Wizard and save the job.



Restore

This chapter describes the restore options available in vRanger.

This chapter contains the following sections:This section contains the following topics:

The VRanger RESIOre PrOCESS .......covuviiiriniiirieriesieieseieiseese s 118
Performing @ FUll RESIOre...........coiiiiiiceccc e 118
Performing a File-Level Restore - WINAOWS ...........ccccevivinciceeiiccee e, 130
Performing a File-Level RECOVENY - LINUX........covieuriieriirinieneeieseeeeiseeeneieine 132

Restoring from @ Manifest............ocvirniccce e 133
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The vRanger Restore Process

vRanger offers three main options for restoring from backup: restoring the full image from a
repository; restoring a file or files from a repository; or restoring an image or file from a manifest.
See the sections below for more information

» Full Restore
* Restoring a File

» Restore From Manifest

Full Restore

Using vRanger, recovery of an entire VM, or multiple VMs, is a simple process. A full restore will
return the VM(s) to its state as of the selected savepoint, or the point in time at which the backup
was performed. If the savepoint is for a differential backup, the restore process will first restore the
matched full backup, and then merge the data from the selected differential archive. For
incremental savepoints, the full backup will be restored along with each incremental archive taken
between the full and the selected savepoint.

During the normal restore process, information is pulled from the vRanger database to complete
the restore job. In the event that the vRanger server is lost, and the database cannot be recovered
(or is otherwise unavailable), you can reinstall a fresh version of vRanger and import the
repository to regain access to your backups.

Restoring a File

Unlike traditional backup solutions that require file level agents, vRanger can recover a file or files
directly from the image-level backup, without mounting the image. Incremental backups are
combined with the parent full image as needed.

One of the key problems with file-level recovery is finding the appropriate files. vRanger includes
a cataloging feature that indexes backups of Windows VMs on the fly, and records the metadata to
enable faster searching. See Linux FLR Limitations for more information.

Restore From Manifest

Each savepoint contains a manifest file that can be used to restore the savepoint without access to
the vRanger database. In addition, Restore from Manifest can be used to recover savepoints not
part of a repository (those that have been recovered from tape, for example).

To restore a savepoint using the manifest file, see Performing a File-Level Restore - Windows.

Performing a Full Restore

The restore process uses the vRanger Job Wizard, following the steps described below. For
information on performing a full restore from a savepoint manifest, see Performing a File-Level
Restore - Windows.
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Step 1: Select Savepoint
1 Click My Repositories.

2 With Repositories & VMs selected, in the Working Repository pane click to select a
savepoint to restore.

3 Click the Restore icon ﬁ on the toolbar, or right-click the savepoint and click Restore.

=_‘;__: vitanger Backup & Replication

Fils Tocks Help

[ CotalogSearch (S FLR fromManifest | File Level Restore | G| Restore | o Remove

My Repositories L workmgRepositon |
Diabe Fange  Last Mankh v | Group By g Reposkones & YMs -
H-m
— Host Mame | Tope |¢mw:|
=) BB Windows Share (CIFS)
=l Repository Name : CIFS (2 ibems)
oW <FTP = wan resme © STPTin (1 item)
nEFTP teri-testd.ga.eng.int Full O3/09/2012 01:085 P
2 NP =) 3 reame : STPTiroyVi (5 fhems)
o bt vVaut SmartDisk (NVSD)

tierd-testd ga.eng.int Full O30/ 2012 01:47 P
Derd-testd gaeng.nt ¥

Elerd-tastd gaengint BoSS
tierd-tastd . ga.eng.nt

B EMC Data Domain Boost (DOB)

_______ - 030092012 01: 54 P&
030972012 D1:55 PW

030972012 0153 PM
tierd-testd ga.eng.int

D097 2012 0200 PR
tierd-testd gaeng.int SR D309/ 2012 0203 PM
tierd-testd.qa.engint - BiolE 0340972012 02: 14 FM
Elerd-tastd. ga.eng.nt Drifferential O3I0972012 D2: 21 PW

Step 2: Restore Wizard
The vRanger Restore Wizard launches.
1 In the drop-down menu, select Restore from Savepoint.
Note For the procedures on restoring from a manifest file, see Full Restore from Manifest.

2 Populate the Job Name and Job Description fields. Click Next.

Step 3: Savepoint Selection

The Savepoint Selection dialog displays. All available savepoints are listed here, including their
respective VMs and repositories.
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Step 4: Destination Selection

Restore Wizard - Advanced

Savepoint Selection

Specify which savepoint(s) you wish to restore.

= = =, ey 0ME Fu (/S22 07:05 PM
B STPTiM oFs
& r T e 50 ME Ful 03/08/2012 01:49PM
r [ T p— S0 ME Dierertial  O3/08/2012 01:54 FM
E |H‘]-H-!|-H.ﬂ-l1 S0 ME Drifferertial 030820 2 01:55 PM
r il il 50 ME Diffecertisl  03/08/2012 01:58 M
r (T pE—— S0ME Differertial  03/08/2012 (203 PM
r P TR ——— 50 MB Dierertial  03/08/2012 0208 M
& r e g it 50 MB Ful 03/09/2012 0214 PM
r [ — 50 ME Dierertial | O308/2012 0221 PM
~ Selected Savepoints
Viaal Machine | sicee) | Crestedon Tspe Sousce Hewt "
STFTrgvM S0ME [ELETENF] Differertisl | bbbl ign sy o
< Back Newt > Corcel |

The savepoint you selected is checked. You can clear this and choose another savepoint, or
choose an additional savepoint (for incremental backups).

Note

If you select two or more savepoints with the same name on the same host, an error message

will display and the Next button will be disabled until you chose your selection.

Click Next.

The Destination Selection dialog displays, which allows you to configure the host, drives, and
datastores to which the VMs will be restored.

Restore Wirard - Advanced

Destination Selection

Configure each savepaint with & destination hast, drives, and datastores, Restore A’ can be used to alter

the wirtual machine name, Skipped disks are thown n tabcs,

Mastes Hot  |EEETrErl ~ | Mastes Datastare [ Tie 355101
Vitusl Machine | Fesore as | Restore ToHost | Primery Dotastore |
= S5TPTmM Festone Ay e LT jSIDragcl :‘
SC51 [0:0) Hand disk 1 Shoragel j
< Back Heut » Cancel
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A datastore can be configured for each VMDK. You can also configure a Master Host and Master
Datastore, which will use assigned masters for all VMs and VMDKSs displayed. Skipped disks
appear in italics on this dialog. Use the Restore As field to rename the VM you are restoring.

1 For each VM: In the Restore To Host column, select the host to which the VM should be
restored.

or

From the Master Host dropdown, select the host to which all VMs should be restored. Click
Assign.

2 For each VM: In the Primary Datastore ficld, select a value.

or

In the Master Datastore ficld, select the datastore to be used for all VMs.
3 For each VMDK: Select the datastore to which each VMDK should be restored.
4 Click Next.

Step 5: Network Selection

The Network Selection dialog displays, which allows you to configure the virtual network to
which each vNIC will be connected upon restore. You can also configure a Master Network,
which will use the selected network for all vNICs.

Restore Wizard - Advanced

Network Selection =
Configure sach sawepoint with the intendad networks.

Savepont Name I Riestore A% Riestone To Host |
= STPTrwM STPTrsM b Hestd, qa eng ink
Hebaolk Sdapter 1 W Mtk Wl Mitwork ﬂ

<Back New > Corcel |

1 For each VM, the connected network adapters will be listed: In the Restore To Host column,
select the virtual network to which the vINIC should be connected.

or
2 In the Master Network field, select the host to which all VMs should be restored.
3 Click Assign.
4 Click Next.
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Step 6: Transport Selection

In vRanger, the transport determines how backup data is sent, and where the restore processing
activity occurs. See Backup Transport Options for more information on vRanger transports.

The Restore Wizard, by default, will use the Automatic Transport Selection option to
automatically select the best transport at run-time, but you can also configure the transport
manually as well (via the Custom Transport Selection option).

Restore Wizard - Advanced

Transport Selection

Specify how bo deberming which bransports bo use For this job,

& Automatic Transpart Selection
vRanger wil select the e banspost types based on the cument corfigurabion and system stale.
" Cushom bransport pelection
~vHanger vall uze these sellings bo determine which iranspaort bo Lse
‘Wihene do pou wank the: job Lo be un?
" 1O thiz vR anger Machine
&+ On & v engen Vitual Applsnce
‘Wiach hanspoits should this job stlesmpt?
F Hothadd
F LN
T Use S50 encrption when trantfering fes over the LAN connechion

Bazed on the selections sbowe and the cumerd stabe of pour system, this b vall altbempt 1o use e folowing ransports
i the codes specihed:

VhA-bazed Hot-Add -3 VA-bazed LAN

< Back Hest » Carcel

Automatic Transport Selection

The Restore Wizard includes an Automatic Transport Selection option which allows vRanger to
select the best available method for your configuration. When determining the best transport,
vRanger will use two key criteria:

» whether virtual appliances are deployed
* where vRanger is installed

The logic used to select a transport differs slightly based on whether vRanger is installed in a VM
or on a physical server. The sections below describe the steps taken to select an automatic
transport.

vRanger - Virtual Machine

When installed in a virtual machine, vRanger will check the possible transports in the order shown
below, selecting the first option available. The preferred transports are checked first, ensuring the
best performance possible.
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1 Virtual Appliance on source host - vRanger will first check the source host for a virtual
appliance. If available, that VA will be used.

a Is VA-based HotAdd available? - vRanger will check the local VA for HotAdd support.
If the host is not properly licensed, or the VA cannot access the storage for the target host
(the host to which the VM will be restored), HotAdd will not be available.

Important If a virtual appliance is configured and HotAdd is not available, a network restore will
be performed from the virtual appliance. No further transport checks will be performed.

2 Virtual Appliance on source cluster - if the target host does not have a virtual appliance,
vRanger will check if the host is a member of a cluster, If so, vRanger will check for a shared
virtual appliance on that cluster.

a Is VA-based HotAdd available? -vRanger will check the local VA for HotAdd support.

If the host is not properly licensed, or the VA cannot access the storage for the target host,
HotAdd will not be available.

Important |If a virtual appliance is configured and HotAdd is not available, a network restore will
be performed from the virtual appliance. No further transport checks will be performed.

3 Local- HotAdd - If there is no virtual appliance configured, vRanger will perform a check to
see if HotAdd is available for the vRanger VM. If the vRanger VM is on a host which is not
properly licensed, or if the VM cannot access the storage for the target host, HotAdd will not
be available.

4 Local-LAN - If a virtual appliance is not available, and HotAdd is not supported on the
vRanger VM, a network restore will be performed from the vRanger machine.

vRanger - Physical Machine

When installed on a physical machine, vRanger will check the possible transports in the order
shown below, selecting the first option available. The preferred transports are checked first,
ensuring the best performance possible.

1 Virtual Appliance on source host - vRanger will first check the source host for a virtual
appliance. If available, that VA will be used.

a Is HotAdd available? - vRanger will check the local VA for HotAdd support. If the host
is not properly licensed, or the VA cannot access the storage for the target host, HotAdd
will not be available.

Important If a virtual appliance is configured and HotAdd is not available, a network restore will
be performed from the virtual appliance. No further transport checks will be performed.

2 Virtual Appliance on source cluster - if the source host does not have a virtual appliance,

vRanger will check if the host is a member of a cluster, If so, vRanger will check for a shared
virtual appliance on that cluster.

a Is HotAdd available? -vRanger will check the local VA for HotAdd support. If the host
is not properly licensed, or the VA cannot access the storage for the target host, HotAdd
will not be available.

Important |If a virtual appliance is configured and HotAdd is not available, a network restore will
be performed from the virtual appliance. No further transport checks will be performed.

3 Machine-based SAN - If there is no virtual appliance configured, vRanger will perform a
check to see the vRanger server is configured for SAN restores.
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4 Machine-based LAN - If a virtual appliance is not available, and SAN restores are not
supported on the vRanger server,a network restore will be performed from the vRanger
machine.

Using Automatic Transport Selection
1 On the Transport Selection dialog, select Automatic Transport Selection.

The selected transport method will be shown at the bottom of the dialogue:

Brazed on the selection: sbowe and the cumerd stabe of pour system, this job vl sttempt 1o upe the following ransports
in the: ceder specthed.

VA-bazedHot-Add -» VA-bazed LAN

Important Each time the job is run, vRanger will detect your configuration and select the best
transport method available at run-time. That method may not always be what is shown on
the dialogue during the job setup.

2 vRanger will check if any virtual appliances are configured on the target host. If the host
belongs to a cluster, vRanger will check for shared VAs as well. If no VA is detected, the
message below will be shown, as well as the Configure Virtual Appliance button, which
will allow you to add a virtual appliance to vRanger. See Adding the Virtual Appliance to
vRanger for procedures on the Virtual Appliance Configuration dialogue.

Thee srent sny vRanger Vitusl Apphances cumently svadsble for use vath thes b : ]
Conhguie o now'? | Corfigure Vatual Appliance I

3 Click Next.

Custom Transport Selection

The Custom Transport Selection Option allows you to specify both where the job will be run
(where the actual restore processing activity occurs), and which transport to use. See Backup
Transport Options in the “Backup” chapter for more information on transports.

% Cuestom iransport selection
-~ wHanges vall use these settings bo determine which banspodt bo wse

‘W'hene do pou want thes job o be un?
™ On this vange: Machine
' On a vRangsr Vitusl Applanca

‘which anaports should this job atbempt?
¥ SaM
~ Lan

[T Use S5L encreption when ransfeming fes ower the LAN cormecton

To configure a Custom Transport Selection:

1 In the Custom Transport Section, first select where you want the job to run - on the vRanger
machine, or on a virtual appliance.

vRanger will check if any virtual appliances are configured on the target host (the host to
which the VM will be restored). If the host belongs to a cluster, vRanger will check for
shared VAs as well. If no VA is detected, the message below will be shown, as well as the
Configure Virtual Appliance button, which will allow you to add a virtual appliance to
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vRanger. See Adding the Virtual Appliance to vRanger for procedures on the Virtual
Appliance Configuration dialogue.

Note Using the vRanger virtual appliance is recommended for scalability and performance.

2 Select which transports the job should attempt. See Backup Transport Options in the
“Backup” chapter for more information on the transport options.

3 [Optional] If you want your LAN restores to be encrypted, select Use SSL encryption
when transferring files over the LAN connection.

Caution  This option will cause reduced performance.
4 Click Next.

Step 8: Options Selection
The Options Selection dialog displays.

Restore Wizard - Advanced
Dptions Selection

Selact the options to apply to this job.

Force owersmie.
¥ tthis flagis checked. vRanger Backup & Replication will overarite any existing disk and configuration files of the
samé name 55 those on the destinabon hast

Faree power on.
¥ Ifthis flagis checked, vRanger Backup & Replication will power on the virtual machine after the restoreis
completed

< Back Hest > Carcel

1 Select restore options:

* Force Overwrite: This will overwrite any existing disk/config files of the same name as
those in the destination host.

* Force Power On: This will power on the VM after the restore.

Note Force overwrite and Force power on are selected as default values.

2 Click Next.

Step 9: Recurrence Schedule

The Recurrence Schedule Selection dialog displays. On the Recurrence Schedule Selection
screen, you indicate whether the job should be done on demand. If not, you must define start time,
recurrence pattern, and range of recurrence.
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Restore Wizard - Advanced

Recurrence Schedule Selection

Specify the recurrence schedule for this job.

™ [This vall be an on demand job and does nol reguie & recunence schedule. |
~ Sl Tirne
Stat [ 1209FM =
~ Aecumence Patben
A CEey 1 =] dald)
" Weekly
1~ Morkhly " Every weekday
© Yearly
" Irderval
- Fange of Recunence
St  [Mon3nzizmz x| ¥ Noenddsle
" End after [to =] occumencels)
" Endby Tus 31242013 had
¢ Back et > Cancel |
This will be an On There is no need to define a schedule. The job will be run on
Demand job... demand.
Start Time The time of day at which to run the job.
Daily The daily option can be scheduled to run every weekday or every x
number of days.
Weekly vRanger can be configured to run on weekly intervals, from every
week to every 99 weeks. The day of the week on which to run jobs
can also be configured.
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Monthly

The monthly option offers the following configurations:
* Day [x] of every/y] month:

*x can be any value from 1 to 31. This determines the day of the

month that the job will run.

y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

* The [f] [d] of every [y] month(s):
*r can be either: first, second, third, fourth or last.
*d can be: weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.
*y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

Yearly

The yearly option offers the following configurations:
* Every [n](x]:

* nis any month of the year. This determines the month of the year
in which the job will run.

* xcan be any value from 1 to 31. This determines the day of the
month that the job will run.
* The [£][d] of [m]:

* r can be either: first, second, third, fourth, or last.

*d can be: day, weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.

* mis any month of the year. This determines the month of the year
in which the job will run.

Range of Recurrence

Select the starting date and ending date.

* No end date: The job will recur until stopped.

* End after: Select the number of occurrences.

* End by: Select the date by which to end the recurrence.

1 Configure the schedule options.

2 Click Next.

Step 9: Email Notification Selection

The Email Notification Selection dialog displays.Through the Email Notification Selection
screen, you select the email addresses to which notifications should be sent for this job. You can
also request that a report be sent to the recipients identified once the job has completed. To
configure email notifications, see Set up Mail Server Information/Add Email Addresses.
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Restore Wizard - Advanced

— h. -
Email Notification Selection
Specify wha bo notify when this job has firished nunning.

<Back New > Concel |

To select an email address.:

1 In the Selected column, select the address to which notifications should be sent. To select all
email addresses, select the check box in the Selected column header.

2 Click Next.

Step 9: Summary

The Summary dialog displays. The Summary Screen displays a summary of the selections you
made during the process.

Restore Wizard - Advanced

Summary ) ) "
Flease soaming the job settings below and confirm your selactions before dicking Finish,

M ame Restoe STPTingM' -
D escripticn
B Savepoints To Restore Count = 1 Savepointis)
- Fetore STPTrsM [ el i g e
= Recunence Schedus Schedulsd
Frequency Dccars every day slfectree 3/ 202002 at 12409 PM
Teanspoet Selection Automatic
= Option Flags 2 options et
Foace cvenmite.
Festeon powest cn
|
cBock [ Fmwh | cae |

1 To run the restore immediately, select Run Restore on Finish.
2 Click Finish.
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Step 10: Running the Restore

1 If you did not choose to run the restore from the wizard, access the Working Inventory
pane. Select a job to restore.

2 Click Run.
3 The restore will begin immediately.

4 To check progress or confirm completion, access My Jobs-->Recent Jobs.
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Performing a File-Level Restore - Windows

You can restore a file from a VM by accessing the FLR command in the My Repositories view.
FLR is accessible regardless of how the savepoints are sorted. You can right-click the savepoint in
the Working Repository pane to select the command or you can click to highlight the savepoint
and then click the FLR icon in the toolbar.

There is no need to copy or recreate the contents of the disk. The data remains compressed. When
you make an FLR request, only the relevant files are moved from the repository to the designated
computer.

A key component of the vRanger file-level recovery is the vRanger catalog functionality. While
you can use FLR without cataloging enabled, it is much easier to find a desired file via a catalog
search than through manual browsing of savepoints.

FLR- Limitations and Requirements

There are several limitations and requirements that apply to file-level restores.

Note These are summarized briefly below, see the vRanger System Requirements Guide for complete
information.

» Disk types- VMs with dynamic disks are not supported for FLR.
* GPT Partitions - VMs with GPT partitions are not supported for FLR

Linux FLR limitations are summarized in Linux FLR Limitations.

File Level Restore - Catalog Search

Cataloging allows searching and browsing of savepoints for files inside the VM images.
Cataloging must be enabled at the start of the backup job to function, and also enabled globally in
the Configuration Options dialog.

Catalog Search has the following parameters:
* when cataloging a full backup, all files in the system are stored in the DB.

* when cataloging an incremental backup, only the files that were modified since the last
backup are stored in the DB.

* When cataloging a differential backup, only the files that were modified since the last full
backup are stored in the DB.

Note When it comes to reporting the status of a backup task, cataloging is not considered a critical
function. The cataloging portion of the task can fail, and the task will still be considered
successful.

To use the Catalog function:

1 Go to the My Repositories Pane, and select the repository you wish to search.
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=
2 Click the Catalog Search Icon , or, on the Menu Bar, select Tools-- > Catalog
Search. The Catalog Search & Browse screen displays.

Calalog Search & Browse

Catalog Search 2 Browse
Use this Foem toosearch and browss wepoints ac corkan the fies and foiders that woure Iooking Foe, Ae
tems in the resuks pane.

' nperation tan be laonched from l |
—

Caizlog Sezch Criteria
Ertar a ful o partial nama:

|| Saach

Advaned
Geansh Aesuls

FLR Festoie

Entering a search string (in the Catalog Search Criteria box) will search all repositories and
savepoints for the string. To further refine the scope of the search, click Advanced

Catalep, Search & Browse

Catalog Search 2 Browse

Use this Form ko search and browss For Savepaints that corbain the Fes ard folders that youre looking for. Aestors operetion can be lasnched from I
ems in the resaks pane. —

Cateleg Search Crleria
Erkar a il o1 parialname:

[ The Cataieg [ seach |
[E icvarzed
Lirnit your gsamt eeiks bp selecting Reoosilones o Y (o seaich
Rapaskorizs: [ Unzeleciall  Machines ] Unzelect 4l
[#] Munc

3 The Advanced option allows you to limit the search to a repository or VM (savepoint).
Select the repository or VM you wish to search, enter the search string, and click Search

Seach Fied

CaldogMaich  LadiModfed  S0e(KB|  Peposton ilalMackine  Calabog Location

I d_cored G 0F008 332 OKR = “wink Mllocumenks snd Seltng:\ g
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1] dotnetfienz 121720080 222 ZROSHER Fepa JoWndIAZEFD  \Puble
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rirga

4 Highlight the desired savepoint, and click FLR for File Level Restore, or Restore for the
Full Restore.

Note Catalog searching supports the traditional wildcard character (*) in any position. The search
string can be as short, or as long as you desire, however, the shorter the string, the longer the
search will take.

SQL Express is limited to one CPU and 1 GB of RAM; an extremely short search string (for
instance, “dot”) could result in very slow searching, and SQL express could run our of memory.To
minimize performance issues during Catalog Search, make the search string as specific as
possible.
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File Level Restore - Manual
This dialog is made up of three panes:

* Savepoint Pane--In this area, all of the files or folders connected to a savepoint are nested.
When you click the file or folder that you want to restore, the path is listed above it.

* Select Destination Pane--This pane includes a tree structure of all possible destinations for
the restored file or folder you select.

* Restore Status Pane--This area of the dialog contains data once the restore process has
started. It includes a column that indicates the percentage of the job that has completed. The
dialog also features a Stop link that, when clicked, ends the restore process. When a job is
stopped or it has completed, a View in Explorer link displays.

Step 1: Select Savepoint
1 Click My Repositories.

2 In the Working Repository Pane, right-click the savepoint for which you want an FLR and
select File Level Restore.

Step 2: Select Files

1 In the Select the Files/Folders to Restore pane, expand the archive to view the file
structure.

2 Select the file or files to recover.

Step 3: Select Destination

1 In the Select Destination pane, select the destination to which the selected files should be
recovered.

The Select Destination pane shows the Windows Explorer view for the machine on which
vRanger is installed.

Caution vRanger will not check for previous versions of the files you are restoring. Files restored
using FLR will overwrite any previous files (of the same name) in the restore destination.

2 Click Restore.

3 Inthe Restore Status pane, view the status of the restore activity and the value in the Percent
Finished column. Status should be Finished and Percent Finished should be 100%. To view
the restored file or folder, click the View in Explorer link.

The user needs the ability restore a virtual machine whose backup files are not in a repository. This
allows the user to move the files that make up a backup to wherever they wish and still perform a
restore.

Performing a File-Level Recovery - Linux

File Level Restores from Linux servers require a virtual appliance be installed and setup. See the
vRanger Installation and Setup Guide for instructions on deploying and configuring the vRanger
virtual appliance.
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Performing a Linux File-level Restore

Once the vRanger virtual appliance is configured, the FLR process for a linux VM is the same as
the manual FLR process (meaning the process not using a catalog search) for a windows VM. File
Level Restore - Manual

Linux FLR Limitations

There are several limitations and requirements that apply to file-level restores from linux VMs.

Note These are summarized briefly below. See the vRanger System Requirements Guide for more
information.

» Linux - File-level recovery from Linux servers requires the use of the vRanger virtual
appliance. See Performing a File-Level Recovery - Linux for more information.

* Linux - Not all Linux file systems are supported for file-level recovery. See the vRanger
Systems Requirement Guide for a list of supported Linux platforms and file systems.

* Permissions - vRanger requires you to recover the linux files to an intermediate Windows
machine. When you recover linux files to a Windows machine, you will lose the file
permissions.

* Source VM Configuration - the source VM properties needs to show the OS type as Linux.
If this is not configured properly, vRanger will not identify the savepoint as a Linux VM.

Restoring from a Manifest

vRanger offers the ability to restore a savepoint after it has been moved from a repository. This
allows for greater flexibility when restoring a file or VM after it has been moved to long-term tape
backups. You may also use the restore from manifest feature to restore a VM after transporting the
savepoint to a secondary location.

Full Restore from Manifest

Each savepoint contains a manifest file that can be used to restore the savepoint without access to
the vRanger database. If the vRanger machine is lost, you may install a fresh installation of
vRanger, and restore VMs using this manifest file.
Step 1: Create Restore Job

1 From the vRanger toolbar, click Add->Restore Job.

2 Select Restore from Savepoint Manifest.
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Restore Wizard

Muode Selection
Salack the mode that you would lhe Lo use to oeste your restons job.

£ Eirest
Ules this mode 1o, quickky tebup & job by sslecting a templste and using it 1ecommendead tshtings

 fdvanced  [Restoes from S avePoint Mandes! Fis =]
Lize this mode b (uly customize & job's seliings

3 Populate the Job Name and Job Description fields. Click Next.

Step 2: Select Savepoint

The Savepoint Manifest Selection dialog appears. Use this screen to browse to the location of the
manifest on your network, and configure the appropriate authentication credentials for the file.

Restore Wizard - Advanced

Savepoint Manifest Selection
Specify which savepoint(z) you wish to restors, by selecting & file.

Uses Name | b

Passvrd | (1]

Manidest Path s ]

Emﬁum”
| oe |

~ Solected Savepoint
Vitual Maching Szo[ME) | Ciested O | type | Location | |
< Back Hest » Carcel

Browse to the location of the savepoint manifest.

Enter the username and password with access to the savepoint manifest location.

Click Add.

1
2
3 (Optional) If the savepoint is encrypted, enter the encryption password.
4
5 Repeat steps 1-4 as needed for multiple savepoints. Click Next.

Step 3: Destination Selection

The Destination Selection dialog displays, which allows you to configure the host, drives, and
datastores to which the VMs will be restored.



vRanger: User Guide 135
Chapter 5—Restore

Restore Wizard - Advanced

Destination Selection g

Configure each savepoint with a destinstion hast, drives, snd datastores, Restore As' can be used to alter
the wvirtual machine name, Skipped disks are shown notakcs,

Master Hoot | EETEIRYET T = | Master Daastore | Tier35.CS101 o] e |
Vitual Machine | Restore s | Restoce To o | Primary Datssteee |
= STPTinpM Fleslore As o el mian jsluuel j
SC51(00) Hard disk 1 Storage] j
« Back Hest » Cancel I

A datastore can be configured for each VMDK. You can also configure a Master Host and Master
Datastore, which will use assigned masters for all VMs and VMDKSs displayed. Skipped disks
appear in italics on this dialog. Use the Restore As field to rename the VM you are restoring.

1 For each VM: In the Restore To Host column, select the host to which the VM should be
restored.

or

From the Master Host dropdown, select the host to which all VMs should be restored. Click
Assign.

2 For each VM: In the Primary Datastore field, select a value.

or

In the Master Datastore ficld, select the datastore to be used for all VMs.
3 For each VMDK: Select the datastore to which each VMDK should be restored.
4 Click Next.

Step 4: Network Selection

The Network Selection dialog displays, which allows you to configure the virtual network to
which each vNIC will be connected upon restore. You can also configure a Master Network, which
will use the selected network for all vNICs.
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Restore Wizard - Advanced

Network Selection
Configre each savepoink with the intended networks.

Savapoint Name | Restore s Restors To Host |
= STPTryM STFTrg™ [ L ]
Metwork Adapter 1 WM Mtk WM Metwork, j

< Back Mt > Carcel I

1 For each VM, the connected network adapters will be listed: In the Restore To Host column,
select the virtual network to which the vNIC should be connected.

or
2 In the Master Network field, select the host to which all VMs should be restored.
3 Click Assign.
4 Click Next.

Step 5: Transport Selection

In vRanger, the transport determines how backup data is sent, and where the restore processing
activity occurs. See Step 6: Transport Selection for more information on vRanger transports.
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Restore Wizard - Advanced

Transport Selection

Specify how bo debesmine which transports to use For this job.

' Automatic Transport S election
vRanger wil select the fle anspost types based on the cunent configueation and spstem stale.
™ Custom bansport selection
~vRanger wall use thess sellings ho debermins which banspaoit bo use
‘wihene do wou wank thes job Lo be un?
€ O this vR anger Machine
* On & vRanger Vitual Aoriance
‘wihach hanspoets shoudd this job stlempt?
F Hotadd
F LAy
T UsesSL enciyption when ansfermng fle: over the LAN connechion

Bazed on the selections sbove and the cumerd stabe of pour system, this pob vl altbempt 1o use e folowng rancports
ini the cader specihed:

Vi-bazed Hot-Add - VA-bazed LAN

< Back et » Carcel

Using Automatic Transport Selection
1 On the Transport Selection dialog, select Automatic Transport Selection.

The selected transport method will be shown at the bottom of the dialogue:

Blaced on the selection: sbowe and the cumerd stabe of pour system, this job vl sttempt 1o upe the following ransports
in the ceder specthed:

VA-bazedHot-Add -» VA-bazed LAN

Important Each time the job is run, vRanger will detect your configuration and select the best
transport method available at run-time. That method may not always be what is shown on
the dialogue during the job setup.

2 vRanger will check if any virtual appliances are configured on the target host. If the host
belongs to a cluster, vRanger will check for shared VAs as well. If no VA is detected, the
message below will be shown, as well as the Configure Virtual Appliance button, which
will allow you to add a virtual appliance to vRanger. See Adding the Virtual Appliance to
vRanger for procedures on the Virtual Appliance Configuration dialogue.

There srer’t sny vRanger Virtusl Apphances cutmenty svidsbls bor uzse with thes b
Configuis one now? | Configue Vitual Appliance

3 Click Next.
To configure a Custom Transport Selection:

1 In the Custom Transport Section, first select where you want the job to run - on the vRanger
machine, or on a virtual appliance.
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vRanger will check if any virtual appliances are configured on the target host (the host to
which the VM will be restored). If the host belongs to a cluster, vRanger will check for
shared VAs as well. If no VA is detected, the message below will be shown, as well as the
Configure Virtual Appliance button, which will allow you to add a virtual appliance to
vRanger. See Adding the Virtual Appliance to vRanger for procedures on the Virtual
Appliance Configuration dialogue.

Note Using the vRanger virtual appliance is recommended for scalability and performance.

2 Select which transports the job should attempt. See Backup Transport Options in the
“Backup” chapter for more information on the transport options.

3 [Optional] If you want your LAN restores to be encrypted, select Use SSL encryption when
transferring files over the LAN connection.

Caution This option will cause reduced performance.
4 Click Next.

Step 6: Options Selection
The Options Selection dialog displays.

Restore Wizard - Advanced
Dptions Selection

Sadect the cptions bo apply to this job.

Force owensmite.
¥ Ifthis flagis checked, vRtanger Backup & Replicationwill overarite any existing disk and configuration files of the
same name a5 those on the destination host

Force power on.
¥ Ifthis flagis checked, vRanger Backup & Feplication will power on the virtual machine after the restone is
completed

< Back Mt > Carcel I

1 Select restore options:

* Force Overwrite: This will overwrite any existing disk/config files of the same name as
those in the destination host.

* Force Power On: This will power on the VM after the restore.

Note Force overwrite and Force power on are selected as default values.

2 Click Next.

Step 7: Recurrence Schedule

The Recurrence Schedule Selection dialog displays. On the Recurrence Schedule Selection
screen, you indicate whether the job should be done on demand. If not, you must define start time,
recurrence pattern, and range of recurrence.
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Restore Wizard - Advanced

Recurrence Schedule Selection

Specify the recurrence schedule for this job.

™ [This vall be an on demand job and does nol reguie & recunence schedule. |
~ Sl Tirne
Stat [ 1209FM =
~ Aecumence Patben
A CEey 1 =] dald)
" Weekly
1~ Morkhly " Every weekday
© Yearly
" Irderval
- Fange of Recunence
St  [Mon3nzizmz x| ¥ Noenddsle
" End after [to =] occumencels)
" Endby Tus 31242013 had
¢ Back et > Cancel |
This will be an On There is no need to define a schedule. The job will be run on
Demand job... demand.
Start Time The time of day at which to run the job.
Daily The daily option can be scheduled to run every weekday or every x
number of days.
Weekly vRanger can be configured to run on weekly intervals, from every
week to every 99 weeks. The day of the week on which to run jobs
can also be configured.




vRanger: User Guide
Chapter 5—Restore

140

Monthly

The monthly option offers the following configurations:
* Day [x] of every/y] month:

*x can be any value from 1 to 31. This determines the day of the

month that the job will run.

y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

* The [f] [d] of every [y] month(s):
*r can be either: first, second, third, fourth or last.
*d can be: weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.
*y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

Yearly

The yearly option offers the following configurations:
* Every [n](x]:

* nis any month of the year. This determines the month of the year
in which the job will run.

* xcan be any value from 1 to 31. This determines the day of the
month that the job will run.
* The [£][d] of [m]:

* r can be either: first, second, third, fourth, or last.

*d can be: day, weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.

* mis any month of the year. This determines the month of the year
in which the job will run.

Range of Recurrence

Select the starting date and ending date.

* No end date: The job will recur until stopped.

* End after: Select the number of occurrences.

* End by: Select the date by which to end the recurrence.

1 Configure the schedule options.

2 Click Next.

Step 8: Email Notification Selection

The Email Notification Selection dialog displays.Through the Email Notification Selection
screen, you select the email addresses to which notifications should be sent for this job. You can
also request that a report be sent to the recipients identified once the job has completed. To
configure email notifications, see Set up Mail Server Information/Add Email Addresses.
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Restore Wizard - Advanced

— h. -
Email Notification Selection
Specify wha bo notify when this job has firished nunning.

<Back New > Concel |

To select an email address.:

1 In the Selected column, select the address to which notifications should be sent. To select all
email addresses, select the check box in the Selected column header.

2 Click Next.

Step 9: Summary

The Summary dialog displays. The Summary Screen displays a summary of the selections you
made during the process.

Restore Wizard - Advanced

Summary ) ) "
Flease scaming the job settings below and confirm your selactions before dicking Finish,

Marme: Restore STPTingvM -
Descrpton
B Savepoints To FRestore Count = 1 Savepointis)
- Festore STPTrsM [ el i g e
= Recuirence Schedue Scheduled
Frequency Dccars every day slfectree 3/ 202002 at 12409 PM
Transpoit Selection Automatic
= Option Flags 2 options et
Foace cvenmite.
Festeon powest cn

=i

<aut|r.i.h|:m.||

1 To run the restore immediately, select Run Restore on Finish.
2 Click Finish.



vRanger: User Guide 142
Chapter 5—Restore

Step 10: Running the Restore

1 If you did not choose to run the restore from the wizard, access the Working Inventory
pane. Select a job to restore.

2 Click Run.
3 The restore will begin immediately.

4 To check progress or confirm completion, access My Jobs-->Recent Jobs.

FLR from Manifest

To perform a file-level recovery from a manifest, use the procedure below.

Step 1: Select Manifest File
1 Click My Repositories.

2 In the My Repositories toolbar, click the FLR from Manifest Icon . The File Level
Restore from Manifest dialogue appears.

File Level Restore from Manifest

“File Level Restore from Manifest
Pleace salack the mardfect file of the backup where you wish o restors files From.

i
g
i

o |

3 Enter the user name, password and path for the Manifest file of the backup that contains the
files you wish to restore.

!

4 Enter the Encryption Password, if the backup was encrypted.
5 Click OK.

Step 2: Select Files

1 In the Select the Files/Folders to Restore pane, expand the archive to view the file
structure.

2 Select the file or files to recover.

Step 4: Select Destination

1 In the Select Destination pane, select the destination to which the selected files should be
recovered.
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The Select Destination pane shows the Windows Explorer view for the machine on which
vRanger is installed.

Caution vRanger will not check for previous versions of the files you are restoring. Files restored
using FLR will overwrite any previous files (of the same name) in the restore destination.

2 Click Restore.

3 Inthe Restore Status pane, view the status of the restore activity and the value in the Percent
Finished column. Status should be Finished and Percent Finished should be 100%. To view
the restored file or folder, click the View in Explorer link.

The user needs the ability restore a virtual machine whose backup files are not in a repository. This
allows the user to move the files that make up a backup to wherever they wish and still perform a
restore.



Replicate

This chapter describes the Replication options available in vRanger, and gives step by step
instructions on configuring replication jobs.

This chapter contains the following sections:This section contains the following topics:

DYoo U1 0 o1 7= o ) TR 145
RePICAtION MOGES ... e 148
Creating @ Replication JOD...........ccccveninecnee e 153
FIIOVET ... 162

(= 11|07 o) TR R TSR 165



vRanger: User Guide 145
Chapter 6—Replicate

About Replication

vRanger includes an integrated replication based on the proven technology of vReplicator. There
are two options for replication: standard replication using the service console; or replication via
virtual appliance (required for replication to or from VMware ESXi). The replication process is the
same for each method, except as noted.

A VM is made up of a set of files, which means that replicating a VM is, in essence, replicating the
set of files that make up the VM, with changes to these files that reflect user specified settings for
the source VM.

The set of files replicated by vReplicator is listed below:

File Extension Description

.vmx The VM config file, one per VM

.vinxf The extended VM config file, one per VM

.nvram The VM BIO file, one per VM

.vindk The VM hard disk file, one per hard disk or snapshot

-flat.vmdk The VM hard disk data file, one per hard disk or snapshot

-delta.vindk The VM snapshot data file, one per snapshot

-ctk.vindk The VM hard disk change tracking file when CB is enabled on the
disk

Replication Requirements

A continuous connection between source and target sites is required when replication is taking
place. Excessive network packet loss could result in replication failure.

Replication will work with links having average packet loss of less than 2%. Replication is not
designed to work in replication environments where packet loss can exceed commercially
accepted limits.

Networks having 99% Uptime/Availability will generally provide for good Replication
performance.

How Replication Works

During the replication process, the configuration files will be created and modified on the target
server via the VMware APL
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A set of working files is also created and used during the replication process. These files and their
purposes are listed below:

File Extension

Description

.vzmap

Records data block offset and hash of files on the target VM. A vzmap
file is created for each of the files replicated at the end of the
replication. The vzmap file is used by the next replication pass to
detect any data changes since the previous pass. It stays on the target
VM as long as the job is still configured to run. While relatively small,
the size of the vzmap file is directly proportional to the size of the
VMDK it is based on.

During normal replication, the vzmap file is stored with the replica
VM files. For VA replication, the vzmap file is stored on the target VA.

vzundo-script

A script created by the replication process to roll back changes on the
target VM in case of a replication failure. This file created in the
target VM folder at the beginning of the replication process and
removed at the end.

.vzundo

This is a temporary file that records original data of changed blocks
since the replication started. One for each VMDK replicated. In case of
a replication failure such as network failure, the vzundo-script can be
executed to restore files to their original state. These files are created
by the replication process and removed when the job is completed.

Note The vzundo file will be as large as the amount of changed data
replicated during a given pass. For example, if a replication pass
sends 20 GB of changed data to the target host, the vzundo file will be
20 GB.

.-vindk-abbt.vztemp

Active block filter file. One for each hard disk data file when ABT is
enabled. It records active data block offsets for source VM disks. This
file is used against the .vzmap file to figure out data blocks that need to
be streamed to the target. It is created at the beginning of the
replication process and removed when disk replication is completed.

-vindk-abfg.vztemp

Change block filter file. One for each hard disk when CBT is enabled.
It records changed block offsets for source VM disks. This file is only
generated when CBT and ABT are both enabled. It will later be
combined with the .vmdk-abbt.vztemp file into -flat-map.vztemp and
removed.




vRanger: User Guide 147
Chapter 6—Replicate

-flat-map.vztemp Disk data filter file. One for each hard disk when one of two situations
are true: CB is enabled, or both AB and CB are enabled. It contains
active/changed data block offsets that need to be compared to the
.vzmap file at the target in order to figure out data blocks that need to
be streamed to the target. It is created right before file replication starts
and removed when file replication is completed

vzeid Records target VM disk CIDs at the end of the replication pass.
.vzmutex Lock file. Indicate ownership of the VM by the current Quest
application.

When replication is executed through the virtual appliance, handling of these files will change:

» Working files that only exist during the replication process shall be written to a temporary
directory of the VA, since their existence is relevant to the BET on the VA

* Working files that exists across replication processes shall be written to their original
location, since these are not truly temporary files and should be reference-able even when the
job is modified to not use a VA

» The vzmutex file shall no longer be checked similar to how it is handled in ESXi backup

Replication with User Snapshots

Note This section applies only to replication using the virtual appliance. Service Console replication
tasks cannot process user snapshots. If you need to replicate a VM with user snapshots, please
use a virtual appliance.

When replicating a VM that contains user snapshots, vRanger will replicate all of the snaphots in
the chain from the current snapshot to the base disk. At the target side (the VM to which changes
are replicated), the snapshots will be merged into a single disk.

Snapshots not in the chain of the current snapshot will not be replicated. In the image below, ss2 is
the current snapshot. Only ss1 and ss2 will be replicated. Snapshot 3 (ss3) is a lateral snapshot to
ss2, while ss4 is a child to ss2.

B-(5h W2K3-Mini-4
B-£5) ssl
B2 | ss2
(® You are here
€] ss4
1] ss3

Replication With the Virtual Appliance

vRanger supports ESXi replication via the vRanger virtual appliance. Although the primary
purpose of the VA is ESXi replication, you can also use it for ESX replication as well.
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Once the virtual appliances are configured and deployed, the use of the virtual appliance is
automatic and transparent. Some key points about replicating with the virtual appliance are listed
below:

» See the vRanger Installation and Configuration Guide for instructions on deploying and
configuring the virtual appliances.

* You will need to deploy, at minimum, one virtual appliance on every ESXi server that will be
used as a replication source or target. For hosts in a cluster, you may deploy the VA to just
one host in the cluster; the VA will be shared among the cluster’s other hosts.

Virtual appliances must be used in pairs. For example, if you are replicating to a target host
or cluster that is using a virtual appliance, you must use a virtual appliance on the source
host/cluster as well.

* Due to VMware limitations on how snapshots are handled, hardware changes to the source
VM occurring after a job has been configured will not be replicated to the target VM. See
Replication Modes below.

» Communication between the virtual appliances occurs via an SSH tunnel using AES-256
encryption. See Encryption for more information.

Capturing Hardware Changes with VA Replication

When using the virtual appliances (which rely on HotAdd) for replication, it is not possible to
replicate hardware changes that occur on the source VM after the job has been configured. This is
due to a limitation in how snapshots are processed by HotAdd.

If you make hardware changes on the source VM, you will need to manually configure the target
VM in the same way.

Caution If you add one or more disks to the source VM, you will need to add the disk(s) to the target VM
before the next replication pass. You will also need to edit the job to include the new disks.

Replication Modes

vRanger offers two different replication modes: Hybrid, and Differential. Each replication mode
works in a particular way. Regardless of which replication method is chosen, only the changed
data will be replicated on each replication pass.

+ Differential -See Differential Replication

» Hybrid - Hybrid Replication. Hybrid replication is not compatible with the vRanger virtual
appliance.

Each of these replication modes has the option of Active Block Mapping (ABM). VM replication
in general starts with replicating the source VM to the target host. Changes are applied to the target
VM at user designated intervals to keep the target in sync with the source. Thus the key areas of
difference among the replication modes are:

* Base target VM creation

* Detection and application of changes to the base target VM
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* The rest of the section describes each replication mode in more detail.

Replication With Changed Block Tracking (CBT)
Replication with CBT is the recommended method of replication whenever possible.

When enabled, CBT will track the disk block changes made by the source VM. CBT, once enabled
on the source host, records the blocks that have changed since the last replication pass and
transfers them to the target host without scanning the VMDK. CBT is only available when
replicating from ESX 4 host to ESX 4 host.

Note CBT must be enabled for each VM that you want to replicate. vSphere supports CBT, and most
VMs running in this environment can utilize it. The VMs must be Hardware Version 7, and must
be hosted in ESX(i) 4.0 with updated VMware tools.

Differential Replication

In differential replication, the source VMDK is scanned. A data map is created during the first
replication pass. When the first snapshot is taken, disk writes are suspended temporarily. The
snapshot remains open. An empty virtual disk-called the delta file is added. As data is replicated,
this file grows. These changes are merged back into the source VMDK and the snapshot is closed.
During the second replication pass, a snapshot is opened. The source VM's current data is
compared to the changed data stored in the data map. These changes are replicated, block by
block, and committed to the destination machine. Then, the snapshot is closed and the VMDK is
opened. The entire source VM image is replicated to the destination machine on the first pass, with
only changed data replicated on subsequent passes.

Note The scanning of the VMDK takes approximately 1 minute per GB. When configuring differential
jobs for large VMs, take scanning time into account.

Hybrid Replication

Using the hybrid approach, replication is done as a function of change over time rather than change to data.
Snapshots can be taken at shorter intervals with no loss of data and no need to scan during each replication
pass. The differentials engine re-synchronizes the source and destination VMs selectively. Therefore, there
is no need to replicate the entire source image again, just to capture the data that changed between snapshots.

Note Hybrid replication is not supported for ESXi, nor for ESX when using the Virtual Appliance.

During hybrid replication, two snapshots are created. One snapshot remains open continuously. As time
passes, the second snapshot fills with data. Ultimately, this data is copied to the destination VM and then
merged into the first snapshot.

This method allows for a very fast process, in part because no scanning is required. Nonetheless, the
continuously open snapshot can decrease 1/O temporarily. Because this method replicates as a function of
change over time, snapshots can grow rather large and cumbersome. For this reason, it is important to
confirm sufficient free disk space in advance of initiating a hybrid replication.

During hybrid replication, a snapshot remains open continuously. This can compromise vRanger's ability to
complete differential backups of a VM being replicated. When you initiate a hybrid replication, you should
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not use vRanger to perform a differential backup of that VM. In this case, it is best to complete a full backup
of the machine.

Hybrid Limitations

Hybrid replication is intended for those that can’t take advantage of replication with CBT (pre-
ESX 4.x environments, for example), and for workloads that require shorter replication intervals
that differential replication will allow. If your VMware environment supports replication with
CBT, that is the recommended option.

Some limitations of hybrid replication are:

» Hybrid replication is not supported with the vRanger virtual appliance. ESXi replication
requires the VA, which means that Hybrid replication is not compatible with ESXi. If you
choose to replicate from an ESX host using the virtual appliance, hybrid replication is not an
available option.

* Hybrid replication, as an alternative to CBT, is not compatible with CBT.

* During hybrid replication, ABM is only used on the first pass and any re-synchronization.
During hybrid replication, snaphots containing only changed data are sent from the source to
the target, making ABM unnecessary.

Active Block Mapping (ABM)

ABM filters deleted data blocks so that only active blocks are scanned and streamed to the target.
White space detection eliminates the need to compress, stream, and write zero blocks during the
replication process.

Choosing a Replication Method

While the choice of Hybrid or Differential replication should be made for each VM based on the
RPO, RTO, IO characteristics of the VM and other requirements, there are some general rules of
thumb that assist with determining which method of replication to use for each VM:

VM Size Replication Interval Recommended Replication Settings
Small Any Use CBT if your virtualization platform
(<20 GB) supports it. [f not, consider using Differential.

Small VMs are replicated very efficiently
using Differential replication.

Medium- Large | Frequent Use CBT if your virtualization platform
(20-150 GB) (e.g., once per hour) supports it. If not, consider using Hybrid. By
using Hybrid replication, replication intervals
can be very close due to the

elimination of scan time.
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Medium- Large | Infrequent Use CBT if your virtualization platform
(20-150 GB) (e.g., once per day) supports it. If not, use Differential. Using
differential replication ensures that snapshots
will not grow throughout the day, as they

would if using Hybrid.
Very Large Any Use CBT if your virtualization platform
(500 GB+) supports it. If not, use Hybrid, and replicate

frequently. Hybrid ensures the elimination of
scan time, and replicating frequently ensures
that snapshots do not grow to an
unmanageable size. While large

VMs can be replicated less frequently, ensure
that you have an adequate replication interval
to replicate the entire VM.

Configuring Transport Failover Options

Note vRanger 5.4.1 uses the custom replication transport option only. The transport failover
configuration will have no effect on vRanger 5.4.1. See Enabling/Disabling The Custom
Transport Option for more information.

Replication transport actions can occur either in the Service Console or via HotAdd (Lan-Free or
Network). If one transport method is not available, vRanger will attempt to perform the replication
task using one of the other transport methods. You may configure the order in which vRanger will
attempt the transport options with the Transport Failover node of the Configuration Options
dialogue.

~Faiover Instructions

| Lize this soreen to set defaults for falover execution methods and their order of preference.
 This can be owarwritten by job lewsl configurations,

§ Onily mppdias ba replication jobs

| Transport Faiover
g teAde

(¥ ES¥ Console
¥ i-hazed Network,

The order in which you should sort the transport options depends on what type of host you have.
The VA-based Network option is the slowest of the three, and should be configured last.

* ESX - The recommended transport failover order for ESX hosts is VA-based Hot-Add>
ESX Console> VA-based Network.
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* ESXi/ESX 5 - For hosts without a service console, configure the transport order to VA-based
HotAdd> VA-based Network.

Enabling/Disabling The Custom Transport Option

During the standard replication process, vRanger passes vCenter credentials to the virtual
appliance, which then uses VMware’s VDDK transport to communicate with vCenter in order to
perform operations such as mounting, reads, and writes of disks. In environments where the virtual
appliances do not have the required access to vCenter, a custom transport must be used.

The custom transport in vRanger 5.4.1 mounts target disks to the virtual appliance through
vRanger via the vSphere API. Read and write operations are then performed on the VA as a device
instead of by using the VDDK transport.

The Custom Transport option is configured via the configuration file for the vRanger service -
Vizioncore.vRanger.Service.exe.config. This file is located in the Service sub-directory of the
vRanger installation directory. By default this is :

C:\Program Files\Quest Software\vRanger\Service

Caution Change only the values listed below unless directed otherwise by Quest Support.

To configure custom transports:

Step 1: Opening the Configuration File
1 Open the Vizioncore.vRanger.Service.exe.config with your text editor of choice.
2 Secarch for “UseCustomTransport:”. This is set to “true” by default, which enables the

custom transport.

<add key="UseCustomTransport" wvaluse="trus",>»

3 To disable custom transports, set the value to “false”.
4 Save the file and exit.

5 Restart the vRanger service in order for the changes to take effect.

Pre-seeding Replication Jobs

Ranger replication is intended to replicate changes from a source VM to a remote target. It is often
not practical to perform the first replication pass (which sends the full VM) to a remote site over a
WAN link. You may use vRanger to “seed” a replication job locally in order to reduce the amount
of data sent over the WAN.

Backing up the Source VM
1 If vRanger is not already installed please do so.

2 Seclect the VM you wish to get to the DR site and create a Full backup job.
3 Backup the VM locally.
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4

Copy the backup savepoint, and move it to the DR site. This is usually accomplished by
shipping a USB drive or some other media containing the backup archive.

Savepoints are named using a viname date time vUID format. Copy the entire directory
(containing a .var file, and two .metadata files) for the savepoint in question. The example
below shows this directory highlighted in red.

1% Computer Hame -

& osicn
e New Vohane (D)

SP_ZK3R2_20110809_120155_F Manifest metadata
- SP_2K3R2_20110809_120155_F.ymConfig matadata
P _2KIR2_12389576-6095-ds0a-danfcdadbel 95460 SP_ZK3R2_201 10809_120155_F_I_SP_2KIR2-st_vmdkvar
| 5P_IK3R2 20110809_I20185_4TSb40d1-528e-4c23-9152-4b1 1bc0973ze |
SP_IKINZ_20110809_121443_475040d1-528e-4c23-9152-4b1 1bo09732e

Using the Restore from Manifest procedure documented in Performing a File-Level Restore
- Windows, restore the backup to the target ESX Server at the DR site. Make sure the name
of the restored VM is the same as the source VM.

Replicating the Changes

1
2
3

Launch vRanger and expand the host where the source VM is located. Select the VM.
Click Add Replication Job.
Configure a replication job with the desired options.

When selecting the target host, select the host on the target side to which the source VM has
been restored.

Note When selecting the target VM name, ensure that you are using the same name as the
source VM. vRanger will append “_VzReplicate” to the VM name on the target side.

In the Preseed VM UUID field of the Select Target Host dialog, click the browse button
and select the preseeded VM.

When configuring the primary datastore, ensure it is the same datastore as the restored VM
and click Finish.

Run the replication job. Only the data changes will be passed over the WAN as opposed to
the full VM.

Creating a Replication Job

vRanger uses a simple wizard to guide you through the process of creating a replication job. At a
high level, the process includes the following steps. Each of the steps below is explained in more
detail in the sections that follow.

* the VM you wish to replicate
 aspecific name for this replication job

* the Target Host

* the method (differential or hybrid)
 the Network Mapping you desire

» the VM Hard Disk you wish to replicate
* the reccurrance (if any)
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See the

Step 1:

the person you wish to be notified when the replication is completed.

and from the following Options: replicate powered on machines only, check the
destination for free space, use compression, update the VM with the replication results,
guest quiescing, and ABM.

sections below for procedures on creating a vRanger replication job.

Select Source VM

1 Click My Inventory.

2 Right click the VM you wish to Replicate, and select Replicate.

® vRanger Pro

<

B Took Hep
@ & - @ o @ik @ e @

My Inventory _

L AR RG] AL ]

G V-V THPROO2 # |
3 [vc-vi THeRO02-p2v]
&l we-vm-vopvel !

= [0 ve-esx3-demol2.vizioncore.
3 L restore
) rmarqueatites_vzhep!
5 Mew Virtual Machine
s Template-¥PLite
B VA-1.7.1-1.086E)

ve-vm-bearstentite

0 ve-vm-twatsontite
) vevm-cgarnels

& 2arriite
& [
& ve-vmecga

nmar.e:td
&Iwm—cganr.e:t P
& vevm-ckothartie |7
B ve-vm-ckothariprotz 48
B v Soam e B G0 com<sartono
g ve-um-jaheirte_VaReq (|

ve-vm-jguthiite
& ve-vm-jguthpront m‘ Repiicate ve-vm-cgamiiteARdsmo %J
3 vevm- jgumnpronz &
Q ve-vm- fholeratite

& ViewHistory

Backup Groups J refresh Inventory

3 Enter the Job Name and Description, then click Next

Step 2:

Select Target Host

The Select Target Host dialogue appears.

8 106307 400

@ FOOLOOT. QA ENGINT 410

@ FOOLOGZ DA ENGINT 350 Target hott & not compatile with souce host
POOLOO 04 ENG INT 410
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1 Choose a Target Host from the list, then click Next.

or

If you have pre-seeded the VM on the target host, select the host on the target side to which
the source VM has been restored. See Pre-seeding Replication Jobs for more information.

Note  When selecting the target VM name, ensure that you are using the same name as the source
VM. vRanger will append “_VzReplicate” to the VM name on the target side.

2 [Optional] In the Preseed VM UUID field of the Select Target Host dialog, click the
browse button and select the preseeded VM.

Step 3: Replication Mode

The Replication Mode dialogue appears. In this screen, you can select between differential
replication and hybrid replication. See Replication Modes for more information.

Replication Wizand
Replication Mode

Flease chocse the mode to replicabe your virtual machine with,

~ Replcation Type
& Difereriial Fephcation
Lse Quest's difersnial engine to repbeate.  Each source YMOE i scarmed lor changes. The

dellaz ae recoded and hanslened cver lo the langst.  Thess deltas ane then commratbed lo the
tanget. A srispthol i ondy lelt open dufing the repbestion pass

" Hybrid Rephcation
Use sotabonal snapshots in onder to rephcate. A snapshol shways easls between each snapshot
rotation pass. The snapshol is then camed over lo tanget dusing & pass bo be commitbed

< Back Mt Cancel

1 Click Differential or Hybrid, then Next.
Note Hybrid replication is not supported with the virtual appliance.
Step 4: Replication Network Mapping

In the Replication Network Mapping dialogue, you specify the network on the target host to which
the VM nics should connect.
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Replication Wizard

Replication Network Mapping

Specify the network for this job.

- Hetwork Mappings
Netwerk Adsptes Name | BB | Seurce Network. | Taspet Netweek Name
Network Adapher 1 VM Hetwork VI Hetweork -

<Back Mext > Cancel |

1 Select the Network Mapping you wish to use for this job, then click Next.

Step 5: Hard Disk Selection
The Hard Disk selection dialogue appears.

Replication Wizard

Select which Hard Disk(s) to replicate.

Please select where you wank to stors the replicated primary configuration fles and each vindk.

Siefect which Heed Disk[s] to repicate.

rﬁd(llqmiq

o/ Label | Advess | Tasget Datastore | Target Vinck |
"% HadDek 00 AcceplSCSI0N o] RccepliSCSIOTVSTPWZKA/STPW2Kd ek

< Back. Hest > Cancel

1 Select the Hard Disk(s) you wish to replicate

2 You may select a Primary Datastore, which will be used as the default value for all disks in

this job, allowing you to configure only the exceptions.

3 In the Target Datastore column, verify that the Primary Datastore has been populated. If

you want the disk to replicate to a different datastore, change it in this column.

4 Click Next.
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Step 6: Options Selection

The Replication Options dialogue allows you to configure additional operations performed during
the replication job.You may also view the transport failover preferences, and modify them as
needed.

Replication Wizard
Options Selection

Select the options bo apply b this job.

[ Check destnaton for free space.
vRanger Backup & Replication will perform the replication afler verifying that space is availableat the destination.

=] Update notes with the: latest replication resalts,
vRanger Backup & Raplication will update the virtual machine nobes with the mos? recent replication siatus.

Enable guest quiescing.
r Enublcﬂl:;hg ifreplicating a database server, but only on ESX 3.5 Update 2 of later wath VS5 enabled in
wivrare bocls,

Enable Active Block Mapping (ABM)
[T vRanger Backup & Feplication will use the AEM technclogy onfull replication of any NTFS guestO5's. Mote:
When ABM i enabled, deleted contents on the source VM will NOT be transmitied to the tanget repository

~ Transpodt F ailoves
Replcation mathods wil be attempled in the codes mmwwwmmnmﬁm Chek Modily o
misdify Eanzpon falowver settings for thes pob of go o Tools -» Configurstion options 1o update defsull setting:.

Wihazed HotAdd -» E5X Console -» Wih-based Network Moty

< Back et > Cancel

1 Configure the replication options, using the table below for guidance.

Option Description

Check destination for This option prompts vRanger to check the
free space. destination location to ensure that there is enough
space available for the replica VM.

Update notes with If this flag is selected, vRanger will update the VM
latest backup results. Notes in VC with the most recent replication task
status.

Note vRanger maintains the existing VM notes in
vCenter, appending the replication status to the
end.
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Enable guest quiescing. | This option enables the VMware Tools when
creating a backup. Use this flag if you are
replicating a database server. During this process,
vRanger freezes or pauses writes on supported
applications to provide a consistent image of VSS-
enabled databases. See Step 6: Retention Policies
& Space Saving Technologies in the “Backup”
chapter for more information.

Enable Active Black Checking this box enables Active Block Mapping,
Mapping which allows vRanger to skip zeroed out blocks
and junk data.

Note With this option enabled, deleted data on the VM
will not be backed up.

2 Verify your Transport Failover preference. See Configuring Transport Failover Options for
more information. To change the Transport Failover order, click Modify. Otherwise, click
Next.

Step 7: Recurrence Schedule

On the Recurrence Schedule Selection screen, you define start time, recurrence pattern, and range
of recurrence for the replication job. You may also configure the job as On Demand, which has no
schedule.

Recurrence Schedule Selection
Spacihy the recurrence schedule for ths job,

Sust [wed /232011 =] Flgenddae

" Ered after [to =] ocounenceis)
I~ ol bt FrTr—ra—

-:&ad:lw:-ll'.'am
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1 Configure the schedule, using the table below for guidance.

Note To replicate more frequently than once per day, use the Interval reccurrance pattern.

This will be an On
Demand job...

There is no need to define a schedule. The job will be
run on demand.

Start Time The time of day at which to run the job.

Daily The daily option can be scheduled to run every
weekday or every x number of days.

Weekly vRanger can be configured to run on weekly intervals,
from every week to every 99 weeks. The day of the
week on which to run jobs can also be configured.

Monthly The monthly option offers the following

configurations:
* Day [x] of every y) month:

*x can be any value from 1 to 31. This determines the
day of the month that the job will run.

ey can be any value from 1 to 99. This value
determines the monthly interval--for example,
every 2 months sets the job to run every other
month.
* The [f] [d] of every [y] month(s):

«f can be either: first, second, third, fourth or last.

*d can be: weekday, weekend day, Sunday, Monday,
Tuesday, Wednesday, Thursday, Friday, or
Saturday.

y can be any value from 1 to 99. This value
determines the monthly interval--for example,
every 2 months sets the job to run every other
month.
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Yearly The yearly option offers the following configurations:
* Every [n][x]:

* mis any month of the year. This determines the
month of the year in which the job will run.

* x can be any value from 1 to 31. This determines
the day of the month that the job will run.

* The [f](d] of [n]:
« r can be either: first, second, third, fourth, or last.
*d can be: day, weekday, weekend day, Sunday,
Monday, Tuesday, Wednesday, Thursday, Friday,
or Saturday.
* nis any month of the year. This determines the
month of the year in which the job will run.

Interval The Interval option offers the following configurations:

* day(s)- the default value is 0, which allows you to
replicate more frequently than daily.

* hour(s)- the default value is “1”. To replicate more
frequently, change to “0” and configure a “minutes”
value.

* minute(s)- the minimum interval is 5 minutes.

Note Configure a value sufficient to allow the
previous replication pass to continue.

Range of Recurrence Select the starting date and ending date.

* No end date: The job will recur until stopped.

* End after: Select the number of occurrences.

» End by: Select the date by which to end the
recurrence.

2 Click Next.

Step 8: Email Notification Selection

Through the Email Notification Selection screen, you select the email addresses to which
notifications should be sent for this job. You can also request that a report be sent to the recipients
identified once the job has completed. To configure email notifications, see Set up Mail Server
Information/Add Email Addresses.
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Replication Wizard

Email Notification Selection
Specify whi to notify when ths job has firished rurning.

« Back. Rt » Cancel

To select an email address:

1 In the Selected column, select the address to which notifications should be sent. To select all
email addresses, select the check box in the Selected column header.

2 Click Next.

Step 9: Summary

The final screen in the Replication Wizard displays a summary of the selections you made during
the process.

Replication Wizard

Stap 3 of 3

Feplcats STPTimAM'
Dezeription Rephcation Job Template Dezcnption 30 2/2012 61559 PM
Invvertony Hode STPTirghM
Source Host it Jelestd qa e ink
Tanget R 3ot ] g e inkt
Tanget Diatazioee AccepiSCSI0N
Rephcation Type Differential Rephcaton
Recumence Schedue Hone [Thiz is an On Demand Job)

(= Option Flags 2 ophicns et
- Check destingtion for Iree space.
Update roles with the [sbest rephcation resulte
= Vitual Applancs Vibazad HotAdd < ESH Consols > Vi-basad Metwiork
vRangevVAZ On berd-testd gaeng int

[~ [Fun the job alter Finish is chcked. |
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1 If your host configuration (source or target) does not match your configured options, you
will receive a red indicator, as shown above.

Note  The most common configuration error is configuring a Transport Failover sequence that does
not match your hardware. For example, if you have VA-HotAdd selected in the Transport
Failover section, but one of your hosts does not have a VA configured.

2 Review the job settings, select Run the job after Finish is clicked if you wish, and click
Finish.

Failover

There are two kinds of replication Failover: Test Failover, and Failover.

» Test Failover: this function will disable the replication job, snapshot the replica VM,, and
power it on. You have the option of performing a test failover with or without networking
enabled on the replica VM.

 Failover: this manually initiated process simplifies the action of failover to a replica VM.
You will have the option to perform a final synchronization, or to failover immediately. The
vReplicator process gracefully and safely powers down your production VM, and boots your
replica VM with a single click.

Test Failover

The Test Failover operation can be performed from the Scheduled Jobs and On Demand Jobs
nodes of the My Jobs view.

The default Test Failover operation is described below. To perform a test failover with networking
enabled, refer to Network-Enabled Test Failover.

1 Click the Test Failover ﬂ icon. A confirmation message displays.
2 Click Yes.

The test failover process begins, and a job is added to the Current Jobs node.

3 When testing is complete, select the Test Failover task in the Current Jobs node, and click
Resume.

4 Click Yes when the confirmation prompt appears.

Confirm resume

9 Wioukd wou e bo résume from besting?

[ v ] m |

* The snapshots made will be reverted.

* The network card will be “Connect at Power On”. This prepares the replica VM for
failover.
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¢ The VM will return to it’s dormant state.

Network-Enabled Test Failover

Due to this option’s potential for negatively impacting your production environment, it is disabled
by default. To enable this feature, perform the steps described in Enabling Network Enabled Test
Failover below.

Enabling Network Enabled Test Failover

This feature is enabled via the configuration file for the vRanger client -

Vizioncore.vRanger.Client.Shell.exe.config. This file is located in the Client sub-directory of the
vRanger installation directory. By default this is:

C:\Program Files\Quest Software\vRanger\Client
1 Open the Vizioncore.vRanger.Client.Shell.exe.config file with your text editor of choice.
2 Carefully make the required changes, using the information below as guidance.

Note Not all text editors include line numbers. If you do not see the line numbers referenced
below in your text editor, this is not an indication of a problem.

3 Scroll to line 38or search for “Test Failover”.

4 Change the value for showTestFailoverDialog from “false” to “true”, ensuring the
quotation marks remain.

5 Save the file and exit.

6 Restart the vRanger Service for the configuration change to take effect.

Performing a Network-Enabled Test Failover

Once enabled, you will be prompted when performing a test failover; you can do so with or
without networking enabled during the test.

To perform a test failover:

1 Click the Test Failover ﬂ icon. The Test Failover dialogue appears.

Test Failover =)
— — h

Set up the enable/disable networking option for Test Fadver

wvRanger will simulate & fadcver by turning on the replica virtusl machine. If the replica is in
the same natwork a2 the source WM, turning the replica on with networking may cause an 1P
confiict and could interfere with the opration of the source WM.

‘We recommend that you continue with networking on the replica Wi dizabled,
Hicw wowild you like to continue?

1% Continue with networking on the replica disabled [recommended)
" Continue with networking on the replica ensbled

o] e

2 Select the desired option, as described below:.
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Continue with networking on the replica disabled-- when performing a test failover
with networking disabled, the replica VM will be powered on with the network adapter
disconnected. This protects the production environment, but eliminates the ability of
testing your replica VM as part of a larger environment.

Continue with networking on the replica enabled- when performing a network enabled
test failover, your replica VM will be powered on with the network adaptor connected.

Caution This has the potential to impact your production environment - exercise caution when
using this option.

3 Click OK.

4 When testing is complete, select the Test Failover task in the Current Jobs node, and click
Resume.

The snapshots made will be reverted.

The network card will be set to “Connect at power on”.This prepares the replica VM for
failover.

The VM will return to it’s dormant state.

Failover

If the production site becomes unavailable, or you need to move the workload to the DR site, you
have the option of performing a failover operation from the vRanger interface.

A failover operation consists of the following steps:

* The production VM will be powered off.

[Optional] Perform a final synchronization between sites. This ensures that no data is lost
during a failover. If you do not want to synchronize changes (in the event of a virus, perhaps)
or cannot (in the event of a hardware failure), data changed since the last replication pass will
be lost.

The D/R VM will be powered on.

The replication job will be reversed, with the D/R VM now acting as the source.

Note The first replication pass after failing over will send the entire image, not just the changed

data.

To perform a failover:

1 In the My Jobs view, select a replication job.

2 Click the Failover ki Faillover jcon.

A confirmation message displays. Click Yes.

3 A Confirm Synchronization dialog appears.

Confirm synchronization ]

:.’r) Would you B to synchronize the virtual machines befiore Faling over?
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* Yes - this will shutdown the production VM and perform a final synchronization to the D/
R site. This will ensure that no data is lost, but will also transfer any virus or corruption to
the replica VM. View the replication progress in the Running Tasks section of the
vRanger UL
Note If you are using differential replication, this will cause vRanger to perform a complete scan of

the VM disks (as it does for every replication pass), but only changed data will be sent to the
replica VM.

* No - The production VM will be powered off, but no changes will be sent to the D/R
replica.

4 After the Failover completes, the Destination of the original replication job is now the
Source, and the original Source is now the Destination. In other words, the job is now set to
replicate from the D/R site to the Production site. This change is not reflected in the vRanger
Ul Jobs that have been failed over will be indicated by a failover icon and tool-tip message:

Schsduled Jobs

Replcats S TPTry' R epdcation Faer 3dmptd e ik
[ Repboabe STPTiry iy Fephcation STPTire tﬁ?Je;tﬂ.q‘% nt

l;'ll' |Th= jobs i currenthy reversed &5 el of rephcstion Falover,

5 If the production site is unavailable, or you do not want to replicate changes, disable the
replication job.

Failback

When the production server has been returned to proper operation, you will usually need to
failback the replicated VM to the production site. A failback is simply a failover back to the
production site.

Caution When performing a failback operation, the first replication pass to the production site will send the
entire VM image.

A failback operation includes the steps below:

* The D/R VM will be powered off.

* |Optional] Perform a final synchronization between sites. This ensures that any data
changed on the D/R VM will be replicated back to the production site. If you do not want to
synchronize changes data changed since the last replication pass will be lost.

» The production VM will be powered on.

* The replication job will be reversed (returned to the jobs original configuration), with the D/
R VM now acting as the target.
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If the job is enabled, replication will continue, sending changes from the source production
VM to the D/R target.

Note The first replication pass after failing back will send the entire image, not just the changed
data.
To perform a failback:

1

In the My Jobs view, select a replication job.

Click the Failback i Falback  jcon,
A confirmation message displays. Click Yes.

A Confirm Synchronization dialog appears.

|
_L?ra Woukd oo Bk o syrvhvorias the vitusl machines before Faing over?
[

Yes - This ensures that any data changed on the D/R VM will be replicated back to the
production site. If you do not want to synchronize, data changed since the last replication
pass will be lost. View the replication progress in the Running Tasks section of the vRanger
UL

No - The D/R VM will be powered off, but no changes will be sent to the Production site.

After the Failback completes, the direction of replication will again reverse, this time
returning to the original configuration. The Failover icon will no longer be shown.

Note The first replication pass to the D/R site will send the full VM image. Subsequent passes
will send only changes.



Reports

This chapter contains information about reporting functionality in vRanger.

This chapter contains the following sections:This section contains the following topics:
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Reports

The My Reports view is a gateway to creating, editing, and distributing custom reports. There are
several report types:

» Backup Job Summary Report

» Backup Task Report

* Replicate Job Summary Report

* Replicate Task Report

* Restore Job Summary Report

* Restore Task Report

As you create reports, the documents will nest under the node of the relevant report type. When
you create a backup job, you can configure a report to display in the body of an email. The report
will indicate which jobs were run, which succeeded, and which failed. You can also schedule a
report to run, save it as a PDF, and send it as an email attachment.

Report information is organized by VM and includes when backups, replicates and restores were
run, who ran them, and the status of each. You can create a report for results from one or multiple
VMs. Reports can contain customized metrics--for example, date range (day, month), status
(successful, failed, stopped). You can run reports as soon as you create them or you can schedule
them to be generated later.

My Reports View

The My Reports view is made up of three areas--My Reports on the left, Working Reports on
the right, and the Report Template Detail area on the lower right.

My Reports Pane

This area features several nodes in a tree structure--Backup Job Summary Report, Backup Task
Report, Replicate Job Summary Report, Replicate Task Report, Restore Job Summary
Report, and Restore Task Report. Under each of these nodes, all reports that you create and save
will be nested by type. At the top of the pane, there is a menubar and toolbar. Within the pane
itself, backup and restore reports are designated different icons.

Main Toolbar

Print: Click this icon to print the report displayed in the Working Reports
- pane.
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Print Preview: use this command to review the report before printing it.

Page Setup: use this command to make adjustments to the report before printing
it.

Save: this dropdown gives you access to two options--PDF and Excel. When
you select a value, the Save As window opens. For the selected report, you can
create a PDF or an Excel spreadsheet.

Refresh: this causes recently added/removed reports to be correctly displayed.

Close Report: Closes the reports currently displayed in the Working Reports
pane.
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Pane Toolbar

Add: This icon allows you to add any of the four reports types using the Restore
Wizard:

* Backup Job Summary Report
* Backup Task Report
* Restore Job Summary Report
* Restore Task Report

When you first open the My Reports view, this is the only icon that is enabled.

Edit: Opens the Report Wizard. Configurations for the currently selected
report display. You can make changed to the settings and save the s.

Remove: If you click this icon, the report that is currently selected in the My
Reports pane will be removed.

Run: With a reports selected in the My Reports pane, click this icon to run it.

Working Reports Pane

In this pane, report listings display. The name of the reports is at the top of the pane. The format of
the text that displays depends upon how you configured using the Report Wizard.details that you
included when you created the report. For example, if you added color or pagination to the report,
those settings will be in effect in this pane.

Report Wizard

You can access the Report Wizard through the My Reports view two ways. You can right-click
on one of the four main nodes and select Add or click to highlight one of the nodes and then click
the Add icon in the toolbar.

Through the Report Wizard, you can generate reports that are filtered by date/time and status. For
example, you can generate a report that includes only backup or restore tasks or jobs that failed
over the last 10 days.
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Report Filter Dialog

Date Range | Narrow report data using these fields:

* Over the last: Enter the number in the first field and select Days or Months
from the dropdown. Default is 30 days.

* Between: Click this radio button to enabled two dropdown date fields. Click
each to display a calendar from which you can select a date range.

VM/Host/ VM: Click a radio button--either All or Select VMs-- to restrict report data.

Repository
Host: From this dropdown, you can select All or any individual ESX host. All
licensed, available hosts are listed here.
Repository: This dropdown features three values from which to select: All,
cifs, or sftp.

Duration In this section, you can enter a number in the Greater than or equal to

minutes field. The value you enter will restrict the report to include only jobs
that were run within that time limit. Default is 0.

Job Status | The checkboxes available in this section refer to the current status of any job
that you might include in reports. Available values are: Completed, Failed,
Aborted, and Cancelled.

Note Since Jobs do not fail (Tasks within Jobs can), searching for Job Status - Failed
will yield no results. To generate a list of unsuccessful activities, search for Task
Status - Failed.

Task Status | The checkboxes available in this section refer to the current status of any task
that you might include in reports. Available values are: Success, Failed,
Aborted, and Cancelled.

Column Selection Dialog

There are two text boxes on this dialog--Available Columns and Selected Columns. You can
select and order the column headings to customize how the data displays on your report.

Note All available column headings are listed in the Selected Columns textbox. You must click the
Clear All button to move them to the Available Columns textbox. Then, you can start to select the
ones you want in the report.

Job (or Task) Name
* Source Host

* Target Destination
Job (or Task) Status
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e Start Time

* End Time

¢ Duration (minutes)
* # Success

* # Failed

* # Canceled

e # Aborted
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Header and Footer Style Selection Dialog

On this dialog, you can select a font, style, and point size for the body, header, and footer text of
the report. Arial 8 is the default. Other formatting options are available, such as underline and
strikeout. You can assign colors--even customized colors--for each table in the report.

Body Style

Format the body of the report using these fields:

* Font: pick the typeface, style, and size from the drop down menu.

* Even Row Color: choose a color for the even rows of the report, to increase
readability.

* Odd Row Color: choose a color for the even rows of the report, to inc ease
readability.

Header

In this section, you can format the header using these fields:

* Logo: Browse to select an image to display in the header.

* Text: In this field, enter any text that you want displayed in the header.

* Font: Use the browse ellipsis to select a font and point size for any text that
displays in the header.

» Show Date and Time: Select this checkbox to format the header to include the
current date and time.

Footer

Format the footer of the report using these fields:

* Logo: Browse to select an image to display in the footer.

* Text: In this field, enter any text that you want displayed in the footer.

* Font: Use the browse ellipsis to select a font and point size for any text that
displays in the footer.

» Show Page Numbers: Select this checkbox to paginate the footer.
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Recurrence Schedule Selection Dialog

Through this dialog, you can select a schedule for generating the report or make the report
available on demand. This scheduling interface is similar to the one used for backup and restore

jobs.

This will be an On

No schedule for the report is set; it will be run on demand. When the

Demand job . .. dialog displays, this field is selected by default and all other fields
are disabled. If you deselect this checkbox, the other fields will be
enabled. This will allow you to schedule a report based on a specific
timeframe.

Start Time The time of day at which to run the report.

Recurrence Pattern

In this section, you establish how often the report should be
generated. There are five options within this field:

* Daily

* Weekly

* Monthly
* Yearly

* Interval

Daily The daily option can be scheduled to run the report every weekday
or every x number of days.

Weekly vRanger can be configured to run on weekly intervals, from every
week to every 99 weeks. The day of the week on which to run
reports can be configured.

Monthly The monthly option offers the following configurations:

* Day [x] of every/y] month:

*x can be any value from 1 to 31. This determines the day of the

month that the job will run.

*y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the job to
run every other month.

* The (7] [d] of every [y] month(s):
*r can be either: first, second, third, fourth or last.
«d can be: weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.
*y can be any value from 1 to 99. This value determines the
monthly interval--for example, every 2 months sets the report to
run every other month.
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Yearly The yearly option offers the following configurations:
* Every [m][x]:

* mis any month of the year. This determines the month of the year
in which the report will run.

* xcan be any value from 1 to 31. This determines the day of the

month that the report will run.
* The [£][d] of [n]:

* r can be either: first, second, third, fourth, or last.

*d can be: day, weekday, weekend day, Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, or Saturday.

* mis any month of the year. This determines the month of the year
in which the report will run.

Interval This option allows you to choose:
* Days: from 0 to 49

* Hour(s): from 0 to 23

* Minutes(s): from 0 to 59

Range of Recurrence Select the start and end date for running the report.

* No end date: The report will continue to run until it is stopped.
* End after: Select the number of occurrences.

* End by: Select the date by which to end the recurrence.

Report Publication Dialog

If you have set up an SMTP server to enable notification and completed the necessary
configurations for reports to be sent via email, you can use the Report Publication dialog to notify
recipients when a scheduled report is run.

* To--Accesses the address book where email addresses are stored. Browse to it. Requires that
you previously entered email addresses.

* Subject--Use this field to identify the report to be run and sent.
* Body--The text that you enter in this field will be included in the body of the email sent.

* Send as--This setting determines the format of the report sent--either PDF or Excel.

Report Summary Dialog

This dialog brings together the settings that you selected during this process. It is important to
confirm the information in advance of launching the report. If you would like to change any of
these options, you can click the Back button to return to the dialog where you can make the
change. Then, you can advance to the Report Summary dialog and click Finish.
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Create a Summary Report

The process for creating reports is the same, whether the report covers a Backup, Replication, or
Restore job or task. The process below uses a Backup Job report as an example.

1

In the My Reports pane, right-click Backup Job Summary Report-->Add Backup Job
Summary Report.

On the Report Wizard dialog, populate the Report Name and Report Description fields.
Click Next.

On the Filter Selection dialog, configure the report using Date Range, VM/Host/
Repository, Duration, and Job Status. Click Next.

The Column Selection dialog, click Clear All to move all headings to the Available
Columns textbox.

In the Available Columns textbox, click to highlight a value and click Add Column. Click
to select the columns that you want to display on the report. To select multiple columns, use
the Ctrl key. Click Add Column.

To reorder the column headings, click to highlight the value you want to move. Then, click
the up and down arrows adjacent to the Selected Columns textbox. Click Next.

From the fields on the Header and Footer Style Selection dialog, Body Style section, click
the ellipsis (. . .) to select the font and a color for odd and even rows.

In Header Style, click the ellipsis (. . .) to select logo (stored on your computer), enter the
report header text you wish, choose a font and point size for the text, and deselect Show
Time and Date if you wish.

In Footer Style, click the ellipsis (. . .) to select logo (stored on your computer), enter the
report header text you wish, choose a font and point size for the text, and deselect Show
page numbers if you wish.

10 Click Next.

11 On the Recurrence Schedule Selection dialog, select the This will be an On Demand

Report... checkbox if this is the case. Select a time from the Start dropdown. Select the
appropriate radio buttons in the Recurrence Pattern section. In the Range of Recurrence
section, make a selection from the Start dropdown. Select a radio button. If you chose End
after, select a value from the occurrences spinbox. If you chose End by, select a value from
the date/time dropdown. Click Next.

12 The Report Summary dialog includes a glimpse of the settings you selected during this

process. Confirm that it is accurate before you click Finish.

13 The report is added under the appropriate node in the My Reports pane.

14 On the Report Publication dialog, click the browse ellipsis adjacent to the To field.

15 In the Selected column on the Select Email Recipients dialog, click the checkbox

corresponding to the recipient you want notified. Click OK.

16 On the Report Publication dialog, populate the Subject and Body fields. In the Send as

field, select a radio button--PDF or Excel. Click Next.



Using the vRanger Console

This chapter provides an overview of the vRanger Console and a description of the available
commands.

This chapter contains the following sections:This section contains the following topics:
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vRanger Console - One-time Configuration..............cvrninniennneeneeseeseeis 178
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vRanger Console Overview

vRanger uses Microsoft PowerShell with a Quest snap-in to provide scripting access to vRanger
features and functions. This allows for vRanger to be tightly integrated with other data protection
solutions and offers an efficient configuration option for advanced users.

The snap-in includes the vAPI cmdlets required to create and manage jobs as well as view relevant
information data reading your virtual environment.

For more information on Microsoft Powershell, refer to Windows Powershell Owner’s Manual:

http://technet.microsoft.com/en-us/library/eel 77003.aspx

vRanger Console - One-time Configuration

The vRanger installer will automatically install Microsoft PowerShell 1.0 and the vAPI snap-in
during the product installation. Before using the vAPI cmdlets, you must first configure the
PowerShell execution policy to run the vRanger scripts.

To set the execution policy:

Step 1: vRanger Console

1 From the Start menu, navigate to the vRanger PowerShell directory. By default this
is:Start>All Programs>Quest Software>vRanger Backup & Replication>vRanger
Console

2 Select vRanger Console.

) TortoiseSYN

Thu 2:34 PM
™) DealerTool.co.uk the e

Thu 12:32 P v ] Readme

@) winzip
[ Microsoft SQL Server 2005 Thu1205PM (| Jij @ Uninstal

Ml @) Adobe FrameMaker 9
) Microsoft Sikverlight

(D vRanger Backup & Replication
X vRanger Console

[ M vRanger Backup & Replication b | [T e s ¥y oy (0rY f

r v v v v ¥

= G Quest Software

Step 2: Execution Policy

When opening the vRanger Console for the first time, you will see an error message shown below.
This is due to the default PowerShell execution policy.

o+ witanger Console

1 At the prompt, type the command below and press Enter.
Set-ExecutionPolicy RemoteSigned

Note PowerShell and VAPI commands are not case sensitive.


http://technet.microsoft.com/en-us/library/ee177003.aspx
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2 When the prompt re-appears, close and re-open the vRanger Console.

Step 3: vAPI Snap-In

When the vRanger Console restarts, you should see the screen below, with a blue background and

a list of vAPI cmdlets.

2 vRanger Pro Console

Welcome to uRanger Pro Console

All cmd-lets:

Get—Command

vRanger cnd-lets: Get—Command —PsSnapin vRanger.API.PowerShell
General help: help
Cmd-let Specific help: help <cndlet—namel

Copyright <{c> 28@%? Uizioncore.

Name
Add-BackupJohTemplate
Add—-CifsRepository
Add—RestoreJobhTemplate
Add-SftpRepository
Get—Connection
Get—Datastore
Get—InventoryEntity
Get—Joh
Get—JobhTemplate
Get—Network
Get—Repository
Get—RepositoryBacklpJohTask
Get—Repositorydoh
Get—RepositorySavePoint
Get—SavepointDis
Get—SavePointFileSize
Get—SavepointManifest
Get—UmDisk
Get—UMDKUo lume

New—YearlySchedule
Remove—AllMount
Remove—JohTemplate
Remove—Repository
Remove—SavePoint
Run—JobsHNow
Set—MountPath

Inc. All rights reserved.

Definition

fAdd-BackupdohTemplate [-JobhN
Add-CifsRepository [-Serverl
fAdd-RestoredJobhTenplate [-Joh
Add-SftpRepository [-Serverl
Get—Connection [[-Namel <{Stpr
Get—Datastore [-Host] <HostE
Get—InventoryEntity [[-Tupel
Get—Job [[-StartTimel {Datel
Get—JobhTemplate [[-Typel {8t
Get—Hetwork [-Host] {HostEnt
Get—Repository [[-Typel <Stw
Get—RepositoryBacklUpdobhTask
Get—RepositoryJob [-Reposito
Get—RepositorySavePoint [-Id
Get—SavepointDisk [-Id] <{Str
Get—SavePointFileSize [-Repo
Get—SavepointManifest [-Id]
Get-UmDisk [-UMList] {UMEnti
Get—UMDKUolume [-UmdkID] <St
New—BackupFlag [-BackupPouer
NHew-DailySchedule —WeekdayOn
NHew—MonthlySchedule [—Execut
New—RestoreFl
NHew—SpaceSavingType [—Increm
New—leeklySchedule [[—Execut
Hew—YearlyS8chedule [-Executi
Remove-AllMount [—Uerhosel [
Remove—JohIemplate [-ID]1 <Gu
Remove—Repozitory [-Id] <Ste
Remove-SavePoint [-SavePoint
Run—JobsNow [-Templatelds] <
Set—MountPath [-Uolumel <{Uol

Program Files“Uizioncore>vRanger Pro“PouwerShell>

The vRanger vAPI is now configured and ready for use.

vRanger vAPI Cmdlets

The vRanger PowerShell snap-in includes the cmdlets listed below.
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Inventory Management

Add-DdbRepository

Get-InventoryEntity

Add-VirtualAppforLinuxFLR

Get-IsInventoryRefreshing

Add-Virtual AppforLinuxFLRVA

Get-VirtualMachinesUnderInventory

Add-VirtualCenter

Update-Inventory

Get-Datastore

Configuration

Dismount-LinuxVolume

New-TransportConfiguration

Get-Network

New-Virtual Appliance

Get-Virtual ApplianceConfig

Remove-AllMount

Get-VmDisk

Remove-LinuxVolume

Get-VMDK Volume

Remove-Virtual Appliance

Install-Virtual Appliance

Set-CBTonVM

Mount_LinuxVolume

Set-LinuxVolume

Move-ToolsToLinuxFLRVA

Set-MountPath

Move-ToolsToVA

Set-Resources

New-EmailAddress

Update- Virtual Appliance

New-SMTPServer

Job Management

Disable-Job

New-IntervalSchedule

Enable-Job

New-MonthlySchedule

Get-AddressBook

New-WeeklySchedule

Get-ConfigOption

New-YearlySchedule

Get-Connection

Remove-JobTemplate

Get-CurrentTemplateVersionID

Run-JobsNow
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Get-Job

Set-Cataloging

Get-JobTemplate

Stop-vRangerJob

New-Daily Schedule

Repositories

Add-CIFSRepository

Get-RepositoryJob

Add-DdbRepository

Get-RepositorySavePoint

Add-FTPRepository

Get-Savepoints

Add-NFSRepository

Remove-Repository

Add-NVSDRepository

Remove-SavePoint

Add-SFTPRepository

Remove-DdbStorageUnit

Get-Repository

Backup

Add-BackupGroupEntity

New-BackupGroupMember

Add-BackupJobTemplate

Remove-BackupGroupEntity

Get-BackupGroupEntity

Remove-BackupGroupMember

New-BackupFlag

Update-BackupJobTemplate
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Restore
Add- Get-SavepointManifest
RestoreFromManifestJobTemplate
Add-RestoreJobTemplate New-RestoreFlag
Get-CatalogSearchData Remove-Catalog
Get-CatalogStatus Update-RestoreJobTemplate

Get-SavepointDisk

Replication
Add-ReplicationJobTemplate Run-ReplicationFailover
Get-GlobalTransportFailover Run-ResumeReplicationFailover
Get-MonitorLog Run-TestReplicationFailover
Get-TransportFailover Update-GlobalTransportFailover
New-ReplicationFlag Update-ReplicationJobTemplate
Cmdlet Help

To get help on any of the vAPI cmdlets, use the Get-Help command. At the prompt, enter Get-
Help command, Where command is any of the above vAPI cmdlets.

For example, enter Get-Help Add-SFTP Repository and the following is displayed:

Description The Add-SftpRepository cmdlet adds a SFTP repository to vRanger. The
repository can be later used to store backup files from backup jobs.

Syntax Add-SftpRepository [-Server] <string> [[-Port] [<int>]] [[-
TargetDirectory] [<string>]] [-User] <string> [-Password] <string> [[-TimeOut]
[<short>]] [-Name] <string> [[-Description] [<string>]] [[-Overwrite]

[<Boolean>]] [<CommonParameters>]

Note PowerShell and vAPI commands are not case sensitive. VAPI cmdlets are shown capitalized
only to make them easier to read.

For more information, you may use the “-detailed” or “-full” parameters. For example: Get-Help
Add-SFTPRepository -Detailed Or Get-Help Add-SFTP Repository - Full.



Integrating vRanger

This chapter describes the available options for integrating vRanger with third party solutions.
This chapter contains the following sections:

INtegrating VRANQET ..ottt 184
Monitoring vRanger
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Integrating vRanger

Like any component of your virtual infrastructure, vRanger can be used in conjunction with other
applications to achieve more complex tasks.

vRanger and Tape Backup Vendors

To configure the vRanger sweep-to-tape feature, both vRanger and the tape vendor’s software
must point to a common vRanger repository folder located locally on the vRanger server.

The vRanger backup administrator creates an on-demand (not scheduled), incremental job with a
specific name, appending -Tape as a case-sensitive suffix (e.g., any-jobname-Tape). The -Tape
suffix can be changed by editing the PowerShell script if you prefer something else. There should
be a dedicated repository for each on-demand job.

The tape software administrator schedules a recurring incremental backup job whose PRE field
calls a .cmd file containing the PowerShell script that searches for and then starts the vRanger on-
demand job(s) with the -Tape suffix.

The vRanger on-demand job performs the incremental backup, placing the savepoint files in the
repository and updating the repository's global manifest file.

After the vRanger job completes (e.g., the job status equals either success or failure), the
PowerShell script exits, thus completing the Backup Exec PRE command.

With the tape software’s PRE command completed, the tape software, which is also pointing to the
vRanger repository folder, runs its scheduled incremental job, backing up the vRanger savepoints
and global manifest file to tape or whatever media server type is configured.

Required Components

The components required differ depending on the installation scenario.

Scenario 1 - vRanger & 3rd-party tape software on the same server
» Tape vendor’s software on a Windows 2003 server.
Note Note: a physical server will provide better performance than a VM.
» vRanger resides on the tape software server.
* A local repository shared by vRanger and the tape software.
» PowerShell (PowerShell and vRanger must always be installed on the same server).
» A PowerShell script that finds and launches the vRanger on-demand job.
* A CMD file that contains the PowerShell script.

Scenario 2 - vRanger & 3rd-party tape software on different servers

The tape software is on its own server. All other components, including a remote tape backup
agent, reside on the vRanger server. Note: Scenario 2 is not discussed in this document.

Server I-Backup Exec:

» Tape vendor’s software on a Windows 2003 server
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Server 2-vRanger/PowerShell:

Tape software’s remote tape backup agent that can run a PRE command. The agent runs the
PowerShell script contained in the .CMD file called via the PRE command

vRanger resides on its own server

A local repository located on the vRanger server and shared by vRanger and the tape
software

PowerShell (PowerShell and vRanger must always be installed on the same server).
A PowerShell script that finds and launches the vRanger on-demand job
A CMD file that contains the PowerShell script.

Configuration Steps

Use the procedures below to configure integration of your tape software and vRanger.

Note

Although the procedure below uses Symantec Backup Exec, the procedures should be similar
for any tape vendor’s software.

These procedures assume that:

You have your components installed according to Scenario 1 as described above.

The customer already will have a Backup Exec physical server and vRanger will be installed
on that server.

Installing vRanger

1

Install vRanger onto your Backup Exec server. Consider placing the local repository on the
D: drive of the vRanger server.

Create the local share D:\vranger backups (or similar).
a Assign the group Everyone (or similar) Full Control for the Share.

b The user credentials specified in the next step when adding the repository should have
Full Control NTFS security. This folder will become the repository that contains the
incremental job savepoints and global manifest file. The folder should have enough disk
space to hold a full backup and several incremental backups.

Add a local repository on the vRanger server that points to the vranger backups share. Click
My Repositories > Add > specify the necessary repository details, pointing to the share.

Create an on-demand, daily, incremental backup job that backs up your environment. In this
paper, we will backup a single server for simplicity. Click:

a My Inventory > Add > Backup Job > Advanced > Job Name = vRanger-Sweep-to-
Tape. Click Next.

b Select VMs to exclude. Click Next
¢ Select hard disks to include. Click Next.
d Select your options. Click Next.
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e For Retention Policy, select Savepoint Count=7, Space Saving
Technology=Incremental, Threshold Count=6. Click Next.

If Backup Exec calls this on-demand job daily, there will be a full backup performed the
first day and an incremental backup performed each of the remaining days of the week.

f Select the This will be an on demand job and does not require a recurrence schedule
checkbox. Click Next.

g Click the vRanger-Sweep-to-Tape repository to select it. Click Next.

Select the email address(es) that should be notified when the job has completed running.
The Email a report after the job has finished running check box should remain
checked. Click Next.

i Review your settings and click Finish.

Installing and Configuring PowerShell

1

From http://www.microsoft.com/download/en/details.aspx?id=20020, download PowerShell
1.0 for Windows Server 2003 to the vRanger server.

Install PowerShell. PowerShell appears in Add/Remove Programs as a hotfix:

£ Security Update For Windows Server 2003 (RES69547) Irstalled On 11/12j2009
R Winedows Imaging Comgonant Instaled On 11/13{2009
C B Hotfix For Windows Server mscxwaam«z)}— PowerShell 1.0 Instaled On 11/13/2009
82 Pt For Windows 1P (KE3SAS50-45) Installed On 11/13/2009

15 Wirdows Sarver 2003 Service Pack 2

Click Start > All Programs > Quest Software> vRanger > vRanger Console to launch the
vRanger Console.

Set the PowerShell Script Execution Policy to RemoteSigned.

B viasnger Pro Console »
Remove-Hepos itory Renove-Repository [=1d] <§

Remove-SaveFoint Renove-SavePoint [~Save
Run=JobsMow [-Templatel

Set=MountPath [=Uolune ]

palicy remot

ionpalicy

a Set the PowerShell Script Execution Policy to RemeoteSigned by running the cmdlet:
Set-ExecutionPolicy RemoteSigned.

b Confirm the policy setting by running the Get-ExecutionPolicy cmdlet.

¢ Exit PowerShell by running the Exit cmdlet.

See http://www.microsoft.com/technet/scriptcenter/topics/msh/cmdlets/set-
executionpolicy.mspx for an explanation of the available PowerShell Execution Policies.

Edit the vRanger config files with Notepad (or similar) to use the vRanger server's local 1P
address instead of localhost.

a Edit the vRanger.APl.exe.config file, located at: \Program Files\Quest
Software\vRanger\PowerShell \vRanger.API.exe.config.

. Change:<endpoint address="http://localhost:2480/VAPIHost.svc"
binding="wsDualHttpBinding"
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To: <endpoint address="http://<Server-IP>:2480/VAPIHost.svc"
binding="wsDualHttpBinding"

Edit the vRanger.API.PowerShell.dll.config file, located at \Program Files\Quest
Software\vRanger\PowerShell \vRanger.API.PowerShell.dll.config.

Change:<endpoint address="http://localhost:2480/VAPIHost.svc"
binding="wsDualHttpBinding"

To:<endpoint address="http://<Server-IP>:2480/VAPIHost.svc"
binding="wsDualHttpBinding"

Using the PowerShell Script

1 Download the PowerShell script that will launch the vRanger on-demand job.

a

Go to the URL and save the zip file to any folder (e.g., c:\download) on the vRanger
server: http.//communities.quest.com/docs/DOC-10738.

Extract the script from the zip file by right-clicking the file and clicking Extract All.

While you do not need to edit the script, you can open it with Notepad to understand why
your vRanger job name has to have the suffix -Tape (case sensitive).

The PowerShell $JobString = "*-Tape" must match the suffix used in your vRanger job
name. As long as they match, you can change the $JobString and vRanger job name suffix
to something other than -Tape.

[]
¥
[

fJob3cEing = “=Tapa"
—_—

Hodify the JobZtring below to exscute apecific jobs. * i2 a vildeard charaster. For Example,
"*=Tape™ will list mll jobs that END in "=-Tape". By default, all On-Demand Jobs will be paszed
to the vRanger Service,

d

e

Close the file.
Using Notepad, create a CMD file in the c:\Download\vRangerTape.ps1 folder titled
vRangerTape.cmd. Its contents are:

@echo off

c:\Windows\system\system32\windowspowershell\vl.0\powershell.exe
c:\download\vRangerTape.psl\vRangerTape.psl

Note Make sure that the vRangerTape.cmd file has .CMD extension, not a .TXT extension.

Configuring Backup Exec

1
2
3

Install and configure Backup Exec according to the applications instructions.

When configuring the Backup-to-disk folder type, select Backup-to-disk folder. Click Next.

At the Enter a name for the backup-to-disk-folder prompt, type vRanger Daily and click
Next.

At the Enter a path for the backup-to-disk-folder prompt, type or browse to D:\Backup Exec
Backups and click Next.

At the Enter the maximum size for a backup-to-disk file prompt, type a number of GBs
(default=4).

Note You can later change this number from within Backup Exec.
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6 At the Allocate the Maximum Size for Backup-to-Disk Files prompt, click the Yes radio
button and click Next. Pre-allocating the space improves performance.

7 At the Enter the maximum number of concurrent jobs prompt, type 1 (the default) and click
Next.

8 At the Enter the size for the low disk space threshold prompt, type 0 (the default) and click
Next.

9 Review your Device Configuration Wizard settings and click Next.
10 Click Finish.

11 Create a media set named vRanger Daily Backups. Set the Overwrite Protection Period to
4 weeks.

12 Set the Append Period to 4 weeks.

Create a Backup Job

1 Click on Create a backup job. This launches a wizard.

a

At the Welcome to the Backup Wizard page, click Create a backup job with custom
settings and click Next.

At the Backup Selections page, drill down to and select the vRanger repository e.g.,
D:\vRanger Backups, and click Next.

At the Select Volume Credentials page, click Test All. When the results are successful,
click Next.

At the Select Volume Order page, click Next.

At the Backup Names page, title the backup job vRanger Daily Job, title the backup set
vRanger Daily Backup, and click Next.

At the Backup Device and Media page, at the Which device would you use to backup
your data drop-down box, select vRanger Daily. At the Which media set would like to
use to back your data drop-down box, select vRanger Daily Backup. When finished
making your selections, click Next.

At the Backup Overwrite Method page, accept the default Append to media, overwrite if
no appendable media is available radio button. Click Next.

At the Backup Options page, click the Incremental - Changed Files - Reset Archive Bit
method from the drop-down list. Click Next.

At the Completing the Backup Wizard page, click the No, schedule the job to run later
radio button and click Finish.

At the Schedule Options page, click the Run according to schedule radio button and
click the Edit Schedule Details button.

At the Edit Calendar schedule by box, click the Recurring Days of the Month option and
then click the Select All button.

At the Edit Calendar schedule by box, click the Effective Date option and confirm that
today's date is placed in the Make the schedule go into effect on drop-down box.
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m At the Edit Calendar schedule by box, click the Time Window option and accept the
defaults: Start no earlier than 11:00:00 PM and no later than 10:59:59 PM the following
day.

n Click Submit.

o At the Completing the Backup Wizard page, click the No, schedule the job to run later
radio button and click OK.

p Click Clese to close the Getting Started with Backup Exec page.

2 Specify the vRangerTape.cmd file in the Backup Exec job's PRE field.
a Close the Backup Exec Assistant window.
b Click on the vRanger Daily Job and click Properties.

@ Symantec Biackup Exec (Evakuation Version: day 1 of 60) - [Job Setug]

Fle Edt iew Hetwork Jook Window Heb
&1 Backup Exec 125 for Windows Servers

Coscuo~ esire v S

o | debse1

General Tasks ==

Declete o P .. 5 - z ~
vRanger Doy Job |Bachup | vRanger Doy
R falwer

Testrun

¢ Inthe vRanger Daily Job Properties column, click Pre/Post Commands and type the
PowerShell script path\command (e.g.,
C:\Download\vRangerTape.psl\vRangerTape.psl).

: Fre/Pout Commands
Sowce

Selaction P IC douadhefl T o Ul lm(l"‘d
Y L Sic o oim_t
Rescarce Condertalz Poitcommand |

Pty ard Avalsbility I~ Blow! A o B sabu onlp dnerd wilth & ek

Seiection Lt Nobcaton
I Fiun job enly # pre-command i suceessiul

nia L -

d Click Submit.
e At the Job Summary page, click OK.

Run Sweep-to-Tape
1 In Backup Exec, highlight the vRanger Daily Job and click Run Now. Click Yes to confirm.

@) symantec Backup Exec (Evaluation Yersion: day 1 of 60) - [Job Setup]
Ele Edt  VYiew Metwork  Took  Window Heb
% Backup Exec 125 for Windows Servers

2 Click the Job Monitor tab and double-click the Active job.
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Restore From Backup Exec
Restoring from Backup Exec is the reverse procedure of doing backups.
1 From within Backup Exec, restore from tape or disk to the vRanger repository.

2 From within vRanger, restore from savepoints, using the global manifest file or savepoint
manifest files.

Troubleshooting Sweep-to-Tape
Sweep-to-tape has three main components. Each component should be tested individually.
* The vRanger on-demand, incremental backup job.
* The PowerShell script contained in the .CMD file.
» The Backup Exec scheduled, incremental backup job.
1 From with vRanger, manually run the vRanger on-demand job and confirm that it works.

2 Run the PowerShell script from a CMD prompt. Manually cut and paste the executable
statement into the CMD prompt and check for errors to troubleshoot further:

c:\windows\system32\windowspowershell\vl.0O\powershell.exe
c:\download\vRangerTape.psl\vRangerTape.psl

3 Launch PowerShell
a Run the Get-PSSnapin command. vRanger.APT.PowerShell should be registered.

b Run the Get-Executionpolicy command. The execution policy should be set to
RemoteSigned.

4 From Backup Exec, confirm that its job runs. If the job fails quickly, confirm that the Backup
Exec services are using credentials with local administrator rights. If so, then the PRE
command is probably failing due to a PowerShell issue.

Deduplication with NetVault SmartDisk and vRanger

NetVault SmartDisk delivers data de-duplication that significantly reduces storage costs. With
powerful, byte-level, variable block de-duplication, and advanced data compression that packs
more protected data in the same storage area than competing solutions, you can reduce your disk
backup storage footprint by up to 90%.

vRanger versions 5.3 and later support the use of a NetVault SmartDisk server as a repository.
Simply by adding a NetVault SmartDisk server to vRanger as a repository, backups written to that
repository will be automatically de-duplicated.

Note NetVault SmartDisk repositories are only supported by the Professional edition of vRanger. If you
purchased a vRanger Standard license, you will not be able to use a NetVault SmartDisk
repository.

For more information about integrating vRanger and NetVault SmartDisk, see the vRanger
Netvault SmartDisk Integration Guide.
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Data Domain and vRanger Repositories

Quest vRanger and Data Domain appliances provide companies with a simple and efficient
method for backing up and recovering VMware environments. vRanger provides significant
enhancements with regard to architecture, performance and communications over traditional
backup solutions. Data Domain provides superior data de-duplication capabilities. The
combination of vRanger and Data Domain Technology will dramatically reduce your backup and
recovery time for virtual machines on VMware ESX hosts.

For more information about integrating vRanger and Data Domain, see the document vRanger Pro
& Data Domain Best Practices.

Monitoring vRanger

vRanger can be configured to log events to the Windows Event Viewer on the vRanger machine.
These events can be filtered and monitored using Microsoft’s System Center Operations Manager
in order to monitor replication functions in line with other IT operations. When monitoring is
enabled, vRanger will create a “vRanger Service” node on the local Event Viewer, as shown
below:
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The events currently monitored and logged by vRanger are:


http://portal.vizioncore.com/sfc/p/5000000072w5q.mNaT4X6uDlda6P4Utx3NBKvXc=


vRanger: User Guide 192
Chapter 9—Integrating vRanger

* Replication Events - Reserved ID Range 10000 - 10999

* Replication task failure - logged as an error, event ID 10001
* Virtual Appliance Events - Reserved ID Range 11000 - 11999

* VA not powered on - logged as an error, event ID 11999

* VA connection failure - logged as an error, event ID 11999

* VA credential failure - logged as an error, event ID 11999

* VA unknown failure - logged as an error, event ID 11999

* VA return to normal - logged as an Information event, ID 11998
* Datastore Events - Reserved ID Range 12000 - 12999

» Datastore threshold exceeded - logged as an error, event ID 12000
» Datastore unknown failure - logged as an error, event ID 12099

» Datastore return to normal - logged as an Information event, ID 12098

Configuring Event Monitoring

The configurations for event monitoring are done via the configuration file for the vRanger service
-Vizioncore.vRanger.Service.exe.config. This file is located in the Service sub-directory of the
vRanger installation directory. By default this is :

C:\Program Files\Quest Software\vRanger\Service

Caution Change only the values listed below unless directed otherwise by Quest Support.

To configure event monitoring:

Step 1: Opening the Configuration File

1 Open the Vizioncore.vRanger.Service.exe.config with your text editor of choice.
2 Carefully make the required changes, using the information below as guidance.

Note Not all text editors include line numbers. If you do not see the line numbers referenced
below in your text editor, this is not an indication of a problem.

Step 2: Configuring Replication Monitoring

Replication monitoring will log replication task failures to the Windows event log with the Event
ID of 10001. The log will also include the error message and information about the task such as
source virtual machine, target host, and virtual center.

To enable replication monitoring:

1 In the Vizioncore.vRanger.Service.exe.config file, scroll to line 162 or search for
“Replication FailureWriteEventLog .

2 Change the value “false” to “true”, ensuring the quotation marks remain.
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3 Save the file and exit.
or

Continue to the next section to make additional changes.

Step 3: Configuring Virtual Appliance Monitoring

When enabled, at the specified interval the Virtual Appliance monitor will go through all of the
configured Virtual Appliances and check to make sure that its power is turned on and that vRanger
is able to connect using the entered IP address and credentials.

To enable VA monitoring:

1 In the Vizioncore.vRanger.Service.exe.config file, find the lines corresponding to the desired
setting, as shown below.

* VirtualApplianceMonitoringEnabled - line 164.
Set this value to “true” to enable monitoring of the virtual appliance.
* VirtualApplianceMonitoringEventLogFailureL.ogMax - line 167.

This is the maximum number of times that a particular VA failure will be logged to the
Event log before waiting for a success to proceed again. Change the value of “7”to the
desired value, ensuring the quotation marks remain.

This setting is intended to limit the amount of “spam” in your event viewer. A refresher
message will appear periodically based on the value below.

* VirtualApplianceMonitorSecondaryIntervallnHours -

This value determines how often the refresher message occurs for a failed virtual
appliance check after the FailureLogMax value has been reached. The default value is
“6”, which will log an event every 6 hours.

* VirtualAppliancesConnectionCheckIntervallnMinutes - line 169

This setting determines how often vRanger will check the connection to configured
virtual appliances. The default value is 5 minutes.

2 Save the file and exit.
or

Continue to the next section to make additional changes.

Step 4: Configuring Datastore Monitoring

When enabled, at the specified interval, the datastore monitor will go through all of the configured
datastores and determine if the space available on the datastore exceeds the specified threshold.
This may be either by percentage, or a specific value in gigabytes. When this occurs an event is
logged in the windows event log with an ID of 12000.

To configure datastore monitoring:

1 In the Vizioncore.vRanger.Service.exe.config file, find the lines corresponding to the desired
setting, as shown below.

+ DatastoreMonitoringEnabled - line 171
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Set this value to “true” to enable monitoring of the datastores.
* DatastoreMonitoringSpaceThresholdValue - line 173

This is the threshold value for a datastore space before a warning is sent. This value is
modified my the DatastoreMonitoringSpaceThresholdType setting below.

* DatastoreMonitoringSpaceThresholdType - line 175

This value determines whether vRanger checks for percentage of free space or an absolute
value un GB. Set ”0” for percent, “1” for GB.

* DatastoreMonitorCheckIntervallnMinutes - line 177

How often vRanger checks the datastores for low space (in minutes). Default value: 30
minutes.

* DatastoreMonitoringEventLogFailureLogMax - line 180

The maximum number of times a particular datastore monitor failure will be logged to the
windows event log before waiting for a success to proceed again. The default value is “7”.

This setting is intended to limit the amount of “spam” in your event viewer. A refresher
message will appear periodically based on the value below.

* DatastoreMonitorSecondarylntervallnHours -

This value determines how often the refresher message occurs for a datastore that has
reached its space threshold value after the FailureLogMax value has been reached. The
default value is “6”, which will log an event every 6 hours.

2 Save the file and exit.

Step 5: Restart the vRanger Service
In order for the changes to take effect, you must restart the vRanger service.
1 On the vRanger machine, click Start, then Run.Type “services.msc” and click OK.

2 Find the vRanger Service. Right-click on the service, and click restart.



Appendix A: vAPI Cmdlet Details

Add-BackupGroupEntity

Description

The Add-BackupGroupEntity cmdlet adds a new Backup Group to vRanger.
New-BackupGroupMember cmdlet is used to add Members to a Backup
Group created using this cmdlet or Ul

Syntax

Add-BackupGroupEntity [-BackupGroupName] <String>
[<CommonParameters>]

Parameters

* BackupGroupName <String>

The BackupGroup Name

e <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information, type
"get-help about commonparameters".

Examples

Add-BackupGroupEntity -BackupGroupName BGl

Related Links

Remove-BackupGroupEntity
New-BackupGroupMember
Remove-BackupGroupMember
Get-BackupGroupEntity
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Add-BackupJobTemplate

Description | Adds a backup job. The user also has the option of running the job immediately
after the template is created.

Syntax Add-BackupJobTemplate [-JobName] <string> [[-JobDescription] [<string>]]
[-JobEntity] <Entity> [[-ExcludedVMList] [<string[]>]] [[-IncludedDiskList]
[<int[]>]] [-TargetRepository] <Repository> [-JobSchedule] <Schedule>
[-Flags] <BackupFlags> [-NumberOfSavePoints] <int>

[-SpaceSavingTechnology TypeFlag]<SpaceSavingTechnology Type>
[[-NotificationList] [<string >]] [[-RunJobNow] [<Boolean>]] [<CommonParameters>]
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Parameters

* JobName <string>

Job name.

* JobDescription [<string>]

Job description.

* JobEntity <Entity>

Inventory entity on which the job will be run: ESX host, vCenter etc.

* ExcludedVMList [<string[]>]

List of VMs to exclude from this job. All VMs in the inventory entity will be
backed up if none are specified.

* IncludedDiskList [<int[]>]

List of disks to include in this job. All VM disks will be backed up if none are
specified.

* TargetRepository <Repository>

Repository where the backups will be saved.

» JobSchedule <Schedule>

The recurrence schedule the job will be run on.

* Flags <BackupFlags>

Backup flags: NoFlags, BackupPoweredOnOnly, CheckDestinationFreeSpace,
UseCompression, UpdateNotes, EnableGuestQuiescing, AllFlags. Multiple
flags can be separated by '|'

* NumberOfSavePoints <Int32>

Max number of savepoints to keep before old ones are removed

* SpaceSavingTechnologyTypeFlag <SpaceSavingTechnologyType>
Spacesaving technology to use: differential, incremental or none.

» SpaceSavingCountThreshold [<Int32>]

The number to save before performing a full backup.

* SpaceSavingPersentSizeThreshold [<Int32>]

The size to allow as a % of the virtual machine hard disk file before performing
a differential backup

* NotificationList [<string>]

Email notification list for the job. Separate multiple emails by ','.

* RunJobNow [<Boolean>]

Whether to run the job immediately after the job template is created.

* TransportConfiguration [<TransportConfiguration>]|

The transport configuration options to use for this job.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,

-ErrorAction, -ErrorVariable, and -OutVariable. For more information,

type, "get-help about commonparameters".

Examples

Add-BackupJobTemplate -JobName myjob -JobEntity $inv -
TargetRepository S$repo -JobSchedule $s -Flags NoFlags -
NumberOfSavePoints 3 -SpaceSavingTechnologyTypeFlag None

This command adds a backup job template. Since the RunJobNow flag is not
specified the job will not be run immediately.
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Related
Links

Add-RestoreJobTemplate
Add-ReplicationJobTemplate
Update-BackupJobTemplate
Get-Job

Get-JobTemplate
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Add-CIFSRepository

Description The Add-CIFSRepository cmdlet adds a CIFS repository to vRanger. The
repository can be later used to store backup files from backup jobs.

SynmX Add-CifsRepository [-Server] <String> [-ShareName] <String> [[-
TargetDirectory] <String>] [-DomainName] <String> [-User]
<String> [-Password] <String> [-Name] <String> [[-Description]
<String>] [[-Overwrite] <Boolean>] [[-EnableEncryption]
<Boolean>] [[-EncryptionPassword] <String>] [[-ImportOption]
<String>] [<CommonParameters>]

Parameters * Server <String>

The CIFS Server FQDN or IP.

* ShareName <String>

Name of the file system share the repository is on

* TargetDirectory [<String>]

The CIFS Target Directory.

* DomainName <String>

Name of the domain

* User <String>

The CIFS User Name.

* Password <String>

The CIFS Password.

* Name <String>

A friendly name describing this CIFS server.

* Description [<String>]

The Description describing the CIFS server.

¢ Overwrite [<Boolean>|

Whether to overwrite the existing repository if one exists

* EnableEncryption [<Boolean>]

Whether to enable encryption

* EncryptionPassword [<String>]

The encryption Password.

* ImportOption [<String>]

Whether to import the save points as read-write or readonly.
¢ <CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction, WarningVariable, OutBuffer and
OutVariable. For more information, type, "get-help
about_commonparameters".
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Examples

Add-CifsRepository -Server myserver.dev.corp -StorageUnit
mystorage -TargetDirectory myrepo -User myname -Password
mypassword —-Name myCifs Repo -Overwrite 1

This command adds a repository on server myserver.dev.corp pointing to
storage unit named mystorage using the credentials provided. Existing
repositories at the location specified will be overwritten.

Related Links

Get-Repository
Add-DdbRepository
Add-NFSRepository
Add-NVSDRepository
Add-SFTPRepository
Add-FTPRepository
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Add-DdbRepository

Description Adds a DDB repository to vRanger. The repository can be later used to store
backup files from backup jobs.

Syntax Add-DdbRepository [-Server] <String> [-StorageUnit] <String> [-User] <String>
[-Password] <String> [-Name] <String> [[-Description] <String>]
[[-Overwrite] <Boolean>] [[-ImportOption] <String>]
[<CommonParameters>]

Parameters * Server <String>

The DDB Server FQDN or IP.

¢ StorageUnit <String>

The DDB Storage Unit

* User <String>

The User Name to access the DDB Server.

* Password <String>

The Password to access the DDB Server.

* Name <String>

A friendly name describing this DDB server.

* Description [<String>]

The Description describing the DDB server.

* Overwrite [<Boolean>]

Whether to overwrite the existing repository if one exists

* ImportOption [<String>]

Whether to import the save points as read-write or readonly.
¢ <CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, Warning Variable,
OutBuffer and OutVariable. For more information, type,
"get-help about commonparameters".

Examples Add-DdbRepository -Server myserver.dev.corp —-StorageUnit
mystorage -User myname -Password mypassword -Name myDDB Repo -
Overwrite 1

This command adds a repository on server myserver.dev.corp pointing to
storage unit named mystorage using the credentials provided. Existing
repositories at the location specified will be overwritten.

Related Links Get-Repository
Add-CIFSRepository
Add-NFSRepository
Add-NVSDRepository
Add-SFTPRepository
Add-FTPRepository
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Add-EsxHost

Description Adds an ESX host to the inventory

Syntax Add-EsxHost [-DNSorIP] <String> [-Username] <String>
[-RootPassword] <String> [[-UserPassword] <String>] [[-Port]
<Int32>] [[-AddUser] <Boolean>] [<CommonParameters>]

Parameters * DNSorIP <string>

The DNS or IP for the Esx/Esxi Host.

* Username <string>

The Username for the Esx/Esxi Host.

* RootPassword <string>

The Root password for the Esx/Esxi Host.

» UserPassword [<string>]

The User password for the Esx/Esxi Host.

* Port [<Int32>]

The SSH Port for the Esx/Esxi Host.

¢ AddUser [<Boolean>]

Add user of the user does not exist.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Add-EsxHost -DNSorIP 10.6.20.20 -Username root -RootPassword
p@sswOrd

This command adds an EsxHost to the inventory.

Related Links Add-VirtualCenter
Get-InventoryEntity




vRanger: User Guide 203
Appendix A: vAPI Cmdlet Details

Add-FTPRepository

Description The Add-FtpRepository cmdlet adds a FTP repository to vRanger. The repository
can be later used to store backup files from backup jobs.

Syntax Add-FtpRepository [-Server] <string> [[-Port] [<int>]]
[[-TargetDirectory][<string>]] [-User] <string> [-Password] <string>
[[-TimeOut] [<short>]] [-Name] <string> [[-Description] [<string>]]
[[-Overwrite] [<Boolean>]] [[-Enable Encrytpion] [<Boolean>]]
[[-EncryptionPassword] [<Boolean>]] [[-EnableDeduplication]
[<Boolean>]|

[[-BlockSize] [<int>]] [[-EnableCompress] [<Boolean>]] [[-ImportOption]
[<string>]] [<CommonParameters>]

Parameters * Server <string>

The Ftp Server FQDN or IP.

* Port [<int>]

The FTP Server Port.

* TargetDirectory [<string>]

The FTP Target Directory.

* User <string>

The FTP user name.

* Password <string>

The FTP Password.

* TimeOut [<short>]

Timeout value.

* Name <string>

A friendly name describing this Ftp server.

* Description [<string>]

The Description describing the Ftp server.

e Overwrite [<Boolean>]

Whether to overwrite the existing repository if one exists.

* EnableEncryption [<Boolean>|

Whether to enable Encryption.

* EncryptionPassword <string>

The Encryption Password.

* EnableDeduplication [<Boolean>|

Whether to enable deduplication on backups on this repository.
* BlockSize [<Boolean>]

Set Block Size (KB)

* EnableCompress [<Boolean>|

Whether to compress all backups to this repository.

* ImportOption [<string>]

Whether to import the save points as read-write or readonly. Possible options
'ReadOnly' and 'ReadWrite'.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information, type, "get-
help about_commonparameters".
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Examples

None

Related Links

Get-Repository
Add-CIFSRepository
Add-NFSRepository
Add-NVSDRepository
Add-SFTPRepository
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Add-NFSRepository

Description The Add-NfsRepository cmdlet adds a Network File Share repository to vRanger.
The repository can be later used to store backup files from backup jobs.

Syntax Add-NfsRepository [-Server] <String> [-ExportDirectory] <String> [-
TargetDirectory] <String> [-Name] <String> [[-Description] <String>] [[-
Overwrite][<Boolean>]] [[-EnableEncryption] [<Boolean>]] [[-
EncryptionPassword] <String>] [[-BlockSize] <Int32>] [[-EnableCompress]
[<Boolean>]] [[-ImportOption] [<string>]] [<CommonParameters>]

Parameters * Server <String>

The NFS Server FQDN or IP.

* ExportDirectory <String>

The NFS Export Directory.

* TargetDirectory <String>

The NFS Target Directory.

* Name <String>

A friendly name describing this NFS server.

* Description <String>

The Description describing the NFS server.

* Overwrite [<Boolean>]

Whether to overwrite the existing repository if one exists

* EnableEncryption [<Boolean>]

Whether to enable encryption on backups on this repository

* EncryptionPassword <String>

The encryption Password.

* ImportOption [<string>]

Whether to import the save points as read-write or readonly. Possible options
'ReadOnly' and 'ReadWrite'.

* BlockSize <Int32>

Set Block Size (KB)

* EnableCompress [<Boolean>|

Whether to compress all backups to this repository

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".
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Examples

-------------- EXAMPLE 1 --------------

Add-NfsRepository —-Server myserver.dev.corp -
ExportDirectory /vol/vol 1 -TargetDirectory /test -Name
MyNFSRepo -Overwrite 1

This command adds a repository on server myserver.dev.corp. Existing
repositories at the location specified will be overwritten.

—————————————— EXAMPLE 2 --------—-----

Add-NfsRepository -Server myserver.dev.corp -
ExportDirectory /vol/vol 1 -TargetDirectory /test -Name
MyNFSRepo -EnableEncryption 1 -EncryptionPassword
myPassword -EnableCompress 1

This command adds a repository on server myserver.dev.corp. Enables encryption
on backups of this repository. All backups to this repository will be compressed.

Related Links

Get-Repository
Add-CIFSRepository
Add-NVSDRepository
Add-SFTPRepository
Add-FTPRepository
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Add-NVSDRepository

Description

The Add-NvsdRepository cmdlet adds a NVSD (Netvault Smart Disk)
repository to vRanger. The repository can be later used to store backup files
from backup jobs.

Syntax Add-NvsdRepository [-Server] <String> [-TargetDirectory]
<String> [-User] <String> [-Password] <String> [-Name]
<String> [[-Description] <String>] [[-Overwrite] <Boolean>]
[[-ImportOption] <String>] [<CommonParameters>]

Parameters * Server <String>
The NVSD Server FQDN or IP.

* TargetDirectory [<string>]

The NVSD Target Directory.

* User <string>

The NVSD user name.

* Password <string>

The NVSD Password.

* Name <String>

A friendly name describing this NVSD server.

* Description <String>

The Description describing the NVSD server.

* Overwrite [<Boolean>]

Whether to overwrite the existing repository if one exists

* ImportOption [<string>]

Whether to import the save points as read-write or readonly. Possible
options 'ReadOnly' and 'ReadWrite'.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan"ﬂes Add-NvsdRepository -Serve r myserver -User myname -Password

mypassword -Name reponame -tagetDirectory /targetDirectoryName
-Overwrite 1

This command adds a repository on server myserver pointing to a target
directory named “targetDirectoryName” using the credentials provided.
Existing repositories at the location specified will be overwritten.

Related Links

Get-Repository
Add-DdbRepository
Add-NFSRepository
Add-CIFSRepository
Add-SFTPRepository
Add-FTPRepository
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Add-ReplicationJobTemplate

Description Adds a replication job template. The user also has the option of running
the job immediately after the template is created.

Syntax Add-ReplicationJobTemplate [-JobName] <String>
[[-JobDescription] <String>] [-JobEntity] <VMEntity>
[-TargetHost] <HostEntity> [-ReplicateName] <String> [-Type]
<String> [[-TargetNetworks] <List 1>] [[-PrimaryDatastore]
<String>] [[-TargetDatastores] <List 1>] [[-JobSchedule]
<Schedule>] [[-TransportFailover] <List 1>]
[[-NotificationList] <List 1>] [-Flags]

<NoFlags | Rep licatePoweredOnOnly | CheckDestinationFreeSpace
| UseCompression | UpdateNotes | EnableGuestQuiescing |
EnableABM | AllFlags> [[-RunJobNow] <Boolean>]
[[-IncludedDisk] <List '1>] [<CommonParameters>]

Parameters e JobName <string>

Job name.

* JobDescription [<string>]

Job description.

* JobEntity <VMEntity>

VM entity on which the job will be run on.

* TargetHost <HostEntity>

Target Host entity where the VM will be replicated

* ReplicateName [<string>]

Replicated VM Name

* Type <string>

Replication type. Valid types are Differential and Hybrid

* TargetNetworks [<List ‘1>]

Networks to use on the target host. Multiple values are seperated by a
comma.

* PrimaryDatastore <string>

Primary Datastore on target host where the replicated VM will be
located.

» TargetDatastores [<List ‘1>]

Datastores to use on the target host. Multiple values are seperated by a
comma.

* JobSchedule <Schedule>

The recurrence schedule the job will be run on.

* TransportFailover [<List ‘1>]

Transport Failover order seperated by ',' to be attempted until the tas k is
successful. Valid types are VA-HotAdd, VA-Network, COS.

* NotificationList [<string[]>]

Email notification list for the job. Seperate multiple emails by ',".
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Parameters * Flags <ReplicationFlags>

(cont.) Replication flags: NoFlags, ReplicatePoweredOnOnly,
CheckDestinationFreeSpace, UseCompression, UpdateNotes,
EnableGuestQuiescing, AllFlags. M ultiple flags can be seperated by '|'
* RunJobNow [<Boolean>]
Whether to run the job immediately after the job template is created.
¢ IncludedDisk [<List ‘1>]
List of disks to include in this job. All VM disks will be replicated if none
is specified.
e <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | - EXAMPLE 1

Add-ReplicationJobTemplate —-JobName vRepJobl -JobEntity S$vm -
TargetHost S$targethost -ReplicateName TestRep -Type
Differential -Flags S$flags -targetDatastores MyDatastorel,
MyDatastore2 -PrimaryDatastore MyDatastore -targetnet

works VM Network -TransportFailover VA-HotAdd, VA-Network -
RunJobNow 1 -includeddisk 0,2,4

This command adds a replication job template.

.................. EXAMPLE 2

Add-ReplicationJobTemplate —-JobName vRepJobl -JobEntity S$vm -
TargetHost S$targethost -ReplicateName TestRep -Type
Differential -Flags $flags -targetDatastores MyDatastorel,
MyDatastore2 -PrimaryDatastore MyDatastore -targetnetworks VM
Network -includeddisk 0,1,2

This command adds a replication job template. Since the RunJobNow flag
is not specified the job will not be run immediately. Since no transport
failover is specified the default order of transport failovers will be used.

Related Links

Add-BackupJobTemplate
Add-RestoreJobTemplate
Update-ReplicationJobTemplate
Get-Job

Get-JobTemplate
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Add-RestoreFromManifestJobTemplate
Description Adds a restore job template from a manifest file. The manifest file can be

a vRanger manifest file or a Legacy vRanger manifest file. Users also have
the option of running the job immediately after the template is created.

Syntax Add-RestorefromManifestJobTemplate [-JobName] <String>

[ [-JobDescription] < String>] [-Username] <String> [-Password]
<String> [-ManifestPath] <String> [[-EncryptionPassword]
<String>] [[-JobSchedule] <Schedule>] [[-Flags]

<No Flags | ForceOverwrite | ForcePowerOn | UseFiber |
PerformNetworkRestoreOnFailure | AllFlags>]
[[-NotificationList] <List 1>] [[-RunJobNow] <Boolean>]

[ [-VMName] <String>] [[-TargetHost] <String>]

[[-PrimaryDatastore] <String >]

[[-SkipDisks] <List 1>] [[-TargetDatastores] <List 1>]
[

[[-TargetNetworks] <List 1>] [[-SkipAdapters] <List 1>]

[[-TransportConfiguration] <TransportConfiguration>]
[<CommonParameters>]
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Parameters

* JobName <String>

Job name

* JobDescription [<String>]

Job description

* Username <String>

Username

* Password <String>

Password

* ManifestPath <String>

Path for the manifest file

* EncryptionPassword [<String>]

Encryption Password

* JobSchedule [<Schedule>]

Schedule on which the job will be run. If not set, the job will be
ondemand.

* Flags [<RestoreFlags>]

Restore flags. If not set, the job will have no flags.

 NotificationList [<List 1>]

Email addresses seperated by comma.

* RunJobNow [<Boolean>]

Whether to run the job now. If not set, the job will not be run immediately
after creation of the template.

* VMName [<String>|

Name of the restored VM. If not set, the VM name in the savepiont will
be used

* TargetHost [<String>|

Fully qualified domain name or IP address of the target host.

* PrimaryDatastore [<String>]

Datastore on target host where the restored VM is located. If not set,

the original primary datastore will be used when restoring to the original
VM; otherwise the application will randomly choose a datastore attached
to the target host.

* SkipDisks [<List 1>]

Sequence number (base 0) of the disks to skip from the savepoint. Disks
in savepiont are order by their SCSI controller number and disk number.
Multiple numbers are seperated by comma.

* TargetDatastores [<List' 1>]

Datastores to use on the target host. Multiple values are seperated by
comma. If only one is supplied, it will be used for all disks on the VM. If
not set, the original datastores will be used when restoring to the original
VM; otherwise the application will randomly choose a datastore attached
to the target host.
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Parameters
(cont.)

* TargetNetworks [<List 1>]

Networks to use on the target host. Multiple values are separated by
comma. If only one network name is provided, it will be used for all
adapters on the VM. If not set, the original networks will be used when
restoring to the original VM otherwise the application will randomly
choose a network attached to the target host.

 SkipAdapters [<List' 1>]

Sequence number (base 0) of the adapters to skip in the restore job.
Multiple numbers are seperated by comma.

* TransportConfiguration [<TransportConfiguration>|

The transport configuration options to use for this job.

* <CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable, OutBuffer
and OutVariable. For more information, type, "get-help

about commonparameters".
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Examples

Add-RestorefromManifestJobTemplate -

jobnamevapirestore manifest -username

userl -password Passwordl -encryptionpassword encryptPwd -
VmName Test -manifestpath \\pathtomanifestfile\XYZ-

FreeDos 501ec05f-6088-5al4-8ae5-483bef2e0 54f\XYZ-

FreeDos 20100302 085918 22c5f3ee-9a09-47ae-8a70-
dae9233e5776\XYZ-Fr eeDos_ 20100302 085918 F.Manifest.metadata
-targethost $targethost.name -targetDatastores $targetds.name
-PrimaryDatastore $targetds.name -targetnetworks
Stargetnw.name -Flags $flags -RunJobNow 1

This command creates a restore job template from a encrypted savepoint in
the manifest file that restores to the specified target host. It also specifies
datastore and network to use on the target host.

Srepo = get-repository |where{$ .name -eq 'local'}
Stargethost = get-inventoryentity -type EsxHost |

where{$ .name -eq 'devOl5.dev.eng.int'}

Stargetds = get-datastore S$targethost | where{$ .Name -eq
'Dynamo-ISCSI'}$targetnw = get-network -host
Stargethost|where{$ .Name -eg 'Virtual Machine Network'}
$flags = New-RestoreFlag -ForceOverwrite 1 Add-
RestorefromManifestJobTemplate -jobname vapirestore manifest -
username userl -password Passwordl -VmName Test -manifestpath
\\pathtomanifestfile\X YZ-FreeDos 501ec05f-6088-5al4-8ae5-
483bef2e054f\XYZ-FreeDos_ 20100302 085918 22c5f3ee-9a09-47ae-
8a70-dae9233e5776\XYZ-

FreeDos 20100302 085918 F.Manifest.metadata -targethost
Stargethost.name -targetDatastores S$targetds.name -
PrimaryDatastore $targetds.name -targetnetworks $targetnw.name
-Flags $flags -RunJobNow 1

This command creates a restore job template from a manifest file that
restores to the specified target host. It also specifies datastore and network
to use on the target host.

$skipdisks = '0'

Sskipnetworks = '0'

Add-RestorefromManifestJobTemplate -jobname

vapirestore manifest -username

userl -password Passwordl -VmName Test -manifestpath
\\pathtomanifestfile\XYZ-FreeDos 501lec05f-6088-5al4-8ae5-
483bef2e054f\XYZ-FreeDos 20100302 085918 22c5f3ee-9a09-47ae-
8a70-dae9233e5776\XYZ-

FreeDos 20100302 085918 F.Manifest.metadata -targethost
Stargethost.name -targetDatastores S$targetds.name -
PrimaryDatastore $targetds.name -targetnetworks $targetnw.name
-Flags $flags -SkipDisks $skipdisks -Skipadapters
$skipnetworks -RunJobNow 1
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Examples
(cont’d)

This command creates a restore job template from a manifest file that
restores to the specified target host. It also specifies datastore and network
to use on the target host. The first disk (0) in the savepoint and first adapter
of the VM will be skipped by the restore job.

Add-RestorefromManifestJobTemplate -jobname

vapirestore manifest -username userl -password Passwordl -
VmName Test -manifestpath

\\pathtomanifestfile\pintsize 20090724093457\pintsize.info -
targethost $targethost.name -targetDatastores S$targetds.name -
PrimaryDatastore $targetds.name -targetnetworks $targetnw.name
-Flags $flags —-RunJobNow 1

This command creates a restore job template from a legacy manifest file
that restores to the specified target host. It also specifies datastore and
network to use on the target host.

Related Links

Add-RestoreJobTemplate
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Add-RestoreJobTemplate

Description Adds a restore job template. The user also has the option of running the job
immediately after the template is created.

Syntax Add-RestoreJobTemplate [-JobName] <string> [[-JobDescription]
[<string>]] [ -SavePoint] <SavePoint> [[-JobSchedule] [<Schedule>]]
[[-Flags] [<RestoreF1 ags>]] [[-NotificationList] [<string[[>]] [[-VMName]
[<string>]] [[-RunJobN ow] [<Boolean>]] [[-TargetHost] [<string>]]
[[-PrimaryDatastore] [<string>]] [ [-SkipDisks] [<string[]>]]
[[-TargetDatastores] [<string[]>]] [[-TargetNetworks] [<string[]>]]
[[-SkipAdapters] [<string[]>]] [<CommonParameters>]

Parameters ¢ JobName <string>

Job name.

* JobDescription [<string>]

Job description.

* SavePoint <SavePoint>

Savepoint to restore.

* VMName [<string>|

Name of the restored VM. If not set, the VM name in the savepiont will be
used.

¢ JobSchedule [<Schedule>]

Schedule on which the job will be run. If not set, the job will be on demand.
* Flags [<RestoreFlags>]

Restore flags. If not set, NoFlag. Restore flags: NoFlags, AllFlags,
ForceOverwrite, ForcePowerOn. Multiple flags can be seperated by '|'

* NotificationList [<string[]>]

Email notification list for the job. Seperate multiple emails by ','.

* RunJobNow [<Boolean>]

Whether to run the job now. If not set, the job will not be run immediately
after creation of the template.

* TargetHost [<string>]

Fully qualified domain name or IP address of the target host.

* PrimaryDatastore [<string>]

Datastore on target host where the restored VM is located. If not set, the
original primary datastore will be used when restoring to the original VM;
otherwise the application will randomly choose a datastore attached to the
target host.

* SKkipDisks [<string[]>]

Sequence number (base 0) of the disks to skip from the savepoint. Disks
in savepiont are order by their SCSI controller number and disk number.
Multiple numbers are seperated by comma.
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Paramters
(cont.)

* TargetDatastores [<string[]>]

Datastores to use on the target host. Multiple values are seperated by comma.
If only one is supplied, it will be used for all disks on the V M. Ifnot set, the
original datastores will be used when restoring to the original VM; otherwise
the application will randomly choose a data store attached to the target host.
* TargetNetworks [<string[]>]

Networks to use on the target host. Multiple values are seperated by comma.
If only one network name is provided, it will be used for all adapters on the
VM. If not set, the original networks will be used when restoring to the
original VM; otherwise the application will randomly choose a network
attached to the target host.

* SkipAdapters [<string[]>]

Sequence number (base 0) of the adapters to skip in the restore job. Multiple
numbers are seperated by comma.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,

type, "get-help about commonparameters".

Examples

EXAMPLE 1

Srepo = get-repository |where{$ .name -eq 'local'}

$splList = get-repositorysavepoint S$repo.id

Smysp = ($spList)[1]

add-restorejobtemplate -jobname vapirestore -savepoint Smysp

This command creates a restore job template that restore to the original VM
in the savepoint. The job will run on-demand.

EXAMPLE 2

Srepo = get-repository |where{$ .name -eq 'local'}

$Ssp = get-repositorysavepoint S$Srepo.id

Smysp = ($sp) [0]Stargethost = get-inventoryentity —-type EsxHost
| where{$ .name -eqg 'dev0l5 .dev.eng.int'}Stargetds = get-
datastore $targethost | where{$ .Name -eq 'Dynamo-
ISCSI'}S$targetnw = get-network -host S$targethost|where{$ .Name
-eq 'Virtual Machine Network'}add-restorejobtemplate -jobname
vapirestore totaraget -savepoint Smysp -targethost
Stargethost.name -targetDatastores $targetds.name -
PrimaryDatastore $targetds.name -targetnetworks S$targetnw.name

This command creates a restore job template that restore to the specified
target host. It also specifies datastore and network to use on the target host.
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Examples
(cont.)

EXAMPLE 3

Srepo = get-repository |where{$ .name -eq 'local'}

$Ssp = get-repositorysavepoint S$Srepo.id

Smysp = ($sp) [0]Stargethost = get-inventoryentity —-type EsxHost
| where{$ .name -eq 'dev0l5 .dev.eng.int'}Stargetds = get-
datastore $targethost | where{$ .Name -eq 'Dynamo-
ISCSI'}Stargetnw = get-network -host Stargethost|where{$ .Name
-eq 'Virtual Machine Network'}

Sskipdisks = 'O'add-restorejobtemplate -jobname

vapirestore skipdisk -savepoint $mysp -targethost
Stargethost.name -targetDatastores S$targetds.name -
PrimaryDatastore $targetds.name -targetnetworks S$targetnw.name
-SkipDisks $skipdisks

This command creates a restore job template that restore to the specified
target host. The first disk (0) in the savepoint will be skipped by the restore
job.

EXAMPLE 4

Srepo = get-repository |where{$ .name -eq 'local'}

Ssp = get-repositorysavepoint S$repo.idSmysp = ($sp) [0]
Stargethost = get-inventoryentity -type EsxHost | where{$ .name
-eq 'abc.my domain'}$targetds = get-datastore S$targethost |
where{$ .Name -eq 'ISCSIxyz'}$targetnw = get-network -host
Stargethost|where{$ .Name -eq 'Virtual Machine
Network'}$skipnetworks = '0'
$Sskipnetworksadd-restorejobtemplate -jobname

vapirestore skipadapter -savepoint Smysp - targethost
Stargethost.name -targetDatastores S$targetds.name -
PrimaryDatast ore $targetds.name -targetnetworks $targetnw.name
-Skipadapters $skipnetworks

This command creates a restore job template that restores to the specified
target host. The first adapter of the VM in the savepoint will be skipped
by the restore job.

Related Links

Add-BackupJobTemplate
Add-ReplicationJobTemplate
Update-RestoreJobTemplate
Get-Job

Get-JobTemplate
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Add-SFTPRepository

Description The Add-SftpRepository cmdlet adds a SETP repository to vRanger. The
repository can be later used to store backup files from backup jobs.

Syntax Add-SftpRepository [-Server] <string> [[-Port] [<int>]]
[[-TargetDirectory] [<string>]] [-User] <string> [-Password] <string>
[[-TimeOut] [<short>]] [-Name] <string> [[-Description] [<string>]]
[[-Overwrite] [<Boolean>]] [[-Enable Encrytpion] [<Boolean>]]
[[-EncryptionPassword] [<Boolean>]] [[-BlockSize] [<int>]]
[[-EnableCompress] [<Boolean>]] [[-ImportOption] [<string>]]
[<CommonParameters>|
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Parameters

* Server <string>

The SFTP Server FQDN or IP.

* Port [<int>]

The SFTP Server Port.

* TargetDirectory [<string>]

The SFTP Target Directory.

* User <string>

The SFTP user name.

* Password <string>

The SFTP Password.

e TimeOut [<short>]

Timeout value.

* Name <string>

A friendly name describing this SFTP server.

* Description [<string>]

The Description describing the SFTP server.

e Overwrite [<Boolean>]

Whether to overwrite the existing repository if one exists.
* EnableEncryption [<Boolean>|

Whether to enable Encryption.

* EncryptionPassword <string>

The Encryption Password.

¢ BlockSize [<Boolean>]

Set Block Size (KB)

* EnableCompress [<Boolean>]

Whether to compress all backups to this repository.

* ImportOption [<string>]

Whether to import the save points as read-write or readonly. Possible
options 'ReadOnly' and 'ReadWrite'.

e <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

Add-SftpRepository -Server myserver.dev.corp -TargetDirectory
mydir -User myname -Password mypassword -Name myrepo

This command adds a repository on server myserver.dev.corp pointing to
share named myshare using the credentials provided. Existing repositories at
the location specified will be overwritten.

Related Links

Get-Repository
Add-DdbRepository
Add-CIFSRepository
Add-NFSRepository
Add-NVSDRepository
Add-FTPRepository
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Add-VirtualAppforLinuxFLR

Description The Add-Virtual AppforLinuxFLR command is now obsolete and has been
replaced with Add-Virtual AppforLinuxFLRVA.

Related Links Add-Virtual AppforLinuxFLRVA
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Add-VirtualAppforLinuxFLRVA

Description

Adds a virtual appliance to perform Linux FLR.

Syntax

Add-Virtual AppforLinuxFLRVA [-Virtual ApplianceUUID] <string>
[<CommonParameters>|

Parameters

* VirtualApplianceUUID <string>

Virtual Appliance UUID

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

Add-VirtualAppforLinuxFLRVA -VirtualApplianceUUID 564d8ab2-
6c7f-5915-0a94-b224b5a71570

Related Links

None
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Add-VirtualCenter
Description Adds a VirtualCenter to the inventory
Syntax Add-VirtualCenter [-DNSorIP] <string> [-Username] <string>

[-UserPassword]<string> [[-Port] [<int>]] [<CommonParameters>]

Parameters * DNSorlIP <string>

The DNS or IP for the VirtualCenter.

e Username <string>

The Username for the VirtualCenter.

* UserPassword <string>

The User password for the VirtualCenter.

e Port [<int>]

The SDK Port for the VirtualCenter.

¢ <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Add-VirtualCenter -DNSorIP 10.6.20.20 -Username administrator -
RootPassword p@sswOrd

This command adds a VirtualCenter to the inventory.

Related Links | Add-DdbRepository
Get-InventoryEntity
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Disable-Job

Description Disables enabled jobs.

Syntax Disable-Job [-JobTemplatelDs] <string[ > [<CommonParameters>]

Parameters * JobTemplateIDs <string[]>
Job Template IDs for which to enable jobs. Disable multiple jobs by passing
in comma-seperated job template Ids
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Disable-Job -JobTemplateId 'F9C9E458-8E06-498D-8C2C-
03CBE5515FD4"

This command disables the job if it is enabled and returns the job template
entity.

EXAMPLE 2

PSjobs = Get-JobTemplate | where {$_ .IsEnabled -eq 1}
Disable-Job $jobs[0].Id

This command disables the first enabled job in the list and returns the job
template entity.

Related Links

Enable-Job
Run-JobsNow
Get-JobTemplate
Remove-JobTemplate
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Dismount-LinuxVolume

Description Unmounts VAR disk from the LinuxFLR VA.
Syntax Dismount-LinuxVolume [<CommonParameters>]
Parameters * <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Dismount-LinuxVolume

Related Links Mount_LinuxVolume
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Enable-Job

Description Enables disabled jobs.

Syntax Enable-Job [-JobTemplateIDs] <Guid[]> [<CommonParameters>]

Parameters * JobTemplatelDs <Guid[]>
Job Template IDs for which to enable jobs.
e <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Enable-Job -JobTemplateId 'F9C9E458-8E06-498D-8C2C-
03CBE5515FD4"

This command enables the job if it is disabled and returns the job template
entity.

EXAMPLE 2
$jobs = Get-JobTemplate | where {$ .IsEnabled -eq 0}

Enable-Job $jobs[0].Id

This command enables the first disabled job in the list and returns the job
template entity.

Related Links

Disable-Job
Run-JobsNow
Get-JobTemplate
Remove-JobTemplate
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Get-AddressBook
Description Gets a list of email addresses from the address book.
Syntax Get-Addressbook [<CommonParameters™>]
Parameters * <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-Addressbook

Related Links New-EmailAddress
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Get-BackupGroupEntity
Description Returns a list of backup group entities.
Syntax Get-BackupGroupEntity [<CommonParameters>]
Parameters * <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | ---—-mmeeeee- EXAMPLE 1 -----mmmemmem-
Get-BackupGroupEntity

This command gets a list of all backup group entities

-------------- EXAMPLE 2 e
Get-BackupGroupEntity | where{$ .Name -eq 'BackupGroupName'}

This command gets a list of backup groups by name

Related Links None
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Get-CatalogSearchData

Description Returns the list of results for the matched search string, repositories and
virtual machines.

Syntax Get-CatalogSearchData [-SearchText] <string> [[-RepositoryList]
[<string>]] [[-VMList] [<string>]] [<CommonParameters>]

Parameters * SearchText <string>

Search string

* RepositoryList [<Repository[]>]

Filter by Repositories. If not specified, all repositories will be searched.
* VMList [<VMEntity|[]>]

Filter by VMs. If not specified, all VMs will be searched.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | oo EXAMPLE 1
Srepo = Get-Repository | where {$ .Name -eq 'Repol'}

$vmList = Get-InventoryEntity -Type VirtualMachine | {$_ .Name -
eqg 'VM1'} Get-CatalogSearchdata -SearchText abcd -
RepositoryList S$repo -VMList S$Svm

Gets the result set from the catalog database for matched search text filtered
by repository and machine.

------------------ EXAMPLE 2
Get-CatalogSearchdata -SearchText abcd

Gets the result set from the catalog database for matched search text. No
repository or machine filtering is applied.

Related Links Remove-Catalog
Get-CatalogStatus
Set-Cataloging
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Get-CatalogStatus
Description Gets the active status of Catalog for a list of savepoints.
Syntax Get-CatalogStatus [-Savepoints] <Guid[]> [<CommonParameters>]
Parameters * Savepoints <Guid[]>

List of Savepoint IDs

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-CatalogStatus -Savepoints 5a62765e-6a04-4df4-af54-
46e5a38ad876

Gets the active status of the catalog data for the associated savepoint.

Related Links Get-CatalogSearchData
Remove-Catalog
Set-Cataloging
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Get-ConfigOption
Description Returns the config option values for a specified type.
Syntax Get-Configoption [-Type] <string> [<CommonParameters>|
Parameters * Type <string>
Valid types are Database, Email, Resources, Timeout, General, LinuxFLR
or Cataloging

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-Configoption -Type Resources

Related Links Set-Resources
Set-Cataloging
Add-Virtual AppforLinuxFLR
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Get-Connection

Description Returns connection objects to Hosts or VirtualCenters. Without parameters, it
returns all configured connections in vRanger. You can also get connections
by name or type. Using the two parameters in the same command will return
an error.

Syntax Get-Connection [[-Name] [<string>]] [[-Type] [<string>]]
[<CommonParameters™>]

Parameters » Name [<string>]

Host name of the connection.

* Type [<string>]

Specifies the type of connection to retrieve: VirtualCenter, EsxHost or ALL.
* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information, type,
“get-help about commonparameters”.

Examples EXAMPLE 1

Get-Connection

This command gets a list of all vRanger loaded
connections

EXAMPLE 2

Get-Connection -type EsxHost
This command gets a list of all ESX host connections

EXAMPLE 3

Get-Connection -Name myhost.dev.corp

This command returns a connection to the specified host

Related Links None
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Get-CurrentTemplateVersionID

Description Returns the current template version ID of a job template based on a historic
template version ID. A new template version ID is assigned to the job
template when it is modified.

Syntax Get-CurrentTemplate VersionID [-TemplateVersionID] [<string>]
[<CommonParameters>]

Parameters * TemplateVersionID <Guid>
Template version ID.

e <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan"ﬂes Get-CurrentTemplateVersionID 6baedeed-227a-4350-ba3f-

470£9e90dc07

This command returns the current template version id of the job template re
ferenced by the input template version id.

Related Links

Get-Job
Get-JobTemplate
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Get-Datastore
Description The Get-Datastore cmdlet returns all datastores associated with the specified
host .
Syntax Get-Datastore [-Host] <HostEntity> [<CommonParameters>]
Parameters * Host <HostEntity>
The host object.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Get-Datastore -Host S$Shost
This command returns a list of datastores associated with the host
Related Links | Get-Network
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Get-GlobalTransportFailover

Description Gets the default Transport Failover order for replication jobs.
Syntax Get-GlobalTransportFailover [<CommonParameters>]
Parameters * <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-GlobalTransportFailover

This command gets the default Transport Failover order for replication jobs.

Related Links | Update-GlobalTransportFailover
Get-TransportFailover
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Get-InventoryEntity

Description Returns a list of inventory entities based on the input repository type. The
command will return all inventory entities if no type is provided. You can
also get inventory entities by type. Note that there's a performance delay if all
types are requested or no type is specified.

Syntax Get-InventoryEntity [[-Type] <String>] [[-Block] <Boolean>]
[<CommonParameters>]

Parameters * Type [<string>]

Specifies the type of inventory entities: EsxHost, VirtualCenter,
VirtualMachine, ClusterComputeResource, ComputeResource, DataCenter,
Folder, ResourcePool, Virtual App or All

* Block [<Boolean>]

If set to true, the call will block if inventory is being refreshed until it’s done.
Possible timeout may occur on large inventory sets.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1
Get-InventoryEntity

This command gets a list of all inventory entities

EXAMPLE 2
Get-InventoryEntities -Type EsxHost

This command gets a list of all loaded host entities

Related Links
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Get-IsInventoryRefreshing

Description The Get-IsInventoryRefreshing cmdlet returns “true” or “false” based on
whether the inventory is refreshing at the time the cmdlet is run.

Syntax
Parameters * This cmdlet has no parameters
Examples while (Get-IsInventoryRefreshing) { Write-Host "sleeping for 1 second";

Start-Sleep -s 1 }

Related Links
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Get-Job

Description

The Get-Job cmdlet returns jobs. Without parameters, Get-Job returns all
past and current jobs. You can also get jobs by JobState within a time span or
JobTemplatelDs. If JobTemplateIDs are specified, no other parameters can
be used.

Syntax

Get-Job [[-EndTime] [<string>]] [[-StartTime] [<string>]] [[-JobState]
[<string>]] [[-JobTemplatelDs] [<string>]] [<CommonParameters>]

Parameters

* EndTime [<string>]

End time of time period.

* StartTime [<string>]

Start time of time period

* JobState [<string>]

Job state: Queued, Running, Completed or All.

* JobTemplateIDs [<string>]

Job template IDs for which to retrieve jobs. Separate multiple IDs by ',".
* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

EXAMPLE 1

Get-Job
This command returns jobs in all states

EXAMPLE 2
Get-Job -JobState Running

This command returns all running jobs

EXAMPLE 3
Get-Job -starttime 2009-03-30 -endtime 2009-03-31 -JobState
Completed

This command returns completed jobs that started during the specified time
span

EXAMPLE 4
Get-Job d7ebcbc4-7916-44c4-a0c2-2412999735£3,d7ebc5¢c4-7916-
44c4-a0c2-2412990005£3

This command returns jobs based on specified templates

Related Links

Get-JobTemplate
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Get-JobTemplate

Description The Get-JobTemplate cmdlet returns a list of all jobs, on demand and
scheduled (job templates). Without parameters, the command will return all
job templates. You can also get job templates by Type or Inventory IDs.

Syntax Get-InventoryEntity [[-Typel] <String>] [[-Block] <Boolean>]
[<CommonParameters>]

Parameters * Type [<string>]
Specifies the type of job template to retrieve: Backup, Restore or All.
* Inventorylds [<string>]
The inventory nodes' virtualization object ref IDs. Separate multiple IDs by
¢ Thin [<Boolean>]
Whether to return 'thin' version of job templates. Returning thin objects can
speed up commands and avoid performance related errors. By default, full
objects are returned.
e ID [<String>]
Job Template ID
* VersionID [<String>]|
Job Template version 1D
¢ <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Get-JobTemplate
This command gets a list of all job templates

EXAMPLE 2
Get-JobTemplate -type Backup

This command gets a list of all backup jobs.

EXAMPLE 3
Get-JobTemplate -InventoryIds d7ebcb5c4-7916-44c4-alc2-
2412999735£3,d7ebc5c4-7916-44c4-a0c2-24

12990005f3 -Type Backup

This command returns backup job templates in the specified inventories

Related Links

Get-Job
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Get-MonitorLog

Description

Syntax Get-MonitorLog [[-Eventld] <Int32>] [[-StartDateTime] <DateTime>]
[[-EndDateTime] <DateTime>] [-Verbose] [-Debug]
[-ErrorAction <ActionPreference>] [-WarningAction <ActionPreference>]
[-ErrorVariable <String>] [-Warning Variable <String>]
[-OutVariable <String>] [-OutBuffer <Int32>] [-Whatlf] [-Confirm]

Parameters

Examples

Related Links

Get-Network

Description The Get-Network cmdlet returns all networks associated with the host
specified.

Syntax Get-Network [-Host] <HostEntity> [<CommonParameters>]

Parameters * Host <HostEntity>
The host object.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-Network -Host Shost

This command returns a list of networks associated with the host

Related Links

Get-Datastore
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Get-Repository

Description Returns repositories configured in vRanger. Without parameters, "Get-
Repository" gets all repositories configured in vRanger. You can also get
repositories by Name or Type. Using the two parameter in the same
command will return an error.

Syntax Get-Repository [[-1d] [<string>]] [[-Type] <string>]
[<CommonParameters>]

Parameters * Id <string>
Repository ID in GUID.
* Type <string>
Specifies the type of repository to retrieve: CIFS, SFTP, FTP, NFS ,NVSD or
ALL.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information, type,
"get-help about commonparameters".

Examples EXAMPLE 1

Get-Repository
This command gets a list of all vRanger repositories

EXAMPLE 2
Get-Repository -id 034538e5-58a7-4d28-89c9-32490620064a

This command a repository with the specified ID

EXAMPLE 3
Get-Repository -type CIFS

This command gets a list of all CIFS repositories.

Related Links | Add-CIFSRepository
Add-DdbRepository
Add-FTPRepository
Add-NFSRepository
Add-SFTPRepository
Remove-Repository
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Get-RepositoryJob

Description The Get-RepositoryJob cmdlet returns a list of associated jobs based on the
input repository ID.

Syntax Get-RepositoryJob [-Repositoryld] <string> [<CommonParameters>]
Parameters * Repositoryld <string>
Repository ID in GUID.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-RepositoryJob -RepositoryId 034538e5-58a7-4d28-89c9-
3249b620064a

This command returns a list of jobs associated with the repository with the
specified ID

Related Links | Get-Job
Get-JobTemplate
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Get-RepositorySavePoint

Description

The Get-RepositorySavePoint cmdlet returns a list of savepoints in the
repository. All savepoints in the repository will be returned if no time
parameter is specified

Syntax Get-RepositorySavePoint [-Id] <string> [[-StartTime] [<string>]] [[-
EndTime] [<string>]] [<CommonParameters>]

Parameters * <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-RepositorySavePoint -RepositoryId 034538e5-58a7-4d28-89c9-

32490620064a

This command returns a list of savepoints associated with the repository with
the specified ID

Related Links

None
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Get-SavepointDisk
Description Returns the VM disks that the savepoint contains.
Syntax -SavepointDisk [-Id] <String> [-Whatlf] [-Confirm]

[<CommonParameters>|

Parameters * Id <String>

SavePoint ID in GUID format

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-SavePointDisk 91d27db5-4562-4456-918d-b0dc587e0e7£f

This command returns all disks that has been backed up into the savepoint
specified

Related Links Get-VMDKVolume
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Get-SavepointManifest
Description Get-SavePointManifest cmdlet returns manifest of the savepoint
Syntax Get-SavePointManifest [-ID] <ID> [<CommonParameters>]
Parameters * ID <ID>
The SavePoint ID.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Get-SavePointManifest $id

This command returns savepoint manifest object

Related Links

Get-RepositorySavePoint
Get-VMDK Volume
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Get-Savepoints

Description Returns a list of savepoints for a specified BackupJobTemplateID
Syntax Get-SavePoints [-BackupJobTemplateID] <Guid> [<CommonParameters>]
Parameters * BackupJobTemplateID <Guid>

The backup job template ID to retrieve all savepoints for.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Get-SavePoints -BackupJobTemplateID 034538e2-58a7-4d28-89c9-
32490620064a

This command returns a list of savepoints associated with the backup
template with the specified ID.

Related Links | Get-Job
Get-JobTemplate
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Get-TransportFailover

Description Gets the Transport Failover order for replication jobs by Template Version
ID.

Syntax Get-TransportFailover [-TemplateVersionID] <string>
[<CommonParameters>|

Parameters * TemplateVersionID <string>
Template Version Id for job.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan“ﬂes Sjobtemplates = Get-JobTemplate -Type Replication

Stemplate = $jobtemplates[0]
Get-TransportFailover -TemplateVersionID
Stemplate.TemplateVersionId

Gets the Transport Failover order for replication jobs by TemplateVersion
ID.

Related Links

Get-Global TransportFailover
Update-GlobalTransportFailover




vRanger: User Guide 247
Appendix A: vAPI Cmdlet Details

Get-VirtualApplianceConfig

Description Gets the Virtual ApplianceConfig configuration from vRanger.

Syntax Get-Virtual ApplianceConfig [[-VAName] [<string>]] [[-HostName]
[<string>]][<CommonParameters>]

Parameters * VAName [<string>|

The Virtual Appliance Name.

* HostName [<string>]

The Host Name where the Virtual Appliance resides.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples EXAMPLE 1
Sva = Get-VirtualApplianceConfig

This command gets all the Virtual Appliance entities.

EXAMPLE 2

Sva = Get-VirtualApplianceConfig -VAName ABC-Vzva-1.1.1

This command gets the Virtual Appliance entity for the VA specified.

EXAMPLE 3
Sva = Get-
VirtualApplianceConfig -HostName xyz.dev.eng.int

This command gets the Virtual Appliance entities for the Host specified.

Related Links | New-Virtual Appliance
Update-Virtual Appliance
Remove-Virtual Appliance




vRanger: User Guide 248
Appendix A: vAPI Cmdlet Details

Get-VirtualMachinesUnderinventory

Description Gets the child VM entities of the entity (host, cluster, etc) provided..

Syntax Get-VirtualMachinesUnderInventory [[-InventoryEntityMoRefld]
[<string>]] [<CommonParameters>]

Parameters * InventoryEntityMoRefld [<string>]

The MoRef ID of the parent inventory entity.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Add-BackupGroupEntity -BackupGroupName backupGroup
SbackupGroup = Get-BackupGroupEntity | where {$ .Name -eq
'backupGroup’'}

Svms = $vms=Get-VirtualMachinesUnderInventoryEntity -
InventoryEntityMoRefId resgroup-878

foreach($vm in $vms) { Sentity=Get-InventoryEntity -Type
virtualmachine | where {$_.Name -eq $vm.Name}; New-
BackupGroupMember -BackupGroupId S$backupGroup.EntityId -
MemberEntity S$entity }

Related Links | Add-BackupGroupEntity
Get-BackupGroupEntity
Get-InventoryEntity
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Get-VmDisk
Description The Get-VmDisk cmdlet returns a list of VmDisks for the VM list in the
same order of the input.
Syntax Get-VmDisk [-VMList] <VMEntity[]>] [<CommonParameters>]
Parameters * VMList <VMEntity[]>
A list of VM entities to retrieve disk information for.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Get-VmDisk -VMList S$Smylist
This command gets a list of VMDisks objects for the input VM list
Related Links | None

Get-VMDKVolume
Description Returns all volumes on a certain VM disk.
Syntax Get-VMDKVolume [-VmdkID] <String> [-Repository] <Repository> [-

RepositoryPassword] <String>[SavepointManifest] <ManifestFile>
[<CommonParameters>]

Parameters * VmdKID <String>

UUID of the VMDK

* Repository <Repository>

Repository in which the SavePoint resides in

* RepositoryPassword <String>

Repository password

* SavepointManifest <ManifestFile>

The savepoint manifest object

* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples Get-VMDKVolume 05ce535a-13cc-4959-9da2-85cea751958a

This command returns all volumes of the specified VMDK

Related Links None
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Install-VirtualAppliance

Description Deploys a new virtual appliance for vRanger.

Syntax Install-Virtual Appliance [-VAName] <String> [-SelectedHost] <HostEntity>
[- OVFLocation] <String> [-DownloadOVF] <Boolean>
[[-IPAddressOverride] <String>] [[-ClusterDefault] <Boolean>]
[-CPUAllocation] <Int32> [-MemorySizeInMB] <Int64> [-VADatastore]
<Datastore> [[-ScratchDiskDatastore] <Datastore>]
[[-ScratchDiskSizeInKB] <Int64>] [[-NewPassword] <String>]
[[-UseVAForLFLR] <Boolean>] [[-PowerOnVA] <Boolean>|
[<CommonParameters>|
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Parameters

* VAName <String>

The Virtual Appliance name
* SelectedHost <HostEntity>

The host to associate the Virtual Appliance with
* OVFLocation <String>

The path to the local OVF
* DownloadOVF <Boolean>

Should the OVF be downloaded?
* [PAddressOverride [<String>|

IP Address to use for the VirtualAppliance instead of the one retrieved

from the Virtual Center API.
¢ ClusterDefault [<Boolean>]

If the selected host belongs to a cluster, share the Virtual Appliance among

all hosts in the cluster
* CPUAllocation <Int32>

Allocate CPU
* MemorySizeInMB <Int64>
Assign memory in MB
* VADatastore <Datastore>

Select a datastore for the Virtual Appliance.
¢ ScratchDiskDatastore [<Datastore>]|

Select a datastore for the ScratchDisk.
¢ ScratchDiskSizeInKB [<Int64>]

Assign ScratchDisk in KB.
* NewPassword [<String>|

New password for virtual Appliance,if this is not mentioned, Original

password (vzrootl) is used
* UseVAForLFLR [<Boolean>]

Use VirtualAppliance for Linux FLR.
* PowerOnVA [<Boolean>]

Power On Virtual Appliance after deployment complete
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

$host = Get-InventoryEntity -Type esxhost [where{$ .Name -eq
'hostX.dev.eng.int'}

$ds=Get-Datastore $host [where{$ .Name -eq 'DEV-iSCSIO1'}
Install-Virtual Appliance -VAName vapiVA -SelectedHost $host -
OVFLocation $p athToLocalOVF -DownloadOVF 0 -CPUAllocation 1 -
MemorySizeInMB 512 -VADatastore $ds -PowerOnVA 1

This command deploys a new Virtual Appliance configuration to vRanger
using a locally saved OVF.
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Related Links | Get-Virtual ApplianceConfig
Remove-Virtual Appliance
Update- Virtual Appliance
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Mount_LinuxVolume

Description Mounts a volume from the specified manifest FileMaps.

Syntax Mount-LinuxVolume [-ManifestFileMaps] <FileMapEntryLine[]>
[-Repository] <Repository> [-RepositoryPassword] <String>
[<CommonParameters>]

Parameters * ManifestFileMaps <FileMapEntryLine[]>
The savepoint manifest file map

* Repository <Repository>
The repository containing the VAR

* RepositoryPassword<string>
The password to the repository

* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug, -
ErrorAction, -ErrorVariable, and -OutVariable. For more information, type,
"get-help about commonparameters".

Examples Spath = Mount-LinuxVolume -repositorypassword XXXXXXXX —
manifestfilemap [filemap] -repository [repo]

Related Links Dismount-LinuxVolume
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Move-ToolsToLinuxFLRVA

Description Adds the Linux FLR tools to the specified VA.

Syntax Move-ToolsToLinuxFLRVA [-Virtual ApplianceUUID] <string>
[<CommonParameters> |

Parameters * VirtualApplianceUUID <string>
The Virtual Appliance UUID
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan“ﬂes Move-ToolsToLinuxFLRVA -VirtualApplianceUUID 564d8ab2-6¢c7f—

5915-0a94-b224b5a71570

Related Links

None
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Move-ToolsToVA

Description

The Move-ToolsToVA command is now obsolete and has been replaced with
Move-ToolsToLinuxFLRVA.

Related Links

Move-ToolsToLinux FLRVA
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New-BackupFlag
Description The New-BackupFlag cmdlet creates a new backup flag for later use.
Syntax New-BackupFlag [<CommonParameters>]
Parameters * BackupPoweredOnOnly [<Boolean>]|

Whether to backup only virtual machines that are powered on.

* CheckDestinationFreeSpace [<Boolean>]

Whether to check repository free space before backup.

* UseCompression [<Boolean>]|

Whether to use compression for backup.

* UpdateNotes [<Boolean>]

Whether to update notes on VM after backup.

* EnableGuestQuiescing [<Boolean>]

Whether guest quiescing is enabled.

* EnableABM [<Boolean>]

Whether Active Block Mapping is enabled.

* PerformNetworkBackupOnFailure [<Boolean>]

Whether to perform the backup using the network if there is a problem
during the fiber or iSCSI backup.

* UseFiber [<Boolean>]|

[Deprecated] Formerly, whether to use fiber or iSCSI to perform this
backup. Currently, whether to perform a Lan-Free backup. Use LanFree
instead.

* UseCataloging [<Boolean>]

Whether to use cataloging to perform this backup.

* LanFree [<Boolean>]

Whether to perform a Lan-Free backup.

* AllFlags [<Boolean>]

Whether to use all available flags for the backup.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1
New-BackupFlag

This command returns a new BackupFlags object with the value of no flags.
EXAMPLE 2

New-BackupFlag -EnableGuestQuiescing 1 -UseCompression 1

This command returns a new BackupFlags object with the values of
EnableGuestQuiescing and UseCompression

Related Links | Add-BackupJobTemplate
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New-BackupGroupMember

Description The New-BackupGroupMember cmdlet is used to add Members to a Backup
Group created using Add-BackupGroupEntity cmdlet or UI. User can add
any Inventory item as a member.

Syntax New-BackupGroupMember [-BackupGroupld] <Guid> [-MemberEntity]
<Entity> [<CommonParameters>]

Parameters * BackupGroupld <Guid>
The BackupGroup Id

* MemberEntity <Entity>

Inventory entity to add to Backup Group

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Svm = Get-InventoryEntity | where {$_ .Name -eq 'myVM'}New-
BackupGroupMember -BackupGroupId 5a62765e-6a04-4df4-af54-
46e5a38ad876 -MemberEntity S$vm

Related Links None
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New-Daily Schedule

Description Returns a Schedule object. The schedule provides a template daily schedule
that can be further customized before use.Returns a Schedule object. The
schedule provides a template daily schedule

that can be further customized before use.

Syntax New-DailySchedule [-WeekdayOnly] <Boolean> [-StartTime] <string>
[<CommonParaeters>]
Parameters * WeekdayOnly <Boolean>

Whether to run the job only on weekdays.

* StartTime <string>

Job start time.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples New-DailySchedule -WeekdayOnly 1 -StartTime "2009-03-31
12:00:00AM"

This command returns a daily job schdule that runs weekdays at midnight.

Related Links None
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New-EmailAddress

Description The New-EmailAddress cmdlet is used to add a new email address to the
address book.
Syntax New-EmailAddress [-Name] <string> [-Email] <string>

[<CommonParameters>|

Parameters * Name <string>

Name of Person

* Email <string>

Email address

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples New-EmailAddress -Name Employeel -Email
firstname.lastname@company.com

Related Links Get-AddressBook
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New-IntervalSchedule

Description The New-IntervalSchedule cmdlet returns a interval Schedule object.

Syntax New-IntervalSchedule [[-IntervalDays] <int>] [[-IntervalHours] [<int>]]
[-IntervalMinutes] <int> [-StartTime] <string> [[-RangeEndDate] <string>]
[[-RangeByOccurrence] <int>] [<CommonParameters>]

Parameters ¢ IntervalDays <int>

Number of days to use for interval schedule. Default is 0.

¢ IntervalHours <int>

Number of hours to use for interval schedule. Default is 0.

* IntervalMinutes <int>

Number of minutes to use for interval schedule. Default is 0.

e StartTime <string>

Job start time.

* RangeEndDate <string>

Range end date.

* RangeByOccurrence <int>

The maximum number of times a job is executed.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1
New-IntervalSchedule -StartTime 2009-03-31 -IntervalHours 1

This command returns a interval job schdule that runs every hour.

EXAMPLE 2
New-IntervalSchedule -StartTime 2009-03-31 -IntervalMinutes 30
-RangeEndDate 2010-12-31

This command returns a interval job schdule that runs every 30 minutes till
2010-12-31

EXAMPLE 3

New-IntervalSchedule -StartTime 2009-03-31 -IntervalHours 1 -
intervalMinutes 30 -RangeByOccurrencell

This command returns a interval job schdule that runs every hour and half,
the job will be executed 10 times at this interval.
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Related Links

New-Daily Schedule
New-WeeklySchedule
New-MonthlySchedule
New-YearlySchedule
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New-MonthlySchedule

Description The New-MonthlySchedule cmdlet returns a Schedule object. The schedule
provides a template monthly schedule that can be further customized before
use.

Syntax New-MonthlySchedule [-ExecutionDayOfMonth] <int> [-StartTime]
<string> [<CommonParameters>]

Parameters * ExecutionDayOfMonth <int>

Day of month on which the job will be run (1-31).

+ StartTime <string>

Job start time.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples New-MonthlySchedule -ExecutionDayOfMonth 1 -StartTime "2009-03-
31 12:00:00AM"

This command returns weekly job schdule that runs on the first of every
month at midnight

Related Links | New-Daily Schedule
New-WeeklySchedule
New-YearlySchedule
New-IntervalSchedule
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New-ReplicationFlag

Description The New-ReplicationFlag cmdlet helps the user create a ReplicationFlags
Enum object. Without parameters, the command returns NoFlags. You can
pass in boolean parameters to specify which flags you want on.

Syntax New-ReplicationFlag [[-CheckDestinationFreeSpace] [<Boolean>]] [[-
UpdateNotes] [<Boolean>]] [[-EnableGuestQuiescing] [<Boolean>]] [[-
EnableABM] [<Boolean>]] [[-AllFlags] [<Boolean>]]
[<CommonParameters™>]

Parameters * CheckDestinationFreeSpace [<Boolean>]

Whether to check repository free space before replication.

* UpdateNotes [<Boolean>]|

Whether to update notes on VM after replication.

* EnableGuestQuiescing [<Boolean>]

Whether guest quiescing is enabled.

* EnableABM [<Boolean>]|

Whether active blaock mapping is enabled.

* AllFlags [<Boolean>]

Whether to use all available flags for the replication.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
ype, "get-help about commonparameters".

Examples EXAMPLE 1
NewReplicationFlag

This command returns a new ReplicationFlags object with the value of
NoFlags

EXAMPLE 2
New-ReplicationFlag -EnableGuestQuiescing 1 -EnableABM 1

This command returns a new ReplicationFlags object with the values of
EnableGuestQuiescing and EnableABM

EXAMPLE 3
New-ReplicationFlag -AllFlags 1

This command returns a new ReplicationFlags object with all flags set to on

Related Links | Add-ReplicationJobTemplate
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New-RestoreFlag

Description The New-RestoreFlag cmdlet helps the user create a RestoreFlags Enum
object. Without parameters, the command returns NoFlags. You can pass in
boolean parameters to specify which flags you want on.

Syntax New-RestoreFlag [[-ForceOverwrite] [<Boolean>]] [[-ForcePowerOn]
[<Boolean>]] [[- AllFlags] [<Boolean>]] [<CommonParameters>]

Parameters * ForceOverwrite [<Boolean>|

Whether to force overwrite of existing VM with same name.

* ForcePowerOn [<Boolean>]

Whether to power on the VM for restore.

¢ UseFiber [<Boolean>]

[Deprecated] Formerly, whether to use fiber or iSCSI to perform this restore.
Currently, whether to perform a Lan-free Restore. Use LanFree instead.
¢ PerformNetworkRestoreOnFailure [<Boolean>|

Whether to perform a network restore on a Lan-free restore failure.

e LanFree [<Boolean>]

Whether to perform a Lan-free Restore.

» AllFlags [<Boolean>]

Whether to use all available flags for the restore.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | - Example 1 --------------
New-RestoreFlag

This command runs RestoreFlags with the value of NoFlags

—————————————— Example 2--------------

New-RestoreFlag -ForcePowerOn 1 -UseCompression 0
This command runs RestoreFlags with the values of ForcePowerOn

-------------- Example 3--------------
New-RestoreFlag -AllFlags 1

This command runs RestoreFlags with all flags set to on.

Related Links None
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New-SMTPServer

Description The New-SMTPServer cmdlet is used to add a new SMTP Server.

Syntax New-SMTPServer [-SMTPServer] <string> [-Port] <int> [-FromEmail]
<string> [<CommonParameters>]

Parameters -SMTPServer <string>
SMTP Server address

-Port <int>
Port No for SMTP Server.

-FromEmail <string>
Email address for sent emails.

<CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples New-SMTPServer -SMTPServer company.smtp.com -Port 22 -FromEmail
support@company.com

Related Links None
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New-TransportConfiguration

Description Helps the user create a TransportConfiguration object. Without parameters,
the command returns the default Automatic configuration. You can pass in
boolean parameters to specify which settings you want on.

Syntax New-TransportConfiguration [-AutoSelectTransport]| <Boolean>
[<CommonParameters>]

New-TransportConfiguration [-RunLocal] <Boolean>
[-UseAdvancedTransport] <Boolean> [-UseLanTransport] <Boolean> [[-
UseSsLforLan] <Boolean>] [<CommonParameters>|

Parameters * AutoSelectTransport <Boolean>

The service will determine which transport type to use at run-time.

* RunLocal <Boolean>

Whether to run the job on the local machine vs the VA.

* UseAdvancedTransport <Boolean>

Whether the job should attempt to use an advanced transport (SAN/HotAdd)
first.

* UseLanTransport <Boolean>

Whether the job should attempt to use a network transport.

e UseSsLforLan [<Boolean>]

Whether the job should use an encrypted connection when attempting a
network transport.

¢ <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | -———--—-——-—-——-—- EXAMPLE l---—--—-———————————————
New-BackupFlag -RunLocal 1 -UseAdvancedTransport 1
UselLANTransport O

This command returns a new TransportConfiguration object with the values
of RunLocal, UseAdvancedTransport.

New-TransportConfiguration

This command returns a new TransportConfiguration object with the
configuration set to Automatic.

Related Links | Add-BackupJobTemplate
Add-RestoreJobTemplate
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New-VirtualAppliance

Description Configures a Virtual Appliance for vRanger.

Syntax New-Virtual Appliance [-VAEntity] <Entity>[-IPAddressOverride] <string>
[-RootPassword] <string> [<CommonParameters>]

Parameters * VAEntity <Entity>

The VM Entity where the Virtual Appliance is deployed.

* RootPassword <string>

Root Password for the Virtual Appliance.

* [PAddressOverride<string>

New IP Address for the VA

¢ ClusterDefault [<Boolean>]

Share the Virtual Appliance among all hosts in the cluster.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

$va = Get-InventoryEntity -Type VirtualMachine | where {$_.Name
-eq 'ABC-Vzva-1.1.1'} New-VirtualAppliance -VAEntity $va -
IPAddressOverride 10.6.50.19 -RootPassword vzrootl

This command adds a VirtualAppliance configuration to vRanger.

Related Links | Update-Virtual Appliance
Remove-Virtual Appliance
Get-Virtual ApplianceConfig
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New-WeeklySchedule

Description

The New-WeeklySchedule cmdlet returns a Schedule object. The schedule
provides a template weekly schedule that can be further customized before
use.

Syntax

New-WeeklySchedule [-ExecutionDays] <string> [-StartTime] <string>
[<CommonParameters>]

Parameters

* ExecutionDays <string>

Days of the week on which the job will be run: Monday, Tuesday etc.
Operate multiple days by ',".

* StartTime <string>

Job start time.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

-------------- EXAMPLE 1 ---mnemmmmeee-
NewWeeklySchedule -ExecutionDays "Monday" -StartTime "2009-03-
31 12:00:00AM"

This command returns weekly job schdule that runs on Mondays at midnight

-------------- EXAMPLE 2----eeemmmmeev
NewWeeklySchedule -ExecutionDays "Monday, Tuesday" -StartTime
"2009-03-31 12:00:00AM"

This command returns weekly job schdule that runs on Mondays and
Tuesdays at midnight

Related Links

None
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New-YearlySchedule

Description The NewYearlySchedule cmdlet returns a Schedule object. The schedule
provides a template yearly schedule that can be further customized before
use.

Syntax NewYearlySchedule [-ExecutionMonth] <int> [-ExecutionDayOfMonth]

<int> [-StartTime] <string> [<CommonParameters>]

Parameters * ExecutionMonth <int>

Month in which the job will be run (1-12).

* ExecutionDayOfMonth <int>

Day of month on which the job will be run (1-31).

* StartTime <string>

Job start time.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples NewYearlySchedule -ExecutionMonday 1 -ExecutionDayOfMonth 1 -
StartTime "2009-03-31 12:00:00AM"

This command returns weekly job schdule that runs on the January 1 each
year at midnight

Related Links None
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Remove-AllMount

Description Removes all previously mounted paths. This operation should be performed
as a cleanup step after all needed content is retrieved from the mounted path.
Syntax Remove-Allmount [<CommonParameters>]
Parameters * <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Remove-AllMount

This command removes all mounted paths

Related Links

None
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Remove-BackupGroupEntity

Description

The Remove-BackupGroupEntity cmdlet deletes a Backup Group from
vRanger. Remove-BackupGroupMember cmdlet is used to remove Members
from a Backup Group created using this cmdlet or UL

Syntax

Remove-BackupGroupEntity [-BackupGroupId] <Guid>
[<CommonParameters>]

Parameters

* BackupGroupld <Guid>

The BackupGroup Id

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug, -
ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

$bg = Get-BackupGroupEntity | where {$ .Name -eg 'BGl'}Remove-
BackupGroupEntity -BackupGroupId $bg.Id

Related Links

N/A
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Remove-BackupGroupMember

Description The Remove-BackupGroupMember cmdlet is used to remove Members
from a Backup
Group.

Syntax Remove-BackupGroupMember [-BackupGroupId] <Guid>

[-MemberEntity] <Entity> [<CommonParameters>]

Parameters e BackupGroupld <Guid>

The BackupGroup Id

* MemberEntity <Entity>

Inventory entity to add to Backup Group

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exmnpbs $vm = Get-InventoryEntity | where {$ .Name -eq 'myVM'}Remove-
BackupGroupMember -BackupGroupId 5a62765e-6a04-4df4-af54 -
46e5a38ad876 -MemberEntity S$vm

Related Links N/A
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Remove-Catalog

Description The Remove-Catalog cmdlet is used to delete the catalog data from the
database for a list of savepoints.
Syntax Remove-Catalog [-Savepoints] <Guid[]> [<CommonParameters>]
Parameters * Savepoints <Guid[]>
List of Savepoint Ids
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Exan“ﬂes Remove-Catalog —-Savepoints 5a62765e-6a04-4df4-af54-

46e5a38ad876

Removes the catalog data associated with the savepoint from the database.

Related Links

Get-CatalogSearchData
Get-CatalogStatus
Set-Cataloging
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Remove-DdbStorageUnit

Description Removes the DDB repository from vRanger and all savepoints in the
repository will also be deleted from the disk. The storage unit will be
removed from the DD device.

Syntax Remove-DdbStorageUnit [-Repository] <Repository> [-Password]
<String> [<CommonParameters>]

Parameters * Repository <Repository>

The DDB repository entity to remove.

* Password <String>

Password for DD Boost user.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Remove-DdbStorageUnit -Repository S$repo -Password Passwordl23

This command removes the repository from vRanger and all associated
savepoints will be deleted from the disk. The storage unit will also be
removed from the DD device.

Related Links Remove-Repository
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Remove-JobTemplate

Description

The Remove-JobTemplate cmdlet removes a JobTemplate from vRanger.

Syntax

Remove-JobTemplate [-Id] <string> [<CommonParameters>]

Parameters

* ID <string>

The JobTemplate ID in GUID.

* <ComMonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

Remove-JobTemplate -Id $guid

This command removes the JobTemplate with the specified ID from
vRanger.

Related Links

Add-BackupGroupEntity
Add-RestoreJobTemplate
Get-JobTemplate
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Remove-LinuxVolume

Description The Remove-LinuxVolume cmdlet unmounts a VAR disk from the
LinuxFLR VA.
Syntax Remove-LinuxVolume [-FileUUID] <string> [<CommonParameters>]
Parameters ¢ FileUUID <string>
VAR file UUID
¢ <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Remove-LinuxVolume -fileuuid [map].DestinationFileUUID

Related Links

None
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Remove-Repository

Description The Remove-Repository cmdlet removes a repository from vRanger.
Optionally, all savepoints in the repository can be deleted from the disk.

Syntax Remove-Repository [-Id] <string> [[-RemoveSavePoints]
[<Boolean>]] [<CommonParameters>]
Parameters * ID <string>

The repository ID in GUID.

* RemoveSavePoints [<Boolean>]|

Whether to remove all savepoints in the repositories. 0 or 1.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples | ----mmomoeme- EXAMPLE 1 ------mmemmem-
Remove-Repository -Id $guid

This command removes the repository with the specified ID from vRanger.
All savepoints associated with the repository will be un-touched.

-------------- EXAMPLE 2-----eeeemmmev

Remove-Repository -Id $guid -RemoveSavePoints 1

This command removes the repository withe the specified ID from vRanger.
All savepoint files in the repository will be removed from disk as well.

Related Links | Add-CIFSRepository
Add-SFTPRepository
Add-FTPRepository
Add-NFSRepository
Add-NVSDRepository
Get-Repository
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Remove-SavePoint

Description The Remove-SavePoint cmdlet removes savepoints. If any of the specified
savepoint has descendant savepoints, those savepoints will also be removed.

Syntax Remove-SavePoint [-SavePointsToRemove] <list<SavePoint>>
[<CommonParameters>]

Parameters » SavePointsToRemove <list<SavePoint>>

The list of savepoints to remove.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Remove-SavePoint -SavePointsToRemove $splist

This command removes the list of savepoints specified

Related Links | Get-RepositorySavePoint
Remove-Repository




vRanger: User Guide
Appendix A: vAPI Cmdlet Details

279

Remove-VirtualAppliance

Description

Removes the VirtualAppliance configuration from vRanger.

Syntax

Remove-VirtualAppliance [-VAId] <string> [<CommonParameters>]

Parameters

* VAId <string>

The Virtual Appliance ID for Virtual Appliance to be updated.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

Sva = Get-VirtualApplianceConfig -VAName KRN-Vzva-1.1l.1 Remove-
VirtualAppliance -VAId $va.VirtualApplianceID

This command removed a VirtualAppliance configuration.

Related Links

New-Virtual Appliance
Update-Virtual Appliance
Get-Virtual ApplianceConfig
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Run-JobsNow

Description The Run-JobsNow cmdlet runs jobs specified by their template IDs. Use the
Get-JobTemplate cmdlet to view the template IDs of configured job
templates.

Syntax Run-JobsNow [-TemplatelIds] <string> [<CommonParameters>]

Parameters  Templatelds <string>
The job template IDs. Seperate multiple IDs by ',".
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan"ﬂes Run-JobsNow d7ebc5c4-7916-44c4-a0c2-2412999735f3,d7ebc5c4-7916-

44c4-a0c2-2412990005£3

This command runs jobs specified by their templates

Related Links

Add-BackupGroupEntity
Add-RestoreJobTemplate
Get-Job

Get-JobTemplate
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Run-ReplicationFailover

Description The Run-ReplicationFailover cmdlet fails over the replication pass to the
replica.
Syntax Run-ReplicationFailover [-TemplateId] <string> [[-Sync]

[<string>]] [<CommonParameters>]

Parameters * Templateld <string>

Replication job template ID.

* Sync [<Boolean>]

Whether to sync replica before failing over.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Run-ReplicationFailover d7ebc5c4-7916-44c4-alc2-
2412999735f3,d7ebc5¢c4-7916-44c4-a0c2-2412990005£3

This command runs replication failover based on the job template id.

Related Links | Run-TestReplicationFailover
Run-ResumeReplicationFailover
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Run-ResumeReplicationFailover

Description The Run-ResumeReplicationFailover cmdlet resumes test replication
failover
based on the test replication task id.

Syntax Run-ResumeReplicationFailover [-Taskld] <string>
[<CommonParameters>]

Parameters * TaskID <string>
Replication test failover task ID.
e <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan"ﬂes Run-ResumeReplicationFailover d7ebc5c4-7916-44c4-al0c2-

2412999735£3,d7ebc5c4-7916-44c4-a0c2-2412990005£3

Related Links

Run-TestReplicationFailover
Run-ReplicationFailover
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Run-TestReplicationFailover

Description The Run-TestReplicationFailover cmdlet runs test replication failover based
on the replication job's template version id.

Syntax Run-TestReplicationFailover [-TemplateVersionld] <Guid>
[[-EnableNetwork] <Boolean>] [<CommonParameters>]

Parameters * TemplateVersionID <string>

Replication job template version ID.

* EnableNetwork [<Boolean>]

Allow replica network to be enabled during a test failover.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples Run-TestReplicationFailover d7ebc5c4-7916-44c4-alc2-
2412999735£3,d7ebc5c4-7916-44c4-a0c2-2412990005£3

This command runs test failover on a replication job

Related Links | Run-ResumeReplicationFailover
Run-ReplicationFailover
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Set-Cataloging
Description The Set-Cataloging cmdlet enables/disables global cataloging flag.
Syntax Set-Cataloging [-Catalog] <Boolean> [<CommonParameters>]
Parameters ¢ Catalog <Boolean>
Boolean value to enable or disable global cataloging
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Examples Set-Cataloging -Catalog 1

Related Links

Remove-Catalog
Get-CatalogSearchData
Get-CatalogSearchData
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Set-CBTonVM

Description Enables/Disables block tracking for virtual machines if it is supported

Syntax Set-CBTonVM [-VM] <VMEntity> [-CBT] [<Boolean>]
[<CommonParameters>]

Parameters * VM <VMEntity>
Virtual machine for which to enable block tracking
* CBT |[<Boolean>]
Enable/Disable Block Tracking
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exan"ﬂes $vm = Get-InventoryEntity -type virtualmachine | where{$ .Name -

eq 'x yz'} Set-CBTonVM -VM $vm -CBT 1

This command enables block tracking on the virtual machine xyz if it
is supported on the ESX host.

Related Links

None
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Set-LinuxVolume

Description The Set-LinuxVolume cmdlet mounts a volume from the specified manifest
FileMap.

Syntax Set-LinuxVolume [-Fi1leUUID] <string> [-ManifestFileMap]
<FileMapEntryLine>[-Repository] <Repository> [-
RepositoryPassword] <string> [<CommonParameters>]

Parameters ¢ FileUUID <string>
UUID of the VAR file
* ManifestFileMap <FileMapEntryLine>
The savepoint manifest file map
* Repository <Repository>
The repository containing the VAR
* RepositoryPassword <string>
The password to the repository
¢ <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about_commonparameters".

Examples Set-LinuxVolume -fileuuid [map].DestinationFileUUID -
repositorypassword xxxxxxxx -manifestfilemap [map] -repository
[repo]

Related Links | None
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Set-MountPath

Description Sets mount path for a volume. After this operation, the specified volume will
be mounted to the path specified.

Syntax Set-MountPath [-Volume] <Volume> [-Path] <String>
[<CommonParameters>]

Parameters * Volume <Volume>
The volume to be mounted
* Path <String>
The path to which the volume will be mounted to.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Set-MountPath  -volume $v -path 'E:\'

This command mount the specified volume in the savepoint to the E:\ drive

Related Links

Get-Repository
Get-RepositorySavePoint
Get-SavepointDisk
Get-VMDK Volume
Remove-AllMount
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Set-Resources
Description The Set-Resources cmdlet sets value for vRanger resources.
Syntax Set-Resources [ [-NumberTasksVRanger] [<int>]] [[-
NumberTasksLUN] [<int>]] [-NumberTasksHost] [<int>]] [[-
NumberTasksRepository] [<int>]] [[-NumberTaksLocal] [<int>]]
[[-Timeout] [<int>]] [[-MinimumSpaceHost] <int>]
[<CommoParameters>]
Parameters * NumberTasksVRanger [<Int32>]
Maximum number of tasks running on vRanger (>=1)
e NumberTasksLUN [<Int32>]
Maximum number of tasks running off a LUN (1-5)
* NumberTasksHost [<Int32>]
Maximum number of tasks running on a host (1-4)
* NumberTasksRepository [<Int32>]
Maximum number of tasks running per Repository (>=1)
e NumberTasksLocal [<Int32>]
Maximum number of tasks running locally (1-20)
* Timeout [<Int32>]
Task Timeout in hours (1-999)
* MinimumSpaceHost [<Int32>]
Minimum space needed on host (GBs)
e NumberTasksVA [<Int32>]
Maximum number of tasks running on a VA (1-8)
* CommonParameters>
This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer and OutVariable. For more information, type,
"get-help about_commonparameters".
Examples Set-Resources -NumberTasksVRanger 10 -Timeout 2

Sets the maximum tasks run on vRanger and the Timeout for each task.

Related Links

Get-ConfigOption
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Stop-vRangerJob

Description Cancels a running job.

Syntax Stop-vRangerJob [-JobID] <string> [<CommonParameters>]

Parameters * JobID <string>
Job ID for which to cancel job.
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples EXAMPLE 1

Stop-vRangerJob -JobId 'F9C9E458-8E06-498D-8C2C-03CBES515FD4"

This command cancels the job if it is running and returns the success/failure
message.

EXAMPLE 2
$jobs = Get-Job | where {$_ .JobState -eq 'Running'}

Stop-vRangerJob $jobs[0].Id

This command cancels the first running job in the list and returns the success/
failure message.

Related Links

Run-JobsNow
Get-Job
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Update-BackupJobTemplate

Description Updates a backup job template. The user also have the option of running the
job immediately after the template is updated.
Syntax Update-BackupJdobTemplate [-JobTemplate] <BackupJobTemplate>

[[-JobName] <String>] [[-JobDescription] <String>]
[[-ExcludedVMList] <List 1>] [[-IncludedDiskList] <List 1>]
[[-TargetRepository] <Repository>] [[-JobSchedule] <Schedule>]

[[-Flags] <NoFlags | BackupPoweredOnOnly |
CheckDestinationFreeSpace | UseCompression | UpdateNotes |
EnableGuestQuiescing | EnableABM | UseFiber |
PerformNetworkBackupOnFailure | UseCataloging | AllFlags>]
[ [-NumberOfSavePoints] <Int32>]

[ [-SpaceSavingTechnologyTypeFlag] <None | Incremental |

Differential>] [[-SpaceSavingCountThreshold] <Int32>]
[ [-SpaceSavingPercentSizeThreshold] <Int32>]
[-NotificationList] <List 1>] [[-RunJobNow] <Boolean>]

[
[[-TransportConfiguration] <TransportConfiguration>]
[<CommonParameters>]
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Parameters

* JobTemplate <BackupJobTemplate>
Existing job template
* JobName [<String>]
Job name
* JobDescription [<String>]
Job description
¢ ExcludedVMList [<List 1>]
List of virtual machines to exclude from this job
¢ IncludedDiskList [<List 1>]
List of virtual disks to include in this job
* TargetRepository [<Repository>]
Repository where the backups will be stored
* JobSchedule [<Schedule>]
Schedule on which the job will be run
* Flags [<Nullable'1>]
Backup flags
e NumberOfSavePoints [<Nullable 1>]
Max number of savepoints to store before older ones are removed.
* SpaceSavingTechnologyTypeFlag [<Nullable'1>]
Spacesaving technology to use: differential, incremental or none.
* SpaceSavingCountThreshold [<Nullable'1>]
The number to save before performing a full backup.
* SpaceSavingPercentSizeThreshold [<Nullable 1>]
The size to allow as a % of the virtual machine hard disk file befoRE
performing a differential backup.
* NotificationList [<List 1>]
Email notification list for the job.
¢ RunJobNow [<Nullable'1>]
Whether to run the job now
* TransportConfiguration [<TransportConfiguration>]
The transport configuration options to use for this job.
* <CommonParameters>
This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer and OutVariable. For more information, type,
"get-help about commonparameters".

Examples

get-jobtemplate backup |where{$ .jobname -eq 'my first backup
job'} | Update-BackupJobTemplate -JobName 'modified by vapi'

This command adds a backup job template. Since the RunJobNow flag is not
specified the job will not be run immediately.

Related Links

Add-BackupJobTemplate
Get-Job
Get-JobTemplate
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Update-GlobalTransportFailover

Description

Updates the default Transport Failover order for replication jobs.

Syntax

Update-GlobalTransportFailover [-TransportFailover] <string[]>
[<CommonParameters>]

Parameters

* TransportFailover <List ‘1>

Transport Failover order seperated by ',' to be attempted until the task is
successful. Valid types are VA-HotAdd, VA-Network, COS.

¢ <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

Update-GlobalTransportFailover -TransportFailover VA-Network,
Ccos

This command updates the default Transport Failover order for replication
jobs.

Related Links

Get-Global TransportFailover
Get-TransportFailover
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Update-Inventory
Description Refreshes the inventory.
Syntax Update-Inventory [<CommonParameters>]
Parameters e <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples Update-Inventory

This command refreshes the inventory.

Related Links None
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Update-ReplicationJobTemplate

Description Updates a replication job template. The user also have the option of runni
ng the job immediately after the template is updated.
Syntax Update-ReplicationJobTemplate [-JobTemplate]

<ReplicationJobTemplate> [[-JobName]
[-JobDescription] [<string>]]
[-ReplicateName] [<string>]]

[<string>]]
[[-TargetHost] [<HostEntity>]]
[[-Type] I[<string>]]

[

[

[[-TargetNetworks] [<string[]>]] [[-PrimaryDatastore]
[<string>]] [[-TargetDatastores] [<string[]>]] [[-JobSchedule]
[<Schedule>]] [[-TransportFailover] [<string[]>]]
[[-NotificationList] [<string>]] [[-Flags] [<BackupFlags>]]

[

[-RunJobNow] [<Boolean>]]

[<CommonParameters>]
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Parameters * JobTemplate <ReplicationJobTemplate>
Replication job template to update.
* JobName [<string>]
Job name.
* JobDescription [<string>]
Job description.
* TargetHost [<HostEntity>]
Target Host entity where the VM will be replicated
* ReplicateName [<string>]
Replicated VM Name
* Type [<string>]
Replication type. Valid types are Differential and Hybrid
* TargetNetworks <string[]>
Networks to use on the target host. Multiple values are seperated by comma.
* PrimaryDatastore [<string>]
Primary Datastore on target host where the replicated VM will be located.
* TargetDatastores [<string|[]>]
Datastores to use on the target host. Multiple values are seperated by
comma.
¢ JobSchedule [<Schedule>]
The recurrence schedule the job will be run on.
* TransportFailover [<string[]>]
Transport Failover order seperated by ', to be attempted until the tas k is
successful. Valid types are VA-HotAdd, VA-Network, COS.
* NotificationList [<string>|
Email notification list for the job. Seperate multiple emails by ',".
* Flags [<ReplicationFlags>]
Replication flags: NoFlags, ReplicatePoweredOnOnly,
CheckDestinationFreeSpace, UseCompression, UpdateNotes,
EnableGuestQuiescing, AllFlags. Multiple flags can be seperated by '|'
¢ IncludedDisk [<int[]>]

List of disks to include in this job. All VM disks will be replicated if none is
specified.

* RunJobNow [<Boolean>]
Whether to run the job immediately after the job template is created.
¢ <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Exmnpbs get-jobtemplate replicati on|where{$ .jobname -eq 'my first

replication job'} |Update-ReplicationJobTe mplate -JobName 'new
name'

This command updates a replication job template with a new name.
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Related Links | Add-ReplicationJobTemplate
Get-Job
Get-JobTemplate
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Update-RestoreJobTemplate

Description Updates a restore job template. The user also have the option of running the
job immediately after the template is updated.

Syntax Update-RestoreJobTemplate [-JobTemplate] <string> [[-JobName]
[<string>]] [[-JobDescription] [<string>]] [[-SavePoint]
[<SavePoint>]] [[-JobSchedule] [<Schedule>]] [[-Flags]
[<RestoreFlags>]] [[-NotificationList] [<string[]>]] [[-VMName]
[<string>]] [[-RunJobNow] [<Boolean>]] [[-TargetHost]
[<string>]] [[-PrimaryDatastore] [<string>]]
[[-SkipDisks] [<string[]>]] [[-TargetDatastores] [<string[]>]]
[[-TargetNetworks] [<string[]>]] [[-SkipAdapters] [<string[]>]]
[

<CommonParameters>]

Parameters ¢ JobTemplate <string>

The restore job template to update.

* JobName [<string>]

Job name.

* JobDescription [<string>]

Job description.

¢ SavePoint [<SavePoint>]

Savepoint to restore. This parameter is not required if the restore job
template contains only one savepoint.

* VMName [<string>|

Name of the restored VM. If not set, the VM name in the savepoint will be
used.

¢ JobSchedule [<Schedule>]

Schedule on which the job will be run. If not set, the job will be on demand.
* Flags [<RestoreFlags>]

Restore flags. If not set, NoFlag. Restore flags: NoFlags, AllFlags,
ForceOverwrite, ForcePowerOn. Multiple flags can be seperated by '|'

* NotificationList [<string[]>]

Email notification list for the job. Seperate multiple emails by ','.

¢ RunJobNow [<Boolean>]

Whether to run the job now. If not set, the job will not be run immediately
after creation of the template.

* TargetHost [<string>]

Fully qualified domain name or IP address of the target host.

* PrimaryDatastore [<string>]

Datastore on target host where the restored VM is located. If not set,

the original primary datastore will be used when restoring to the original
VM; otherwise the application will randomly choose a datastore att ached to
the target host.
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Parameters
(cont.)

 SkipDisks [<string[]>]

Sequence number (base 0) of the disks to skip from the savepoint. Disks in
savepiont are order by their SCSI controller number and disk number.
Multiple numbers are seperated by comma.

» TargetDatastores [<string[]>]

Datastores to use on the target host. Multiple values are seperated by a
comma. If only one is supplied, it will be used for all disks on the VM. If not
set, the original datastores will be used when restoring to the original VM;
otherwise the application will randomly choose a data store attached to the
target host.

* TargetNetworks [<string[]>]

Networks to use on the target host. Multiple values are seperated by
acomma. If only one network name is provided, it will be used for all
adapters on the VM. If not set, the original networks will be used when
restoring to the original VM; otherwise the application will randomly choose
a network attached to the target host.

* SkipAdapters [<string[]>]

Sequence number (base 0) of the adapters to skip in the restore job. Multiple
numbers are seperated by comma.

* <CommonParameters>

This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".

Examples

EXAMPLE 1
Stemp = get-jobtemplate restore |where{$ .jobname -eq 'my
restore job'}

update-restorejobtemplate -jobtemplate S$temp -jobname
vapirestore

This command updates a restore job template name.

EXAMPLE 2
$savepoint = get-repository |where{$ .name -eq 'local'}|get-
repositorysavepoint |where{$ .VMUUID -eq '12312312312313'}
get-jobtemplate restore |where{$ .jobname -eq 'my restore
job'} |update-rest

orejobtemplate -savepoint $savepoint

This command updates a restore job template to restore a different savepoint.

Related Links

Add-ReplicationJobTemplate
Get-Job
Get-JobTemplate




vRanger: User Guide
Appendix A: vAPI Cmdlet Details

299

Update-VirtualAppliance

Description Updates the configuration of a VirtualAppliance for vRanger.
Syntax Update-VirtualAppliance [-VAId] <string> [-IPAddressOverride]
<string> [-RootPassword] <string> [<CommonParameters>]
Parameters * VAId <string>
The Virtual Appliance ID for Virtual Appliance to be updated.
* RootPassword <string>
Root Password for the Virtual Appliance.
* IPAddressOverride<string>
New IP Address for the VA
* <CommonParameters>
This cmdlet supports the common parameters: -Verbose, -Debug,
-ErrorAction, -ErrorVariable, and -OutVariable. For more information,
type, "get-help about commonparameters".
Exan"ﬂes $va = Get-VirtualApplianceConfig -VAName KRN-Vzva-1.1.1

Update-VirtualAppliance -VAId S$va.VirtualApplianceID -
IPAddressOverride 10.6.50.19 -RootPassword
vzrootl

This command updates the password for the Virtual Appliance.

Related Links

New-Virtual Appliance
Remove-Virtual Appliance
Get-Virtual ApplianceConfig




Appendix B: Using the VI Editor

This information is a summary of VI functionality, intended to satisfy the basic needs of a user
new to VI that just wants to edit the required files for the vRanger virtual appliance configuration.
Much more information can be found freely on the internet by searching for “vi editor
commands”.

Note Linux commands and file names are case sensitive.

VI Editor Overview

VI is a modal text editor commonly used in Linux and Unix environments. VI operates in either
insert mode (where keystrokes are entered as part of the document) or command mode (where
keystrokes are interpreted as commands). The dual modes of VI allow users to perform both text
editing and command operations without removing their hands from the keyboards home row. The
VI editor starts in command mode.

Starting Vi

When starting the VI editor, you may create a new file or open an existing file.

* The command vi without any file name will open a new file. You will need to name and
save the file when editing is complete.

* The command vi followed by an existing file name will open that file for editing.

Changing Modes

Files are opened by the VI editor in command mode, which means that input from the keyboard
will be treated as VI commands rather than text. Before editing the file, you must change the VI
editor to insert mode. The most commands to get into insert mode are listed below. You may also
use any of the insertion commands listed in “Inserting Text” on page 302.

Command Description
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enter insert mode; the characters typed will be inserted after
the current cursor position.

Esc

switches back to command mode

Editing Commands

The sections below contain basic information about navigating the file and editing the text within.

Moving the Cursor

Moving the cursor around a file using the VI editor can be a challenge to those not familiar with
the commands. Use the commands below as a quick reference.

Command

Description

h

moves the cursor one space to the left

moves the cursor one line down

moves the cursor one line up

moves the cursor one space to the right

moves the cursor to the end of the current line

moves the cursor to the beginning of the current line

Enter

moves the cursor to the beginning of the first word on the
next line

moves the cursor to the end of the file

moves the cursor to line n

moves the cursor to the beginning of the next word

moves the cursor to the end of the next word

moves the cursor to the beginning of the previous word
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Inserting Text

Use the commands below to insert text into the open file.

Command Description
a append text starting right of cursor
A append at the end of the current line

i insert text starting left of cursor

| insert text at beginning of the current line

0 open line below cursor, then enter insert mode

(0] open line above cursor, then enter insert mode
Deleting Text
Use the commands below to delete text from the file.

Command Description

X delete single character

dw delete word

dd delete line

S delete character, remain in insert mode

cw delete word, remain in insert mode

cc delete line, remain in insert mode

u undo last change

U undo all changes to current line

Saving Your Changes

VI will not automatically save your changes. To save your changes, or leave the file without saving
changes, use the appropriate command below:

Command Description
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w writes the changes to disk
2z writes the changes to disk and quits VI
:q! quits without saving changes.
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