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Introduction

The Microsoft® Exchange Server User Monitor (ExMon) tool enables administrators to
view and evaluate individual users' usage and experience with Microsoft Exchange
Server. With this tool, administrators can gather real-time data that helps them better
understand current client usage patterns and plan for future use.

Using ExMon, administrators can view the following:
e Show the RPC data based on the user
e  Show the RPC data based on the RPC Operation
e Show the RPC data based on the specific application
e Show the RPC data based on the Admin Client Type
e Show the RPC data in the Raw form
e Show the RPC data in the Admin Raw form
e Show the RPC data in the Task by client Type
e  Show the RPC data in the Task raw

Within each view, the user can drill down to get additional information on:
e Microsoft Office Outlook® versions and mode
e Client monitoring data
e Resource use, such as:
e CPU usage
e Server-side processor latency
e Network bytes
e  RPC Operations, components and Action
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When to use ExMon

ExMon enables administrators to view and analyze how individual users affect the health
and performance of an Exchange server, including CPU usage and network traffic. It also
enables administrators to view and analyze how the server affects those individual users’
experience.

Note that ExXMon does not report all information about server health or user experience.
For example, ExMon does not report on the following factors that can affect Exchange
Server performance:
e Incoming unsolicited commercial e-mail (also known as spam) from the Internet
e Incoming SMTP mail flow from the Internet or from other sites in your
organization
e Use of non-MAPI protocols for account access, such as POP3 and IMAP4
e Use of mobile devices, although some Exchange ActiveSync® client traffic is
included

ExMon provides an overview of individual users' behavior only. Use it with other

procedures and tools that are recommended by Microsoft to fully understand the
performance.
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Installing ExMon

ExMon can be installed on Exchange 2013 (or later) Mailbox Server. You can collect data
that is relevant to the Exchange server on which ExMon is installed.

To view data, you do not need to install ExMon on an Exchange server. It can be
installed on any Windows client, Windows 7 or higher

Please see the screen captures below for details:

1 Microsoft Exchange User Monitor

Welcome to the Microsoft Exchange User Monitor
Setup Wizard

The inzstaller will quide you through the steps reguired to install Microzoft Exchange User Monitar on
Your computer.

WARMIMG: Thiz computer program iz protected by copenght law and intermational treaties.
|Ihauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law,

3 Using Exchange User Monitor (ExMon) For Exchange 2013 and 2016



End-User License Agreement a

Please read the following license aareement carefully

MICROSOFT SOFTWARE LICENSE TERMS ﬁ

EXCHANGE USER MONITOR FOR
MICROSOFT EXCHANGE SERVER

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the

A

O 1 accept the terms in the License Agreement

| do not accept the terms in the License
Aareement

Cancel | | <Back || Mew>

Select Installation Folder

The installer will inztall Microzoft Exchange Uszer Monitor to the fallowing folder.

To inztall in this folder, click "Mest". Ta install to & different folder, enter it below or click "Browse".

Falder:
C:\Pragrarn FileshE schange User banitart, | Browse... |
| DiskCost. |
Cancel | | < Back | | Mest » |

The following files will be installed by default under C:\Program Files\Exchange User
Monitor\
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e ExMonAdvancedUl.exe
e Microsoft.Exchange.ExMonParser.dll
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Data collection

You must configure ExMon to collect data by one or more of the following methods:
e Collecting data directly with ExMon
e  Collecting data by using command-line tools

Collecting Data Directly with ExMon

Collecting data directly with ExMon is the simplest method for short-term data
collection. ExMon saves data in one minute intervals. Collecting data directly with ExMon
is most useful for quick spot checks of server performance; it is not for large-scale or
long-interval data collection. For large-scale or long-interval data collection, use the data
collection methods that are described in the next sections.

To collect data in ExMon

e  Verify that all the Exchange Services for the Mailbox Role are running.
e Run ExmonAdvancedUl.exe. ExMon starts collecting data immediately and
displays collected data when you hit refresh in the Exmon Ul.

Note:

By default, ExMon saves collected data in a ETL file such as those shown below.
To make sure that data is being collected, periodically click Refresh on the

toolbar
|.__| Ex2013-ALL_061215_132434 8/12/2015 1:31 PM Wind
|]__| ExX2013-ALL_DB1115_132259 0/11/2015 1:28 PM Windi
|]__| ExX2013-ALL_061215_101818 2/12/2015 10:29 AM  Wind

e To stop data collection, click Stop on the toolbar.
e To resume data collection, click Start on the toolbar.

Collecting Data using Logman

The Logman tool manages and schedules performance counter and event trace log
collections on local and remote systems.

Note: For more details, see https://technet.microsoft.com/en-
us/library/bb490956.aspx

Exmon tracing uses the ETW (Event Tracing for Windows) facility of Windows. To enable
and collect the ETW via logman follow the steps below. Please make sure that you run
these steps from a command prompt and not from Exchange Management Shell.
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1) Create the Exmon provider
logman create trace Exmon_Trace -p {2EACCEDF-8648-453e-9250-
27F@069F71D2} -o c:\Tracing\exmon

Confirm that the provider is created
:s»Exchange_Drop~Datacenter>logman

Data Collector Set Status

ExchangeDiagnosticsDailyPerformancelogy Counter Running
ExchangeDiagnosticsPerformancelog Counter RBunning

Exmon_Trace Trace Stopped
Cerver Manager Performance Monitor Counter Stopped

he command completed successfully.

2) Start the Trace

logman start Exmon_Trace
3) Collect the traces by stopping the trace

logman stop Exmon_Trace
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Displaying Data in ExMon

The ExMon user interface can be used to show the data in real time as well as display the
data from the ETL collected from a different machine.

ExMon ExRPC View

By using ExMon ExRPC view, you can display the data in the following ways.
e By User View
e By Operation View
e By Application View
e By Version View
e By Raw View

There are also options to show you the Admin and Task view with or without the RAW
data

e By AdminByClientType View

e By TasksByClient View

e By AdminRaw View

e By TaskRaw View

Displaying Data in By User View

The By User View aggregates data about individual users' consumption of server
resources. Each row in the view contains data about one user, whether that user has only
one computer or is accessing Exchange Server from multiple computers. The following
table shows the types of data that are displayed in the By User View.

The table below describes the data associated with the By User View:

UserName The GUID associated with the user.

Packets The count of remote procedure call (RPC) packets that have been
processed by the server.

Operations The count of operations in RPC packets. Frequently, Exchange

Server assembles operations together to reduce network overhead.

Operations in Error RPC operations that are resulted in error.

CPU Time (in ms) The sum of processing time consumed and reported in milliseconds.
1000 milliseconds corresponds to one second of 100 percent
processor utilization or to two seconds of 50 percent processor
utilization (and so on).

Bytes In Sum of Exchange-related data that the server receives after
compression. This sum does not include TCP/IP overhead or packet
retransmission.

Bytes Out Sum of Exchange-related data that the server sends to the client
after compression. This sum does not include TCP/IP overhead or
packet retransmission.
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Note: Double-clicking on each user will open the raw data for each user, as shown in the

screen capture below.
B8 EBxMon

File Options
i Start Refresh
ExRpc  DsDirSearch Other

ByUser ByOperation ByApplication ByVersion Raw  AdminByClieriType AdminRaw TaskByClientType TaskRaw

CPUTme Elapsed
{in ms) Time in ms)

Bytes

Sync

PreReads

Leg
Bytas

10=

56

SystemMaibox{8b663eed-eeB2-dode

Gbbel53¢52234babbi538d20420235dc

b58e4127e82a4df2beB767 11321174

6df38832ab61456e20505d75d6a420b7
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BB ExMon -> 5c461542af240972682a06120aa74f8 [m] X

ExRpe

Raw  ByApplication ByOperation ByVersion ESE IO
2_:‘ UserName Operation Component Activityld Action .Ef:?:m) :i::"”l;'“ Appication Packetld Ordinal Sessionld Bytesln BytesOut Logonld Enmor

3 Sc461542aef... |OpenFolder | Ews 10f14541... |GetFolder |28 30 Chent=WebSe... 481 1 311424 0 ] ] [}
21:24:48.090 | 5c461542aef... | GetPropsSp... |Ews 10f14541<... |GetFolder |0 [ Chent=WebSe... 481 2 311424 0 ] ] [}
21:24:48.090 | 5c461542aef... |End Ews 10f14541<... |GetFolder |0 [ Chent=WebSe... 481 3 311424 0 ] ] [}
21:24:58.621 | 5o461542aef... | Release <nonex 19f922340... |<none> |0 [ Chent=OWA:A... | 504 1 318696 0 ] ] [}
21:24:58.621 | So461542aef... | End <nonex 19f922340... |<none> |0 [ Chent=OWA:A... | 504 2 318696 0 ] ] [}




Displaying Data in By Operation View
The By Operation View aggregates data about RPC operations, how many time the
operations are called and their overall impact on the CPU.

The table below describes the data associated with the By Operation View

Operation Operation type, for example OpenFolder etc.
Operations Number of times that operation is called

Operations in Error  RPC operations that are resulted in error

CPU Time (in ms) The sum of processing time consumed and reported in

milliseconds. 1000 milliseconds corresponds to one second of
100 percent processor utilization or to two seconds of 50
percent processor utilization (and so on).

Note: Double-clicking on each operation will open the User View showing each user that
has called that operation, as shown in the screen capture below.
B Exvion . O

File  Options

i Start Refresh

ExRpc  DsDirSearch Other
ByUser ByOperstion ByApplication ByVersion Raw  AdminByCliertType AdminRaw TaskByClentType TaskRaw

Operztion Operations g::a'i"“i" f;”r“'eﬁ" Er'f::;" Time Sync Reads FreReads Log Bytes 10s ESE Calls

» OpenFalder 17 o 30 28 0 L] o 0 0
GetPropsSpecific 34 o 30 3 0 L] o 0 0
End 55 o 0 0 0 L] o 0 0
Logon 5 o 60 98 0 L] o 0 o
Release 34 o 0 o 0 L] o 0 o
OpenMeassage & 1] 15 38 0 ] 1] 0 ]

RegisterNotfication |3 o 0 1 0 o o 0 o
GettherarchyTable |1 o 0 o 0 o o 0 o
SetColumns. 1 o 0 o 0 o o 0 o
QueryRows 1 o 15 3 0 o o 0 o

B Exivon -» OpenFolder

ExRpc

Bylser Byfpplication ByVesion Raw  ESEID

UserName Packets Operations ﬁ";::""‘ E:EET)'"E Eff(:’:m) E‘Y'E gﬁ““ gi:is PreReads ;‘;L 10s EE
5c4615422ef240972682306120=37418 |0
9 3 Bbbel53c52234baibf538d2c426235de
T ommmasstssarsnzn |o
& ExMon -> OpenFolder -» — m} e
ExRpc

Raw  ByApplication ByOpertion ByVersion ESEIO
15_.‘:: UserName Operation Component Activityld Bction .E:':'.fm) (?:"”l;;"“ Apphcaton Packetld Ordinal Sessionld Bytesln BytesOut Logonld Emor "
21:24:56.308 | 6bbe053¢52... | OpenFolder Owa a0443006-1... | GetFolde... (0 o Chent=0WAA. . | 496 1 318711 0 o o 0
21:25:09.022 | 6bbe053¢52... | OpenFolder RCA/Mailbox S5ac5d379-5... (Logon o o Chent=MSExc... [ 509 1 318712 0 o o 0
21:25:09.030 | 6bbe053¢52... | OpenFolder RCA/Mailbox S5ac5d379-5... (Logon o o Chent=MSExc... | 511 3 318712 0 o o 0
21:25:09.033 | 6bbe053¢52... | OpenFolder RCA/Mailbox S5ac5d379-5... (Logon o o Chent=MSExc... [512 2z 318712 0 o o 0
21:75:09.034 |6bba053<52... |OpenFolder |RCAMaibox | 5ac5d379.5.. [Logen |0 [ Cient=MSExc... 513 2 318712 [ [ [ [}
21:75:09.036 |6bba053<52... |OpanFolder |RCAMaibox | 5ac5d379:5.. [Logen |0 [ Cient=MSExc... 514 2 318712 [ [ [ [}
21:75:09.038 |6bba05352... |OpenFolder |RCAMaibox | 5ac5d379.5.. [Logen |0 [ Cient=MSExc... 515 2 318712 [ [ [ [}

»  |21:25:09.039 |6bba053c52.. |OpenFolder Sac5d379~5. Logen |0 0 Clent=MSExc... 516 2 318712 [} 0 [} [}
21:25:09.043 |6bbal53<52... |OpenFolder |RCAMaibox | 5ac5d379:5.. [Logen |0 0 Clent=MSExc... 517 2 318712 [} 0 [} [}
21:25:09.045 |6bba053<52... |OpenFolder |RCAMaibox | 5ac5d379-5.. [Logen |0 0 Clent=MSExc... 518 2 318712 [} 0 [} [}
21:25:09.048 |6bbe053c52.. |OpenFolder | RCAMalbox | 5ac5d378:5.. [Logen |0 0 Chent=MSExc... | 518 2 318712 [} 0 [} [} .

€ >
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Displaying Data in By Application View

The By Application View aggregates data about the type of client that is making the
request, what type of operation, number of times the operation is called, and its overall
impact on the CPU.

The table below describes the data associated with the By Application View

Application Name of the Client

Packets The count of remote procedure call (RPC) packets that have been
processed by the server.

Operations The count of operations in RPC packets. Frequently, Exchange

Server assembles operations together to reduce network overhead.
Operations in Error RPC operations that are resulted in error
CPU Time (in ms) The sum of processing time consumed and reported in
milliseconds. 1000 milliseconds corresponds to one second of 100
percent processor utilization or to two seconds of 50 percent
processor utilization (and so on).

Note: Double-clicking on each Application will open the User View showing each user
that has called that operation and the Raw ExRPC data associated, as shown in the

screen capture below.
o
File Options

Start Refresh [Stop |
ERpc DsDirSearch Other
Bylser ByOperstion ByAvplcation ByVersn Raw  AdmnByClertType Adminfaw TaskByClentType  TaskRaw

Applcation Packets Operations gw“"‘“"’ " ::}” Tera fn El";';?‘ Tesa BytesIn Bytes Out Sync Reads PreReads Log Bytes 108 ESE Cals
Chent=ResourceHeakih Acion=Dat 10 10 0 15 12 [) [ o 0 0 3 []
Clent=OWA ActionsViaProxy ) 39 [ 5 ) [) [ [ 0 0 0 [3
Chent=MSExchangeRPC Chentehicr 21 51 0 60 92 o o 0 0 0 0 0

Elapsed
Time (in ms) In
56 []
85 ExMon -> Client=WebServices AMProbe/EwsSt -> 5c461542ae124097a683a06120aa 7419 - n] X
ExRpc
Raw  ByApplcation ByOperation ByVersion ESEIO
Stant Tine UserName Oparation Camponent Activityld Action E::’i:‘dm (c:ﬂ"‘ Apphcation Packetld Ordinal Sessionld Bytesln BytesOut Logonld Eror ChentPAdde
» mwms‘zmawnmnmzomm OpenFoider Ews 10f14541c.. |GetFolder |28 El ChentsWiabSe... | 431 1 3142 ] ] 0 [} <none>
212448080 | Sod61 ] Ews 1014541c.. |GerFolder |0 0 Chant=WebSa... | 481 2 311424 0 0 0 0 <none>
212448080 | So4615422e2409726822061202a74/8  |End Ews 10f14541c . |GetFolder |0 0 Chent=WebSe... | 481 3 311424 ] ] 0 o <none>

Displaying Data in By Version View
The By Version View aggregates data about the Version type of client that is making the
request, and its overall impact on the CPU.

Version Version of the client

Packets The count of remote procedure call (RPC) packets that have been
processed by the server.
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Operations The count of operations in RPC packets. Frequently, Exchange Server
assembles operations together to reduce network overhead.

Operations in RPC operations that are resulted in error

Error

CPU Time (in ms) The sum of processing time consumed and reported in milliseconds.
1000 milliseconds corresponds to one second of 100 percent
processor utilization or to two seconds of 50 percent processor
utilization (and so on).

Bytes In Sum of Exchange-related data that the server receives after
compression. This sum does not include TCP/IP overhead or packet
retransmission.

Bytes Out Sum of Exchange-related data that the server sends to the client after
compression. This sum does not include TCP/IP overhead or packet
retransmission.

Note: See the screen capture below for details on the By Version view
' ExMon

File  Options

Start

ExRoc  DsDirSearch Other

ByUser ByOperation Byfpplcation ByVersion Raw  AdminByCleniType AdminRaw TaskByCleniType TaskRaw

Version Packsts Operations

s in CPU Time (in sad Tem -
amans P Toma Elapuad Tirm Byres In Bytes Ou Sync Resds Prefeads Log Bytes 03

Eror

» Exchange 15.1.225.30 55 102 0 150 342 o 0

Displaying Data in By RAW View

The Raw view is unfiltered view of the data collected by ExMon.

Start Time ExMon trace start time

UserName GUID associated with the mailbox

Operation RPC operation like OpenFolder etc.

Component Exchange component associated with the operation

CPU Time (in ms) The sum of processing time consumed and reported in milliseconds.
1000 milliseconds corresponds to one second of 100 percent
processor utilization or to two seconds of 50 percent processor
utilization (and so on).

Application Client Application

Bytesin Sum of Exchange-related data that the server receives after
compression. This sum does not include TCP/IP overhead or packet
retransmission.

BytesOut Sum of Exchange-related data that the server sends to the client after
compression. This sum does not include TCP/IP overhead or packet
retransmission.

ClientlPAddress IP address of the client

Note: See the screen capture below for details on the Raw view
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# exMon

File  Options

Start Refresh [Stop |
Efoc DsDiSearch Other

Bylser ByOperation ByAopication ByVesion Rew  AdminByCientType AdminRaw TaskByOlentType TaskRaw

SunTene
21:24.48.062
»  |212448000
2124.48.090
21:24:50403
212450425
21:24:50436
212450437
21:24:50437
212450439
21:24:50441
212450443

UserName

504615428(240975682306 120887419

S04615420612409736822061208 7415
504615420e1240570680006 12088745
SystenMaibor(Bo6Eleel eedl 4cte
SysrenMaibor(3o66lee - eedl 2cte
SystenMalbor(3o66lee eed2 4cte
SystenMaibor(3o66le el 4cte
SystenMaibor(Bo66lee eed2 4ote
SystenMaibor(3o66Teeleed2 4cte

SysemMaibox{Bb66leeT-eel24ote

SvstemMaibox(Bb661eel eeB2 Lote

Other Views

There are also options to show you the Admin and Task view, with Raw data.

e By AdminByClientType View
e By TasksByClient View

Operavon
Openfoider

e By AdminRaw View

e By TaskRaw View

Component  Acivityld

1061454 1.0464 4476 5565-ccb24 765
1061454 1046442 76-b565-ccb2d 765
106145410464 £e76-b565-ccb2d 745
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Exporting ExMon Data

Exmon data can be exported out directly from the Exmon Ul

Using ExMon Ul

Within the Exmon Ul, one can highlight and select the data that need to export, by
simply copying and pasting the highlighted into an Excel spreadsheet
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Interpreting ExMon Data

Several factors, such as time of day, usage patterns, server load, server configuration,
and applications, can cause variations in the data that is collected and displayed in
ExMon. An administrator can best understand any data by comparing it with baseline
data that is collected during normal operations.

CPU Time

The data displayed in the CPU Time (ms) column represents the processing time that the
Mailbox role services require to process all requests, specifically the managed store host
and worker processes. There is a single worker process per database.

Some operations require more processing than others. For example, sophisticated
searches and large data exports require more processing time than viewing of a single
mail item. This data along with the daily performance data can be used to isolate the
application, client, or the operation that may be causing high CPU.

Server Latency

When JET related option are enable during ExMon Tracing, this data along with the daily
performance logs can be used to analyze the server latency in regards to the backend
storage.

ey
File | Options
Start . Enable Jet 1O Tracing
ExRpc . Enable Jet |0 and DB Interaction Tracing
ByUse (40 Enable Jet APl Tracing EyCier
. Enable RPC Tracing me
. Enable Correlation Tracing :
Releaze 205 o 0
ESE Calls

With JET tracing enabled you will get additional information on ESE calls.
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File  Options

Start Refresh
xFipc | DsDirSearch | Other

SuidStatistics | Traces | Active Directory | ESE Calls | Rpc Calls |

CPU Time
{in ms}

Failed Calls ﬁ:}” Time: i )

JetGetResourceParam 9 1] o o
JetGetDatabaszelnfo 18 o 1] 1]
JetRollback 483 480 1] 1]
JetBeginTransaction 455 1] 15 1]
JetSetCumrentlndesx 2837 o 1] 1]
JetMakekey G643 o 30 1]
letSesk S244 1576 30 1]
JetRetievelolumn 2644 331 1] 1]
JetCommitTransaction 380 o 15 17
JetRemevelolumns 7826 3 30 1]

o
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File  Options
{ Start Refresh [Stop |
Exfipc | DsDirSearch | Cther
GuidStatistics | Traces | Active Directory | ESE Calls | Rpc Cals |
Endlime  Operation Message ~
» ESE-I0 Completion T=E15NotSet BT=Prmary S=8192 R=LogFlushCommit Eng=0 L
20:52:08.9... | ESE-I0 Completion T=E15NotSet BT=Primary 5=8192 R=LogFlushCommit Eng=0
20:52:10.0... | DebugTrace ExecuteReader select from Events feich:[E nter, CreateTime, jonld. Evenilype, . ClieniType. Flags, ObjectClass, Fid, Mid, ParentFid, OlcFid, OldMid, OldParen
20:52:10.0... | DebugTrace Begin Transaction
20:52:10.0... | DebugTrace Commit Transaction
20:52:10.1... | DebugTrace ExecuteReader selact from Events fatch:[E: nter, CreateTime, ionld, EvantType, . ClientType, Flags, ObjectCla=s, Fid, Mid, ParentFid, OldFid, OldMid, OldParen
20:52:10.1... | DebugTrace Begin Transacton
20:52:10.1... | DebugTrace ‘Commit Transaction
20:52:101 ESE-I0 Completion T=E15NotSet BT=Primary 5=4096 R=LogFlushCommit Eng=0
20:52:10.2... | DebugTrace ExecuteReader select from Events feich:[E nter, CreateTime, jonld. Evenilype, . ClieniType. Flags, ObjectClass, Fid, Mid, ParentFid, OlcFid, OldMid, OldParen
20:52:10.2... | DebugTrace Begin Transaction
20:52:10.2... | DebugTrace Commit Transaction
20:52:10.3... | DebugTrace ExecuteReader select from Events feich:[E nter, CreateTime, jonld. EveniType, . ClieniType. Flags, ObjectCiass, Fid, Mid, ParentFid, OlcFid, OldMid, OldParen
20:52:10.3... | DebugTrace Begin Transaction o
<| [ | [>]
Start: | | End: | | Progress: [N e |

RPC Calls

With the “Enable RPC Tracing” option enabled, RPC traces are also added as part of the

tracing and you will get additional information as shown in the screen capture below.
B ExMon

File  Options
Start Refresh
ExRpc | DsDirSearch | Other

GuidStatitics | Traces | Active Directory | ESE Calls | Rpc Calk |

CPU Time Elapsad
{in ms)

Packets

By Interface | By Method | By Process | By Type | By Protocal | By Activity | By User | ByOperation | ByApplication | Raw Rpc | Raw Operations |
CPU Time Elapsed Chent

(inms) Time (in ms)

Interface Packets

674 136
13254
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Feedback

Feedback (issues, feature requests, general comments) can be sent to
exmonfeed@microsoft.com. The ExMon tool is provided as-is, and is not directly
supported by Microsoft Support. Microsoft cannot guarantee a response to all feedback
sent to this address, but it will be read and triaged by the engineering team responsible
for the tool.
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document.
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