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Overview

It's time to take control of log management.

nFX Log One not only gives you unprecedented access to your logs, but also simplifies compliance
requirements to securely store, review and report on event logs. Most low-cost log management solutions
lack the extended features and automated capabilities you need - and highly-featured solutions tend to
be either too expensive or difficult to deploy. nFX Log One is the single answer to these challenges.

Welcome to nFX Log One and netForensics Reporting -- your new, state-of-the-art solutions for protecting
the integrity of your enterprise data by monitoring and consolidating security event logs on all systems,
databases, and devices. nFX Log One and netForensics Reporting deliver the most intuitive security and
compliance reporting system available in today's marketplace.

nFX Log One will help your enterprise prove that internal controls are in place and effective, access to
financial data is controlled and reported on, and steps have been taken to meet various regulatory
compliances such as those required by Sarbanes-Oxley.

netForensics Reporting is a flexible, full-featured web-based reporting suite, which utilizes 'best of breed'
technology and delivers a host of pre-defined security events, systems management, and performance
reports as well as specific compliance reports for Sarbanes-Oxley, Gramm Leach-Bliley, and HIPAA, etc.

The nFX Log One and netForensics Reporting User Guide will help you understand both the basic and
advanced functionality of these two exciting products so that you can take advantage of the powerful
functionality that both products have to offer. nFX Log One and netForensics Reporting put the power of
protecting the integrity of your enterprise data into your hands.

Who Should Read This Document

This guide provides details about the deployment and usage of nFX Log One version 6.0 and netForensics
Reporting. It is designed for users and analysts who monitor security networks.

For general information about network security, see the documents available from the netForensics
Resource Web page at:

http://www.netforensics.com/resources/

Document Conventions

The following text conventions are used in this document:
e Menu items, button names and commands appear in bold.
e Paths in the software appear in smaller, bold italic text.
e New or important terms and document titles appear in /talics.
e Text that you see on the screen appears in a screen font.
e \Variables appear between brackets in an italic screen font: <variables>
e Command input and file names appear in a bold screen font.

e Variables for which a value is required appear between brackets in a bold italic screen font: <file
name>.

e The Start=Run option represents clicking the Start button on the Taskbar, and then clicking
Run from the pop-up menu.

e When typing commands, you must press [Enter] to invoke any command, even if you are not
expressly told to do so.

e The # and $ symbols denote the Linux command prompts for user root and non-root users.
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Related Documents

Other documents that may be useful:
e nFX Log One V 6.0 Release Notes
e 1NFX Log One V 6.0 Troubleshooting Agent Deployment Guide

Contacting netForensics Technical Support

netForensics Technical Support can provide technical documentation and personal assistance to answer
any questions you may encounter while using nFX Log One. You can reach netForensics Technical Support
in any of the following ways:

1. Telephone (Monday through friday from 7 a.m. to 10 p.m. EST)
International Support Line:
1.732.393.6060
North America Support Line (Toll Free):
1.866.9NFX.HELP (1.866.963.9435)
2. Email
support@netforensics.com
3. Online Requests

http://support.netforensics.com
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Getting Started with nFX Log One

In this section, you will learn about the nFX Log One's installation requirements and processes. You will
also learn about:

e System Requirements

e |Installing nFX Log One

e nFX Log One Licensing

e Uninstalling nFX Log One

System Requirements

Before installing nFX Log One please ensure that all OS hardware requirements have been met. nFX Log
One is designed to work best under the conditions listed below:

SQL Server Management
nFX Log One Server 2000/2005 Agents Console
Oberating Svetery | Windows 2000, Windows 2000, V‘é‘ggg’W;PN(T;;%nzdogg' Windows 2000,
P 9>y 2003, XP 2003, XP i 2003, XP
OS Type Server, Workstation Server, Workstation Server, Workstation Server, Workstation
Platform Intel Intel Intel Intel
RAM 2 GB 2 GB 1GB 1GB
Hard Disk Space 5+ GB minimum free | 10+ GB minimum free | 1+ GB minimum free 1+ GB minimum free
P hard disk space hard disk space hard disk space hard disk space
Svstem Speed Pentium 1V Pentium 1V Pentium 1V Pentium IV
Yy P 2+ GHz 2+ GHz 1+ GHz 1+ GHz

Table 1: nFX Log One System Requirements

Important SQL Server 2005 is recommended over SQL Server 2000 because SQL Reporting
m Services are built into the installation of SQL Server 2005.
Important Disk space requirements may vary depending on the number of events
/ generated by monitored computers and the type of filtering strategies used.
Keep in mind that the non-filtering of events could increase the amount of disk
space required for computers generating thousands of events per day. In
addition, log backup and purging schedules will play an important role in
determining your actual disk space requirements.

Installing nFX Log One
nFX Log One is installed via a standard InstallShield Wizard. During the installation process, you will
be prompted to provide the following information:
e User name, company name, and serial number (provided by netForensics)
e Your choice of SQL Server to serve as the nFX Log One Database
e Destination drive and folder location for nFX Log One system files
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e SQL Server name
e SQL Server admin account with password
e nFX Log One Database name

Important Keep in mind that the computer on which you are installing nFX Log One
automatically becomes the nFX Log One Server. The nFX Log One Database
m is automatically created during the installation process.

nFX Log One Licensing

nFX Log One's licensing structure controls the number of Servers, Workstations, and Devices (any
Syslog sources) where your nFX Log One software can be installed. It also controls the expiration date
of your license(s).

Important The nFX Log One License File will be sent to you via e-mail and should be
m copied onto your hard disk for safe keeping.

Viewing Current License Information

Information regarding the number of Servers and Workstations that your copy of nFX Log One is licensed
for and how many Workstations and Servers are currently deployed can be viewed by following the steps:

1. Open the nFX Log One Console and select Help > About netForensics nFX Log One.
2. Select the License Information tab. Here you can also view the expiration date of your nFX Log
One license.

Updating the nFX Log One License File
A new License File can be uploaded into nFX Log One by accessing the License Update screen.

1. Open the nFX Log One Console and Select Help > About netForensics nFX Log One.
2. Select the License Information tab.

3. Select the Update License tab to locate and upload a new license file for nFX Log One.
4

Once the new license is accepted, a License Update Successful pop-up message displays. The new
license information will not be displayed until you reopen the licensing interface.

Uninstalling nFX Log One

Uninstalling Agents

In order to uninstall the nFX Log One Agent software, you must first access the nFX Log One Setup
interface.

1. Select Go > Setup from the nFX Log One Console toolbar.
» The Setup screen displays.

2. Click on the + sign next to the Business Group in the upper left window pane where the agent
resides. Note: All agents are added to the Enterprise Group by default.

3. Right click the computer name
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4. Select Delete.

Important The actual removal of the software will take place the next time the nFX Log
m One Agent checks in with the nFX Log One Server.

Uninstalling nFX Log One Server Components

In order to uninstall nFX Log One from your computer, you must first uninstall the nFX Log One Agent
software (see above) from any computers where it has been deployed. Once you have removed the
nFX Log One Agent software, follow the steps below to remove the nFX Log One from your computer:

1. Select Add or Remove Programs.

2. Locate nFX Log One from your list of programs.
3. Highlight nFX Log One from the list.

4. Select Remove Program.

» NFX Log One is now removed from your computer.
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Getting Started with netForensics Reporting

This section will help you ensure a successful netForensics Reporting implementation. Please review
this section carefully as it will provide you with the information that you'll need to get the most out of
your netForensics Reporting software. This section covers the following topics:

e netForensics Reporting Prerequisites
e |Installing netForensics Reporting

e netForensics Risk Assessment

netForensics Reporting Prerequisites

In order to install netForensics Reporting, you must have SQL 2000 Reporting Services running on
the same computer where you want to install netForensics Reporting. You can verify that SQL 2000
Reporting Services is running and working properly on your computer by opening the SQL 2000
Reporting Services default home page. (http://machine_name/reports)

1. From the Windows Desktop, select Start > Programs > Microsoft SQL Server > Reporting Services
> Report Manager.
» The SQL Reporting Services default home page displays.

Home | My Subscriptions | Site Settings | Help

i SCOL Server Reporting Services
= Home Search for: Gol

i Mew Faolder €pNew Data Source 4] Upload File 73] Report Builder

iEE Show Details

1 netForensics Reporting 'Hew

Figure 1: SQL Server Reporting Services screen

Important netForensics Reporting requires .NET Framework 2.0 to be installed prior to
the installation.

SQL 2005 Reporting Services

Microsoft SQL 2005 Reporting Services can be installed on computers that do not already have MS
SQL Server installed.

Important A Product Key is not required if you are installing MS SQL 2005 Reporting
Services on a MS SQL Server. Below you will find links to Microsoft's SQL
m Reporting Services web sites, which will provide you with additional information.

10
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SQL Reporting Services Product Information

Click on the link below to review Microsoft's SQL Server Reporting Services Product Information
web page: SOL Reporting Services Product Information.

System Requirements

To review Microsoft's minimum system requirements to run SQL Reporting Services, click on the
following link: System Requirements.

Prerequisites and Installation Tips
Below is a list of prerequisites necessary to install MS SQL 2005 Reporting Services.

The MS SQL 2005 Reporting Services installation computer must be running 11S 5.0 or later
with the World Wide Publishing option enabled.

The MS SQL 2005 Reporting Services installation computer must have .Net Framework 2.0
or later installed and it must be installed after 11S has been installed.

Important During the installation of MS SQL 2005 Reporting Services you will be
/ prompted to accept or enter information at various times during the process.
Below are a few tips to assist you during the installation.

Install MS SQL 2005 Reporting Services using most of the default settings.

Use either your SQL 'sa’ account information or Windows credentials for connecting to the
SQL Server.

Uncheck the SSL option, if necessary.

Important If you encounter an error loading the initial MS SQL 2005 Reporting
/ Services default home page, .NET Framework may need to be registered
again with IIS.

The following procedure will re-register .Net Framework and restart 11S.

1. Open a Command line screen and change directories to:

C:\Windows\Microsoft.NET\Framework\v2.0.50727

2. Enter the following:

aspnet_regiis.exe -i

3. Enter:

iisreset

Tips and Reminders

Important For automated scheduled subscription reporting, set the MS SQL 2005 Agent
m Service Start-up option to automatic.

Important Add the MS SQL 2005 Server Reporting Services default home page to
m the Trusted Sites setting in Internet Explorer (IE).

11
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SQL 2000 Reporting Services

Microsoft SQL 2000 Reporting Services can be installed on computers that do not already have MS
SQL Server installed, however you will be required to enter a Product Key for MS SQL 2000 Reporting
Services during the installation process.

Important A Product Key is not required if you are installing MS SQL 2000 Reporting
Services on a MS SQL Server. Below you will find links to Microsoft's SQL
m Reporting Services web sites, which will provide you with additional information.

SQL Reporting Services Product Information

Click on the link below to review Microsoft's SQL Server Reporting Services Product Information
web page: SQL Reporting Services Product Information.

System Requirements

To review Microsoft's minimum system requirements to run SQL Reporting Services, click on the
following link: System Requirements.

Prerequisites and Installation Tips
Below is a list of prerequisites necessary to install MS SQL 2000 Reporting Services.

e The MS SQL 2000 Server instance referenced during the installation must be updated to Service
Pack 3a.

e The MS SQL 2000 Reporting Services installation computer must be running IIS 5.0 or later
with the World Wide Publishing option enabled.

e The MS SQL 2000 Reporting Services installation computer must have .Net Framework 1.1
or later installed and it must be installed after 11S has been installed.

Important During the installation of MS SQL 2000 Reporting Services you will be
prompted to accept or enter information at various times during the process.
m Below are a few tips to assist you during the installation.

e Install MS SQL 2000 Reporting Services using most of the default settings.

e Use either your SQL 'sa' account information or Windows credentials for connecting to the
SQL Server.

e Uncheck the SSL option, if necessary.

Important If you encounter an error loading the initial MS SQL 2000 Reporting
Services default home page, .NET Framework may need to be registered
m again with IIS.

The following procedure will re-register .Net Framework and restart 11S.

1. Open a Command line screen and change directories to:
C:\Windows\Microsoft.NET\Framework\v2.0.50727

2. Enter the following:

aspnet_regiis.exe -1

12
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3. Enter:
iisreset

Tips and Reminders

Important For automated scheduled subscription reporting, set the MS SQL 2000 Agent
Service Start-up option to automatic.
Important Add the MS SQL 2000 Server Reporting Services default home page to
the Trusted Sites setting in Internet Explorer (IE).
-‘.

Installing netForensics Reporting

You can download the netForensics Reporting installation files from the netForensics web site. The
installation process is easy and intuitive as once the process begins folders and canned reports are

automatically created off the root MS SQL Reporting Services home directory. The following steps will
help you with the installation of netForensics Reporting:

1. The Choose Destination Location screen displays. Here you can select the SQL Server folder where
you would like Setup to install the netForensics Reporting files.

2. Select the MS SQL Server instance from the SQL Server List that contains the nFX Log One Database
or select Other to manually enter the SQL Server Instance name.

Setup Type

Chooze the setup type that best suits your needs.

a

Select the SAL Server that vou wish to connect to.

— Diezcription

MF=SERVER-20
Other

ImetallShield

< Back I Mext > I Cancel

Figure 2: SQL Server List

3. Click Next.

» The nFX Log One Database Server Information screen displays.

13
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nFX Loo One

Installshield Wizard

Authentication Information ﬁ

e

‘h

Please enter SOL Server Authentication [nformation

Uszer Isa

Ixxxxxxx

Paszzword:

|retallS hield

¢ Back | Mest > I

Cancel

Figure 3: nFX Log One Database Server Information screen

4. Enter your SQL Server Admin account and password.
5. Click the Next button.
6. Enter the nFX Log One Database Name.

InstaIIShieId Wizard

Databaze name information ﬁ

Fleaze enter databagze name that vou would like to use with nFx Log One
If the databaze does not exizt, it will be created for you.

Databaze  |d@adEale(Rfl=

|metallShneld

< Back I MHest > I

Cancel

Figure 4: nFX Log One Database name Information screen

7. Click the Next button. Here, you are promoted to publish reports.
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8. \Verify that the netForensics Reporting folders and reports exist by browsing through the Report Folders
as shown below.

’ ; H My Subscripti Site Settings | Hel
) SOL Server Reporting Services Homs | LOSCNPRIANS | SIS SBltngs uep
l__J]. Hame = . ! Search for: Gol
“  netForensics Reporting

LD SR Properties

[iNew Folder P New Data Source bl Upload File 5] Report Builder Show Details

[ Compliance 'new [d MainFrames Inew
& whole suite of reports designed to assist in streamlining Reports on all security logs from MainFrames

compliance activities for regulations such as Sarbanes-Oxley i Risk Assassment

fct (SOx); Health Insurance Portability and Accountability : !,NEW :

ACt (HIPAAY; Gramm-Leach Bliley Act (GLBAY; Federal A whole_swte Df r|s_k assessment reports focusing on account

Information Security Management act (FISMa); International information, policy information, network ports, event lags and

Organizations for Standardization's for security (IS0 17799); shared resources.

Basel II; and the Payment Card Industry (PCI) Data Security 3 Security and suditing "mew

Standards. & whaole suite of security reports focusing on user activity,
3 Configuration !wew account management, file access and audit policy changes.

netForensics Reporting configuration information like DSN [ Systems Management 'Mew

settings, company logo etc, & whole suite of systems management reports focusing on

3 Cross Platform 1MEw Performance, TCP-IP devices, Services, Syslogs and

Reports on all events across all platforms, applications and application specific logs.

devices. 3 UNIX THEw
3 Database Auditing !Hew Reports on all events from all UNIX - Linux systems.,

A whole suite of database reports focusing on database
activity, security, compliance, performance and
operations.You need to have netForensics nFx Data One

to execute this reports,

&b Executive Dashboard Hew

Executive dashboard for security, compliance and
Operations

Figure 5: SQL Server Reporting Services home page
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netForensics Risk Assessment

16

netForensics Risk Assessment components are installed by default when you install netForensics
Reporting version 6. Previous versions required netForensics Risk Assessment to be installed after a
successful installation of netForensics Reporting.

Important You can easily verify that netForensics Reporting is working properly by opening
m the netForensics folder from the default SQL Reporting home page.

1. From Windows Start menu, select Start > Programs > netForensics > Reporting > Report Manager.

» The SQL Reporting Services home page displays.

Home | My Subscriptions | Site Settings | Help

SQL Server Reporting Services

A Home > Search for: | Go
==& netForensics Reporting —J

[CiMew Folder “pMew Data Source 4] Upload File 5] Report Builder

Show Details

[ Compliance !MEw [[d MainFrames !MEw
& whaole suite of reports designed to assist in streamlining Reports on all security logs from MainFrames
compliance activities for regulations such as Sarbanes-Ouxley L
AcCt (S0O%); Health Insurance Portability and Accountahbility - 7 .
ACt (HIPAAY Gramm-Leach Bliley Act (GLBAY; Federal A Whole_swte D_f rls_k assessment reports focusing on account
Information Security Management Act (FISMAY; International |nhformdatlon, policy information, network ports, event logs and
Organizations for Standardization's for security (ISO 17799); FAAERIE-UUICES,
Basel II; and the Payment Card Industry (PCI) Data Security 3 Security and auditing 'Hew
Standards, & whole suite of security reports focusing on user activity,
3 Configuration wew account management, file access and audit palicy changes.
netForensics Reporting configuration information like DSM [1 Systems Management INew
settings, company logo etc, & whole suite of systems managament reparts focusing on
3 Cross Platform Tnew Performance, TCP-IP devices, Services, Syslogs and
Reports on all events across all platforms, applications and application specific logs.
devices, 3 UMLK THEw
3 Datahase Auditing new Reports on all events from all UMIX - Linug systems,

& whole suite of database reports focusing on database
activity, security, compliance, performance and
operations.You need to have netForensics nFX Data One

to execute this reports.

Eb Executive Dashboard !mew

Executive dashboard for security, compliance and
Operations

Figure 6: SQL Reporting Services home page
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Getting Started with nFX Log One

Welcome to Getting Started with nFX Log One. In this section you will be introduced to the nFX Log
One Management Console User Interface, learn how to log in and out of the nFX Log One
Management Console, and learn how to install remote nFX Log One Management Consoles. You will also
learn how to:

e Navigate the nFX Log One Setup Window

e Install the nFX Log One Agent

e Configure New nFX Log One Users

e Configure nFX Log One Groups

e Configure Corrective Actions

e Configure Event Routing

e Understand the nFX Log One Environment Variables for Batch Files

nFX Log One Management Console

The nFX Log One Management Console is an important part of your nFX Log One software as this is
where all nFX Log One functionality is configured, managed, and monitored. The nFX Log One Management
Console provides you with a single, consolidated interface for viewing the information collected by the
nFX Log One Agents.

Logging In to the nFX Log One Management Console

Once nFX Log One has been installed, you can log into the nFX Log One Console using the steps below:

1. From the Windows Start menu, select Start > Programs > netfForensics >nFX Log One > Management
Console.

» The nFX Log One Login screen displays.

nFX Log One Login I

netforensics

i F% n
kA |15
Usger ID: |.-’-'l.dmini$trator | Loain I
Passward: l"""l Exit Conzale |

Domain:  [GEMINI

Helg | Advanced <<I

Dispatcher.  [GEMINI Part: |1946

YPH Kew |

Update Hate:|3E| Secands "i

Figure 7: Management Console Login screen

2. Enter your User ID into the User ID field.

3. Enter your Password into the Password field.

17
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4. Verify and/or enter the Domain.

5. Click Login.
Important nFX Log One will attempt to fill in as many fields as possible based on your
Windows settings and configuration as well as the information provided by the
m last user logged into nFX Log One. Therefore, it is important to review the
data in any pre-filled fields and edit as necessary.
Important The Advanced >=> button located on the bottom right side of the nFX Log
7 One Login screen expands the nFX Log One Login screen and gives you the
ability to further define your login parameters. The fields located on the nFX
Log One Login screen are described below:
Field Name Description
User ID Determines which privileges you have within the nFX Log One
Management Console.
Password The Windows password for the user ID you entered.
Domain The Windows domain name where your user ID resides. Leave this field
blank if your computer is part of a Workgroup.
Dispatcher The Windows domain name for the nFX Log One Server computer.
Port The port used by the nFX Log One Server to handle nFX Log One
Management Console requests.
VPN Key Virtual Private Network (VPN) Leave this field blank to use nFX Log
One's internal 128bit blowfish encryption key.
Update Rate Determines how frequently information is updated in the nFX Log One

Management Console.

Table 2: nFX Log One Login screen descriptions

Logging Out of the nFX Log One Management Console

Once you are through using nFX Log One, you must log out. The steps below will instruct you on the
log out process.

1. From the nFX Log One toolbar, click the Logout icon, or close all nFX Log One screens and select
Go > Logout from the nFX Log One menu.

» The nFX Log One Management Console closes.

However, keep in mind that all of the nFX Log One Agents as well as the nFX Log One Server will continue
to run as services in the background.

Installing a Remote nFX Log One Management Console

Installing a remote nFX Log One Management Console enables an Administrator to monitor and configure
all nFX Log One features from any Intel-based computer running Windows NT 4.0/2000/2003/XP, no matter
its physical or network location. The steps below will instruct you on how to install a Remote nFX Log
One Management Console.

18
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From the nFX Log One toolbar click the Setup icon or select Go > Setup from the nFX Log One menu.

In the Network Browser pane under the Monitored Systems Header, select the System Name
on which you would like to install a remote nFX Log One Management Console. Or, you can simply
right-click on the Monitored Systems Header and select New > Computer.

» The Deploy to New Computer dialog box displays.

Deploy to new computer E I

General | Advanced I

Computer.  |MEPTUNE

Display Mame: [NEPTUNE

Dreployrment Type: IE:::nsu:uIe Oy _:I

Add Ta Business Group: |Enterprise j
Add Cancel Help

Figure 8: Deploy to New Computer dialog box

In the Deploy to New Computer dialog box, General tab enter the Computer Name in the
Computer field.

Enter the Display Name in the Display Name field. Or, if the Display Name field and Computer
Name field are already populated, simply verify that the information is correct.

Click on the Deployment Type drop-down menu.
Select Console Only.
Apply your changes by clicking the Add button located at the bottom.

Important nFX Log One will deploy the necessary files to run the Remote Management
Console. You can locate the Console.exe file in the c:\Program
m Files\netForensics\nFX Log One\bin directory.

It is recommended to create a shortcut for this file. Click the Advanced button
and enter the nFX Log One Server name in the Dispatcher field and change
the Update Rate to 30 seconds.

Web Console Configuration

In order to configure the nFX Log One Web Console, you must access it from the nFX Log One Management
Console. The steps below will show you how to complete that task.

1.

2.

Open the nFX Log One Management Console from Windows Start > All Programs > netForensics >
nFX Log One > Management Console.

From the nFX Log One console menu, select 7ools > Web Console Configuration.
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» The Web Console Configuration screen displays.

Web Console Configuration I

YWeb conzale provides access to Executive dazhboard.,
Reportz and Log management funchons. Pleaze supply the
web server name bo access the web console.

Wfeb Server I|

Web Application IFE TReparting

Mate: In order to access the web bazed conzole, reports and
dashboard, you need to have the web congole package
installed seperately on wour zerver. | vou do not have this
package, pleaze call Technical suppart to schedule an
installation.

Sample Weh Reportz ok, LCancel

Figure 9: Web Console Configuration screen

3. In the Web Server field, enter the Web Server's hostname or IP address of the location of the
Web Console.

4. The Web Application field always displays with RTReporting.
5. Click the OK button.
To access the Web Console:

1. From Windows, select Start > All Programs > netForensics > Reporting > Report Manager.

Checking the Version of nFX Log One
If you would like to check to ensure that you have the latest version of nFX Log One:

1. From the nFX Log One console menu, select Help > Check for updates.

» If you have the most current version of nFX Log One, the Information screen displays stating:
Congratulations! You have the most current version of the product.

Information

ll) Congratulations! You have the most current version of the product.,
—

Figure 10: Version Information screen

Important If you do not have the latest version, you will see a dialog box that says 'New
Updates are Available.' To get the new updates, go to your Client page on
m the netForensics Reporting web site or contact netForensics support.
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nFX Log One's Setup Utility

The nFX Log One Setup Configuration interface provides you with easy, single-screen access to
configure the base information nFX Log One requires specific to a single nFX Log One Server. This section
will also discuss how to:

Navigate the nFX Log One Setup Screen

Install the nFX Log One Agent

Configure New nFX Log One Users

Configure nFX Log One Groups

Configure Corrective Actions

Configure Event Routing

Use the nFX Log One Environment Variables for Batch Files

The nFX Log One Setup Configuration interface provides an easy, single screen access to configure the
base information that nFX Log One requires that is specific to a single nFX Log One Server. To launch
the nFX Log One Setup Configuration interface:

1. From the nFX Log One Management Console toolbar, click the Setup icon or select Go > Setup
from the nFX Log One Console menu.

» The Setup screen displays.

EEE: Monitored Systems
EI& Enterprize
Eﬂ Uszers

rﬂ@ Corective Actions

------ ﬁ}= Event Fouting Configuration

H""J'!' Microsoft Metwarks
[ &k WORKGROUP

Dizplay Mame Deplovment Type Licensze Tupe 05 Uptime Lazt chec
GEMINI nF# Log One Server Semver Tdh2dm: 43 11144520
4] | i

Figure 11: Setup screen

The Setup screen is divided into three panes.

1. The Setup Configuration section is located on the upper left pane of the Setup screen.

In the upper left window pane of the Setup screen, you can right click on any of the text to add
computers, users, and corrective actions.

2. The right pane of the Setup screen is dynamic and changes according to your Console refresh rate
located in Advanced Settings on the Login screen.

3. The lower left pane displays information for Microsoft Networks and WORKGROUPs.
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Installing nFX Log One Agents

nFX Log One Agent software must be deployed to a computer before the nFX Log One Server can manage
this system. Once the nFX Log One Agent software is installed and running on a computer, the nFX Log
One Agent root service will /mmediately begin sending Windows events back to the nFX Log One Server
and store them in the nFX Log One database, based on the default set of nFX Log One Event Rules.

1.

Start by executing one of the following:
a. From the Setup screen, right-click on the Monitored Systems header and select New >
Computer.

b. From the Setup screen, highlight the computer(s) in the Network Browser lower left pane,
right-click, and select Deploy Agent.

c. From the Setup screen, choose a computer from the Network Browser lower left pane and
drag and drop it into one of the Business Groups listed in the Monitored Systems pane.

At the Deploy to New Computer dialog, you are required to confirm the name of the computer
information and the preferred display name.

You are also required to identify the Deployment Type with options for Agent Only, Agent with
Console, or Console Only.

Remote Agent Installation

In some instances, nFX Log One Administrators will want to install the nFX Log One Agent software on
remote systems in a DMZ, through a firewall or on remote systems that may be locked down for security
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purposes.
Important Please remove any instance of the agent machine listed in nFX Log One Setup
m prior to installing the 6.0 nFX Log One Agents remotely.
Important nFX Log One 6.0 ships with one self contained MSI package for remote agent
7 installations and upgrades. This package includes the
RemoteAgentSetup.msi and the Run_LC_Agent_Bootstrap.bat located
the netForensics\nFX Log One\Tools\Remote Install folder. This MSI
package installation is compliant with MS-SMS or Altiris based software
re-distribution applications.

The MSI installer has all the required agent files within the package. Follow the steps below:

1. First, you will need to uninstall previous versions of the nFX Log One Agent bootstrap from
Add/Remove Programs using the following command:
Msiexec /x agentbootstrap.msi /gn

2. Use the example command line shown below for installation.

3. Update the Run_LC_Agent_Bootstrap.bat file with the correct IP address of your nFX Log One
Server.

Example:

msiexec /i remoteagentsetup.msi /qn LC_SERVER 1P=192.168.0.84
LC_SERVER_PORT=1945 LC_AGENT_FILES=local INSTALL_DRIVE_LETTER=c
BUSINESS_GROUP=Enterprise /lv msiinstall_txt
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LC_AGENT_FILES is a new command line parameter. It can take any one of the following two values:

"Local' or "Remote".

option Remote which downloads files from the nFX Log One server.

Important

Important

Important

Creating User Accounts

You must enclose in double quotes if a Business Group contains a space
in the middle.

For example, "Domain Controllers".

The installation will fail if this machine is already listed in nFX Log One's Setup
Monitored Systems list. Remove the machine from Setup prior to installing
Remote Agent software.

If you are monitoring the remote computer through a firewall, you will need
to ensure that TCP port 1945 is open for data communications to the nFX Log
One Server from the IP address of the nFX Log One Remote Agent. To test
communications, open a Command Line prompt on the remote agent machine
and enter: telnet nFX_Log_One_server_IP_address 1945. Hit <Enter>
twice to verify communications.

Local uses the agent files, which are available in the package as opposed to the

nFX Log One's User Configuration option allows you to create and modify the users that are configured
to administer nFX Log One. By creating a user, you can allow that user to be notified when certain events
occur via user specific communication settings and time scheduling.

Important

By default the user ID that you logged into the computer with during the initial
installation will be the only user ID that the nFX Log One Server will permit
to log into the nFX Log One Management Console.

The following steps will show you how to create a New User. Be sure to include all of the information
in the following steps as this will allow you to correctly route Event Alerts to this user.

1. Right-click on anywhere in the upper left pane of nFX Log One Setup.

2. Select New > User:
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» The Add New User dialog box displays.

teszzage Format I Dialup Pager / M5 Options
Fersonal Information | tdember OF I Motification Scheduls

User Mame: !admin

Domair: |netForensics

Full name: I

Organization: |

Laocation: |

Telephore: |

E-mail: Iadmin@netForensics.con‘J

E-mail CC: _,:J Add
Edit

L! Remave |

Pager Acceszs I
Murnber:

FPager FIN: I =

* Pager acces: number entered here will override the one in pager route configuration.

* Pager PIM entered here applies to the number in the pager route configuration or to
the number entered here.

g I Caticel Help

Figure 12: Add New User: Personal Information tab

Click the Personal Information tab.

Enter the User Name in the User Name field.

Enter the Domain Name in the Domain Name field.

Enter the User's Full Name in the Full Name field.

Enter the name of the User's Organization in the Organization field.
Enter the User's Location in the Location field.

Enter the User's Contact Telephone Number in the Telephone field.

. Enter the User's E-mail Address in the E-mail field.
. Enter additional e-mail addresses in the E-mail CC: field by clicking the Add button.
. Enter the User's Pager Number in the Pager Access Number field.

. Once you have entered all of the required information, click the OK button.

» A New User has been added.

Important You can use the Add or Remove buttons on the Personal Information tab
to include or exclude this user from certain Business Groups, which is discussed
m later in this section. Keep in mind that a single user CAN be a member of

multiple Business Groups. Grouping users into Business Groups is a highly
recommended method to simplify nFX Log One Administration.

nFX Loo One



IIFX |.l]!l ﬂllﬁ nFX Log One and netForensics Reporting User Guide

Configuring Corrective Actions

nFX Log One allows you to pre-configure programs, batch files, or any script of your choice to be executed
when certain events occur. As part of your nFX Log One setup, you must provide nFX Log One with a
locational reference to any scripts or executable files that you have created. This will enable nFX Log One
Agents or the nFX Log One Server to execute the file appropriately when called for in your Event Watcher
Rules.

Important It is important to understand that Corrective Actions are applied within the
Event Watcher configuration, however the files associated with the Corrective
m Actions must first be defined in nFX Log One within the Setup Utility.

One Corrective Action executable file is included with nFX Log One for your use and is listed in the Setup
> Corrective Actions tree. This file, send_net_msg.bat, launches a pop-up message on the console of
selected users when called.

Corrective Action I
File Mame :
Isend_net_msg.l:uat Browse. .. I
Drezcription ;

nF Log One default conective action scrip

[T Owerwite file if exists

(] I Cancel

Figure 13: Corrective Action screen

Follow the steps below to add a Corrective Action file reference:
1. Right-click on the Corrective Actions header from within the nFX Log One Setup utility.

2. Select New > Corrective Action and find the corrective action file.

Important Certain programs and scripts are written specifically for certain processors.
Ensure that the program or script will work with the processor on the machine
m that will be deploying the script.

Important nFX Log One allows the use of DCOM for corrective actions. However, you must
/ install the MS Windows Scripting Host on the machine that will be running the
Corrective Action script. When configuring a Corrective Action Selection in the

Event Watcher filtering options, nFX Log One copies the script, program or
batch file that is associated with that filter to the agent level when the rules
are applied. The Corrective Action files reside in nFX Log
One/bin/correctiveActions directory.
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User Profile Properties

The following sections describes additional information as relates to user accounts. The following tabs
are described below:

Personal Information

Notification Schedule

Message Format

Dialup Pager & SMS Options

These tabs can be located:

When creating a new user, in the Add new user dialog box found by right-clicking in the upper
left pane of the Setup screen and selecting New > User or,

For existing users, in the User Properties dialog box found by right-clicking the user name
in the upper left pane of the Setup screen and selecting Properties.

Personal Information

The nFX Log One Personal Information tab of the Add new user or User Properties dialog box
allows you to view or modify user settings. See Figure 12 for more information.

1. In either the Add new user or User Properties dialog box, select the tab: Personal Information.

2. View or edit the text fields according to the following:

Field Name Description

User Name Name the user will use to login.
Domain Domain of nFX Log One

Full name Full name of the user.

Organization
Location
Telephone
E-mail

E-mail CC

Pager Access Number

Pager PIN

Organization to which the user belongs.
Location of the user.

Telephone number of the user.

E-mail address of the user.

E-mail addresses to which e-mail notifications should be sent. Control
this list by using the Add, Edit or Remove buttons.

Access number to the user’s pager.

PIN number for the user’s pager.

3. When finished viewing or editing, click OK.

Notification Schedule

The nFX Log One Notification Schedule tab of the Add new user or User Properties dialog box
allows you to determine the time of day and day of the week that the user will be considered working
and therefore notification via email or pager should be sent. The highlighted hours are the hours during
which the user will receive notifications.

26

1. In either the Add new user or User Properties dialog box, select the tab: Notification Schedule.

» The highlighted hours are the hours during which the user will receive notifications.

2. Use the Toggle Working Hours button to configure normal work hours and days.

3. When finished, click OK.
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1
Meszage Format | Dialup Pager / SkS Options I
Personal Information I Member OF Notification Schedule

The uzer will be notified during the highlighted hours

Sunday Fonday Tuesday “Wednesday Thursday Friday Saturday
1200 AaM (120040 |[12004k (120040 |12:00 Ak 12:00 Ak
000 &AM |01:00AM | 07:004M (0700 4M 07004k 07:00 &M
02:004M |0200AM |0Z00AM [02004M |02:00AM 02:00 A
03:00 AW {0300 A0 i 02:00 Ak {03:00 Ak i 0300 Ak 03:00 Ak
04:00 AW 040040 |04:0040 |04:00 40 0400 Abd 04:00 Ak
05:00 AW |0%00AM |05:004M (0500 AM |0%:00 A 05:00 &M
0B:00 Ak | 06:00 Ak : 06:00 Ak 06:00 Ak
0700 AW | 0700 Ak 07:00 Ak
[08:00 &b 0 [08:00 Ak
19:00 Ak 0 [09:00 Abd
10:00 A 1 10:00 &b
11:00 A 1 11:00 Ak
12:00 PM 1 12:00 P
(01:00 P 0 01:00 P
02:00 PM 1] 02:00 PM
(03:00 P 0 Phe 1] [03:00 P
04:00 P QIERINERE 0 04:00 P
05:00 P RIS I [05:00 P
06:00 PM | 06:00 Pk 06:00 P
07:00 P iEI?:EID Pid 07:00 P
[08:00 Pr : | 03:00 Phd [08:00 P
09:00 P | 09:00 PR iDS:DD Pid [19:00 P
T0:00PM (1000 PM | 10:00 PM : 10:00 PM
11:00PM {1100 PR [11:00 Pk [11:00 P 1100 P4 11:00 P
V¥ Discard aff-duty notifications Toagle &l |

(] 4 | Cancel | Help

Figure 14: Add New User: Notification Schedule tab

Message Format

nFX Log One's Message Format feature allows you to restrict the amount of data being sent to e-mail
addresses or pagers as some pagers restrict the amount of data they can accept. If too much data is
sent over a page, the sent information will be truncated.

1. In either the Add new user or User Properties dialog box, select the tab: Message Format.

2. Within the E-mail, Pager, or SMS/GSM sections, uncheck any option you would like to not appear
in the email message being sent.
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Add new user
Perzonal Information I Member OF I MNatification Schedule
Message Format | Dialup Pager / 545 Options i
—E-mail
v Iz:ogflelci v Souce ¥ Computer
¥ Time ¥ Event type V¥ Account
¥ EwentID ¥ Categom v tessage
W Resalution W Acknowledgement
—Pager
W Log field v Source v Computer
v Time ¥ Event type v Account
W EwventID ¥ Categomy V¥ tessage
v Resolution v acknowledgement
~SMS/E5M
V¥ Log field V¥ Saurce v Computer
¥ Time ¥ Event type v Account
¥ ExentlD W Categom V¥ Message
¥ Resolution W Acknowledgement
b aximumn characters in the message: I'I ]
£+ Send only alphanumeric characters
€ Exclude the following characters: Ii”"“
(1] I Cancel | Help |

Figure 15: Add new user: Message Format tab

If you choose to use SMS/GSM email, you must have an SMS/GSM Gateway Server configured.
SMS/GSM Gateway Server must be able to convert e-mail messages sent by nFX Log One to SMS/GSM
Protocol Messages before sending those messages to the users' mobile phone.

3. Click OK.

Important

Some SMS/GSM Gateway Servers do not convert special characters located in
the text of the Windows Event message (i.e., <> characters). Therefore the
SMS/GSM Gateway Server must filter out special characters in order for the
message to be sent properly to the user's mobile phone. Enter these characters
in the Exclude the Following Characters field located at the bottom of the Add
New User screen.

Dialup Pager & SMS Options
To locate this the Dialup Pager / SMS Options screen:

1. In either the Add new user or User Properties dialog box, select the tab: Dialup Pager / SMS

Options.

2. Under Pager Settings, select the Pager Type used by the user (alphanumeric or numeric only).

3. If you are using SMS/GSM e-mail, enter the user's mobile phone number in the Phone Number
field located under the GMS/SMS Settings section.

» NFX Log One places this telephone number in the Subject Line of the e-mail notification message
sent to the Gateway Server.
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The Gateway Server will then convert the e-mail message to SMS or GSM and send it to the mobile phone
number that was included in the Subject Line of the e-mail message.

Add new user i
Ferzonal Information I tember OF I Maotification Schedule !
Meszsane Format Dialup Pager / SM5 Options
— Pager Settings

5
" Numeric-only pager [set message coding miles)
Security Log Code: [D_1ﬁ_ Infarmation: |'33_
System Log Code: IUle— W arning: IJ:—
Application Log Code: !'J?['_ Errar: |1|_
Audit Success: I'J‘ﬁ_
Avdit Failure: I-'M_

—&dvanced Pager Setting
' One way pager
" Two way pager

Fieply E-mail:

—E5M/SMS Settings

Frovide & mobile phone number that supparts SMS5/G5M Gateway. nFx Log One
will place this number in the subject line of the email notification message sent to the
Gateway Server. The server will then comvert the email meszage to SMS/G5M and
zend it

Phorne number: I

(0] I Cancel Help

Figure 16: Add New User : Dialup Pager Settings tab

Important Enabling SMS/GSM e-mail eliminates the option to send regular e-mail to the
user with this particular profile.

Creating Business Groups

For organizational purposes and to set up Notification Groups, you can group Agent Computers and
Users into Business Groups. You can also apply Group Level Privileges to Business Groups or
create specific Business Group Privileges for specific Users.

e The Enterprise Business Group is created automatically when you install nFX Log One onto
your system.

e The Enterprise Business Group cannot be renamed or deleted.

e By default, nFX Log One places all of the computers and new users into the Enterprise Business
Group including the local nFX Log One Server system.

e A system can only belong to a single Business Group at a time.
The following information will instruct you on how to create a Business Group.
1. Right-click in the upper left pane of the Setup screen.

2. Select New > Group.
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» The Add New Business Group screen displays.

Add New Business Group E3 I

General Info I.t'-\udit Settingsl F'rivilegesl Deplayment optinnsl

Mame: |&dministratorg

Group Members:

b GEMINI Administratar

Add | Hemowve |

0k I Cancel Help

Figure 17: Add New Business Group: General Info tab

General Info Tab
1. From the General Information tab, enter a name for the Group you are creating in the Name field.

2. Add the names of the users that you would like to include in this Group in the Group Members box
by clicking the Add button. (Conversely, use the Remove button to remove Group Members).

3. When finished, click the OK button.

Business Group Properties

Additional information can be set or changed for Business Groups during or after their creation.

The following sections describes additional information as relates to Business Group Properties. The
following tabs are described below:

e Audit Settings
e  Privileges
e Deployment Options

These tabs can be located:

e When creating a new Business Group, in the Add New Business Group dialog box found by
right-clicking in the upper left pane of the Setup screen and selecting New > Group or,

e For existing Business Groups, in the Business Group Properties dialog box found by
right-clicking the Business Group name in the upper left pane of the Setup screen and selecting
Properties.
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Audit Settings

Audit Settings can be made at either the Group Level, which change the settings on all computers in
that Group or at the Computer Level, which only changes audit settings on the selected computer.

Important Active directory group audit policies will override audit settings configured by
nFX Log One.

Privileges

The Privileges tab allows you to create settings that apply to specific Business Groups. This setting
is used to /imit the privileges of the individual members of a specific Business Group by restricting the
use of features and configuration screens within nFX Log One.

Add New Business Group I

General Infnl &udit Settings Privileges |Deplnyment nptinnsl

[w|Conzale: Logon |
(vl S etup: Basic

[wiLive Events Watcher

[wilive Service \Watcher
[wiLive TCRAP watcher
[wlLive Performance "Watcher
[w]E vent ‘Watcher Config

(Wl S ervice Watcher Config
[wlPerformance ' atcher Config
(vl TCF/P watcher Config

[w] T et File W atcher Config
[wlE vent Routing Config
[wlFlug-lns Config

[wiLive Plug-ng

vl Setup: Advanced

[wl S cheduler ﬂ

(B].8 I Cancel I Help I

Figure 18: Add New Business Group: Privileges tab

Important You can create Business Groups which contain several different privilege
schemes, from loose to strict permissions. For example, you can create a
m Business Group named Senior Administrators and then apply loose permissions

to allow extensive mobility throughout nFX Log One. At the same time, you
can create a Business Group named Junior Administrators and then apply strict
permissions to allow very little mobility throughout nFX Log One.
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Deployment Options

nFX Loo One

From the Deployment options tab you can configure nFX Log One to use the default Monitored
Systems Group options to prevent having to enter this information for all new Business Groups added.
You can also provide alternate deployment options for new Business Groups to allow deployment and

management of computers in other non-trusted domains.

Add New Business Group E I

Generallnfnl AuditSetting&I Privileges Deployment options I

" lse default options [Monitored Systems]
¥ Set alternate options:

Inztallation zhare: |c$

— Adminigtrative credentials

Uzer name: Iadmin

Pazzword: | ““““““

xxxxxx

Re-type pazaword: I

Diomair; IGEMINI|

]S I Cancel

Figure 19: Add New Business Group: Deployment Options tab

Configuring Corrective Actions

You can configure nFX Log One to execute Visual Basic (VB) scripts or batch files when certain Events
are detected from an Agent computer or these files can be executed at scheduled times using the nFX
Log One Scheduler feature. Corrective Actions must first be defined in nFX Log One Setup.

You can add a Corrective Action reference file by following the steps listed below.

2B T o
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Right-click in the upper left pane of nFX Log One Setup screen.
Select New > Corrective Action.

Locate the Corrective Action file by clicking Browse.
Select the desired Corrective Action file.

Click Open to return to the Correction Action dialog box.

Enter a Description of the Corrective Active file (optional).
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7. Click OK.
Corrective Action I
File Mame :
lsend_net_msg.l:uat Browse... |
Dezcription :
nF Log One default comective action scrip
[T Owemnwite file if exists
| ]S I Cancel
Figure 20: Corrective Action dialog box
Important The corrective action files will be copied to the nFX Log One database and
7 also can be found in the c:\Program Files\netForensics\nFX Log
One\bin\CorrectiveActions directory.

Event Routing Configuration

Event Routing Configuration is where you configure nFX Log One to route E-mail, Pager, and SNMP
alerts.

To access the Event Routing Configuration Setup screen, follow these steps:

1. Right-click on Event Routing Configuration in the upper left pane of Setup screen.

2. Select Properties.
» A dialog box appears with three tabs: E-mail, Generic Dialup Page, and SNMP Traps Generator.
Follow the instructions under each of the tab headings listed below.

E-mail Tab

1. From the E-mail tab, select the Enable checkbox.

2. Enter the Sender's email address in the Sender's E-mail Address field.

3. Enter the Sender’'s name in the Sender’'s Name field.

4. Enter the Sender's organization in the Sender's Organization field.

5. Use the drop-down list next to the E-Mail Format field to select the e-mail format that you would
like to use. Your options are Text and HTML.

6. Use the Add button to enter the IP Address, Port Name or Domain Name, of your SMTP Server.
Similarly, use the Remove or Edit buttons for the SMTP Servers respectively.

7. Once you have finished entering all of the necessary information for the E-mail tab, highlight your

SMTP Server name and click the Test button to verify communications.
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E-mail | Generic Dialup Pager I SHMF Traps Generator |

¥ Enable

Sender's Email Address: Isender@host.net

Sender's Mame: IFirst Lazt Mame

Sender's Organization: lngaﬂiZﬂtiDﬂ

E -mail Farmat: lTEHt LI

[ Enable Diagnostics Trace

—SMTP Servers

e |
TN

Femoye

Edit...

Test..

] | Cancel

| Help

Important

Figure 21: E-mail Tab

nFxX Loo One

An Enable Diagnostics Trace checkbox is included so that you can test

email functionality through nFX Log One.

Generic Dialup Pager Tab

The Generic Dialup Pager tab allows you to send pages using the TAP protocol, which requires a
separate modem that the nFX Log One Server can access locally.

34

1. From the General Dialup Pager tab, select the Enable checkbox.

2. Enter the necessary information for Pager and Modem settings.

Important

You will need to verify communications settings with your Pager service

provider.

3. Click the Test button to test the pager functionality in nFX Log One.
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4. When you have finished entering all of the necessary information in the General Dialup Pager tab,
click the OK button.

E-mail Generic Dialup Pager I SHMP Traps Generator |

¥ Enable

COM Fort: [comt =] Test. |
Baud Rate: m

Farity: m

M odern [nit String: I—‘ [ Ao Detect

Madem Dial String: Iﬁﬁ—

Access Mumber: W [ Dedicated Line

Optional Paszward: I|—

M ax Chars ¢ Block: l24D [ Truncate &l Pages Tao Block Length

MHumerc Pagers Only

Seconds To'wait Before Sending: | 3
End OF Page String: | #.H:

0k I Cancel | Help

Figure 22: General Dialup Pager tab

SNMP Traps Generator Tab

The SNMP Traps Generator tab allows you to tell nFX Log One where to send SNMP traps for real
time alerts.

The information entered in the SNMP Traps Generator tab allows you to generate SNMP traps (v1 or
v2) for any event processed by the Event Dispatcher Server. The MIB file for nFX Log One Generated
Traps is located in the \nFX Log One\MIb directory. The name of the file is nFX Log One.mib. Compile
and load this file in your SNMP Console to make it aware of the data types used by the nFX Log One
Generated Traps.
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. H
E-mail | Generic Dialup Pager  SNMP Traps Generstor I

¥ Enable

SMMP Console IP: l 192 . 168 . 10 . 0

SMMP Conzole Port: I1 g2
Send Traps Uszing Part; !8354

Object 1D: I1.3.B.1.4.1.2DD‘|.‘|.1.1

Commurity: !bublic:

SHMP Traps Wersion: I1 'I

Ok I Cancel Help

Figure 23: SNMP Traps Generator tab

1. From the SNMP Traps Generator tab, select the Enable checkbox.
2. Enter the IP address of the SNMP Console that you are using in the SNMP Console field.

3. Enter the SNMP Console Port where traps are expected in the SNMP Console Port field. By default
this Port is 162.

4. By default, the Object ID field is set to 1.3.6.1.4.1.2001.0.1.0. 1.3.6.1.4.1..
2001 is the Object ID. {Zero (0) is nFX Log One. One (1) is the Dispatcher and 0 is the SNMP Route.}
Note: If the Object ID conflicts with another Object ID already defined within your enterprise, you
can change the Object ID to anything that you want.

5. By default the Community field for the SNMP Community is set to Public. You can change it to any
other SNMP Community suitable for your enterprise.

6. Enter the Version Number of the traps that you want to generate in the SNMP Version Traps
field. Enter 1 for SNMP V1 traps and 2 for SNMP V2 traps. SNMP V1 is the default.

7. When you have finished entering all of the necessary information in the SNMP Traps Generator
tab, click the OK button.

Log Management and Archiving

36

nFX Log One's Log Management features provide end-to-end log management functions for all log types
such as Windows event logs, syslogs, supported application logs, as well as logs and files of binary and
proprietary formats. Log management functionality is available on all systems running an nFX Log One
agent.

nFX Log One's Log Management features include: log signing, compression, encryption, archiving using
secure transport, log retrieval, and integrity validation of the log files.
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The log signing feature allows all log files to be digitally signed using SHA (Secure Hash Algorithm).
This hash is immediately sent back to the nFX Log One Server and stored in the nFX Log One SQL database
for future log file validation. By default nFX Log One will compress & encrypt the files immediately after
the hash using AES (Advanced Encryption Standard) as recommended by NIST (National Institute of
Standards Technology). The files are then sent to the designated Log Management archive system. nFX
Log One must be running on the system if designated as the archive machine. The log validation feature
which is run from the netForensics Reporting Web Console (see “Validating and Viewing Encrypted Logs”
on page 40) checks the authenticity of all aggregated logs files across the enterprise by verifying the digital
signature.

Log Archiving
Log Archiving is an important part of Log Management. With nFX Log One. You can consolidate or
archive collected log files once a day from all agents to a single nFX Log One Archive System.

The steps below provide instructions on how to setup Log Archiving:
1. From the nFX Log One Console toolbar select 7ools > Archive Logs.

» The Archive Logs - Configuration Settings dialog box displays.

Archive Logs - Configuration Settings

nF Log One can consolidate log file backups once a day from all the agents toa
centralized nFx Log One agent computer. Consolidation settings apply ko all
computers in you inztallation.

Server Mame |GEM|N| Test |
Server TCF Port I1 347
Start Time I'IE:EIEI AW TI

Lacatian
= Use default archive folder

£~ Custom archive falder. Eq; C:\D ataStaretLogs [Mapped drives nat allowed

k. I Cancel

Figure 24: Archive Logs - Configuration Settings dialog box

2. Check the Archive Logs checkbox.

3. Provide the following Configuration Settings:
e Server Name - machine name where an nFX Log One Agent has been deployed
e Server TCP Port - default is 1947

e Start Time - time when the backups should start

e Location - directory where the logs will be saved. This drive must be a logical drive (no mapped
drives) located on the selected machine or IP address. If left blank, the default location is:
c:\Program Files\netForensics\nFX Log One\Data\Backup.
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4. When finished entering data, click OK.

Important

Event Log Management

nFX Loo One

Archive Log Configuration Settings apply to all computers in your

m installation.

The Event Log Management feature is used to define event log backups and management settings of
all Windows Event Logs being managed by nFX Log One.

Important Event Log Management is set to Windows Event Log Management by
default. nFX Log One will change the retention setting to 'Overwrite as
m needed' if not already set otherwise no other changes are made to Windows

Event Viewer settings.

If nFX Log One Event Log Management is selected, the nFX Log One Agent will immediately change
the retention settings of the selected agent machines to 'Do Not Overwrite'. The nFX Log One Agent
will automatically backup, sign, compress, encrypt, and reset each Event Viewer log when the maximum
log size setting has been reached. You can alternatively set nFX Log One to also backup by time forcing
a backup of all Event Viewer logs based on a set number of days.

‘To access the Event Log Management utility, follow the steps below:

1. From the nFX Log One Console toolbar, select 7ools > Event Log Management.

» The Event Log Management dialog box displays.

Event Log Settings

EQ All Groups
Eé Erterprise

" = E

—Ewvent Log Management
™ nF¥ Log One Event Log Management
¥ Eackup Logs
' Windows Event Log Management

—Ewent Log Rotation

—By Size

Change Settings For !Application 'l Log
b awimum Log Size: I'I 5384 3: Kb [E4k Increments]

Lag Retention

% Ovenarite Events as Nesded

" Ovenwrite Events Older Than ID _:| Dravs

" Do Mot Overwrite Events (Clear Log Manually)

— By Time

[¥ Backup logs even |1 daulz)

0K I Caricel

Figure 25: Event Log Settings dialog box

» The left pane of the window lists the Business Groups and Computers in a tree format.

2. Highlight the desired Computer or Business Group to be configured.
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3. In the Event Log Management section, select the radio button for either nFX Log One Event
Log Management or Windows Event Log Management.

Important If NFX Log One Event Log Management is selected, nFX Log One will
manage the logs and automatically reset and backup the event logs when the
m user-defined criteria provided is reached. If Windows Event Log

Management is checked, you can use these configuration options to define
a central policy for Windows to use in handling Event Log Management. If
the Compress Backups box is checked the logs will be compressed before
consolidating.

Important If you select nFX Log One Event Log Management, you have the option
7 of having nFX Log One consolidate the Event Log backups to the specified
server once a day. See “Log Archiving” on page 37 for more information.

4. In the Event Log Rotation section, select the drop-down box in the Change Settings For, to
configure any of your Windows Event logs.

5. In the Maximum Log Size field, enter the anticipated maximum size for that log. Make sure to set
the correct log size for each log. This field can be incremented by using the up/down arrows. The
size can be adjusted by 64K increments.

Important It is important to understand when nFX Log One's Event Log Management
7 will make backups of Window Event Viewer logs. nFX Log One will monitor
the size of the log file on each nFX Log One Agent computer. When the

maximum log size (as defined above) is reached, the nFX Log One Agent creates
a copy of the Event Log on the nFX Log One Agent computer. This copy will
NOT be forwarded to the nFX Log One Server until the time set archive time
has been reached. If the log takes 3 days to reach the maximum size, then
no copies of the log will be sent to the nFX Log One server until the designated
time on the third day unless the By Time setting has been satisfied. The logs
are archived to the Program Files\netForensics\nFX Log
One\Data\Backups folder by default unless specified in the Tools > Archive
Logs screen.

6. When done, click OK.

Syslog Management

The Syslog Management feature (see “SysLog Watcher” on page 58) provides log management and
archiving functionality of all collected SysLog Watcher log files from configured devices. i.e.; routers,
switches, firewalls, UNIX, AIX and Linux systems.

The default folder for the syslog raw format log files is:
C:\Program Files\netForensics\nFX Log One\bin\Agent Home\Repository

If the agent is setup to manage logs (see “Log Management and Archiving” on page 36) on the Syslog
receiver system, the log files will be signed, encrypted, compressed and archived by default to the Log
Management Archive system. There will be a folder with the device name located in this designated
archive folder containing all archived Syslogs.
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Third Party Log Management

The Third Party Log Management Sink folder feature provides basic log management functionality
for logs that are not supported by the nFX Log One Agent. A third party application or a custom batch

file can be configured to move or copy these log files to the C:\Program Files\netForensics\nFX
Log One\Sink folder.

If the agent is setup to manage logs (see “Log Management and Archiving” on page 36) on the agent
machine where the third party log files will be copied to, the log files will be signed, encrypted, compressed
and archived by default to the Log Management Archive system in a folder called Third Party Logs.

nFX Log One will queue up all of the files placed in the sink directory until the designated archive time,
then move them to the archive location and validate them just as it would with the logs it supports.
Validating and Viewing Encrypted Logs

You must access the Log Validation web page of the netForensics Web Console to validate, decrypt,
and view archived log files.

To access the Log Validation web page, follow these steps:
1. There are two ways to access the netForensics Web Console's Log Validation web page.

a. By clicking on the Console button at the top of the nFX Log One Console

b. From the Windows Start Button on the system where netForensics Reporting has been installed.
Select All Programs > netForensics > Reporting Admin> Web Console.

2. From the menu in the left pane, select Log Management.

» The Log Management Operations screen displays.

@ nnt[urenslns‘ Welcome GEMINI\Administrator

11/20/2007 4:20:22 PM

HOME DASHBOARD REPORTS ADMINISTRATION DOWNLOAD REPORTS.
Log Management Log Management Operations
Log Validation netForensic's log signing and data integrity feature helps customers preserve the authenticity of log file across enterprise,

‘Log signing feature allows all log files to be signed digitally using a industry standard secure hash algorithm. netFarensic's
|data integrity feature lets customers verify the authenticity of all aggregated logs files across the enterprise.

™ Diaitally Sian all Logs
" Compress Logs
™ Encrypt Logs

Archive Logs:

Server IGEMINI j
TCP Port [i2a7
Schedule |1:DD Al j

Location |

" Enable Log Management operations for all log file types.

(_ configure )

Figure 26: Log Management Operations screen

3. Select the Log Validation link on the left menu pane.
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» The Log Validation screen displays.

@ “ntfure“SIng Welcome GEMININAdministrator

11/20/2007 4:32:56 PM

DASHBOARD REPORTS -—.{ ADMINISTRATION DOWNLOAD REPORTS
Log Management LOg Validation
Log Validation

Please supply the server name, log file name and duration either individually or in combination to verify the integrity of all
aggregated log files across the enterprise,

¥ Servers ’A”

SELECT Job Status a
v Logs Al
User:
¥ Time Frame SELECT
Today D.ate
Start: 2007-11-20 00:00:00 Time;
End: 2007-11-21 00:00:00
Status:

I Copy validated Log files to the results folder on &rchive Server
[ Yalidate ]

Figure 27: The Log Validation screen

4. In the Log Validation section, select the Server to be validated.
5. Select the Logs to be validated. Locate the log file from the archive folder that you are validating or
making a copy for viewing with extension and copy into the Logs field.
Important You can alternatively add the log file name and uncheck server and time frame.
6.

Check the 'Copy validated Log files' check box to make a decrypted copy for viewing.
7. Click Validate.

» The Status indicator should change to ‘Processing’.

HOME DASHEDARD REPORTS

ADMINISTRATION

DOWNLOAD REPORTS

Log Management Log Validation

Log Validation®

Please supply the server name, log file name and duration either individually or in combination to verify the integrity of all
aggregated log files across the enterprise.

[~ Servers Al

SELECT Job Status

s
Logs I
e NFXLOGONE_2007 User: SHARK ShEruger
[T Time Frame SELECT
Today D_ate 12/12/2007
Start: 2007-12-12 00:00:00 Time: 2:43:49 PM

End: 2007-12-13 00:00:00 Status: PROCESSING

¥ Copy validated Log files to the results folder on &rchive Server
Validate ]

Log Validation request successfully submitted! Check the "Job Status' section for result.

Figure 28: Log Validation Status Message
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Important Decrypting files and making a copy for viewing purposes takes about 2-3
minutes per file so it is highly recommended to be selective with a specific file
m or names (separated by comma) when making decrypted copies along with

validating files. Locate the file in the archive folder and copy the full file name
with extension and paste into the Logs field.

8. Click the Refresh button from the web console to update the Status indicator.

Job Status “-
User: SHARKS\truger
D_ate 12/12/2007
Time: 214349 PM
Status: COMPLETED

Figure 29: Log Validation - Completed Status

Important The Job Status section displays the status of the validation job. Because of
7 the default agent polling time, it takes a minimum of two (2) minutes for the
status to be updated. Once the validation job is complete, the + automatically
refreshes.
Warning Do not select the F5 key or the Internet Explorer Refresh button as this will
o re-submit the validation job.

To view the report on integrity of the log files, follow the steps below:
1. In the Job Status section, select the Processing or Completed Status link.

2. The Digital Log Signing and Data Integrity report displays in a new window.

Important Logs that fail the data integrity check have a status of Invalid and are
m highlighted in text.
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Digital Log Signing and Data Integrity

= Degcriplicn

Ales raparing on all collected Digtal Log Sigreng and Data Inlegnly.

= Parameters

Computer Hame: LOGSIGH

Lag File Namea Digitally Signed  File Creaton Tlme Stanus
LOGEIEN_2007 05 07 13 53 26[(Application). EVT P YES 32007 1:53:29 PM WaLlD
LOGEIGH 2007 03 0F 13 63 26(Secuiy). EVT.OF YES ATAN0F 1533 PM WALID
LCeEEIGM 2007 03 0F 13 53 3a(Systemn) EVT AP YES ATANT 15334 P SRLID
LCeEEIGM 2007 03 08 09 12 30(Systemn) EVT AP YES A0 91230 A WaLID
a0 AN LS LG s T Apphecafiom). EV N £F o 1ol AL S a1 sl I
sl AN U s s ] [T 1.E" E Aol A 3 il |
LOGESGH_2007 03 0F 13 54 28(Secuiy). EVT.OF YES AT AT 152 PM WAL
LOGENGM_A007 0307 1354 42(Secwrily) ENT.IP YES ATLANT 154:42 P AALID

Figure 30: Digital Log Signing and Data Integrity Report

Additional Log Data Integrity reports are available and can be accessed using the netForensics Web
Console. You can access these reports through the following menu path: netForensics Reporting >
Security and Auditing > Log Data Integrity folder. Available options are:

e Last Log Validation Results
e Log Archival History
e Log Validation Job History

HOME DASHBOARD |_.‘-._-....._| LOG MANAGEMENT ADMINISTRATION DOWNLOAD REPORTS

Repart Explorer ) | Type Report Name Description il
(&4 [ netForensics Reparting |Qp Last Log Validation Results Reports on the result of last Log walidation.

43 compliance 1 |§p Log Archival History Reports on the result of Log Archival History.
& Log wvalidation Job History Reports on the result of Log Yalidation Job History.,

([ Cross Platform i
(4 [ Database Auditing
) A MainFrames
4 [ risk Assessment
{4 Security and Auditing
£ Account Management

£ LA Ohject Access
[ Policy Change
£ System Securicy
[ +] E Systems Management
[ LUz
& [dReports - NEW!
@ Database Auditing

[1]

Figure 31: Log Signing & Data Integrity Reports
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Log Management Configurations from Web Console
To access nFX Log One Log Management, follow the steps below:

1. From the Windows Start Button, select A/ Programs > netForensics > Web Console.
» The Web Console screen displays.

2. From the left menu choose Tools > Log Management.

» The Log Management Operations screen displays.

@ “Et[uransles' welcome GEMININ Administrator

11/20/2007 4:20:22 PM

HOME DASHEDARD REPORTS LOG _.* ADMINISTRATION DOWNLOAD REPDRTS.
Log Management Log Management Operations
Log Validation

netForensic's log signing and data integrity feature helps customers preserve the authenticity of log file across enterprise.
'Log signing feature allows all log files to be signed digitally using a industry standard secure hash algorithm. netForensic's
| data integrity feature lets customers verify the authenticity of all aggregated logs files across the enterprise.

I Digitally Sign all Loags
" Compress Logs
™ Encrypt Logs

Archive | ogs:

Server IGEMINI j
TCP Port |194?
Schedule |1.UD Al j

Location I

" Enable Log Management operations for all log file types.

(__Gonfigure |

Figure 32: Log Management Operations screen
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Event Watcher

In this section you will learn about nFX Log One Event Watcher, how it uses rules and how you can
create and apply rules. You will also learn about the functions and configuration of nFX Log One Event
Watcher and how to view captured events in real time. This section also covers the following topics:

e Importing and Exporting Event Watcher Templates
e Changing the Default Rule Setting

nFX Log One consolidates all Windows NT/2000/2003/XP Events from all systems running the nFX
Log One Agent software onto one manageable console. This viewing area is the nFX Log One Console
Live Events Watcher. In addition to containing all Windows events, the Live Events Watcher contains
all events generated by nFX Log One.

The Live Events Watcher will only show Events stipulated in the Event Watcher Rule Set. By default,
nFX Log One is shipped with over 200 rules. These rules are update and made available to customers

quarterly.
Important To condense this information, you can apply filters to eliminate unimportant
events and apply alerts to alert users on critical events. nFX Log One refers
m to these events as Event Watcher Rules and are designed to help control

the amount of traffic being sent from the nFX Log One Agents to the nFX
Log One Management Console, the urgency applied to the events being
sent, as well as the forwarding of notifications to the desired destinations.

Using Rules in Event Watcher

Event Watcher Rules are listed in prioritized order, with the All Groups rules container assuming a

higher priority than nFX Log One Business Groups including the Enterprise Group. When a new event
is generated on an nFX Log One Agent computer, it is compared to each rule in the All Groups list first
continuing through rules listed in other Business Groups.

When an event is found to match a rule, the nFX Log One Agent executes any action specified within
that rule. The Event is then either ignored or forwarded along to the nFX Log One Server.

Important Each nFX Log One Agent checks the nFX Log One Agent Server for updates
m to its active Rule Set once per minute.

At the bottom of all Rule Sets lies the Default Event Watcher Rule. It is highly recommended that
you configure the Default Event Watcher Rule to ignore (or not forward) these events to the nFX Log
One Server. By default, this setting is configured to ignore all events that do not match a rule.
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Viewing Live Events in the nFX Log One Console

The Live Event Watcher allows you to consolidate events collected from all Agent computers into one
viewing screen.

Computer Date/Time Source Category Account ior
1 S ESecurity GEMIMI @k ;Success Aud: 111552007 6:04:37 PM 13 525 Security LogoniLogoff Adminiztrator 3
S éSecurity GEMINI @k éSuccess Auck 11 M 52007 B:04:22 P 1 B82 iSecurity LogonLogoff EYSTEM 3
3 S ESecurity GEMIMI @g ESuccess Aud: 111552007 6:04:21 PM 1 528 Security LogoniLogoff Administrator 3
Securty  (GEMNI gméSuccess Ak 111 502007 5:56:56 P 15 938 Security Logon/Logaff Aominiztrator 3
5 S §Security GEMINI g@g §Success £uck 11152007 55854 P i £33 iSecurity Logon/Logatf SYSTEM 3
3 S| Securty  GEMN ‘&, Success Aud 111152007 530 11 P 1l 528 iSecurity Logon/Logaff Acminiztrator 3
7 Y % Etrar 200 P 19 10016 DCOM Mane 1 i
g S Security GEMIMI @k Success Aydi114 52007 4 43 32 Prd 1 E82 Security LogoniLogoff SYSTEM 3
e} S Secunty GEMINI @k Success Audi 11452007 44332 PM 1 228 iSecurity LogonLogoft Aominiztrator 3
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Figure 33: Live Events Watcher screen

The at-a-glance information provided in the top portion of the Live Events Watcher screen is displayed
in columns. Information regarding each column is listed in the following table.

Column Name Column Description

Log The Log columns provide you with information about which Log the
Event was generated from.

Computer The Computer column represents the computer where the Log was
generated.

Type The Type column represents the type of Event that was generated from
the computer.

Date/Time The Date/Time column represents the Date and Time that the Log
was generated.

Count The Count column represents the number of times the same exact
Event Message was generated from one computer.

ID The 1D column provides you with the ID number assigned to the nFX
Log One Log Entry.

Source The Source column represents the Application associated with the Log
Entry.

Category The Category column represents the Application Component

generating the Log Entry.

46



nFX Loo One

Column Name Column Description

Account The Account column represents the User Account referenced by the
Log Entry.

Priority The Priority column represents the priority of the Log Entry. The

column is based on a scale from 1 to 10, with 10 being the least

important type of Log Entry.

Table 3: Columns in the Live Events Watcher screen

Important Right-clicking on a column name provides you with options for adding or
deleting columns from your live view, as well as sorting column information in
m ascending or descending order. You can also adjust the column size by using
your mouse to drag the column width markers to the right or left.

Customizing the Live Event Watcher
nFX Log One allows you to customize the Live Event Watcher.

1. From the menu, select View > Preferences.

» The Preferences screen displays.

[v Ghow Live Events Feference Counts

Preferences E I

Generall Event.-’-\larmsi Mavigation Bar - Live Events |Perf0rmance| Service W’atcher!

— Select Event Type Background And Text Colar

Live Event Types:

e
W arning

Success Audit

Backaround Color: [N -
Information
Failure Audt TetColor [ |-

Restore Defaults |

M awirnum Rows [n Live Event wWindow I'I ooo

o]

Figure 34: Preferences dialog: Live Events tab

2. Select the Live Events tab.

3. If you want to view each individual occurrence of an event, uncheck the Show Live Events

nFX Log One and netForensics Reporting User Guide

Reference Counts checkbox. If you do not want to view each individual occurrence, check the Show

Live Events Reference Counts checkbox.

4. To change the background color of an Event Type:
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a. Select the Event Type (i.e., Error, Warning, etc.) that you would like to assign a new background
color to from the Live Event Types box.

b. Once you have selected the Event Type, select the Background Color for that event by using
the drop-down menu located next to the Background Color box to select a color.

5. To change the text color of an Event Type:

a. Select the Event Type (i.e., Error, Warning, etc.) that you would like to assign a new text color
to from the Live Event Types box.

b. Once you have selected the Event Type, select the Text Color for that event by using the
drop-down menu located next to the Text Color box to select a color.

6. You can change the maximum number of rows displayed on the Live Event screen by entering a number
in the Maximum Rows In Live Event Windowv field. Keep in mind that once this number is exceeded
the old events will be truncated. The default number of events is 1,000. The maximum number of
events is 10,000.

Event Watcher Rules

nFX Log One ships with a comprehensive set of predefined standard rules to assist you in tracking internal
security and auditing -- right out of the box and upon initial installation. You can keep, modify, or delete
these rules. nFX Log One provides you with five types of Event Watcher Filter rules, including:

e An Event Watcher Rule created from a Live Event

e A Custom Event Watcher Rule

e An Event Watcher Rule created from an included standard NT Event database
e An Event Watcher Rule created from an Event Report

e An Event Watcher Rule imported from an Application template

Creating an Event Watcher Rule from a Live Event
The easiest way to create an Event Rule is to follow the steps listed below:

1. From the nFX Log One Console, select Go >Live Events Watcher.

» The Live Events Watcher screen displays.

Right-click on the Event that you want to create a Rule for.

Select Create Event Watcher Rule from Event from the right-click menu options.
Select a Group where to create the Rule.

Click OK.

o r W N
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» The Event Watcher Config screen displays.

Event Watcher Config H =1 I
B? Fulez By Buziness Group Event Watcher Rule Description -
[ -~ Gio 1 ! j
23 Admiristrators 2 Security - Event ID 513 - Window s iz shutting dosen
D Enterprise 3 ﬁ?,) Security - Evert ID 517 - Security log was cleared
4 @ Security - Evert ID 528 - Success Logon - Successtul login with 'Administrator accourt
=) @ Security - Event ID 525 - Success Logon - Type 2 © A user logged on interactive from the computer console
E @ Security - Event ID 528 - Success Logon - Type 7 © Unlock Workstation
i @ Security - Evert ID 228 - Success Logon - Type 10 Remote Desktop connection
g @ Security - Event ID 525 - Success Logon - Type 11 © User logged on with netwaark credentials stored locally
g @ Security - Event ID 529 - Failed Logon - Failed logon with ' Administrator’ account
10 @ Security - Evert ID 529 - Failed Logon - Type 2 Failed logon with unknown user name or & bad password
11 @ Security - Event ID 529 - Failed Logon - Type 3 Failed logon with unknowen user name or & bad password
12 @ Security - Event ID 529 - Failed Logon - Type 10 Failed logon from Remaote Desktop connection _:I
Fule Criteria Based On Header Event Watcher Rule Options | facd
v Log ISecurity @Action Taken On Event Match
Corrective duction Selection
P EventID 512 % Event Acknowledgement
™ Event Type I— (=] Event Routing Information
@ Freguency Of Motification
[ Category I Message Text
"é—l Muotification Schedule 7
[ Source I 1 Priari L
¥ Pricrity OF Motification
[~ Account I— Rezoltion
4] | v [EBL Tewt Baced Riles =l

Figure 35: Event Watcher Config screen

The Event Watcher Config screen is divided into four sections. Each section is described below.

e The Event Watcher Rule Description section lists the rules already configured for the Business
Group that is highlighted in the Rules By Business Group section.

e The Rules By Business Group section lists the Business Groups created from nFX Log One
Setup. It also lists a default group called <All Groups> to be used when you want to apply
an Event Watcher Rule to all Business Groups.

e The Rule Criteria Based on Header section lists the options that must be present in an Event
for the actions located in the Event Watcher Rule Options section to occur. The criteria can
be as general or as specific as you choose.

e The Event Watcher Rule Options section is where you determine what actions nFX Log One
will do when the options in the Rule Criteria Based on Header section are met by an Event.

Using the Event Watcher Rule Description Pane

The Event Watcher Rule Description pane is where the nFX Log One Administrator spends the most
time. Therefore, it is very important that you implement a descriptive naming convention to your rules
and be very careful about of how you position those rules.

Important It is recommended that you /nitia/ Custom Rules and move them to the top
of the All Groups Rules list.

In nFX Log One, you can custom define Event Watcher Rules for certain types of Windows Servers, which
allows you to push very specific rules to these Servers. You can do this by moving rules to certain Business
Groups.

In order to accomplish this task, nFX Log One compares New Events to the Event Watcher Rules
listed in the All Groups folder, and uses a hierarchical format for filtering these events. Once an Event
Watcher Rule has been matched with a Windows Event, nFX Log One will not look at any rules listed
below the present match.
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Using the Event Watcher Rule Functions

From the Event Watcher Rule Description screen, you can perform several key functions, including:
e Renaming an Event Watcher Rule
e Moving or copying an Event Watcher Rule to a Business Group
e Moving an Event Watcher Rule up or down within Rule list
e Moving an Event Watcher Rule to the top of Event Watcher Rule list

The following section will instruct you on how to complete these tasks.
Follow the steps below to rename an Event Watcher Rule:

1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that
you would like to rename.

2. Select the Rename Event Watcher Rule option.
3. Rename the Rule and click the OK button.
Follow the steps below to move or copy an Event Watcher Rule to a Business Group:

1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that
you want to move or copy to a Business Group.

2. Select the Copy to Business Group(s) or Move to Business Group(s) option.
3. Select the Business Group(s) and click the OK button.

Follow the steps below to move an Event Watcher Rule up or down within the Event Watcher Rule
Description list.

1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that
you want to move up or down within the Event Watcher Rule description list.

2. Click on the Number of the corresponding Rule (row) that you want to move.
3. Hold the left mouse button down on that Rule.
4. Drag and Drop the Rule to the new location.

Follow the steps below to move an Event Watcher Rule to the top of the Event Watcher Rule Description
list.

1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that
you want to move to the top of the Event Watcher Rule description list.

2. Right-click on the Rule.
3. Select Move Event Watcher Rule to the Top.

Rule Criteria Based on Header
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The Rule Criteria Based on Header pane check boxes are what determine if a Windows Event matches
one of nFX Log One's Event Watcher Rules. In order to configure a Rule to be more generic in matching
Event types, you can deselect any Rule Criteria Based on Header Information checkboxes listed.

You can also add other criteria using the Text Based Rules option.

1. From the Event Watcher Rule Description screen, in the lower right window pane, select Text
Based Rules.

2. Now you can add certain keywords (in the lower left pane) to allow nFX Log One to look for specific
keywords in the Message Text of the Event that matches the Rule. Use the Add button to add
keyword and the Remove button to remove keywords.
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3. When finished, click OK.

Important Multiple keywords are allowed, however all keywords must be present in the
m Message Text of the Event.

Event Watcher Rule Options
The Event Watcher Rule Options pane contains 10 configurable options for each Rule. They are:

1. Action Taken on Event Match Option

Corrective Action Selection Option

Event Acknowledgment Option

Event Routing Information Option

Frequency of Notification Option

Message Text Option

Notification Schedule Option

Priority of Notification Option

© © N o o kM 0w N

Resolution Option

[
=

Text Based Rules Option

Important You can reach the Configuration Parameters for each of these options by
m using your mouse to single-click on the Option Name.

Action Taken on Event Match Option

By default, all newly configured Event Watcher Rules automatically forward Event Matches to the nFX
Log One Server. If you want to discard an Event Watcher Rule and not send this information across
your enterprise’'s network, do the following:

1. From the Event Watcher Config screen, in the lower right Event Watcher Rules Options pane,
select Action Taken On Event Match.

» The Action Taken On Event Match pop-up displays.
2. Select either the Forward Event To Server or Discard The Event radio buttons.
3. Click OK.

Action Taken On Event Match I

% Fonward Event To Server
" Dizcard The Event

| 0k, I Cancel

Figure 36: Action Taken on Event Match screen
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Corrective Action Selection Option

The Corrective Action Selection option allows you to configure nFX Log One to execute a custom script
or batch file if a particular Event was written to a Windows Event Log.

Important For your use, nFX Log One is shipped with one script file called
7 send_net_msg.bat, which you can configure to send a Pop-up Message to
any computer should a particular Event occur.

To apply this Corrective Action, you must configure two arguments to be passed to this script file
using the Command Line field.

For example:
FILESERVER - "A logon failure has occurred with the Administrator account.”

The computer name does not require the \\ in front and the message text must be enclosed with quotation
marks.

Important You can configure nFX Log One to execute any custom script or batch file, but
the file must be introduced to nFX Log One using the Corrective Actions
m option found in NFX Log One's Setup Utility so the script can be correctly called.

Event Acknowledgment Option

Event Rules can be configured to provide a resolution and send acknowledgement emails to Admin or
Help Desk groups.

If you want nFX Log One to enable Event Acknowledgment for Rules:

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Event Acknowledgement.

» The Event Acknowledgement pop-up displays.

Event Acknowledgement

[ Ewent acknowledgement required

[f checked, all events matching the specified filker should be
acknowledged explicitly either via repartz ar wia notification emails.

Cancel |

Figure 37: Event Acknowledgement pop-up

2. Click the checkbox Event acknowledgment required.
3. Click OK.

Event Routing Information Option
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To choose a routing destination for alerting purposes:
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1. From the Event Watcher Config screen, in the lower right Event Watcher Rules Options pane,
select Event Routing Information.

» The Event Routing Information screen displays.

Event Routing Information

Add Uszers | BSdd Deyvices | Rezet I

Destinations Add Groups | All Groups £ Devices | Remove |

Interniet Ermall Meszages
b onitoring Conzoles
SHMP Traps Generator

Summary | (] I Cancel

Figure 38: Event Routing Information dialog-box

2. Choices for Destinations are:

»  Generic Dialup Pager

»  Internet E-mail Messages
»  Monitoring Consoles

n  SNMP Traps Generator

3. Highlight the Destination from the Destinations section.

4. Select either the Add Users or Add Groups buttons to select where you would like the Event
Information routed.

5. Select the Users or Groups.
6. Click OK to return to the Event Routing Information pop-up.
7. Click OK when finished.

Important By default, The Monitoring Consoles destination is configured to route Event
Information to All Instances. All Instances means that the Event
m Information will be sent to each User's Console Profile, as defined in Setup.

In other words, nFX Log One will keep count of Events (or records) that have
been viewed by each user defined in the User Definition section of Setup.
This database includes the last 1,200 Events not previously viewed by each
individual user. If you would like to route a particular Event to just one User's
Console, select an Individual User rather than All Instances.

Important To get a Properties View of the Routing Destinations configured for a
particular Rule, click the Summary button located at the bottom of the Event
m Routing Information pop-up.
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Warning Be very careful when selecting the All Groups/Devices button as this will
route the event information to all users and all devices. It is recommended
o that you select the Users and Devices individually until you are familiar with

the routing of Event Rules.

Frequency of Notification Option

The Frequency of Notification option defines how often a notification should be generated. In other
words, it allows you to tell nFX Log One when and how often you would like to be notified of repeated
similar Event types.

Important Carefully controlling notification frequency is an important part of preventing
notification overload as too many notifications could easily desensitize users
m to the urgency of a particular problem.

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Frequency Of Notification.

» The Frequency of Notification pop-up displays.

Frequency OF Motification I

The natification frequency defines how aften a notification should be
generated.

[ Al occunences

Generate a notification everny IE times the event occurs

™ within a period of I”- I!‘-.filnult-:isj _"_I

W ifslwaps notify on first accurrence

] I Cancel |

Figure 39: Frequency Of Notification pop-up

2. Here, you can perform the following functions:

e By selecting the All occurrences checkbox, nFX Log One will route the Event each time the
Event matches a Rule.

e By deselecting the All occurrences checkbox, you can manage how often nFX Log One sends
an Alert based on time and frequency.

e In order to have nFX Log One always notify you the first time an Event occurs, select the Always
notify on first occurrence checkbox.

3. When done, click OK.

Message Text Option

The Message Text option is a quick and convenient way to see the Event's Message Text associated
with a specific Rule. The Message Text option can also be used to Copy and Paste information for the
renaming of Event Watcher rules.
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Notification Schedule Option

The Notification Schedule option allows you to determine the time of day as well as the day of the
week that a specific Rule will be active. The Aighlighted hours (shown below) are the hours during which
a filter is active. Select the Toggle Working Hours button to configure normal work hours and days.
Note: By default all Rules are enabled 24/7.

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Notification Schedule.

» The Notification Schedule pop-up displays.

Motification Schedule I

The Event W atcher Rule will be active during the highlighted hours

Sunday Monday Tuesday ‘“Wednesday Thursday Friday Saturday
12:00 &b 12:00 &b
0100 &b 01:00 &b
02:00 &bd [02:00 &b
03:00 Ak 03:00 &k
04:00 &bd 04:00 & bd
05:00 Ak 0500 &k
0600 &bd 0600 &hd
07:00 Ak 0700 &k
08:00 &b (08:00 &hd
03:00 &bd 19:00 &bd
10:00 &b 10:00 &b
11:00 &bd 11:00 &bd
12:00 PH 12:00 P
100 Pk 00 Pr
02:00 Pk 02:00 Pk
0300 P 03:00 P
(04:00 Phd 04:00 Phd
0500 P (05:00 P
(B:00 Pk [B:00 Pk
07-00 Pk 07.00 Pk
[08:00 Phd [38:00 Pk
05:00 Pk 09:00 Pk
10:00 Pr 10:00 P
11:00 Pk 11:00 Pr

Toaale All | 0K Cancel

Figure 40: Notification Schedule pop-up

2. Select the Toggle Working Hours button to configure normal work hours and days. Or manually
select hours with the mouse. Note: By default all Rules are enabled 24/7.

3. When done, click OK.

Priority of Notification Option

The Priority of Notification option allows you to rank the importance of a Notification based on a
scale from 0 to 100, with O being the most important and 100 being the least important.

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Priority Of Notification.
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» The Priority Of Notification pop-up displays.

Priority OF Motification I

The priority of the notification defines how urgently an event be
should proceszed. Prionty O is the most urgent. Prionty 100 iz

the least urgent.
Pricriky l - I

k. I Cancel

Figure 41: Priority Of Notification pop-up

2. Select the Toggle Working Hours button to configure normal work hours and days. Or manually
select hours with the mouse. Note: By default all Rules are enabled 24/7.

3. When done, click OK.

Resolution Option

To assist users in resolving conditions, the Resolution Text option allows you to customize message
text or instructions to the end of an Alert.

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Resolution.

» The Resolution Text pop-up displays.

Resolution Text Eq

Resalution Test

=

n il

Flease enter rezolution test bo help users effectively resalve all events matching
the specified filter.
o | [

Figure 42: Resolution Text pop-up

2. Type in any desired resolution text to assist users in resolving conflicts.

3. When done, click OK.

Text Based Rules Option

The Text Based Rules option allows you to add additional criteria to the configured Rule. Note: Without
the Text Based Rules option, nFX Log One only checks the Rule Criteria Based on Header settings
to consider the rule to be a match.
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By adding Text Based Rules or Keywords, nFX Log One wi/l not consider the Rule to be a match unless
either the Text String or all of the Keywords are present in the Event's Message Text.

Important Text Based Rules can be applied to Notification and Discard Rules.
Additionally, certain pre-configured Rules are configured with Triggers to help
m prevent your logs from filling up too quickly. Specifically, Triggers have been

applied to logs generated from Microsoft Security Events, in which many
identical logs are generated with only specific ID numbers being different. nFX
Log One's Trigger functionality allows the Rules to be stored with an

incremental counter instead of taking up a table entry for each individual Event.

1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane,
select Text Based Rules.

» The Text Based Rules pop-up displays.

Text Based Rules I
Agent Level Advanced Rules Dizpatcher Level Advanced Rules
_:] Add Trigger | Add Excluded Kemyond I
Femove Trgger | Fiemaowe Excluded Kepwiord |

EJ% Event Message
---Qﬂ object open
IE -Qﬂ privileged object operation:
l%_i---on user logoff:
@"'QM successiul logoh
---9“ zpecial privileges assigned to new logor:

X E----Qﬂ a new process has been created:
4 I 3 i. 9 S
[+ Yy aprocess has exited:

E---Qn audit policy change:

Select Kepwords | the Text And Add Or Enter Keywords banually Below

l| Add Remaove |

The keywords listed below must all be found in the event for a match to occur

=

KN _'|_I ok | s

Figure 43: Text Based Rules pop-up

2. Set up Keywords and Triggers accordingly.
3. When done, click OK.

Creating a New Custom Event Watcher Rule
In order to create a new Custom Event Watcher Rule follow these steps:

1. From the Event Watcher Confg screen, right-click on any text in the Event Watcher Rule
Description pane.

» A right-click menu appears.
2. From this menu, select New Event Watcher Rule.
» A new Rule Entry, titled “<User Defined Rule>", displays at the bottom of the list.
3. Right-click on the <User Defined Rule> and select Move Event Watch Rule to Top.
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4. If necessary, scroll the list to the top to view the <User Defined Rule>.

5. Rename the rule by right-clicking on the rule and selecting Rename Event Watcher Rule.
» The Rename Current Event Watcher Rule pop-up displays.

6. Type in the name of the rules in the Description field.

7. Click OK.

8. Click the Manual Entry button at the bottom of the screen to configure your own custom Event
Rule parameters.

9. When finished, click the Apply icon located on the nFX Log One toolbar to update the nFX Log One
Database with the new Rule parameters.

|
BT
- 20 <Al Groups: 1 |4dy Security - Rule 23
i 23 Administrators 2 e Securrty ID 51 2 Winclowe s st ng up
D Enterprize 3 @ Security - Event ID 525 - Success Logon - Successful login with 'Administrator! accourt
4 @ Security - Event ID 513 - Windows iz shutting down
5 @ Security - Event ID 517 - Security log was cleared
B @ Security - Event ID 525 - Success Logon - Type 2 A user logged on interactive from the computer console
7 @ Security - Evert ID 528 - Success Logon - Type 7@ Unlock Workstation
g @ Security - Event ID 525 - Success Logon - Type 10 : Remote Desktop connection
9 @ Security - Event ID 525 - Success Logon - Type 11 : User logged on with network credertials stored locally
10 @ Security - Event ID 529 - Failed Logon - Failed logon with 'Administrator' account
11 @ Security - Event ID 529 - Failed Logon - Type 2 : Failed logon with unknown user name or a bad password
12 @ Security - Event ID 529 - Failed Logon - Type 3 : Failed logon with unknown user name of a bad pagsword
13 @ Security - Event ID 529 - Failed Logon - Type 10 Failed logon from Remate Desktop connection
14 @ Security - Event ID 530 - Failed Logon - &n sttempt was made to log on outzide of the allovwed time
15 @ Security - Event ID 531 - Failed Logon - & logon attempt was made using & disabled account.
16 @ Security - Event ID 532 - Failed Logon - & logon sttempt was made using an expired account LI
Rule Criteria Based On Header Event ‘Watcher Fiule Options |
[~ Log l %Ehction Taken On Event Match
@ Corrective Action Selection
I Event ID I 1 Event Acknowledgement
[F e I_‘ (=1 Event Routing Infarmatian
@ Frequency OF Motification
[ Category I Meszage Text
r I— Muotification Schedule
Saiee ! Priarity Of Natfication
[~ Account I_' Resolution
Sila Text Bazed Fules
[T Computer I
’--—_-—-—__-—-:"h
| M anual Entry ’)
( [»]

Figure 44: Event Watcher Config Manual Entry button

SysLog Watcher
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The SysLog Watcher can be configured to receive Syslog messages from any device that can send Syslog
messages such as routers, switches, firewalls, UNIX, AlX, and Linux systems.

The SysLog Watcher /istens over User Datagram Protocol (UDP) Port 514 by default and trans/ates
or parses all received messages before storing to the nFX Log One database. These messages are also
normalized for viewing in the Live Events viewer of the nFX Log One console. The SysLog Watcher can
also be configured to listen on TCP port 514 if your device is setup to deliver the messages using TCP
protocol.

The Syslog Watcher can also be configured to save all received messages in raw format to a log file
for backup and archiving purposes. The default folder for the syslog raw format log file is:

C:\Program Files\netForensics\nFX Log One\bin\Agent Home\Repository
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If the agent is setup to manage logs (see “Log Management and Archiving” on page 36) on the Syslog
receiver system, the log files will be signed, encrypted and compressed by default before archiving to the
Log Management Archive system. There will be a folder with the device name located in the designated
archive folder.

Syslog messages can also be routed at real time for alerting purposes.

Creating a SysLog Watcher Rule
1. From the nFX Log One Console menu, select Go > SyslLog Watcher Config.

» The Syslog Watcher Config screen displays.

* ; Syslog Watcher Config [_ O]
=} o S8
== GEMINI
@ support 85

B @ Data One Box

Figure 45: Syslog Watcher Config screen
2. Right-click on All Devices.
3. From the right-click menu, select New SysLog Device.

» The Syslog Device Properties pop-up displays.

Syslog Device Properties I
Collector  [GEMINI [ oK. |
M ame: |Gemini - Spzlog Cancel I
IP Addiess: | 192 188 . 0 . 111 Advanced.. |
Protocal; UDP = | nF Log One Port; 514

Description:  |Linws served

Figure 46: Syslog Device Properties pop-up
Enter the Device Name in the Name field.
Enter the Device's IP Address in the IP Address field.
Enter the UDP Port Number in the nFX Log One Port field.

N oo o k&

Enter the Device's Description in the Description text box. You can also enter the function of the
device in this text box.

8. Click the Advanced button.
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» The Advanced Properties pop-up displays.
Advanced I

¥ Overide default zettings

¥ Caollect Syslog messages for real time alerting and reporting

¥ Save unditered Suslog messages in their native format bo disk

¥ Faotate file every IE dayz]
¥ Riotate file when size reaches ’5 B

] I Cancel

Figure 47: Advanced Properties pop-up

9. In the Advanced Properties pop-up check the appropriate boxes for collecting and saving the raw
Syslogs Events to files, which can then be signed, compressed, encrypted, archived and validated
at a later date using nFX Log One's Log Management features.

10. Click the OK button to return to the Syslog Device Properties pop-up.
11. Click OK to record the changes.

» The newly added device(s) now display in the tree under All Devices.

Important On the device that you wish to monitor, you must also reconfigure the sysconf
or host file with the Name and IP Address of the nFX Log One Server.
m For example: New Syslog Host\\Fileserver 192.168.29.10.

Basic Syslog Settings
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Here are the basic settings required to get the *nix device (i.e., UNIX or Linux) to send syslogs messages
to the nFX Log One Server. Depending on the version of *nix the locations of the files may be different.

Sample Syslog.conf
Edit /etc/syslog.conf (or where ever syslog.conf exists)
# Add the following lines

# Replace 10.0.0.12 with the

# 1P address of nFX Log One

# Send syslogs to nFX Log One

# Note: do not use any spaces, use tabs only.
*.err @10.0.0.12

*.crit @10.0.0.12

auth.* @10.0.0.12

authpriv.* @10.0.0.12

cron.* @10.0.0.12
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#now restart syslog
/etc/init.d/syslog restart

*.err = tells syslog to send all errors to nFX Log One

*.crit = tells syslog to send all criticals to nFX Log One

auth.* = tells syslog to send all authentications to nFX Log One
authpriv.* = tells syslog to send all authentications to nFX Log One

cron.* = tells syslogs to send all scheduled tasks (cron) to nFX Log One

The following is information regarding Priority levels and Facilities. Priorities levels show up
in the Message text of nFX Log One Syslog Watcher Events.

Priority: debug
Priority: info
Priority: notice
Priority: warn
Priority: err
Priority: crit

Priority: emerg

Unix/Linux Facility levels are listed below
Facility: auth
Facility: authpriv
Facility: cron
Facility: daemon
Facility: ftp
Facility: kern
Facility: lpr
Facility: mail
Facility: user
Facility: uucp
Facility: levelO

Facilities and Windows equivalents

Facility: auth = AUTHENTICATION
Facility: authpriv = AUTHENTICATION
Facility: cron = Job/Task Scheduler
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Facility:
Facility:
Facility:
Facility:
Facility:

daemon = SERVICE

ftp = FTP

kern = KERNEL / OS
Ipr = PRINTER QUEUE
mail = EMAIL

Performance Watcher

This section reviews the configuration of the nFX Log One Performance Watcher and describes how
performance information can be viewed in real-time.

Performance Watcher items are organized as follows:

What is the Performance Watcher?

Configuring Performance Watcher Alerts

Creating an Application Template

Defining the Performance Threshold

Applying Performance Templates to Systems

Importing and Exporting Performance Watcher Templates
Using the Live Performance Watcher

nFX Log One Performance Watcher

Performance Watcher allows nFX Log One to alert the user when a Windows NT/2000/2003/XP
performance counter breaches a user-defined threshold. Performance counter monitoring is performed at
the nFX Log One Agent level so monitoring overhead is minimal.

In the event of a breach, a user-defined Event is generated in the Windows Event Log. Using the
existing routing capabilities of nFX Log One the Event can be routed via e-mail, pager, etc.

Important To monitor disk related performance counters, you must first activate the
counters in Windows. To do this, go to a command prompt and
m enter diskperf -Y.

Configuring Performance Watcher Alerts

Performance Watcher monitors Windows and application performance counters and alerts you if these
counters exceed a user-defined threshold. These counters (alone) provide you with an indication of the
performance of many of the aspects of computer management. nFX Log One adds value, however, by
adding the ability to alert you to critical events occurring on you organization's network.
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Important nFX Log One manages the performance monitoring by grouping performance
7 counters into a template and applying user-defined thresholds to these
counters. These templates can then be applied to individual machines or groups
of machines.
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Figure 48: Performance Watcher Config screen

To Configure a Performance Watcher Template
To create a template, follow the steps below:

1. Select Go > Performance Watcher Config from the nFX Log One main toolbar.
» The Performance Watcher Config screen displays.

2. Torename the template, right-click anywhere in the left pane of the screen and select New Template.

Mew Performance Template

R ESREET T T =mplate Mame 1

)4 Cancel |

Figure 49: New Performance Template dialogue

3. Enter the name of the Template in the New Name field.
4. Click the OK button.

To Configure the Server Update Frequency

The Server Update Frequency must be configured for any Template that can be enabled in the
Collection tab. The Server Update Frequency is the rate which the Agent machine or machines push
the historical data that is being sampled over to the nFX Log One Server.

To configure the Server Update Frequency, follow these steps:

1. From the Performance Watcher Config screen:
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a. Right-click on the Template Name and select Properties.
b. Double-click on the Template Name.
» The Template Data Collection Settings dialogue box displays.

Template Data Collection Settings [000000] I

The Server pdate Frequency specifies haw often performance data
collected by the agentz gets zent to the Dizpatcher machine.

Server Lpdate Frequency IMinuteg _YJ

Ok I Canicel |

Figure 50: Template Data Collection settings dialogue

2. Set the Server Update Frequency to the desired rate.
3. Click the OK button.

Creating an Application Template

If you are running specific applications that load their own performance counters, then you can use
Application Templates to create a specific template with those counters. If you do not have the specific
application installed on the machine in which you are configuring the Templates, those counters will not
be displayed. With this option, you can create an Application Template and apply it to all of the machines
that are running that particular application. This is particularly helpful for users of applications such as,
MS Exchange, MS SQL Server, MS SMS, etc. This can also be used for any in-house application that
generates its own performance counters.

To Create a New Application Template
Follow the steps below to create a new Application Template:

1. First, create a new Template and rename the Template. It is recommended that you rename the
Template to recognize it as an Application Template.

2. Locate the new Template in the Template list and right-click it.
3. Select Is an Application Template from the right-click menu.

» The Template displays in the Counters Ordered by Application box. When you add in counters
as described in the Configuring Performance Watcher Alerts section, you should see that the
counters have been added in both screens.

Defining the Performance Threshold

Defining a Performance Counter Threshold allows you to be alerted through nFX Log One if a
user-defined threshold is breached for a specific time period. This forces nFX Log One to generate an
Event in the Windows Event Log that is forwarded to the nFX Log One Console and other routes that
have been defined, such as pager, e-mail, etc.
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Once you have created a Performance Template, click on the Template name in the list to expand
the Template and view the counters you have chosen to comprise your Template. Double-click the
counter name itself to launch the interface allowing you to define its threshold.

Important The Counter Properties window is divided into two tabs: Collection and
m Alert Configuration.

Collection

The Collection tab on the Counter Properties screen allows historical performance data to be efficiently
collected from any system with an nFX Log One Agent installed. The collection frequency, time of day,
performance counters, and frequency that the Agents forward data to the nFX Log One Server are

user-definable. The nFX Log One Server stores this data for creation of historical Performance Reports.

1. Right-click on the template and select Properties.
2. Select the Collection tab.

3. Click the Enable Data Collection checkbox to activate the Counters Properties dialog.

Counter Properties I
Alert Configuration  Collection l

¥ Enable Data Collection

— Collection Frequency

The collection frequency iz the frequency with which the counter iz sampled and
stored in the data file. Sampling counters ven frequently can cauze the data files
to grow vem quickly. |tis recommended that vouw choose the largest sample
frequency that zhll zuits your needs,

Collection Frequency: |1 Minutes Li

— Collection Hours Each Diap

IV &l Day | Gtart Time:

— Collection Dayz OF The Week

¥ Monday W Tuesday ¥ ‘Wednesday © Thursday W Friday
¥ Saturday ¥ Sunday

!Disk space needed for thiz counter; 23.04kb/Day

Ok I Cancel | Help |

Figure 51: Counter Properties: Collection tab

1. In the Collection Hours Each Day box, select the time duration that you would like the selected
Performance Counter to be sampled. If you select the All Day option, the selected performance
counter is sampled 24 hours a day. If you select the Start Time and End Time options, the
Performance Counter selected is only sampled during the set time duration.

2. In the Collection Days of the Week box check the days of the week that you would like the
Performance Counters to be sampled.

Important The amount of disk space required for each Performance Counter is
/ estimated and displayed at the bottom of the Collection tab. If any of the
above options are changed, then this estimate will also change dynamically.
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Alert Configuration

The Alert Configuration tab on the Counter Properties screen enables you to determine the threshold
for the counter. When this threshold is exceeded, nFX Log One writes an Event in the Windows Event
Log that is forwarded to the nFX Log One Console.

Use the drop-down menus on the Counter Properties screen to select the appropriate parameter for
the counter you are configuring.

For example:
If you are configuring a Performance Counter that is measuring a percentage, simply enter the number
corresponding to the percentage that you would like.

If you are configuring a Performance Counter that is measuring seconds, bytes, etc, simply enter the
value that you would like.

Counter Properties I

Alert Configuration I Caoll=ction !

[+ Enable &lerting

Group: Process
Counter: Working Set

— Alert Rule Defintion

If the counter value !is greater than Ll IBE‘ i e[ i

V¥ faor & duration of i‘ID Mirutes Ll Then, ...

Generate Event Text

Ok l Cancel I Help I

Figure 52: Counter Properties: Alert Configuration tab

Use the Generate Event Text button to specify what text you would like generated within the Event
created when the threshold is exceeded, and when the counter has returned to normal operating range.

To Configure Default Performance Counter Properties

Creating Default Performance Counter Properties allows you to configure default properties to be
applied to new Performance Templates. This greatly reduces the amount of time needed to configure
multiple Performance Counters with the same properties. The new default properties will only be applied
to new Performance Templates. Any previously configured templates will NOT be affected.

This option applies the preferences on a per user basis. Therefore, all users may not have exactly the
same Performance properties configured. To configure, follow these steps:

1. From the nFX Log One toolbar, select View > Preferences.
2. Click on the Performance tab.
3. Click the Properties button.

» The Counter Properties screen displays.
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4. Configure the Alert Configuration and Collection tab with the properties that you would like to
apply to all of the Performance Counters in the future.

5. When finished, click OK.

Applying Performance Templates to Systems

Once you have created Performance Templates and defined the thresholds of the counters comprising
the templates, you are ready to apply the templates to your monitored systems or groups.

1. From the Performance Watcher Configuration screen, select the Apply tab at the bottom of the
window.

2. Drag and drop the Computer or Group Name onto the Template that you would like to apply.

3. Click the Apply icon on the nFX Log One toolbar to save your changes to the nFX Log One database
and activate the Performance Watcher.

If the Performance Counter being added has multiple instances, the Instance Chooser box will appear.
Select the instances that you would like to monitor by clicking on the corresponding check box. If you
would like to select all, then click Check All.

Using the Live Performance Watcher

Once you have added Counters to a Performance Template, you can then view those counters in
the Live Performance Watcher by following these steps:

1. From the nFX Log One toolbar, select click the Go > Live Performance Watcher.

Important You do not need to have the Live Performance Watcher up in order for
7 your Performance Watcher thresholds to be monitored. Once the
templates have been pushed out, nFX Log One works as a service in the

background; it immediately monitors configured counters, and will generate
Events if your thresholds are exceeded.

Important As the Live Performance Watcher launches for the first time, you will be
m prompted to define the counters you wish to view.

Follow the steps below to add a counter to the current Template view:
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1. Right-click in the Viewing Area and select Add Counter.

2. You will need to select the Template to view the counters on that system. nFX Log One will adjust
the rest of the fields to match the Template you have selected. If you would like to view all of the
Templates according to computer or business group, then select the corresponding option.

Performance Counter Add

— Computer
Add

Template: tazeline - Systern Health

Business Group:l Done |

Lef L

Computer: l

- Counter

Group: I Logicallvisk :_! Instance:

M ame:

Free Megabytes

[Wescrptiar:

Figure 53: Performance Counter Add screen

3. In the Counter section, select the Group option if you have added more then one type of group to
the Template.

In the Counter Name field, select the counter you want to add.
In the Instance box, if applicable depending on the counter selected, highlight an Instance.
Click the Add button to add the selected counter to the Performance Monitor Viewer.

Continue with this process until you have selected the desired amount of counters.

® N o 0 &

When complete, click Done.

To Edit the Properties of the Live Graph
To edit the properties of the Graph:

1. Right-click on the Graph.
2. Select Properties.
» The Chart Properties screen displays.

Chart Properties

Title: !Llntitled Chart

Style: |E]RNEEN

Cruration: |2|:| Seconds
k. I Cancel

Figure 54: Chart Properties dialogue

3. Select the type or Style of Graph you would like to view and the amount of seconds you would like
to see appear in the graph (minimum five seconds/maximum 600 seconds).
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4. Click OK.
Important Depending on the type of graph selected, the amount of Live Views open at
m once, and the Chart Duration configured, your CPU will be affected.
Important It is also recommended that if you have selected a 3D or Area type chart
that the Chart Duration time not be too excessive as this will affect the visual
m representation of the data.

To Delete a Counter from the Graph
Right-click on the Graph.

1.

2
3.
4

Select Remove Counter.

Select the Counter you would like to remove.

Click the Remove button.

To Save a Live Graph
Right-click on the Graph

1.

2. Select Save As.

» The Save As dialog box displays.

3. Name the Chart or accept the default.

4. Click Save.

To Open a Saved Performance Chart

1.

2
3.
4

Right-click on a Graph.
Click Open.

Select the File that you want to open.

Click the Open button.

To Change Performance Report Time Period

1.

Right-click on the graph.

2. Select Change Time Period.

3. Enter the New Time Period that you would like to view.

Text File Watcher

This section introduces you to the setup and configuration of nFX Log One's Text File Watcher. Here
you will learn:

How to create a new text File Watcher Rule
How to import and export Text File Watcher templates
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Text File Watcher is a powerful tool that allows you to convert any text file entries into a Windows
NT/2000/2003/XP event for easier monitoring. Most Applications generate logs for their own activity;
however, these logs cannot be viewed outside of the specific Application. This can limit the usefulness of
the Application Log because System Administrators cannot actively view the logs in real time or remotely
from another computer.

With nFX Log One's Text File Watcher, you are able to generate Windows Events based on the text
written to an Application Log or Text File and then utilize nFX Log One's routing to be alerted via
pager, e-mail, SMTP Trap, etc. nFX Log One's Text File Watcher also allows you to execute a Corrective
Action.

You can create individual Text File Watcher Rules, or create or import a Template which can than
be applied to one or more files with the same text format.

Important An nFX Log One Agent must be deployed to the system where the Text or
7 Log File resides. The Text File Watcher can monitor multiple files under one
folder using a wildcard.

Creating a Text File Watcher Rule
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To configure a Text File Watcher Rule, you must first create a Template which can be applied to one
or more files with the same text format.

1. From the nFX Log One Console, select Go > Text File Watcher Config from the menu.

» The Text File Watcher Config screen displays.

 File tzher Templates
Sample Email Log Template

Figure 55: Text File Watcher Config. Screen

2. Right-click in the Text File Watcher screen and select New Template.
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» The Template File Selection pop-up displays.

Template File Selection

Template Marme: I‘Jeritas Log File Wwatched

Select a zample log file.

Log file: |c:\ABCD:4<. LOG

Browse. . I

¢ Back Mest » | Cancel I Help

Figure 56: Template File Selection pop-up

3. Enter the name of the template in the Template Name field.

4. Click the Browse button to browse to a sample log file to use for setting up your Text File Watcher

Rule.
5. Select the log file that you want to use.
6. Click Open.
7. Click the Next button.
» The Log File Format pop-up displays.
Log File Format

Thiz ztep allows you to identify header information in the lag file. Use the Start Import at Bow
field to specify at which row the log data begins.

Start import at row: _:_|

Preview of file  C:AABCDERHF log

Il 2007711714, 03:05:12.203, 12584, info, Starting Watchdog Serw
i2 2007711414, 03:08:12.375, 1300, info, The Watchdog is runnin
3 2007711414, 02:30:26.628, 1300, info, The nFx Log One Root 3

< Back I Hest = I Cancel Help

Figure 57: Log File Format pop-up
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Select the Row.

Important

» You can now identify the Header information in the log file.

Click the Start import at row field arrow up or down to select which row within the log file you
want the monitoring to begin.

The sample log file cannot contain more then 256 characters per line in the
sample viewing area. You can manually delete characters in the sample log to
allow nFX Log One to store the template into the database. Once the template
is configured and saved, the actual production log file may contain lines of text

nFX Loo One

with over 256 characters. Example: *.xml files.

10. Click the Next button.

11.

12.

13.
14.

» The Log Files Delimiters pop-up displays.

— Delimiters

W Tak [ Semicolon

T

[T Space [ Dther I_

e [ Tieat consecutive delimiters as one

Text Qualifier: I nore - i

Log File Delimiters E3

Colurmn O Colurni 1

Col.. | C... | Column 4

2007714 030812375
200714 | 02:30:26.628

1200 | info | The Watchdog iz running.

1300 | info | The nFx Log One Root Service service was 1

i

< Back I Hewut = I Cancel | Help

Figure 58: Log File Delimiters pop-up

Select which File Delimiters your log file uses in the Delimiters section of the Log Files Delimiters
pop-up. Note: It is often recommended that you DO NOT use delimiters.

You can also select the Treat Consecutive Delimiters As One checkbox if the text file utilizes

multiple delimiters in a row.

Select the type of Text Qualifier used in the file from the Text Qualifier drop-down arrow.

Click the Next button.

Important The file may contain text strings that contain the delimiter. In that case, nFX
m Log One will ignore the delimiter.
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15.
16.
17.

18.

» The Columns Names pop-up displays.
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Column Names Ed

Thiz step allows you to rename column headings Calurn 1-

and zelect which caolumng bo impoart.
B ' |mport

¢ Do nat import [zkip]

Calurnn narme: ITime Stampl

Col C... | Colurnn 4

20074114
20074114

1300 | info | Thewatchdog is running.

1300 | info | The nF¥ Log One Root Service service was

| H

< Back I Hest = I Cancel I

Help |

Figure 59: Column Names pop-up

Select the Column that you would like to rename from the Column Name field.

Rename the column in the Column Name text field.

In the Column X section of the Column Names pop-up, either select the Import radio button to
import the selected column or select the Do Not Import(skip) radio button to skip this step.

Click the Next button.

» The Event Generation Rules pop-up displays.

Event Generation Rules E

The event twpe can either be fised ar calculated bazed on uzer-defined rules. The Event type
will be zet according to the first rule that is satished. IF no riles are zatisfied, then no event wil

be generated.

" Fixeventtwpe ast |Information =

¥ Set Event Tope Using User-Defined Fules:

Rules will be applied in the order listed below:

I
2P

Loy |

¢ Back I Mest » I Cancel

Help

Figure 60: Event Generation Rules pop-up
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19. Select the Fix Event Type radio button to fix a specified type of event every time a full record is
written into a log file or select the Set Event Type Using User-Defined Rules radio button to
generate an event based on the information in the log file.

If you selected the Set Event Type Using User-Defined Rules radio button, you must now add
the rules you would like to apply.

a.

Click the New button.

» The Event Rules pop-up displays.

f.

g.

Event Rules I

Rule narme:; IBackup

|F !Time Stamp ;I ;cuntains ;i |err|:|r

then the event type i= l Error - I

Rule Dezcrption; |

= E

0k, I Cancel | Help |

Figure 61: Event Rules pop-up

Enter the new Rule Name in the Rule Name field.

From the If pull-down menu, select the Column Name that you want to apply your new Rule
to. Select column O if no delimiters were selected.

In the next field, use the pull-down arrow to select the option from the displayed list that applies
to the option that you chose in the If field.

Select the type of event you would like nFX Log One to generate when the Rule is triggered your
options are: Information, Warning or Error.

Enter Notes pertaining to your new rule in the Rule Description.
Click the OK button.

» The Event Generation Rules pop-up is visible and the new rule now appears in the rule list.

20. On the Event Generation Rules pop-up, click the Next button.
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» The Select Event Description pop-up displays.

Select Event Description

Pleaze check the columns pou would like to appear in the
deszcription field of the event generated by nFx Log One
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P clumnn 0
[w| Time Stamp
[ |Calurmn 2
[ |Column 3
[ |Colurmn 4

Check All |
_Lncheck |

Uncheck Al

< Back I Finizh I

Cancel Help

Figure 62: Select Event Description pop-up

» Here you have two choices: You can either select the checkbox next to the name of the Columns

that you would like to appear in the Description field of the nFX Log One Event, or you can click
the Check All button to select all of the Columns.

21. Click the desired checkboxes or the Check All button.

22. Click the Finish button.

» The Text File Watcher Config screen displays displaying the new Text File Watcher Rule.

B Text File Watcher Config

: a Sample Email Log Template
ERER /cita: Log File 'watcher

=} % Text File Watcher Templates

Figure 63: Text File Watcher Config screen

Now that you have created a Text File Watcher Template, you must decide which computers and files to

monitor.
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1. From the Text File Watcher Config screen, right-click on the new Template and select New
Text File Watcher.

» The Select a Computer and Files to Monitor dialog box displays.

Select a computer and files to monitor I

Wi atcher name; !Backup Lag
Computer.  GEMIMI T Co | Cancel |

Filez and Patterns to manitar on thiz computer;
Fath I Fetention Period I Cloze after Add...

Edi... I
Remove |

1| | |

Figure 64: Select a computer and files to monitor pop-up
2. Enter the Template Name that you would like to use in the Watcher Name field.

3. Click the Change Computer button to select the nFX Log One Agent machine where the file the
file to be monitored resides. Click OK.

4. Click the Add button to add the folder path of the file to be monitored on the selected agent machine.
This is the local path as the agent would see the file. You can utilize the '** wildcard as listed below
to indicate to the agent that multiple files need to be monitored in this folder location.

Select directory to monitor

Browse. . |

Log File/Patter: |n::"mF>< Log OnetBackup Logshs tat

File retention period iz |1 j Iday[s] j

[ Close filefs] every 24 hours

] Cancel |

Figure 65: Select Directory to Monitor pop-up

a. The Close file(s) every 24 hours check box is optional.

Important The file retention period selection is optional and for efficiency purposes only.
7 It is recommended to use this option if the file is rarely written to or if the
file name changes daily.

b. Click the OK button when you are finished with the Select directory to monitor pop-up.
5. Click OK when finished configuring the Text File Watcher.
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6. Click the Apply button or File > Save to apply the Text File Watcher to the agent machine.

Text file watcher configuration

L]
lr) Configuration changes saved and applied successtully
-

Figure 66: Text File Watcher Configuration confirmation pop-up

=l Text File W atcher Templates
a Sample Email Log Template

B Teut File Watcher Config

g

Weritas Log File ‘W atcher
=31 Backup Log on GEMINI
L= CnFeLogOnelS. log

Figure 67: Updated Text File Watcher Config screen

Saving and Importing a Text File Watcher Template

The following section will instruct you on how to import and export custom Text File Watcher
templates.

1.

From the Text File Watcher Config screen of the nFX Log One Console, select File > Export
and browse to your nFX Log One Files backup folder location.

You can also select File > Import to bring your templates into the Text File Watcher Config screen.

When the file is selected, click Save.
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nFX Log One System Management Tools

This section provides detailed information regarding the suite of management tools provided with nFX
Log One. They are:

System Management Tool Overview

Snooze Tool

Reboot Tool

Run Tool

Scheduler

Service Control Manager

Alert Maintenance Tool

Database Configuration Tool

Database Quota Management Tool

Backup and Restore Tool

System Management Tool Overview

nFX Log One offers a complete suite of management tools that work in conjunction with basic nFX Log
One functionality to ease the tasks of system and network maintenance. These tools are summarized
below, and described in detail throughout this section.

Snooze Tool - Allows nFX Log One to disable user-defined levels of monitoring, alerting, and
corrective actions during a certain period of time so that, for example, system maintenance can
be performed without erroneous alerting.

Reboot Tool - Automates the rebooting of systems, and allows you to set a reboot schedule for
a computer or group of computers.

Run Tool - Automates the running of executables on a computer or group of computers, and
allows you to set a schedule to run the executable on a regular basis.

Scheduler - Provides easy access to all scheduled snoozes, reboots, run tasks, and reports.

Service Manager - Allows you to control any remote or local service on any system where an
nFX Log One Agent resides.

Alert Maintenance Tool - Allows you to stop pending alerts from being delivered to their intended
recipient. This tool is extremely useful for controlling erroneous alerting backlogged by nFX Log
One on a per user basis.

Database Configuration Tool - Allows you to change the database nFX Log One uses to store
all historical data and configuration information.

Database Quota Management Tool - Allows you to define how long data is stored on your
hard drive.

Backup and Restore Options -These options allow you to backup all of the nFX Log One
configuration files in the nFX Log One directory. This configuration can then be restored to the
same system or any other system that may have had its configuration deleted.

Snooze Tool
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The Snooze Tool allows nFX Log One to disable corrective actions, scheduled reboots, alerts, and service

restarts during a certain period of time. Scheduled or unscheduled maintenance can be performed on the

system(s) during this time period of snoozing, without the hassle of erroneous alerting. During the snooze

period, nFX Log One also generates a live view of the current and past snoozed systems in your
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environment. This includes the time of day that the snooze started and ended, the duration, the user
initiating the snooze, the user un-snoozing the system(s), and the reason and remarks for the snooze
period. This information can then be printed to include in quarterly/yearly down time reports.

The nFX Log One Server maintains the timers to un-snooze and manages the updates of those timers.
However, the nFX Log One Agents actually implement the snoozing.

Important

The snooze configuration files and others are located in the \nFX Log
One\bin\Eds_home\configDB\ directory. The Snooze.cfg file is where the
configuration of the Snooze Tool is held and the SnoozeTimersState.dat
file is the file that contains the time left on the snooze timers. This information
is important in case of an nFX Log One Server crash or shutdown, so that the
snoozed machines can be un-snoozed at the scheduled times. This file is
updated on a regular basis of every 10 minutes, or whenever the configuration
of snooze is changed.

Configuring a Snooze

1. From the nFX Log One Console menu, select Tools >Scheduler.

» The Scheduler screen appears.

Task Mame Task Tvpe Schedule

Figure 68: Scheduler screen

2. Right-click Snooze and select Add New Task.
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» The Please Provide Information about the Snooze dialog box displays.

Please provide information about this Snooze E2

Tazk Mame

Motes:

Snooze intiated by user Adminizstrator on 11/16/2007 2:22:48 P

< Back I Mest = | Cancel Help

Figure 69: Please provide information about this Snooze dialog box

3. Enter Snooze Task name in the Task Name field.
4. Add notes regarding why the snooze is taking place in the Notes section of this screen.
5. Click the Next button.

» The Please select computer(s) to Snooze screen displays.

Please select computer(s) to Snooze E2

Pleaze zelect computer(z]

. D‘% A dmiri
=M Dﬁ Enterprize
= GEMINI

< Back I Mest » | Cancel Help

Figure 70: Please select computer(s) to Snooze screen
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6. Select the checkbox in front of any group of computers (or expand the trees as desired) and select
one or more computers that you would like to snooze.

7. Click the Next button.

» The Snooze Schedule screen displays.

Snooze Schedule E3 I

— Unznooze

= Automatically unsnooze ik

|5 ﬁ IMinutes _'_I
" Manually unsnooze

Femind me ko unznooze |5 :I |M|nutes L‘
after snooze started.

Mote; Snooze feature dizables the following functionality of nF Log One dunng the
gnoozed time penod;

1] Corrective Actions

2] Scheduled reboots

3] Alerts and

4] Service restarts

¢ Back I Mest > l Cancel Help

Figure 71: Snooze Schedule screen

8. Select the Automatically unsnooze in radio button if you want the snooze to be disabled
automatically, according to a timeframe you set. Or, select the Manually unsnooze radio button if
you want to disable the snooze manually.

Important If you would like to un-snooze the system manually, instructions are provided

m in the next section.

9. Click the Next button.
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10.

11.

12.
13.

» The Please provide information about this Snooze screen displays.

Please provide information about this Snooze E2 I

Fleaze select the zchedule twpe for this task
¥ FunOnce

= Mow
(% Start date time: [11/16/2007 =] | 3:3533PM =

¥ Flun repetitively

The ztart date of a scheduled routine will be today's date, or the
date from the abowve 'ztart date hime', If provided.

[T Automatically add new computer to this task

< Back I Mext > | Cancel Help

Figure 72: Please provide information about this Snooze screen

To run the Snooze just once, check the Run Once checkbox. To run on a schedule, click Run
repetitively checkbox. One, the other or both may be checked.

Select the Now radio button if you want the Snooze to take effect immediately. Or, select the Start
date time radio button if you want to delay the snooze to a specific date and time.

Check the Automatically add new computers to this task if desired.
Click Next.

» The Snooze Schedule screen appears.
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Snooze schedule E3

— Repeat Interval

::j IDa_l,ls ;‘

" Day of the Week..

" ek of the Month...

= Day |D E af every month

—Start bime

3:35:33 PM =

Mote: All tazk execution iz bazed upon Agent's local time.

< Back I Hest > l Cancel Help

Figure 73: Snooze schedule screen

14. Select the desired Repeat Interval and Start time for the Snooze Schedule.
15. Click Next.

» The Summary screen will appear.
16. Click the Back button to make any changes.

17. Click the Finish button to complete your snooze configuration.

To UnSnooze a System

After the designated time period in the Snooze Computer for a duration of time field has expired,
the Snooze Reminder screen displays.
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Snooze Reminder I

The following computers are snoozed: e I

HEMIE] Dizmizs |

Click remind me to be reminded again in

IE ﬂ Ih-'linutes __v_]

Figure 74: Snooze Reminder screen
There are several options.
1. To unsnooze the system immediately, click the UnSnooze button.
2. To extend the Snooze duration, set the time period and click the Remind button.

3. To cancel the snooze, click the Dismiss button.

Changing the Properties of a Scheduled Snooze

Once a Snooze has been scheduled to occur on a regular basis, you can access the Snooze properties
by following the steps below.

1. From the nFX Log One Console menu, select 7oo/s> Scheduler:
» The Scheduler screen appears.
2. Highlight Snooze on the left pane.

» A list of all scheduled Snoozes displays.

o Scheduler i [=]
B ‘% &ll Scheduled Tasks Task Mamne Task Type Schedule
..... Q Rebook + @ Snooze #1 New Task > Snooze Ak 34620 PM L.

i E Run
...y Snooze

Delete

Properties

Figure 75: Scheduler Right-click menu

3. Right click on any Snooze.

4. Select Properties to view or edit the properties of the snooze. See Step » in “Configuring a Snooze”

on page 79.
5. If changes are made, click Next until done. Then, click Finish.
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Reboot Tool

To keep your servers running smoothly, it may be necessary to reboot them for various reasons. For
example, some applications consume excess resources due to memory leaks and over time could cause
the system to function below acceptable limits - unless it is regularly rebooted. nFX Log One allows you
to automate the process of rebooting the systems by allowing you to reboot a remote system without
leaving your desktop, or configure a reboot schedule for multiple systems.

1. From the nFX Log One Console menu, select 7ools >Scheduler.

» The Scheduler screen appears.

£ g Scheduler [Z]10]

o o M Task Marne Task Type Schedule

- {B‘ Snoaze

Figure 76: Scheduler screen
2. Right-click Reboot and select Add New Task.

» The Please Provide Information about the Reboot dialog box displays.

Please provide information about this Reboot |

Tazk Name |[WiCelsio e

Motes:

Feboot initiated by uzer Administratar on 11/19/2007 5:15:26 PM

¢ Back I Meut = I Cancel Help

Figure 77: Please provide information about this Reboot screen

3. Enter a Reboot Task Name in the Task Name field.
4. Enter any descriptive information about the reason for the reboot in the Notes section of this screen.
5. Click the Next button.
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» The Please select computer(s) to Reboot screen displays.

Please select computer(s) to Reboot E3

Pleaze select computer(s]

E| D& Enterprize
L= GEMIMI

£ Back I Mest » I Cancel Help

Figure 78: Please select computer(s) to Reboot screen

6. Select the checkbox next to the group of computers that you want to reboot, or expand the tree
and click on one or more computers that you want to reboot.

7. Click the Next button.
» The Reboot Schedule screen displays.

Reboot Schedule l

— Reboot
Reboot warning time: ﬁ |Minutes LI

[ Snhooze computer(z] befare reboat

—Snooze

Urznonze I'Iﬂ :—:_I IMinutes j after refont

MHote: Snooze feature disables the fallowing functionality of nFx Log One during the
zhoozed time period:

1] Conective Actions
2] talerts and
3] Service restarts

< Back I Mest > I Cancel Help

Figure 79: Reboot Schedule screen
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8. Select a Warning Time from the Reboot warning time pull-down menu to identify how many
minutes prior to the upcoming reboot that you would like nFX Log One to send out a Warning

Message.
Important Itis strongly advisable that you Snooze the machine during a planned reboot
m to prevent any false alerting from occurring.

9. Click the Next button.

10. The Please provide information about this Reboot screen displays.

Please provide information about this Reboot

Please select the schedule type for this task

o Mo
€ Start date timer [11713/2007 < | 52raspM -

L. 27

v Fun repetitively

The start date of a scheduled routing will be today's date, or the
date from the above "start date time', if provided.

™ Automatically add new computer to this task

< Back I Mest > I Cancel Help

Figure 80: Please provide information about this Reboot screen

11. To run the Reboot only one time, check the Run Once checkbox. Then decide whether to Reboot
Now or at a set date and time.

a. To perform the Reboot now, click the Now radio button.

b. To perform the Reboot later, click the Start date time: radio button and select the date and
time for the reboot.

12. To run the Reboot on a schedule, check the Run repetitively checkbox. Set the date and time
the next screen.

13. Click the Next button.

» The Reboot schedule screen displays.
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14
15
16
17
18

Reboot schedule E2 l

~ Fepeat Interval

& Eveny !1 :::I |Days _:J

" Day of the \Wesk...

7 wleek of the Month...

" Dap |E| 37 of every manth

— Start time

| 5:34.36 PM -

MHate: All tazk execution iz based upon Agent's local time.

< Back I Mext > I Cancel Help

Figure 81: Reboot Schedule screen

. Set the desired Repeat Interval and Start time for the Reboot Schedule.
. Click the Next button.

. After setting your reboot schedule, a Summary screen displays.

. Click the Back button to make changes.

. Click the Finish button to complete your Reboot configuration.

Changing the Properties of a Scheduled Reboot

Once a Reboot has been scheduled to occur on a regular basis, you can access the Reboot Properties

by following the steps:
1. From the nFX Log One Console, select 7ools> Scheduler.
» The Scheduler screen appears.
2. Highlight Reboot on the left pane.
» A list of all scheduled Reboots display.
3. To view or edit the Reboot Properties, Right-click on any Reboot.
4. Select the Properties.
5. If changes are made, click Next until done. Then, click Finish.
Run Tool

88

nFX Log One's Run Tool allows you to automate the running of an executable on any computer or group

of
or

To

computers where the nFX Log One Agent software has been deployed. An executable can be run once
according to user-definable schedule.

automate the running of an executable, follow these steps:
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1. From the nFX Log One Console menu, select Tools > Scheduler.
» The Scheduler screen appears.

¢ p Scheduler [_ |

Task Mame Task Tvpe Schedule

- {B‘ Snooze

Figure 82: Scheduler screen
2. Right-click Run and select Add New Task.

» The Please provide information about the Run Task screen displays.

Please provide information about this Run Task E3

Taszk Mame |Ta$k #1]

Motes;

Run Tazk initiated by uzer Adminiztrator on 11/19/2007 5:46:00 Pk

¢ Back I Mest » l Cancel Help

Figure 83: Please provide information about the Run Task screen

3. Enter the Run Task Name in the Task Name field.
4. Enter Run Task information in the Notes section.
5. Click the Next button.

» The Please select computer(s) to Run Task screen displays.
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Please select computer{s) to Run Task I

Pleaze zelect computerz)

E| D& Enterprize
e ]2 GEMINI

< Back I Hext » I Cancel Help

Figure 84: Please select computer(s) to Run Task screen

6. Select the checkbox next to the group of computers that you want to run an executable on, or expand
the tree and click on one or more multiple computers. If you choose to run the same executable on
multiple machines, the executable must be found in the same path on each computer you have
specified.

7. Click the Next button.

» The Run Task Options screen displays.

Run Task Options E3 I

E secutable path and file name:

Ilaunch_x_l,lainfo.bali Browsze... |

Command line arquments:

—Run the program uzing:
{* nF Log One agent zervice account

" Specific user account

Uszer Mame: I

Pazzword I

Confirm password: i

[omain I

< Back I Mext » | Cancel Help

Figure 85: Run Task Options screen
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8. Enter the complete path to the file name of the executable that you want to run in the Executable
Path and File Name field. (You can use the Browse button if necessary).

9. Fill out the rest of this screen.

Important Keep in mind that the specified User Account must have permissions to run
m the executable on each desired system.

10. Click the Next button.

» The Please provide information about this Run Task screen displays.

Please provide information about this Run Task E2 I

Please select the zchedule twpe for this tazk
¥ FunOnce
& How
O Start date time: [11/20:2007 =] [ G2547aM =

[ FRun repetitively

The start date of a scheduled routine will be today's date, or the
date from the above ‘start date time', if provided.

[T Autormaticaly add rew computer fa this bask

< Back I Finizh l Cancel Help

Figure 86: Please provide information about this Run Task screen

11. To run the Task just once, check the Run Once checkbox. To run the task on a schedule, click Run
repetitively checkbox. One, the other or both may be checked.

12. Select the Now radio button if you want the Task to run immediately. Or, select the Start date and
time radio button if you want to delay the running of the task to a specific date and time.

13. Check the Automatically add new computers to this task if desired.
14. Click the Next button.

» The Run Task schedule screen displays.
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Run Task schedule E2

— Flepeat Interval

* Even !1 :_:'I IDa}ls :_I

' Day of the Week...

ek of the Manth...

i Day |D 3? of every manth

— Start time

9:47:25 aM =

Mate: Al tazk execution iz based upon Agent's local ime.

< Back I Mest » | Cancel Help

Figure 87: Run Task schedule screen

15. Select the desired Repeat Interval and Start time for the Task.
16. Click Next. The Summary screen appears.
17. Click the Back button to make changes.

18. Click the Finish button to complete your Task configuration.

Changing the Properties of a Scheduled Task

Once an executable has been scheduled to occur on a regular basis, you can access the Run Task
properties using the Scheduler.

1. From the nFX Log One Console menu, select 7ools > Scheduler.
» The Scheduler screen appears.
2. Highlight Run on the left pane and a list of all scheduled tasks displays.
3. Right-click on any task and select Properties to view or edit the properties of the task.

4. If changes are made, click Next until done. Then, click Finish.

Scheduler

nFX Log One's Scheduler tool provides you with single screen access to all scheduled reboots, reports,
snoozes, and task runs. You can access the Scheduler option by selecting 7oo/s> Scheduler from the
nFX Log One Console menu. The Scheduler tool provides you with the following information regarding
each scheduled event: Task name, Task type, Schedule, Creator, Task status, Last result, Next
run time, and Last run time.
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Using the Scheduler
1. Access the Schedule from the nFX Log One Console menu, 7ools > Scheduler.

» The Scheduler screen appears.

@ netForensics nF¥ Log One Console - [Scheduler] Mi=] 3
;& File Edit ¥iew Go Action Tools indow Help - Iﬂ |_§J|
B | 3 | x| 2
Apply Setup Backup Logout Reports About
Tack Mame i Task Type | Schedule | Creator | Task Stakus i |
= E Risk Assessment - D... Run Task Af12:00:00 A... Default Scheduled
: Run GEMIMI Run Task At 12:00:00 A... Default Scheduled !
* (D snooze Qe ook endesk  Jaroseran Administrator Scheduled

Figure 88: Scheduler screen
2. To schedule a new reboot, report, snooze, or task run, simply Right-click on the appropriate
task type on the left pane of the Scheduler screen and follow the screen-by-screen instructions.

Service Control Manager

With the nFX Log One Service Control Manager, you can control any remote or local service on any
system where an nFX Log One Agent resides. This convenient feature allows you to start, restart, or stop
services on a remote machine without leaving your management workstation. To access the Service Control
Manager, follow these steps.

1. From the nFX Log One Console menu, select Tools > Service Manager.

» The Services Control screen displays.

Services Control

SAGEMINI Services Status

Alerter «| = WEEMINI
Application Experience Lookup Service _I =1
Application Layer Gateway Service J
Application Management

ASP MET State Service

Automatic pdates

Backaround Intelligent Transfer Service
ClipBook,

COM+ Event System

COM+ Syztem Application

Camputer Browser

Cryptographic Services

DCOM Server Process Launcher

DHCF Clignt
gpsstfesen
RN -

[ Include Service Dependencies

Huery | Bestart | Start I Stop Close |

Figure 89: Service Control screen

2. Click the Computer button to select the desired computer.
3. Highlight the computer.
4. Click the OK button.
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5. Click the desired service(s). Multiple services can be selected by holding the CTRL and SHIFT keys.

Important If you would like to include any dependent services in the action you select,
you must check the Include Service Dependencies checkbox.
m This option is NVOT selected by default.

Click the Query button to determine the current status of the selected services. Each selected service
will appear in the Services Status pane with one of the following icons:

Indicates that the service is currently started
|§| Indicates that the service is currently stopped
|§| Indicates that the service is currently disabled
One of the following actions can be taken by using the buttons on the bottom of the screen:
e Restart - stops the selected service(s) and then starts the selected service(s).
e Stop - stops the selected service(s).
e Start - starts the selected service(s).

Alert Maintenance Tool
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The Alert Maintenance tool provides a way to stop notifications from being delivered to their destination.
If there are a number of pending unnecessary pages, removing the Alerts can be helpful.

From the nFX Log One Console menu, select 7ools > Alerting Maintenance.

» The Alerting Maintenance screen displays.

alerting Maintenance E3

Thiz dialog allows you to stop alerts from being delivered ta their destination user if the
alerting process has not aready been iniiated. Removing pending alerts can be helpful | far
example, when many unneceszan pages are pending.

Alert Type: I,-L\II Alert Tepes Li Uzerz]: | GEMIMAdminiztrator

Check Al | Uncheck 4l

Remove |

Figure 90: Alerting Maintenance screen

From the Alert Type drop-down menu, select the type of alert that needs to be removed. If all alerts
need to be removed for a certain user ID the All Alert Types option can be selected.

Check each User ID that requires the Alert Type to be removed. Valid users of nFX Log One are
listed in the User(s) list. The Check All button allows for all users' notifications to be removed from
the database table ALERTSTBL.

Once all parameters have been designated, click the Remove button.

» A ‘Delete Alert Confirmation’ screen displays.
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5. Select Yes to continue.

Database Configuration Tool

nFX Log One's Database Configuration tool enables you to direct nFX Log One to a new database for
data storage. Currently, nFX Log One supports either Microsoft's SQL Desktop Edition (MSDE) or Microsoft
SQL Server 2000 as its engine for data management.

Important After installation, you can use the Database Configuration Tool to direct
nFX Log One to a new database.
Important If you change nFX Log One's default database, you may also need to change
the data quota management settings associated with the database. You can
m use the Database Quota Management Tool to adjust these settings.

Changing Database Repositories
1. From the nFX Log One Console menu, select Tools> Database Configuration.

» The Database Settings screen displays, showing your current settings.

Database Settings

— Current Databaze Settings TR p

[atabasze Tupe: ISQL Server syzterm iz uzed far staring
all higtorical data and
Server: |gemini configuration information,

Databaze: IanLc.gD HE

Izer: |sa

Pazaward: Ixxxxxx

Cloze I

Figure 91: Database Settings screen
2. To change the database settings, click the Change button.

» The Database Migration screen displays with a warning stating that during migration only your
configuration data will be migrated to the new database.

Database Migration

' This operation will let yvou migrake all your existing configuration data to wour new database,
b This opetatiion will not migrate any of the Agent collected data to vour new database,
If wou wish to migrate those data as well, please contack customer support.

Do ol wish ko conkinue?
. il |

Figure 92: Database Migration screen
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Warning If you want to migrate one or al/nFX Log One Agent-collected data,
o You must speak with netForensics Technical Support before
proceeding.

3. Click the Yes button.

» The Database Settings Wizard screen displays.

Database Settings Wizard

Pleaze zpecify the following information:
1. The name ar ip address of the databasze server
2. The name of the databage

Server: I

Databaze: IanLc.glj ne

< Back I Mewt = I Cancel Help

Figure 93: Database Settings Wizard screen

Enter the Name or IP address of the Database Server in the Server and/or Database fields.
Click the Next button.

Enter the User Name and Password for nFX Log One to use to authenticate itself to the database.
Click the Finish button.

N o o &

Important When you click the Finish button at the completion of the Database Settings
Wizard, a database connection will attempt to verify the information supplied
m throughout the Wizard, and you will be notified of a successful connection. You
will also receive a second notification when all data has been successfully
migrated by the Wizard.

Database Quota Management Tool

The Database Quota Management tool enables the nFX Log One Administrator to define how long
historical data will be held on the hard disk of the nFX Log One Management Server storing the nFX Log
One Database Repository.
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1.

7.

From the nFX Log One Console menu, select Tools > Database Quota Configuration.

» The Database Quota Management Settings screen displays.

Database Quota Management Settings E I
— Components—— ~ Settings For <MONE> ———————— v Disabled

Event "W atcher — -

Performance " atcher Keep Data For: IL' _J;I days

Service Watcher

TCPAIP W atcher Run ewveny: l[l _13 hawrs

[T Output Becords Ta £5Y Files Before Delsting

File Path: I Browze, |
ITI Cancel |

Figure 94: Database Quota Management Settings screen

To change the quota management based upon the different components, highlight a Component
under the Components section.

The Settings For: <component name=> section designates how long the historical data will be
held on the hard disk for that component. Click the Disabled checkbox (so that it is deselected) and
enter the desired information.

The Keep Data For option allows you to select the amount of days before the data will be deleted.
The Run every option allows you to choose how often the hard disk will be scanned.

The Output Records to CSV Files Before Deleting option tells nFX Log One to generate a CSV
file before deleting all of the data from the hard disk. Enter the path for the CSV file.

Click OK.

Backup and Restore Tool

The Backup tool is used to backup all of the nFX Log One Configuration Files found in the nFX Log One
directory. This configuration information can be restored to the same system or any other system that
has had its configuration deleted or corrupted by using the Restore tool.

Backing Up an nFX Log One Configuration

It is recommended that the nFX Log One Configuration Files be backed up each time that you make a
change to your nFX Log One configuration.
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To back up an nFX Log One configuration:

nFxX Loo One

1. Click the Backup icon on the nFX Log One toolbar or select File > Backup from the nFX Log One

Console menu.

» The Backup Restore screen displays.

— Backup Falder

Browsze. . I

— Databze Infarmation

Operation Type

DEM |LogCasterD SN

% Backup

zer Name ISE'

' Festare

Pazzword |x===<==xx

Start I Cloze

Figure 95: Backup Restore screen

2. Choose or confirm a file destination where you would like the backup configuration to be stored.

It is recommended that a separate folder be set up for your backup files on another system other

than the nFX Log One Server.

3. Click Start when ready to perform the Backup.

Restoring an nFX Log One Configuration

The Restore tool is used to restore all of the nFX Log One Configuration Files on the same system or
another system whose configuration may have been lost, deleted, or corrupted. This eliminates the need
to reconfigure nFX Log One on your system after any disaster.

To restore an nFX Log One configuration:

1. Click the Backup icon on the nFX Log One toolbar, or select File > Restore from the nFX Log One

Console menu.

» The Backup Restore screen displays

2. You may be prompted to close all nFX Log One Configuration screens, and select the file location of

your nFX Log One backup.

Important During a restoration to an nFX Log One Server you must ensure that the
computer name used for the nFX Log One Server and all Agents have the same
m name as when the configuration files were backed up.
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Utilizing Reports in netForensics Reporting

This section will provide you with the information that you'll need to get the most out of your netForensics
Reporting software. The section covers the following topics:

e Report Execution

e Exporting Reports

e Message Text Searching

Report Execution

The default netForensics Reporting home page displays Report folders based on Report Groups as
well as additional Security Report folders, which contain relevant canned reports.

To access reports, follow these steps:

1. To access the netForensics Report Manager from the Windows menu, select Start > All Programs
> netforensics> Reporting > Report Manager.

Pﬁ netForensics g @ SEIVErS
7] Oracle - OHOME1 ¥ 7] tools

All Erograms ] Oracle Installation Products 7] agents
.lﬁ nFx Log One
rﬁ Reparking

"ﬂ Report Manager

r E YWeh Console

|# start |

Figure 96: Access Report Manager from Windows menu

» The SQL Server Reporting Services Home page appears.

Home | My Subscriptions | Site Settings | Help

SOL Server Reporting Services

i_ai"'. Home Search for: Gul
CiNew Folder @ Mew Data Source 4] Upload File 5] Report Builder iEE Show Details
g p P

1 netFarensics Reparting MEw

Figure 97: SQL Server Reporting Services screen

2. Click the netForensics Reporting link.
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» The Report Manager contents web page displays listing the Report sub-folders based on Report

groups.

] SQL Server Reporting Services
|  Home =

=44 netForensics Reporting
Contents NalE = n =

Horne | My Subscriptions | Site Settings | Help

ool

Search for:

CiMNew Folder b MNew Data Source  h] Upload File

5l Repart Builder

i Show Details

3 Compliance 'mew
& whole suite of reports designed to assist in streamlining

Act (50, Health Insurance Portability and Accountability
Act (HIPAAY, Gramm-Leach Bliley Act (GLBA), Federal

Standards.

3 Configuration IHew
netFarensics Reparting configuration information like DSH
settings, company logo etc.

3 Cross Platfarm fuew

Reports on all events across all platforms, applications and
dewvices.

[ Database Auditing Inew
& whale suite of database reports focusing on database
activity, security, compliance, perfarmance and
operations.You need to have netForensics nFX Data One
to execute this reports,

b Executive Dashboard 'new
Executive dashboard for security, compliance and
Operations

compliance activities for regulations such as Sarbanes-Oxley

Information Security Management Act (FISMAY; International
Organizations for Standardization's for security (IS0 17799,
Basel II; and the Payment Card Industry (PCI) Data Security 3 Security and Auditing Inew

[ Systems Management uew

[ UINIE THEwW

3 MainFrames 'Mew
Reports on all security logs from MainFrames

[3 Risk &ssessment !'MEw
4 whale suite of risk assessment reports focusing on account
inforrmation, policy information, network ports, event logs and
shared resources.

& whole suite of security reports focusing on user activity,
account management, file access and audit policy changes.

& whole suite of systems management reports focusing on
Performance, TCP-IP devices, Services, Syslogs and
application specific logs.

Feports on all events from all UMD - Linus systems,

Figure 98: netForensics Reporting Home page (Report Manager)
3. From the Report Manager screen, select a specific Report Type from the displayed list of Reports.

» For example: if the Security and Auditing link is clicked, the following screen displays:

: S0L Server Reporting Services
| Home > netForensics Reparting =

Ll Security and Auditing

=

Home | My Subscriptions | Site Settings | Help

o

Search fDr:I

[CiMew Folder +®New Data Source 4] Upload File

5 Repart Builder

£ Show Details

3 Account Management Inew
Account Management auditing shows when users ar

be used to determine when a security principal was
created and who performed the task.

3 Events Tnew

Reports on all collected windows events and their
associated rules,

3 Log Data Integrity 'wew

3 Logon-Logoff Inew
Logon events can be useful to track attempts to logon
interactively at servers ar to investigate attacks
launched from a particular computer, Success audits
generate an audit entry when a logon attempt
succeeds.

groups are created, changed, or deleted. This audit can

1 Object Access Inew
Identify when a given obhject is accessed, the type of
access {e.g. read, write, delete) and whether or nat
access was successful or failed.

3 Paolicy Change !new
Auditing policy change identifies changes to your
environment that should be combined with changes to
other policies and user rights,

[ System Security !'Hew
Reports on all system security related windows events,

Figure 99: SQL Server Reporting Services Security and Auditing Reports Page

100



nFX Loo One

nFX Log One and netForensics Reporting User Guide

4. Select the Report that you want to use. For example: click the Account Management link.

» The Account Management reports page appears.

Home | My Subscriptions | Site Settings | Help

SOL Server Reporting Serwvices

l_di Home = netForensics Reporting > Security and Auditing = Search for: Gul
= Account Management

.

[y New Folder “pNew Data Source 4] Upload File 5] Report Builder Show Details
.i.a‘:'pAII account management changes THew | Grodp account management 'Mew
Use this report to create custom account management Account management reparts related to group accounts

linked reports
P |3 User account management 'Hew

3 Detailed Reparts INEw Account management reports related to user accounts
Detailed reports are in depth reports on all account
management events collected on all managed machines.

Figure 100: Account Management Reports page
5. Click the All account management changes report link.

» The All Accounts Management Changes configuration screen appears.

: : Home | My Subscriptions | Site Settings | Help
= SOL Server Reporting Services l : :
'Elf:j Home > netForensics Reporting » Security and Auditing > Account Management = Search fDr.I Go
3 '

All account management changes

LU Properties | History | Subscriptions
[

=i Mew Subscription

@ netForensics _
Reporting

»

All account management changes

gatahase |AII | ceiecr | | Time Frame seLect Save/View Report
Shvels Last 1 Maonth(s)

Server A | sereer Start: 2007-10-01 00:00:00
End: 2007-11-01 00:00:00

Caller |AII |

Account Sorting

Caller |AII | Sort by: IDate Time vl

D i Sort Order: € Ascending

Target User ie"\” | % Descending

Earge? |A|| | Grouping

™ Group Similar Events

Figure 101: All Accounts Management changes screen
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6. Verify/modify the Report's parameters and click the Save/View Report button to execute the
report.

Home | My Subscriptions | Site Settings | Help

S0L Server Reporting Services

f'E Home > netForensics Reporting > Security and suditing » Account Management > Search fur:l E‘

All account management changes

LSS Properties | History | Subscriptions

(=i New Subscription A

. Ktfo 8':5_ |4 petail Report o Back to Parameters
Reporting - E
4 4 Il of 1 P |100% oz | Find | Next Select a format =] Export (@] =
2 0’ :

& netForensics Pagec

04/30£2007 14:27:20
All account management changes

User Account nF¥_Loo_One_Bkuptdministr SHARKSWnF<_L_0_BACKUPS  nF<_LOG_OME_BALC 0373042007 16:04:21

Changed ator

User Account nF#_Log One BkupAdministr  SHARKSWFX L 0_BACKUPE  nF<_LOG_OME_BaC 0373042007 14:38:54

Changed ator

User Account nF¥%_Log One_BkuptAdministr  SHARKSInFX_L_0_BACKUP$  nPX_LOG_ONE_BAC 03/30/2007 14:38:54

Locked Out ator

User Account nF¥_Log_One_BkupiAdministr SHARKS\WFX_L_0_BACKUPS  nFX¥_LOG_OME_BAC 03/3042007 14:33:57

Changed ator

User Account nF_Log One_BkuptAdministr  SHARKSINFA_L_0_BACKUPY  nF4_LOG_OME_BAC 03f3042007 14:33:57

Locked Out ator

User Account SHARKSwenkat SHARKSHERCLILESE HERCULES 0373072007 14.06:46

Changed

User Account SHARKSwenkat SHARKSWHERCULESE HERCULES 03/3052007 14:06:46

Locked Out

User Account nF¥_Log_One_BkuplAdministr SHARKSWFY_L_0_BACKUPS  nFx_LOG_ONE_BAC 03/3042007 14:01:04

Figure 102: All Account Management Changes Report

7. Check the Report to determine if the parameters for the Report need to be adjusted.

Exporting Reports

In netForensics Reporting, you can easily export a Report from the Report Manager. The steps
below will show you how to complete this task:

1. Click on the Select a format menu drop-down after you have executed a report such as the one
listed above.

» A list of various Export Formats displays.

Select a format *| Export

CEW (comma delimited)
TIFF file

Acrobat (PDF) file

web archive

Excel

Figure 103: Exports menu
2. Select the Export Format that you want to use.
3. Click on the Export link directly to the right of the drop-down menu.

» The Report is displayed in a new window.
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Important The Report Toolbar (shown above) is part of the HTML Viewer. When you
7 click the Export link, the Report opens in a new browser window, in a viewer
that suypports the Export Format that you've selected.

For example: If you selected TIFF as the Export Format, your report would
display in a viewer that supports TIFF file types.

Message Text Searching

netForensics Reporting allows you to add Search Criteria for the Report that you are planning to
run. The steps below will show you how to complete this task:

1. Go to the Report that you are planning to run.
2. Select the Select link in the Message Text Searching section of your Report.

» The Message Text Search - Web Page Dialogue screen displays.

3 netForensics Reporting - Message Text Search - Web Page Dialog

Include/Exclude Search Type Qualifier (optional) Message Text Keywords
Include | events with any Lagon Type test ELIT | DELETE
Include | events with any Ohbject Mame tewrt ECIT | ELETE
Exclude |events with all Lagon Type asdfasdfasdfasdfasdf ECIT | CELETE
IIncIude j |even15 with ANYj |Select frorm list j =] m
OR

| [

[Gualifier: Keyword) [zaparated by comma or anter key)

Figure 104: Message Text Search - Web Page Dialog screen

3. Select the Search Criteria that you want to add and click on the Add button.
4. Once you have added all of your Search Criteria, click the OK button.

» Your Search Criteria has been added.
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Report Configuration

In this section, you will learn about the various operations that can be performed on reports and folders
including the following:

e Saving Reports

e Moving Reports
e Deleting Reports

e Changing Company Logos in a Report
e Changing the Data Source DSN settings

e Report History
e Report Subscription

e Report Access and Role Assignments

Saving Reports

Once you have executed the Report that you want to use, you can alternatively make a copy of the report
using the Save As New option. This is recommended if you would like to preserve the default canned
reports.

1. Run the report as desired.
2. Click on the Save As New button.

» The Report is saved in the currently opened folder.

Moving Reports

There may be times when you may want to move a Report from one location to another. The steps below
will show you how to complete this task:

Important It is recommended to create a custom folder at the root of netForensics
m Reporting that can be used to hold all custom reports.

1. In Report Manager, open the folder that contains the Report that you would like to move.
2. Click on Properties tab.

» The Report Manager Report Properties screen appears.
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=)

@Pmpeﬂies History | Subscrptions

SOL Server Reporting Services

Home > netForensics Reporting » Security and Auditing = Account Management =

Home | My Subscriptions | Site Settings | Help

Search for: Gol

All account management changes

Modified Date: 11/20/2007 9:50 AM

General Modified By:  GEMININAdrministrator
Parameters Creation Date: 11/20/2007 9:50 AM
z Created By: GEMIMI\Administrator
Execution
History Properties
Security Mame: |lAII account management changes
Description: [Use this report to create custom =
account management linked reports
=

[T Hide in list wiew

Report Definition

Link to: /netForansics Reparting/Configuration/Templates/System suditing/Summary Reports/sccount Management | Change Link

Applyl Delete | Muvel

Figure 105: Report Manager screen: Report Properties

3. You can also rename the report here. Click the Move button.

» The Report Folder tree structure screen appears.

SCL Server Reporting Services

Home | My Subscriptions | Site Settings |

Home = netForensics Reporting =
Security and Auditing > Account

Help

Search for:

'. = Management =
All account management

changes
@Pmperﬁes History | Subscriptions

ool

Select a folder to contain this item.

General

———— Location: |/netFDrensics Reparting/Security and Auditir
Execution =-[F Home

History —-[l netFaorensics Reparting

Security #-4 Compliance
- Configuration

- Cross Platform
- Database Auditing
-4 MainFrames

|_l Rizsk Assessrment
| 1 Security and Auditing

unt Management
| | Detailed Reports
[#-_J Sroup account managernent
d User account managerment
[*-[_J Events

| Log Data Integrity

#-1 Logon-Logoff
| Objec Access
| Palicy Change
[+ Systern Security

J Swsterns Managernent

OK| Cancel |

Figure 106: Report Folder tree
4. Highlight the folder where you want to move the report to.
5. Click the OK button.
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» The Report has been moved to its new location.

Deleting Reports

There may be times when you want to delete a Report. The steps below will show you how to complete
this task.

1. In Report Manager, open the folder that contains the Report that you would like to delete.
2. Open the Report you would like to delete.
3. Click the Properties tab.
4. Click the Delete button.
» The Report has been deleted.

Changing Company Logos in a Report

netForensics Reporting allows you to change the company logo displayed on the Report's header. The
steps below will show you how to complete this task:

1. Open Report Manager and browse to the netforensics Reporting > Configuration > Images folder.

» The Images page appears.

S0OL Server Reporting Services Home | My Subscriptions | Site Settings |
Home = netForensics Beporting = Help
= %?r:g,;éimn - Search ﬂ:ur:! El
L Contents Prnerties
4 Mew Folder <2 Mew Data Source 4] Upload File 5] Report Builder 8 Show Details
] del.gif tnew ™) logo linux.gif trew
™| drillthrough.jpg 1new ®] logo win.gif HEew
] logo.gif Inew %] success.gif tnew
,f] logo db.gif InEw

Figure 107: Report Manager screen: Changing a Company Logo
2. Select Upload File button from the icon bar.

» The Upload File screen displays.
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Home | My Subscriptions | Site Settings | Help

— SqQL Server Reporting Services
! Upload File Search for: Gul

Upload a report or resource into Images. To upload a report, choose a report definition
{.rdly file.

File to upload: I Browse. . |

Mame; INew Item

[T overwrite item if it exists

(B4 Cancell

Figure 108: Report Manager : Upload File
Use the Browse button to locate the image that you want to upload.
Enter the name you would like to appear as the link on the page in the Name field.
Click the OK button.

2L

Select Refresh Image from the Navigation tab to view the new logo for this Report.

Changing the Data Source DSN settings

There may be times when you will need to tell netForensics Reporting that either the database name
or the SQL credentials used to access the database have changed. If this occurs, you must update
netForensics Reporting. To change the data source DNS setting, follow these steps:

1. Open IE and browse to:
http://<nFX Log One_Reporting_Server_name>/RtReporting/console.aspx

Or from the Windows menu, select Start > All Programs > netfForensics > Reporting > Web Console

» The netForensics Web Console screen appears.
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@ netforensics

E
DASHROARD
REPORTS
LOG MANAGEMENT
ADMIMISTRATION

DOWNLOAD REPOR

HELR

DASHBOARD
REPORTS

LOG MANAGEMENT
ADMIMNISTRATION
DOWNLOAD
REPORTS

HELF

Wwelcome GEMINI\Administrator
12/28/72007 4:32:26 PM

Dashboard

The Executive Dashboard provides a visual summary of IT controk that have been implemented throughout the organization.
This includes systems assessed as at risk, the state of log collection and management, and a summary of alerts that have and

have not been acknowledged by IT administrators. The Dashboard provides a great starting point to visualize the security and
compliance hot spats and drilldown to specific systems alerts,

Reports

netForensic Reporting is a full-featured web-based reporting system that provides role-based access to information collected

from warigus systems, applications and device logs across the organization. It includes an extensive suite of pre-defined
customizable templates for reporting system policies, policy violations, Hsks & vulnersbilities, security threats, user account
and privilege changes, access to confidential files and databases, and much more. Compliance reports are organized by regulation e.g.
Sarbanes-Oxley, Gramm-Leach Bliley, HIPPA, ete, to help management and auditors rapidly access and walidate the effectiveness of
"mandated T contralk", Report drilkdowns, graphs & plots, search capabilities, a report builder, scheduler, and warious export & delivery

options are some of the other features provided with netForenszic Reporting.

Log Management

netForensic's log signing and data integrity festure helps customers preserve the authenticity of log file across enterprise.
Log signing feature allows all log files to be signed digitally using 2 industry standard secure hash alzorithm, netForensic's data
integrity feature lets customers verify the authenticity of all aggregated logs files across the enterprise.

Help

The Check for Updates utility verifies if updates are awailable for selected products and automatically redirects to the
approprate download page from where the latest product wersion can be downloaded.

Figure 109: netForensics Web Console

2. Click on the Administration link in the left panel.

» The Report Administration screen appears.

@ netforensics

» HOME

» DASHROARD

* REPORTS

o LOG MANAGEMENT

o ADMINISTRATION

» DOWHNLOAD REFORTS
» HELP

Backup Reports
Restore Reports
Update Data
Source

. Report Administration

Wwelcome GEMINIYAdministrator
12/28/2007 4:34:58 PM

Backup Reports

Backup Toolis used to backup reports from Report Server to an XML file, The XML file stores the report parameters and
settings for later Restore of reports. Backup reports can be done for the entire reports under netForensics Reporting folder
or under each sub-falder in Report Server.

Restore Reports

Restore Toolis used to restore the backed-up Xl file as Reports in the ReportServer. All the Reports setting captured
during backup will be restored. It can restores all the sub-folder Reports and Reports under the netForensics Reporting
Folder captured during Backup.

Update Data Source

Data Source update Tool is used to update the reports data source information. Report Datasource and reports stored
credential will be updated using this tool.

Figure 110: Web Console: Report Administration screen

3. Click the Update Data Source link.
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» The Update Data Source screen is displayed.

@ nﬁ[uranslns’ Welcome GEMINI\Administrator

12/28/2007 4:37:29 PM

HOME

DASHEOARD
REPCRTS

LOG MaNAGEMENT
ADMIMISTRATION
DOWMNLDAD REPORTS
HELR

Backup Reports
Restore reports | Update Data Source

Update Data
Source

Server |gemini

Database  [;FyLogOne

Authentication Type
€ Windows authentication
* 8QL Server authentication
User Isa

Password Io........

Reports Subscription Credential
User

I:S'd

Password I

i

update Reset

Figure 111: Web Console: Update Data Source screen

4. Enter the updated information and click Update.

Report History
Report History is a collection of previously run copies of a report. You can use Report History to
maintain a record of a report over time. For more information please refer the following link: Report History.
Report Subscription

Report Subscriptions allow you to setup scheduled reports. Reports Subscriptions can be delivered
in different formats to e-mail accounts or to file shares. netForensics Reporting allows you to create,
edit, and delete Report Subscriptions. The steps below will show you how to complete these tasks.
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1. Open a Report and click on the New Subscription icon located below the Properties tab.

» This example uses the all account management changes report.

i i Home | My Subscriptions | Site Settings p
= S rver Banoriig Semiices Home | My Subscriptions | Site Settings | Hel
|= ] Home > netForensics Repaorting » Security and Auditing > Account Management > Search for: E‘
- All account management changes
5 LU Properties | History | Subscriptions
i Mew Subscription =
@ netForensics _
Reporting
All account management changes
gatahase |AII | ceLecr | | Time Frame select Save/Miew Report
EIvers Last 1 Month(z)
Server Al | seveer Start: 2007-10-01 00:00:00
End: 2007-11-01 00:00:00
Caller |AII |
Account Sorting
Caller |AII | Sart by: IDate Time vl
D i ]
Sort Order: ¢ Ascending
Target User |A|| | % Descending
Earge? |AII | Grouping
™ Graup Similar Events

Figure 112: Report Delivery Options screen
Click the New Subscription link.
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» The Subscription page appears.

SOL Server Reporting Services Home | My Subscriptions | Site Settings |
s Home = netForensics Reporting > Secunty and Help
|== duditing = Account Management »
s Subscription: All account management ~ Search for EI
changes

Report Delivery Options
Specify options for report delivery,
Delivered by: IRepDrt Server E-Mail _:J

To: |Admini5tratu:ur

Eis |

Bcc: |
(Use {;) to separate multiple e-mail addresses.)

Reply-To: |
Subject: |@RepurtHame was executed at @ExecutionTime
M Include Report  Render Format: |web archive |
W Include Link
Pricrity: |NDrmaI j
Camment: =]
[~

Subscription Processing Options
Specify options for subscription processing.

Fun the subscription:

% when the scheduled repart run is complete, Select Scheduls
At B:00 AM every Mon of every week, starting 11,/20/2007
€ On a shared schedule; |Select a shared SChEduiej

Figure 113: New Subscription page: Report Delivery Options
2. Enter the e-mail address(es) in the To:, Cc: and/or Bcc: fields.

3. Fill in the remainder of the form as needed.

4. Click on the Select Schedule button to select when the report should be delivered.
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» The Schedule Details page appears.

S0L Server Reporting Services Home | My Subscriptions | Site Settings |
Home = netForensics Reporting = Help
= Security and Auditing > Account
E__J Management = Search for: g

Subscription: All account
management changes

Use this schedule to determine how often this report is delivered.

Schedule details

Choose whether to run the report on an hourly, daily, weekly, monthly, or one time basis,

All times are expressed in {GMT -05:00) Eastern Standard Time.

" Hour Daily Schedule

&
DAy * On the following days:

P
Hesk Csun Mwmon I Tue Twed T Thu T Fri T sat

" Maonth

O " Every weekday

" Repeat after this number of days: |1

Start time: |DEI :IDD oM, T PM,

Start and end dates
Specify the date to start and optionally end this schedule,

Beqgin running this schedule on: Ill,f‘ED,fEDIZ!'? E
[T Stop this schedule on: | et
(0] 4 Cancel |

Figure 114: Report Schedule Details screen
5. Set the desired schedule.
6. Click the OK button to save.
» The New Subscription page: Report Delivery Options screen displays.
7. Click the OK button to save the Report Subscription.

For more information please refer the following link: Report Subscriptions.

Report Access and Role Assignments

You can utilize Report Access and Role Assignments to create permissions for users and determine
how they access and administer Reporting Services.
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1. Open the Report Manager (SQL Reporting Services Home page).

Home | My Subscriptions | Site Settings | Help

i SQL Server Reporting Services
L&E Home Search for: Gol

iMew Folder <pMew Data Source 4] Upload File 5] Report Builder

3 netForensics Reporting IHEw

£ Show Details

Figure 115: SQL Server Reporting Services Home page
2. Click the Properties tab.

Home | My Subscriptions | Site Settings | Help
S0L Server Reporting Services

L Home Search for: El

X Delete | A7 Mew Role Assignment

Security
[ Group or Userd Role(s)
[T Edit BUILTINYAdministrators Content Manager
[T Edit WFXLOGOME\Farhaan Browser, Report Builder
[T Edit MNFXLOGOMNEYlwood Content Manager
T Edit METFOREMSICSWdjeckyl Browser, Cantent Manager, My Reparts
T Edit SHARKS\Cmcgary Content Manager

Figure 116: SQL Server Reporting Services screen: Properties tab

3. Click on New Role Assignment button on toolbar.
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» The New Role Assignment screen displays.

Home | My Subscriptions | Site Settings | Help

ﬁ SOL Server Reparting Services
&% New Role Assignment cL = o

Use this page to define role-based security for Home.

Group or user name: |nFxLogOneyreportusel

Select one or more roles to assign to the group or user.

[T FRoled Description

‘W Browsar May wiew falders, reparts and subscribe to repaorts.

T Content Manager May manage content in the Report Server. This includes folders,
reports and resources,

[T My Reports May publish reports and linked reports; manage folders, reports and
resources in a users My Reports folder,

[T PBublisher May publish reports and linked reports to the Report Server,

[T Eeport Builder May wiew report definitions.

DKI Cancel I Mew Role

Figure 117: New Role Assignment screen

4. Here you can add an existing domain user, domain group account or a local report users group. This
local group can contain domain accounts where administrative access is not allowed.

5. Select the checkbox next to the role you want to assign to a specific User or Group.
6. Click the OK button.

For more information please refer the following link: Report Access and Role Assignments.
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Notes:
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	Overview
	Who Should Read This Document
	Document Conventions
	Menu items, button names and commands appear in bold.
	Paths in the software appear in smaller, bold italic text.
	New or important terms and document titles appear in italics.
	Text that you see on the screen appears in a screen font.
	Variables appear between brackets in an italic screen font: <variables>
	Command input and file names appear in a bold screen font.
	Variables for which a value is required appear between brackets in a bold italic screen font: <file name>.
	The Start>Run option represents clicking the Start button on the Taskbar, and then clicking Run from the pop-up menu.
	When typing commands, you must press [Enter] to invoke any command, even if you are not expressly told to do so.
	The # and $ symbols denote the Linux command prompts for user root and non-root users.

	Related Documents
	nFX Log One V 6.0 Release Notes
	nFX Log One V 6.0 Troubleshooting Agent Deployment Guide

	Contacting netForensics Technical Support
	1. Telephone (Monday through friday from 7 a.m. to 10 p.m. EST)
	International Support Line:
	1.732.393.6060
	North America Support Line (Toll Free):

	1.866.9NFX.HELP (1.866.963.9435)
	2. Email

	support@netforensics.com
	3. Online Requests

	http://support.netforensics.com



	Getting Started with nFX Log One
	System Requirements
	Installing nFX Log One
	nFX Log One Licensing
	Uninstalling nFX Log One
	System Requirements
	Table 1: nFX Log One System Requirements
	Important
	Important


	Installing nFX Log One
	User name, company name, and serial number (provided by netForensics)
	Your choice of SQL Server to serve as the nFX Log One Database
	Destination drive and folder location for nFX Log One system files
	SQL Server name
	SQL Server admin account with password
	nFX Log One Database name
	Important


	nFX Log One Licensing
	Important
	Viewing Current License Information
	1. Open the nFX Log One Console and select Help > About netForensics nFX Log One.
	2. Select the License Information tab. Here you can also view the expiration date of your nFX Log One license.


	Updating the nFX Log One License File
	1. Open the nFX Log One Console and Select Help > About netForensics nFX Log One.
	2. Select the License Information tab.
	3. Select the Update License tab to locate and upload a new license file for nFX Log One.
	4. Once the new license is accepted, a License Update Successful pop-up message displays. The new license information will not be displayed until you reopen the licensing interface.



	Uninstalling nFX Log One
	Uninstalling Agents
	1. Select Go > Setup from the nFX Log One Console toolbar.
	» The Setup screen displays.
	2. Click on the + sign next to the Business Group in the upper left window pane where the agent resides. Note: All agents are added to the Enterprise Group by default.
	3. Right click the computer name
	4. Select Delete.
	Important



	Uninstalling nFX Log One Server Components
	1. Select Add or Remove Programs.
	2. Locate nFX Log One from your list of programs.
	3. Highlight nFX Log One from the list.
	4. Select Remove Program.
	» nFX Log One is now removed from your computer.





	Getting Started with netForensics Reporting
	netForensics Reporting Prerequisites
	Installing netForensics Reporting
	netForensics Risk Assessment
	netForensics Reporting Prerequisites
	1. From the Windows Desktop, select Start > Programs > Microsoft SQL Server > Reporting Services > Report Manager.
	» The SQL Reporting Services default home page displays.
	Figure 1: SQL Server Reporting Services screen
	Important




	SQL 2005 Reporting Services
	Important
	SQL Reporting Services Product Information
	System Requirements
	Prerequisites and Installation Tips
	The MS SQL 2005 Reporting Services installation computer must be running IIS 5.0 or later with the World Wide Publishing option enabled.
	The MS SQL 2005 Reporting Services installation computer must have .Net Framework 2.0 or later installed and it must be installed after IIS has been installed.
	Important

	Install MS SQL 2005 Reporting Services using most of the default settings.
	Use either your SQL 'sa' account information or Windows credentials for connecting to the SQL Server.
	Uncheck the SSL option, if necessary.
	Important

	1. Open a Command line screen and change directories to:
	C:\Windows\Microsoft.NET\Framework\v2.0.50727
	2. Enter the following:

	aspnet_regiis.exe -i
	3. Enter:

	iisreset
	Tips and Reminders
	Important
	Important





	SQL 2000 Reporting Services
	Important
	SQL Reporting Services Product Information
	System Requirements
	Prerequisites and Installation Tips
	The MS SQL 2000 Server instance referenced during the installation must be updated to Service Pack 3a.
	The MS SQL 2000 Reporting Services installation computer must be running IIS 5.0 or later with the World Wide Publishing option enabled.
	The MS SQL 2000 Reporting Services installation computer must have .Net Framework 1.1 or later installed and it must be installed after IIS has been installed.
	Important

	Install MS SQL 2000 Reporting Services using most of the default settings.
	Use either your SQL 'sa' account information or Windows credentials for connecting to the SQL Server.
	Uncheck the SSL option, if necessary.
	Important

	1. Open a Command line screen and change directories to:
	C:\Windows\Microsoft.NET\Framework\v2.0.50727
	2. Enter the following:

	aspnet_regiis.exe -i
	3. Enter:

	iisreset
	Tips and Reminders
	Important
	Important





	Installing netForensics Reporting
	1. The Choose Destination Location screen displays. Here you can select the SQL Server folder where you would like Setup to install the netForensics Reporting files.
	2. Select the MS SQL Server instance from the SQL Server List that contains the nFX Log One Database or select Other to manually enter the SQL Server Instance name.
	Figure 2: SQL Server List

	3. Click Next.
	» The nFX Log One Database Server Information screen displays.
	Figure 3: nFX Log One Database Server Information screen


	4. Enter your SQL Server Admin account and password.
	5. Click the Next button.
	6. Enter the nFX Log One Database Name.
	Figure 4: nFX Log One Database name Information screen

	7. Click the Next button. Here, you are promoted to publish reports.
	8. Verify that the netForensics Reporting folders and reports exist by browsing through the Report Folders as shown below.
	Figure 5: SQL Server Reporting Services home page



	netForensics Risk Assessment
	Important
	1. From Windows Start menu, select Start > Programs > netForensics > Reporting > Report Manager.
	» The SQL Reporting Services home page displays.
	Figure 6: SQL Reporting Services home page




	Getting Started with nFX Log One
	Navigate the nFX Log One Setup Window
	Install the nFX Log One Agent
	Configure New nFX Log One Users
	Configure nFX Log One Groups
	Configure Corrective Actions
	Configure Event Routing
	Understand the nFX Log One Environment Variables for Batch Files
	nFX Log One Management Console
	Logging In to the nFX Log One Management Console
	1. From the Windows Start menu, select Start > Programs > netForensics >nFX Log One > Management Console.
	» The nFX Log One Login screen displays.
	Figure 7: Management Console Login screen

	2. Enter your User ID into the User ID field.
	3. Enter your Password into the Password field.
	4. Verify and/or enter the Domain.
	5. Click Login.
	Important
	Important
	Table 2: nFX Log One Login screen descriptions



	Logging Out of the nFX Log One Management Console
	1. From the nFX Log One toolbar, click the Logout icon, or close all nFX Log One screens and select Go > Logout from the nFX Log One menu.
	» The nFX Log One Management Console closes.


	Installing a Remote nFX Log One Management Console
	1. From the nFX Log One toolbar click the Setup icon or select Go > Setup from the nFX Log One menu.
	2. In the Network Browser pane under the Monitored Systems Header, select the System Name on which you would like to install a r...
	» The Deploy to New Computer dialog box displays.
	Figure 8: Deploy to New Computer dialog box


	3. In the Deploy to New Computer dialog box, General tab enter the Computer Name in the Computer field.
	4. Enter the Display Name in the Display Name field. Or, if the Display Name field and Computer Name field are already populated, simply verify that the information is correct.
	5. Click on the Deployment Type drop-down menu.
	6. Select Console Only.
	7. Apply your changes by clicking the Add button located at the bottom.
	Important




	Web Console Configuration
	1. Open the nFX Log One Management Console from Windows Start > All Programs > netForensics > nFX Log One > Management Console.
	2. From the nFX Log One console menu, select Tools > Web Console Configuration.
	» The Web Console Configuration screen displays.
	Figure 9: Web Console Configuration screen


	3. In the Web Server field, enter the Web Server's hostname or IP address of the location of the Web Console.
	4. The Web Application field always displays with RTReporting.
	5. Click the OK button.

	1. From Windows, select Start > All Programs > netForensics > Reporting > Report Manager.
	Checking the Version of nFX Log One
	1. From the nFX Log One console menu, select Help > Check for updates.
	» If you have the most current version of nFX Log One, the Information screen displays stating: Congratulations! You have the most current version of the product.
	Figure 10: Version Information screen
	Important





	nFX Log One's Setup Utility
	Navigate the nFX Log One Setup Screen
	Install the nFX Log One Agent
	Configure New nFX Log One Users
	Configure nFX Log One Groups
	Configure Corrective Actions
	Configure Event Routing
	Use the nFX Log One Environment Variables for Batch Files
	1. From the nFX Log One Management Console toolbar, click the Setup icon or select Go > Setup from the nFX Log One Console menu.
	» The Setup screen displays.
	Figure 11: Setup screen


	1. The Setup Configuration section is located on the upper left pane of the Setup screen.
	In the upper left window pane of the Setup screen, you can right click on any of the text to add computers, users, and corrective actions.
	2. The right pane of the Setup screen is dynamic and changes according to your Console refresh rate located in Advanced Settings on the Login screen.
	3. The lower left pane displays information for Microsoft Networks and WORKGROUPs.


	Installing nFX Log One Agents
	1. Start by executing one of the following:
	a. From the Setup screen, right-click on the Monitored Systems header and select New > Computer.
	b. From the Setup screen, highlight the computer(s) in the Network Browser lower left pane, right-click, and select Deploy Agent.
	c. From the Setup screen, choose a computer from the Network Browser lower left pane and drag and drop it into one of the Business Groups listed in the Monitored Systems pane.
	2. At the Deploy to New Computer dialog, you are required to confirm the name of the computer information and the preferred display name.
	3. You are also required to identify the Deployment Type with options for Agent Only, Agent with Console, or Console Only.

	Remote Agent Installation
	Important
	Important
	1. First, you will need to uninstall previous versions of the nFX Log One Agent bootstrap from Add/Remove Programs using the following command:
	Msiexec /x agentbootstrap.msi /qn
	2. Use the example command line shown below for installation.
	3. Update the Run_LC_Agent_Bootstrap.bat file with the correct IP address of your nFX Log One Server.
	Important
	Important
	Important



	Creating User Accounts
	Important
	1. Right-click on anywhere in the upper left pane of nFX Log One Setup.
	2. Select New > User.
	» The Add New User dialog box displays.
	Figure 12: Add New User: Personal Information tab


	3. Click the Personal Information tab.
	4. Enter the User Name in the User Name field.
	5. Enter the Domain Name in the Domain Name field.
	6. Enter the User's Full Name in the Full Name field.
	7. Enter the name of the User's Organization in the Organization field.
	8. Enter the User's Location in the Location field.
	9. Enter the User's Contact Telephone Number in the Telephone field.
	10. Enter the User's E-mail Address in the E-mail field.
	11. Enter additional e-mail addresses in the E-mail CC: field by clicking the Add button.
	12. Enter the User's Pager Number in the Pager Access Number field.
	13. Once you have entered all of the required information, click the OK button.
	» A New User has been added.
	Important





	Configuring Corrective Actions
	Important
	Figure 13: Corrective Action screen
	1. Right-click on the Corrective Actions header from within the nFX Log One Setup utility.
	2. Select New > Corrective Action and find the corrective action file.
	Important
	Important



	User Profile Properties
	Personal Information
	Notification Schedule
	Message Format
	Dialup Pager & SMS Options
	When creating a new user, in the Add new user dialog box found by right-clicking in the upper left pane of the Setup screen and selecting New > User or,
	For existing users, in the User Properties dialog box found by right-clicking the user name in the upper left pane of the Setup screen and selecting Properties.
	Personal Information
	1. In either the Add new user or User Properties dialog box, select the tab: Personal Information.
	2. View or edit the text fields according to the following:
	3. When finished viewing or editing, click OK.


	Notification Schedule
	1. In either the Add new user or User Properties dialog box, select the tab: Notification Schedule.
	» The highlighted hours are the hours during which the user will receive notifications.
	2. Use the Toggle Working Hours button to configure normal work hours and days.
	3. When finished, click OK.
	Figure 14: Add New User: Notification Schedule tab



	Message Format
	1. In either the Add new user or User Properties dialog box, select the tab: Message Format.
	2. Within the E-mail, Pager, or SMS/GSM sections, uncheck any option you would like to not appear in the email message being sent.
	Figure 15: Add new user: Message Format tab

	3. Click OK.
	Important



	Dialup Pager & SMS Options
	1. In either the Add new user or User Properties dialog box, select the tab: Dialup Pager / SMS Options.
	2. Under Pager Settings, select the Pager Type used by the user (alphanumeric or numeric only).
	3. If you are using SMS/GSM e-mail, enter the user's mobile phone number in the Phone Number field located under the GMS/SMS Settings section.
	» nFX Log One places this telephone number in the Subject Line of the e-mail notification message sent to the Gateway Server.
	Figure 16: Add New User : Dialup Pager Settings tab
	Important






	Creating Business Groups
	The Enterprise Business Group is created automatically when you install nFX Log One onto your system.
	The Enterprise Business Group cannot be renamed or deleted.
	By default, nFX Log One places all of the computers and new users into the Enterprise Business Group including the local nFX Log One Server system.
	A system can only belong to a single Business Group at a time.
	1. Right-click in the upper left pane of the Setup screen.
	2. Select New > Group.
	» The Add New Business Group screen displays.
	Figure 17: Add New Business Group: General Info tab



	General Info Tab
	1. From the General Information tab, enter a name for the Group you are creating in the Name field.
	2. Add the names of the users that you would like to include in this Group in the Group Members box by clicking the Add button. (Conversely, use the Remove button to remove Group Members).
	3. When finished, click the OK button.



	Business Group Properties
	Audit Settings
	Privileges
	Deployment Options
	When creating a new Business Group, in the Add New Business Group dialog box found by right-clicking in the upper left pane of the Setup screen and selecting New > Group or,
	For existing Business Groups, in the Business Group Properties dialog box found by right-clicking the Business Group name in the upper left pane of the Setup screen and selecting Properties.
	Audit Settings
	Important

	Privileges
	Figure 18: Add New Business Group: Privileges tab
	Important


	Deployment Options
	Figure 19: Add New Business Group: Deployment Options tab


	Configuring Corrective Actions
	1. Right-click in the upper left pane of nFX Log One Setup screen.
	2. Select New > Corrective Action.
	3. Locate the Corrective Action file by clicking Browse.
	4. Select the desired Corrective Action file.
	5. Click Open to return to the Correction Action dialog box.
	6. Enter a Description of the Corrective Active file (optional).
	7. Click OK.
	Figure 20: Corrective Action dialog box
	Important




	Event Routing Configuration
	1. Right-click on Event Routing Configuration in the upper left pane of Setup screen.
	2. Select Properties.
	» A dialog box appears with three tabs: E-mail, Generic Dialup Page, and SNMP Traps Generator.
	Follow the instructions under each of the tab headings listed below.


	E-mail Tab
	1. From the E-mail tab, select the Enable checkbox.
	2. Enter the Sender's email address in the Sender's E-mail Address field.
	3. Enter the Sender's name in the Sender's Name field.
	4. Enter the Sender's organization in the Sender's Organization field.
	5. Use the drop-down list next to the E-Mail Format field to select the e-mail format that you would like to use. Your options are Text and HTML.
	6. Use the Add button to enter the IP Address, Port Name or Domain Name, of your SMTP Server. Similarly, use the Remove or Edit buttons for the SMTP Servers respectively.
	7. Once you have finished entering all of the necessary information for the E-mail tab, highlight your SMTP Server name and click the Test button to verify communications.
	Figure 21: E-mail Tab
	Important




	Generic Dialup Pager Tab
	1. From the General Dialup Pager tab, select the Enable checkbox.
	2. Enter the necessary information for Pager and Modem settings.
	Important

	3. Click the Test button to test the pager functionality in nFX Log One.
	4. When you have finished entering all of the necessary information in the General Dialup Pager tab, click the OK button.
	Figure 22: General Dialup Pager tab



	SNMP Traps Generator Tab
	Figure 23: SNMP Traps Generator tab
	1. From the SNMP Traps Generator tab, select the Enable checkbox.
	2. Enter the IP address of the SNMP Console that you are using in the SNMP Console field.
	3. Enter the SNMP Console Port where traps are expected in the SNMP Console Port field. By default this Port is 162.
	4. By default, the Object ID field is set to 1.3.6.1.4.1.2001.0.1.0. 1.3.6.1.4.1. 2001 is the Object ID. {Zero (0) is nFX Log On...
	5. By default the Community field for the SNMP Community is set to Public. You can change it to any other SNMP Community suitable for your enterprise.
	6. Enter the Version Number of the traps that you want to generate in the SNMP Version Traps field. Enter 1 for SNMP V1 traps and 2 for SNMP V2 traps. SNMP V1 is the default.
	7. When you have finished entering all of the necessary information in the SNMP Traps Generator tab, click the OK button.



	Log Management and Archiving
	Log Archiving
	1. From the nFX Log One Console toolbar select Tools > Archive Logs.
	» The Archive Logs - Configuration Settings dialog box displays.
	Figure 24: Archive Logs - Configuration Settings dialog box

	2. Check the Archive Logs checkbox.
	3. Provide the following Configuration Settings:
	Server Name - machine name where an nFX Log One Agent has been deployed
	Server TCP Port - default is 1947
	Start Time - time when the backups should start
	Location - directory where the logs will be saved. This drive must be a logical drive (no mapped drives) located on the selected machine or IP address. If left blank, the default location is: c:\Program Files\netForensics\nFX Log One\Data\Backup.

	4. When finished entering data, click OK.
	Important



	Event Log Management
	Important
	1. From the nFX Log One Console toolbar, select Tools > Event Log Management.
	» The Event Log Management dialog box displays.
	Figure 25: Event Log Settings dialog box

	» The left pane of the window lists the Business Groups and Computers in a tree format.
	2. Highlight the desired Computer or Business Group to be configured.
	3. In the Event Log Management section, select the radio button for either nFX Log One Event Log Management or Windows Event Log Management.
	Important
	Important

	4. In the Event Log Rotation section, select the drop-down box in the Change Settings For, to configure any of your Windows Event logs.
	5. In the Maximum Log Size field, enter the anticipated maximum size for that log. Make sure to set the correct log size for each log. This field can be incremented by using the up/down arrows. The size can be adjusted by 64K increments.
	Important

	6. When done, click OK.


	Syslog Management
	Third Party Log Management
	Validating and Viewing Encrypted Logs
	1. There are two ways to access the netForensics Web Console's Log Validation web page.
	a. By clicking on the Console button at the top of the nFX Log One Console
	b. From the Windows Start Button on the system where netForensics Reporting has been installed. Select All Programs > netForensics > Reporting Admin> Web Console.
	2. From the menu in the left pane, select Log Management.
	» The Log Management Operations screen displays.
	Figure 26: Log Management Operations screen


	3. Select the Log Validation link on the left menu pane.
	» The Log Validation screen displays.
	Figure 27: The Log Validation screen


	4. In the Log Validation section, select the Server to be validated.
	5. Select the Logs to be validated. Locate the log file from the archive folder that you are validating or making a copy for viewing with extension and copy into the Logs field.
	Important

	6. Check the 'Copy validated Log files' check box to make a decrypted copy for viewing.
	7. Click Validate.
	» The Status indicator should change to ‘Processing’.
	Figure 28: Log Validation Status Message
	Important



	8. Click the Refresh button from the web console to update the Status indicator.
	Figure 29: Log Validation - Completed Status
	Important
	Warning




	1. In the Job Status section, select the Processing or Completed Status link.
	2. The Digital Log Signing and Data Integrity report displays in a new window.
	Important
	Figure 30: Digital Log Signing and Data Integrity Report
	Last Log Validation Results
	Log Archival History
	Log Validation Job History
	Figure 31: Log Signing & Data Integrity Reports




	Log Management Configurations from Web Console
	1. From the Windows Start Button, select All Programs > netForensics > Web Console.
	» The Web Console screen displays.
	2. From the left menu choose Tools > Log Management.
	» The Log Management Operations screen displays.
	Figure 32: Log Management Operations screen





	Event Watcher
	Importing and Exporting Event Watcher Templates
	Changing the Default Rule Setting
	Important

	Using Rules in Event Watcher
	Important

	Viewing Live Events in the nFX Log One Console
	Figure 33: Live Events Watcher screen
	Table 3: Columns in the Live Events Watcher screen
	Important



	Customizing the Live Event Watcher
	1. From the menu, select View > Preferences.
	» The Preferences screen displays.
	Figure 34: Preferences dialog: Live Events tab

	2. Select the Live Events tab.
	3. If you want to view each individual occurrence of an event, uncheck the Show Live Events Reference Counts checkbox. If you do not want to view each individual occurrence, check the Show Live Events Reference Counts checkbox.
	4. To change the background color of an Event Type:
	a. Select the Event Type (i.e., Error, Warning, etc.) that you would like to assign a new background color to from the Live Event Types box.
	b. Once you have selected the Event Type, select the Background Color for that event by using the drop-down menu located next to the Background Color box to select a color.
	5. To change the text color of an Event Type:

	a. Select the Event Type (i.e., Error, Warning, etc.) that you would like to assign a new text color to from the Live Event Types box.
	b. Once you have selected the Event Type, select the Text Color for that event by using the drop-down menu located next to the Text Color box to select a color.
	6. You can change the maximum number of rows displayed on the Live Event screen by entering a number in the Maximum Rows In Live...



	Event Watcher Rules
	An Event Watcher Rule created from a Live Event
	A Custom Event Watcher Rule
	An Event Watcher Rule created from an included standard NT Event database
	An Event Watcher Rule created from an Event Report
	An Event Watcher Rule imported from an Application template

	Creating an Event Watcher Rule from a Live Event
	1. From the nFX Log One Console, select Go >Live Events Watcher.
	» The Live Events Watcher screen displays.
	2. Right-click on the Event that you want to create a Rule for.
	3. Select Create Event Watcher Rule from Event from the right-click menu options.
	4. Select a Group where to create the Rule.
	5. Click OK.
	» The Event Watcher Config screen displays.
	Figure 35: Event Watcher Config screen
	The Event Watcher Rule Description section lists the rules already configured for the Business Group that is highlighted in the Rules By Business Group section.
	The Rules By Business Group section lists the Business Groups created from nFX Log One Setup. It also lists a default group called <All Groups> to be used when you want to apply an Event Watcher Rule to all Business Groups.
	The Rule Criteria Based on Header section lists the options that must be present in an Event for the actions located in the Event Watcher Rule Options section to occur. The criteria can be as general or as specific as you choose.
	The Event Watcher Rule Options section is where you determine what actions nFX Log One will do when the options in the Rule Criteria Based on Header section are met by an Event.




	Using the Event Watcher Rule Description Pane
	Important

	Using the Event Watcher Rule Functions
	Renaming an Event Watcher Rule
	Moving or copying an Event Watcher Rule to a Business Group
	Moving an Event Watcher Rule up or down within Rule list
	Moving an Event Watcher Rule to the top of Event Watcher Rule list
	Follow the steps below to rename an Event Watcher Rule:
	1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that you would like to rename.
	2. Select the Rename Event Watcher Rule option.
	3. Rename the Rule and click the OK button.
	Follow the steps below to move or copy an Event Watcher Rule to a Business Group:

	1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that you want to move or copy to a Business Group.
	2. Select the Copy to Business Group(s) or Move to Business Group(s) option.
	3. Select the Business Group(s) and click the OK button.
	Follow the steps below to move an Event Watcher Rule up or down within the Event Watcher Rule Description list.

	1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that you want to move up or down within the Event Watcher Rule description list.
	2. Click on the Number of the corresponding Rule (row) that you want to move.
	3. Hold the left mouse button down on that Rule.
	4. Drag and Drop the Rule to the new location.
	Follow the steps below to move an Event Watcher Rule to the top of the Event Watcher Rule Description list.

	1. From the Event Watcher Rule Description screen, right-click on the Event Watcher Rule that you want to move to the top of the Event Watcher Rule description list.
	2. Right-click on the Rule.
	3. Select Move Event Watcher Rule to the Top.


	Rule Criteria Based on Header
	1. From the Event Watcher Rule Description screen, in the lower right window pane, select Text Based Rules.
	2. Now you can add certain keywords (in the lower left pane) to allow nFX Log One to look for specific keywords in the Message Text of the Event that matches the Rule. Use the Add button to add keyword and the Remove button to remove keywords.
	3. When finished, click OK.
	Important



	Event Watcher Rule Options
	1. Action Taken on Event Match Option
	2. Corrective Action Selection Option
	3. Event Acknowledgment Option
	4. Event Routing Information Option
	5. Frequency of Notification Option
	6. Message Text Option
	7. Notification Schedule Option
	8. Priority of Notification Option
	9. Resolution Option
	10. Text Based Rules Option
	Important



	Action Taken on Event Match Option
	1. From the Event Watcher Config screen, in the lower right Event Watcher Rules Options pane, select Action Taken On Event Match.
	» The Action Taken On Event Match pop-up displays.
	2. Select either the Forward Event To Server or Discard The Event radio buttons.
	3. Click OK.
	Figure 36: Action Taken on Event Match screen



	Corrective Action Selection Option
	Important
	FILESERVER - "A logon failure has occurred with the Administrator account."
	Important


	Event Acknowledgment Option
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Event Acknowledgement.
	» The Event Acknowledgement pop-up displays.
	Figure 37: Event Acknowledgement pop-up

	2. Click the checkbox Event acknowledgment required.
	3. Click OK.


	Event Routing Information Option
	1. From the Event Watcher Config screen, in the lower right Event Watcher Rules Options pane, select Event Routing Information.
	» The Event Routing Information screen displays.
	Figure 38: Event Routing Information dialog-box

	2. Choices for Destinations are:
	Generic Dialup Pager
	Internet E-mail Messages
	Monitoring Consoles
	SNMP Traps Generator

	3. Highlight the Destination from the Destinations section.
	4. Select either the Add Users or Add Groups buttons to select where you would like the Event Information routed.
	5. Select the Users or Groups.
	6. Click OK to return to the Event Routing Information pop-up.
	7. Click OK when finished.
	Important
	Important
	Warning



	Frequency of Notification Option
	Important
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Frequency Of Notification.
	» The Frequency of Notification pop-up displays.
	Figure 39: Frequency Of Notification pop-up

	2. Here, you can perform the following functions:
	By selecting the All occurrences checkbox, nFX Log One will route the Event each time the Event matches a Rule.
	By deselecting the All occurrences checkbox, you can manage how often nFX Log One sends an Alert based on time and frequency.
	In order to have nFX Log One always notify you the first time an Event occurs, select the Always notify on first occurrence checkbox.

	3. When done, click OK.


	Message Text Option
	Notification Schedule Option
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Notification Schedule.
	» The Notification Schedule pop-up displays.
	Figure 40: Notification Schedule pop-up

	2. Select the Toggle Working Hours button to configure normal work hours and days. Or manually select hours with the mouse. Note: By default all Rules are enabled 24/7.
	3. When done, click OK.


	Priority of Notification Option
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Priority Of Notification.
	» The Priority Of Notification pop-up displays.
	Figure 41: Priority Of Notification pop-up

	2. Select the Toggle Working Hours button to configure normal work hours and days. Or manually select hours with the mouse. Note: By default all Rules are enabled 24/7.
	3. When done, click OK.


	Resolution Option
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Resolution.
	» The Resolution Text pop-up displays.
	Figure 42: Resolution Text pop-up

	2. Type in any desired resolution text to assist users in resolving conflicts.
	3. When done, click OK.


	Text Based Rules Option
	Important
	1. From the Event Watcher Confg screen, in the lower right Event Watcher Rules Options pane, select Text Based Rules.
	» The Text Based Rules pop-up displays.
	Figure 43: Text Based Rules pop-up

	2. Set up Keywords and Triggers accordingly.
	3. When done, click OK.


	Creating a New Custom Event Watcher Rule
	1. From the Event Watcher Confg screen, right-click on any text in the Event Watcher Rule Description pane.
	» A right-click menu appears.
	2. From this menu, select New Event Watcher Rule.
	» A new Rule Entry, titled “<User Defined Rule>”, displays at the bottom of the list.

	3. Right-click on the <User Defined Rule> and select Move Event Watch Rule to Top.
	4. If necessary, scroll the list to the top to view the <User Defined Rule>.
	5. Rename the rule by right-clicking on the rule and selecting Rename Event Watcher Rule.
	» The Rename Current Event Watcher Rule pop-up displays.

	6. Type in the name of the rules in the Description field.
	7. Click OK.
	8. Click the Manual Entry button at the bottom of the screen to configure your own custom Event Rule parameters.
	9. When finished, click the Apply icon located on the nFX Log One toolbar to update the nFX Log One Database with the new Rule parameters.
	Figure 44: Event Watcher Config Manual Entry button




	SysLog Watcher
	Creating a SysLog Watcher Rule
	1. From the nFX Log One Console menu, select Go > SysLog Watcher Config.
	» The Syslog Watcher Config screen displays.
	Figure 45: Syslog Watcher Config screen

	2. Right-click on All Devices.
	3. From the right-click menu, select New SysLog Device.
	» The Syslog Device Properties pop-up displays.
	Figure 46: Syslog Device Properties pop-up


	4. Enter the Device Name in the Name field.
	5. Enter the Device's IP Address in the IP Address field.
	6. Enter the UDP Port Number in the nFX Log One Port field.
	7. Enter the Device's Description in the Description text box. You can also enter the function of the device in this text box.
	8. Click the Advanced button.
	» The Advanced Properties pop-up displays.
	Figure 47: Advanced Properties pop-up


	9. In the Advanced Properties pop-up check the appropriate boxes for collecting and saving the raw Syslogs Events to files, whic...
	10. Click the OK button to return to the Syslog Device Properties pop-up.
	11. Click OK to record the changes.
	» The newly added device(s) now display in the tree under All Devices.
	Important




	Basic Syslog Settings
	Sample Syslog.conf


	Performance Watcher
	What is the Performance Watcher?
	Configuring Performance Watcher Alerts
	Creating an Application Template
	Defining the Performance Threshold
	Applying Performance Templates to Systems
	Importing and Exporting Performance Watcher Templates
	Using the Live Performance Watcher
	nFX Log One Performance Watcher
	Important

	Configuring Performance Watcher Alerts
	Important
	Figure 48: Performance Watcher Config screen

	To Configure a Performance Watcher Template
	1. Select Go > Performance Watcher Config from the nFX Log One main toolbar.
	» The Performance Watcher Config screen displays.
	2. To rename the template, right-click anywhere in the left pane of the screen and select New Template.
	Figure 49: New Performance Template dialogue

	3. Enter the name of the Template in the New Name field.
	4. Click the OK button.


	To Configure the Server Update Frequency
	1. From the Performance Watcher Config screen:
	a. Right-click on the Template Name and select Properties.
	b. Double-click on the Template Name.
	» The Template Data Collection Settings dialogue box displays.
	Figure 50: Template Data Collection settings dialogue


	2. Set the Server Update Frequency to the desired rate.
	3. Click the OK button.




	Creating an Application Template
	To Create a New Application Template
	1. First, create a new Template and rename the Template. It is recommended that you rename the Template to recognize it as an Application Template.
	2. Locate the new Template in the Template list and right-click it.
	3. Select Is an Application Template from the right-click menu.
	» The Template displays in the Counters Ordered by Application box. When you add in counters as described in the Configuring Performance Watcher Alerts section, you should see that the counters have been added in both screens.



	Defining the Performance Threshold
	Important

	Collection
	1. Right-click on the template and select Properties.
	2. Select the Collection tab.
	3. Click the Enable Data Collection checkbox to activate the Counters Properties dialog.
	Figure 51: Counter Properties: Collection tab


	1. In the Collection Hours Each Day box, select the time duration that you would like the selected Performance Counter to be sam...
	2. In the Collection Days of the Week box check the days of the week that you would like the Performance Counters to be sampled.
	Important



	Alert Configuration
	Figure 52: Counter Properties: Alert Configuration tab

	To Configure Default Performance Counter Properties
	1. From the nFX Log One toolbar, select View > Preferences.
	2. Click on the Performance tab.
	3. Click the Properties button.
	» The Counter Properties screen displays.

	4. Configure the Alert Configuration and Collection tab with the properties that you would like to apply to all of the Performance Counters in the future.
	5. When finished, click OK.


	Applying Performance Templates to Systems
	1. From the Performance Watcher Configuration screen, select the Apply tab at the bottom of the window.
	2. Drag and drop the Computer or Group Name onto the Template that you would like to apply.
	3. Click the Apply icon on the nFX Log One toolbar to save your changes to the nFX Log One database and activate the Performance Watcher.


	Using the Live Performance Watcher
	1. From the nFX Log One toolbar, select click the Go > Live Performance Watcher.
	Important
	Important

	1. Right-click in the Viewing Area and select Add Counter.
	2. You will need to select the Template to view the counters on that system. nFX Log One will adjust the rest of the fields to m...
	Figure 53: Performance Counter Add screen

	3. In the Counter section, select the Group option if you have added more then one type of group to the Template.
	4. In the Counter Name field, select the counter you want to add.
	5. In the Instance box, if applicable depending on the counter selected, highlight an Instance.
	6. Click the Add button to add the selected counter to the Performance Monitor Viewer.
	7. Continue with this process until you have selected the desired amount of counters.
	8. When complete, click Done.


	To Edit the Properties of the Live Graph
	1. Right-click on the Graph.
	2. Select Properties.
	» The Chart Properties screen displays.
	Figure 54: Chart Properties dialogue


	3. Select the type or Style of Graph you would like to view and the amount of seconds you would like to see appear in the graph (minimum five seconds/maximum 600 seconds).
	4. Click OK.
	Important
	Important



	To Delete a Counter from the Graph
	1. Right-click on the Graph.
	2. Select Remove Counter.
	3. Select the Counter you would like to remove.
	4. Click the Remove button.


	To Save a Live Graph
	1. Right-click on the Graph
	2. Select Save As.
	» The Save As dialog box displays.

	3. Name the Chart or accept the default.
	4. Click Save.


	To Open a Saved Performance Chart
	1. Right-click on a Graph.
	2. Click Open.
	3. Select the File that you want to open.
	4. Click the Open button.


	To Change Performance Report Time Period
	1. Right-click on the graph.
	2. Select Change Time Period.
	3. Enter the New Time Period that you would like to view.



	Text File Watcher
	How to create a new text File Watcher Rule
	How to import and export Text File Watcher templates
	Important

	Creating a Text File Watcher Rule
	1. From the nFX Log One Console, select Go > Text File Watcher Config from the menu.
	» The Text File Watcher Config screen displays.
	Figure 55: Text File Watcher Config. Screen

	2. Right-click in the Text File Watcher screen and select New Template.
	» The Template File Selection pop-up displays.
	Figure 56: Template File Selection pop-up


	3. Enter the name of the template in the Template Name field.
	4. Click the Browse button to browse to a sample log file to use for setting up your Text File Watcher Rule.
	5. Select the log file that you want to use.
	6. Click Open.
	7. Click the Next button.
	» The Log File Format pop-up displays.
	Figure 57: Log File Format pop-up

	» You can now identify the Header information in the log file.

	8. Click the Start import at row field arrow up or down to select which row within the log file you want the monitoring to begin.
	9. Select the Row.
	Important

	10. Click the Next button.
	» The Log Files Delimiters pop-up displays.
	Figure 58: Log File Delimiters pop-up


	11. Select which File Delimiters your log file uses in the Delimiters section of the Log Files Delimiters pop-up. Note: It is often recommended that you DO NOT use delimiters.
	12. You can also select the Treat Consecutive Delimiters As One checkbox if the text file utilizes multiple delimiters in a row.
	13. Select the type of Text Qualifier used in the file from the Text Qualifier drop-down arrow.
	14. Click the Next button.
	Important
	» The Columns Names pop-up displays.
	Figure 59: Column Names pop-up


	15. Select the Column that you would like to rename from the Column Name field.
	16. Rename the column in the Column Name text field.
	17. In the Column X section of the Column Names pop-up, either select the Import radio button to import the selected column or select the Do Not Import(skip) radio button to skip this step.
	18. Click the Next button.
	» The Event Generation Rules pop-up displays.
	Figure 60: Event Generation Rules pop-up


	19. Select the Fix Event Type radio button to fix a specified type of event every time a full record is written into a log file ...
	If you selected the Set Event Type Using User-Defined Rules radio button, you must now add the rules you would like to apply.

	a. Click the New button.
	» The Event Rules pop-up displays.
	Figure 61: Event Rules pop-up

	b. Enter the new Rule Name in the Rule Name field.
	c. From the If pull-down menu, select the Column Name that you want to apply your new Rule to. Select column 0 if no delimiters were selected.
	d. In the next field, use the pull-down arrow to select the option from the displayed list that applies to the option that you chose in the If field.
	e. Select the type of event you would like nFX Log One to generate when the Rule is triggered your options are: Information, Warning or Error.
	f. Enter Notes pertaining to your new rule in the Rule Description.
	g. Click the OK button.
	» The Event Generation Rules pop-up is visible and the new rule now appears in the rule list.

	20. On the Event Generation Rules pop-up, click the Next button.
	» The Select Event Description pop-up displays.
	Figure 62: Select Event Description pop-up

	» Here you have two choices: You can either select the checkbox next to the name of the Columns that you would like to appear in the Description field of the nFX Log One Event, or you can click the Check All button to select all of the Columns.

	21. Click the desired checkboxes or the Check All button.
	22. Click the Finish button.
	» The Text File Watcher Config screen displays displaying the new Text File Watcher Rule.
	Figure 63: Text File Watcher Config screen




	1. From the Text File Watcher Config screen, right-click on the new Template and select New Text File Watcher.
	» The Select a Computer and Files to Monitor dialog box displays.
	Figure 64: Select a computer and files to monitor pop-up

	2. Enter the Template Name that you would like to use in the Watcher Name field.
	3. Click the Change Computer button to select the nFX Log One Agent machine where the file the file to be monitored resides. Click OK.
	4. Click the Add button to add the folder path of the file to be monitored on the selected agent machine. This is the local path...
	Figure 65: Select Directory to Monitor pop-up

	a. The Close file(s) every 24 hours check box is optional.
	Important
	b. Click the OK button when you are finished with the Select directory to monitor pop-up.
	5. Click OK when finished configuring the Text File Watcher.
	6. Click the Apply button or File > Save to apply the Text File Watcher to the agent machine.
	Figure 66: Text File Watcher Configuration confirmation pop-up
	Figure 67: Updated Text File Watcher Config screen




	Saving and Importing a Text File Watcher Template
	1. From the Text File Watcher Config screen of the nFX Log One Console, select File > Export and browse to your nFX Log One Files backup folder location.
	You can also select File > Import to bring your templates into the Text File Watcher Config screen.
	2. When the file is selected, click Save.



	nFX Log One System Management Tools
	System Management Tool Overview
	Snooze Tool
	Reboot Tool
	Run Tool
	Scheduler
	Service Control Manager
	Alert Maintenance Tool
	Database Configuration Tool
	Database Quota Management Tool
	Backup and Restore Tool
	System Management Tool Overview
	Snooze Tool - Allows nFX Log One to disable user-defined levels of monitoring, alerting, and corrective actions during a certain period of time so that, for example, system maintenance can be performed without erroneous alerting.
	Reboot Tool - Automates the rebooting of systems, and allows you to set a reboot schedule for a computer or group of computers.
	Run Tool - Automates the running of executables on a computer or group of computers, and allows you to set a schedule to run the executable on a regular basis.
	Scheduler - Provides easy access to all scheduled snoozes, reboots, run tasks, and reports.
	Service Manager - Allows you to control any remote or local service on any system where an nFX Log One Agent resides.
	Alert Maintenance Tool - Allows you to stop pending alerts from being delivered to their intended recipient. This tool is extremely useful for controlling erroneous alerting backlogged by nFX Log One on a per user basis.
	Database Configuration Tool - Allows you to change the database nFX Log One uses to store all historical data and configuration information.
	Database Quota Management Tool - Allows you to define how long data is stored on your hard drive.
	Backup and Restore Options -These options allow you to backup all of the nFX Log One configuration files in the nFX Log One dire...

	Snooze Tool
	Important
	Configuring a Snooze
	1. From the nFX Log One Console menu, select Tools >Scheduler.
	» The Scheduler screen appears.
	Figure 68: Scheduler screen

	2. Right-click Snooze and select Add New Task.
	» The Please Provide Information about the Snooze dialog box displays.
	Figure 69: Please provide information about this Snooze dialog box


	3. Enter Snooze Task name in the Task Name field.
	4. Add notes regarding why the snooze is taking place in the Notes section of this screen.
	5. Click the Next button.
	» The Please select computer(s) to Snooze screen displays.
	Figure 70: Please select computer(s) to Snooze screen


	6. Select the checkbox in front of any group of computers (or expand the trees as desired) and select one or more computers that you would like to snooze.
	7. Click the Next button.
	» The Snooze Schedule screen displays.
	Figure 71: Snooze Schedule screen


	8. Select the Automatically unsnooze in radio button if you want the snooze to be disabled automatically, according to a timeframe you set. Or, select the Manually unsnooze radio button if you want to disable the snooze manually.
	Important

	9. Click the Next button.
	» The Please provide information about this Snooze screen displays.
	Figure 72: Please provide information about this Snooze screen


	10. To run the Snooze just once, check the Run Once checkbox. To run on a schedule, click Run repetitively checkbox. One, the other or both may be checked.
	11. Select the Now radio button if you want the Snooze to take effect immediately. Or, select the Start date time radio button if you want to delay the snooze to a specific date and time.
	12. Check the Automatically add new computers to this task if desired.
	13. Click Next.
	» The Snooze Schedule screen appears.
	Figure 73: Snooze schedule screen


	14. Select the desired Repeat Interval and Start time for the Snooze Schedule.
	15. Click Next.
	» The Summary screen will appear.

	16. Click the Back button to make any changes.
	17. Click the Finish button to complete your snooze configuration.


	To UnSnooze a System
	Figure 74: Snooze Reminder screen
	1. To unsnooze the system immediately, click the UnSnooze button.
	2. To extend the Snooze duration, set the time period and click the Remind button.
	3. To cancel the snooze, click the Dismiss button.


	Changing the Properties of a Scheduled Snooze
	1. From the nFX Log One Console menu, select Tools> Scheduler.
	» The Scheduler screen appears.
	2. Highlight Snooze on the left pane.
	» A list of all scheduled Snoozes displays.
	Figure 75: Scheduler Right-click menu


	3. Right click on any Snooze.
	4. Select Properties to view or edit the properties of the snooze. See Step » in “Configuring a Snooze” on page 79.
	5. If changes are made, click Next until done. Then, click Finish.



	Reboot Tool
	1. From the nFX Log One Console menu, select Tools >Scheduler.
	» The Scheduler screen appears.
	Figure 76: Scheduler screen

	2. Right-click Reboot and select Add New Task.
	» The Please Provide Information about the Reboot dialog box displays.
	Figure 77: Please provide information about this Reboot screen


	3. Enter a Reboot Task Name in the Task Name field.
	4. Enter any descriptive information about the reason for the reboot in the Notes section of this screen.
	5. Click the Next button.
	» The Please select computer(s) to Reboot screen displays.
	Figure 78: Please select computer(s) to Reboot screen


	6. Select the checkbox next to the group of computers that you want to reboot, or expand the tree and click on one or more computers that you want to reboot.
	7. Click the Next button.
	» The Reboot Schedule screen displays.
	Figure 79: Reboot Schedule screen


	8. Select a Warning Time from the Reboot warning time pull-down menu to identify how many minutes prior to the upcoming reboot that you would like nFX Log One to send out a Warning Message.
	Important

	9. Click the Next button.
	10. The Please provide information about this Reboot screen displays.
	Figure 80: Please provide information about this Reboot screen

	11. To run the Reboot only one time, check the Run Once checkbox. Then decide whether to Reboot Now or at a set date and time.
	a. To perform the Reboot now, click the Now radio button.
	b. To perform the Reboot later, click the Start date time: radio button and select the date and time for the reboot.
	12. To run the Reboot on a schedule, check the Run repetitively checkbox. Set the date and time the next screen.
	13. Click the Next button.
	» The Reboot schedule screen displays.
	Figure 81: Reboot Schedule screen


	14. Set the desired Repeat Interval and Start time for the Reboot Schedule.
	15. Click the Next button.
	16. After setting your reboot schedule, a Summary screen displays.
	17. Click the Back button to make changes.
	18. Click the Finish button to complete your Reboot configuration.


	Changing the Properties of a Scheduled Reboot
	1. From the nFX Log One Console, select Tools> Scheduler.
	» The Scheduler screen appears.
	2. Highlight Reboot on the left pane.
	» A list of all scheduled Reboots display.

	3. To view or edit the Reboot Properties, Right-click on any Reboot.
	4. Select the Properties.
	5. If changes are made, click Next until done. Then, click Finish.



	Run Tool
	1. From the nFX Log One Console menu, select Tools > Scheduler.
	» The Scheduler screen appears.
	Figure 82: Scheduler screen

	2. Right-click Run and select Add New Task.
	» The Please provide information about the Run Task screen displays.
	Figure 83: Please provide information about the Run Task screen


	3. Enter the Run Task Name in the Task Name field.
	4. Enter Run Task information in the Notes section.
	5. Click the Next button.
	» The Please select computer(s) to Run Task screen displays.
	Figure 84: Please select computer(s) to Run Task screen


	6. Select the checkbox next to the group of computers that you want to run an executable on, or expand the tree and click on one...
	7. Click the Next button.
	» The Run Task Options screen displays.
	Figure 85: Run Task Options screen


	8. Enter the complete path to the file name of the executable that you want to run in the Executable Path and File Name field. (You can use the Browse button if necessary).
	9. Fill out the rest of this screen.
	Important

	10. Click the Next button.
	» The Please provide information about this Run Task screen displays.
	Figure 86: Please provide information about this Run Task screen


	11. To run the Task just once, check the Run Once checkbox. To run the task on a schedule, click Run repetitively checkbox. One, the other or both may be checked.
	12. Select the Now radio button if you want the Task to run immediately. Or, select the Start date and time radio button if you want to delay the running of the task to a specific date and time.
	13. Check the Automatically add new computers to this task if desired.
	14. Click the Next button.
	» The Run Task schedule screen displays.
	Figure 87: Run Task schedule screen


	15. Select the desired Repeat Interval and Start time for the Task.
	16. Click Next. The Summary screen appears.
	17. Click the Back button to make changes.
	18. Click the Finish button to complete your Task configuration.

	Changing the Properties of a Scheduled Task
	1. From the nFX Log One Console menu, select Tools > Scheduler.
	» The Scheduler screen appears.
	2. Highlight Run on the left pane and a list of all scheduled tasks displays.
	3. Right-click on any task and select Properties to view or edit the properties of the task.
	4. If changes are made, click Next until done. Then, click Finish.



	Scheduler
	Using the Scheduler
	1. Access the Schedule from the nFX Log One Console menu, Tools > Scheduler.
	» The Scheduler screen appears.
	Figure 88: Scheduler screen

	2. To schedule a new reboot, report, snooze, or task run, simply Right-click on the appropriate task type on the left pane of the Scheduler screen and follow the screen-by-screen instructions.


	Service Control Manager
	1. From the nFX Log One Console menu, select Tools > Service Manager.
	» The Services Control screen displays.
	Figure 89: Service Control screen

	2. Click the Computer button to select the desired computer.
	3. Highlight the computer.
	4. Click the OK button.
	5. Click the desired service(s). Multiple services can be selected by holding the CTRL and SHIFT keys.
	Important

	6. Click the Query button to determine the current status of the selected services. Each selected service will appear in the Services Status pane with one of the following icons:
	Indicates that the service is currently started
	Indicates that the service is currently stopped
	Indicates that the service is currently disabled
	7. One of the following actions can be taken by using the buttons on the bottom of the screen:
	Restart - stops the selected service(s) and then starts the selected service(s).
	Stop - stops the selected service(s).
	Start - starts the selected service(s).




	Alert Maintenance Tool
	1. From the nFX Log One Console menu, select Tools > Alerting Maintenance.
	» The Alerting Maintenance screen displays.
	Figure 90: Alerting Maintenance screen

	2. From the Alert Type drop-down menu, select the type of alert that needs to be removed. If all alerts need to be removed for a certain user ID the All Alert Types option can be selected.
	3. Check each User ID that requires the Alert Type to be removed. Valid users of nFX Log One are listed in the User(s) list. The Check All button allows for all users' notifications to be removed from the database table ALERTSTBL.
	4. Once all parameters have been designated, click the Remove button.
	» A ‘Delete Alert Confirmation’ screen displays.

	5. Select Yes to continue.


	Database Configuration Tool
	Important
	Important
	Changing Database Repositories
	1. From the nFX Log One Console menu, select Tools> Database Configuration.
	» The Database Settings screen displays, showing your current settings.
	Figure 91: Database Settings screen

	2. To change the database settings, click the Change button.
	» The Database Migration screen displays with a warning stating that during migration only your configuration data will be migrated to the new database.
	Figure 92: Database Migration screen
	Warning



	3. Click the Yes button.
	» The Database Settings Wizard screen displays.
	Figure 93: Database Settings Wizard screen


	4. Enter the Name or IP address of the Database Server in the Server and/or Database fields.
	5. Click the Next button.
	6. Enter the User Name and Password for nFX Log One to use to authenticate itself to the database.
	7. Click the Finish button.
	Important




	Database Quota Management Tool
	1. From the nFX Log One Console menu, select Tools > Database Quota Configuration.
	» The Database Quota Management Settings screen displays.
	Figure 94: Database Quota Management Settings screen

	2. To change the quota management based upon the different components, highlight a Component under the Components section.
	3. The Settings For: <component name> section designates how long the historical data will be held on the hard disk for that component. Click the Disabled checkbox (so that it is deselected) and enter the desired information.
	4. The Keep Data For option allows you to select the amount of days before the data will be deleted.
	5. The Run every option allows you to choose how often the hard disk will be scanned.
	6. The Output Records to CSV Files Before Deleting option tells nFX Log One to generate a CSV file before deleting all of the data from the hard disk. Enter the path for the CSV file.
	7. Click OK.


	Backup and Restore Tool
	Backing Up an nFX Log One Configuration
	To back up an nFX Log One configuration:
	1. Click the Backup icon on the nFX Log One toolbar or select File > Backup from the nFX Log One Console menu.
	» The Backup Restore screen displays.
	Figure 95: Backup Restore screen

	2. Choose or confirm a file destination where you would like the backup configuration to be stored.
	It is recommended that a separate folder be set up for your backup files on another system other than the nFX Log One Server.

	3. Click Start when ready to perform the Backup.


	Restoring an nFX Log One Configuration
	To restore an nFX Log One configuration:
	1. Click the Backup icon on the nFX Log One toolbar, or select File > Restore from the nFX Log One Console menu.
	» The Backup Restore screen displays
	2. You may be prompted to close all nFX Log One Configuration screens, and select the file location of your nFX Log One backup.
	Important





	Utilizing Reports in netForensics Reporting
	Report Execution
	Exporting Reports
	Message Text Searching
	Report Execution
	To access reports, follow these steps:
	1. To access the netForensics Report Manager from the Windows menu, select Start > All Programs > netforensics> Reporting > Report Manager.
	Figure 96: Access Report Manager from Windows menu
	» The SQL Server Reporting Services Home page appears.
	Figure 97: SQL Server Reporting Services screen

	2. Click the netForensics Reporting link.
	» The Report Manager contents web page displays listing the Report sub-folders based on Report groups.
	Figure 98: netForensics Reporting Home page (Report Manager)


	3. From the Report Manager screen, select a specific Report Type from the displayed list of Reports.
	» For example: if the Security and Auditing link is clicked, the following screen displays:
	Figure 99: SQL Server Reporting Services Security and Auditing Reports Page


	4. Select the Report that you want to use. For example: click the Account Management link.
	» The Account Management reports page appears.
	Figure 100: Account Management Reports page


	5. Click the All account management changes report link.
	» The All Accounts Management Changes configuration screen appears.
	Figure 101: All Accounts Management changes screen


	6. Verify/modify the Report's parameters and click the Save/View Report button to execute the report.
	Figure 102: All Account Management Changes Report

	7. Check the Report to determine if the parameters for the Report need to be adjusted.


	Exporting Reports
	1. Click on the Select a format menu drop-down after you have executed a report such as the one listed above.
	» A list of various Export Formats displays.
	Figure 103: Exports menu

	2. Select the Export Format that you want to use.
	3. Click on the Export link directly to the right of the drop-down menu.
	» The Report is displayed in a new window.
	Important




	Message Text Searching
	1. Go to the Report that you are planning to run.
	2. Select the Select link in the Message Text Searching section of your Report.
	» The Message Text Search - Web Page Dialogue screen displays.
	Figure 104: Message Text Search - Web Page Dialog screen


	3. Select the Search Criteria that you want to add and click on the Add button.
	4. Once you have added all of your Search Criteria, click the OK button.
	» Your Search Criteria has been added.




	Report Configuration
	Saving Reports
	Moving Reports
	Deleting Reports
	Changing Company Logos in a Report
	Changing the Data Source DSN settings
	Report History
	Report Subscription
	Report Access and Role Assignments
	Saving Reports
	1. Run the report as desired.
	2. Click on the Save As New button.
	» The Report is saved in the currently opened folder.



	Moving Reports
	Important
	1. In Report Manager, open the folder that contains the Report that you would like to move.
	2. Click on Properties tab.
	» The Report Manager Report Properties screen appears.
	Figure 105: Report Manager screen: Report Properties


	3. You can also rename the report here. Click the Move button.
	» The Report Folder tree structure screen appears.
	Figure 106: Report Folder tree


	4. Highlight the folder where you want to move the report to.
	5. Click the OK button.
	» The Report has been moved to its new location.



	Deleting Reports
	1. In Report Manager, open the folder that contains the Report that you would like to delete.
	2. Open the Report you would like to delete.
	3. Click the Properties tab.
	4. Click the Delete button.
	» The Report has been deleted.



	Changing Company Logos in a Report
	1. Open Report Manager and browse to the netForensics Reporting > Configuration > Images folder.
	» The Images page appears.
	Figure 107: Report Manager screen: Changing a Company Logo

	2. Select Upload File button from the icon bar.
	» The Upload File screen displays.
	Figure 108: Report Manager : Upload File


	3. Use the Browse button to locate the image that you want to upload.
	4. Enter the name you would like to appear as the link on the page in the Name field.
	5. Click the OK button.
	6. Select Refresh Image from the Navigation tab to view the new logo for this Report.


	Changing the Data Source DSN settings
	1. Open IE and browse to: http://<nFX Log One_Reporting_Server_name>/RtReporting/console.aspx
	Or from the Windows menu, select Start > All Programs > netForensics > Reporting > Web Console
	» The netForensics Web Console screen appears.
	Figure 109: netForensics Web Console


	2. Click on the Administration link in the left panel.
	» The Report Administration screen appears.
	Figure 110: Web Console: Report Administration screen


	3. Click the Update Data Source link.
	» The Update Data Source screen is displayed.
	Figure 111: Web Console: Update Data Source screen


	4. Enter the updated information and click Update.


	Report History
	Report Subscription
	1. Open a Report and click on the New Subscription icon located below the Properties tab.
	» This example uses the all account management changes report.
	Figure 112: Report Delivery Options screen

	Click the New Subscription link.
	» The Subscription page appears.
	Figure 113: New Subscription page: Report Delivery Options


	2. Enter the e-mail address(es) in the To:, Cc: and/or Bcc: fields.
	3. Fill in the remainder of the form as needed.
	4. Click on the Select Schedule button to select when the report should be delivered.
	» The Schedule Details page appears.
	Figure 114: Report Schedule Details screen


	5. Set the desired schedule.
	6. Click the OK button to save.
	» The New Subscription page: Report Delivery Options screen displays.

	7. Click the OK button to save the Report Subscription.


	Report Access and Role Assignments
	1. Open the Report Manager (SQL Reporting Services Home page).
	Figure 115: SQL Server Reporting Services Home page
	2. Click the Properties tab.
	Figure 116: SQL Server Reporting Services screen: Properties tab

	3. Click on New Role Assignment button on toolbar.
	» The New Role Assignment screen displays.
	Figure 117: New Role Assignment screen


	4. Here you can add an existing domain user, domain group account or a local report users group. This local group can contain domain accounts where administrative access is not allowed.
	5. Select the checkbox next to the role you want to assign to a specific User or Group.
	6. Click the OK button.



	Notes:



