IIS 6.0 Request Monitor

The Internet Information Services (IIS) Request Monitor is a command-line tool that captures information about HTTP requests in IIS worker processes. Administrators and developers can use Request Monitor to understand which HTTP requests are executing in a worker process when the worker process has become unresponsive or very slow. Request Monitor works with IIS 6.0 running on Windows Server 2003, Service Pack 1 or later.

This document describes how to use Request Monitor and how to troubleshoot problems in IIS worker processes based on data returned by Request Monitor.
Request Monitor Overview

To understand how Request Monitor works, consider the following scenario: 
You are the administrator for an e-commerce Web application. The Web application is hosted on IIS 6.0 running on Microsoft Windows Server 2003 Service Pack 1.  
Your developers make substantial changes to the application for a planned upgrade. While testing the upgraded application in a test environment, you notice in Task Manager that an IIS worker process (W3wp.exe) is consuming significantly more CPU cycles than any other W3wp.exe on the server. You don’t know which requests are executing in the worker process or which URLs are being requested. In short, you have no idea where to begin searching for the source of this problem. 
Previously, administrators in this situation could terminate the process in Task Manager and then check the HTTPERR log for clues as to what happened. Or, administrators may call Microsoft Product Support Services for assistance in attaching a debugger to the process to get a memory dump of the activity inside the worker process. This is not an ideal solution because of the time and expense involved in such a call.  
With Request Monitor, you can narrow down the source of the problem by executing a command from a command prompt. For example, you note the worker process PID in Task Manager is 3420. Next, you open a command prompt and execute the following command in the directory where you installed Request Monitor (IISReqmon.exe): 
IISReqmon /w 3420 /e
Request Monitor captures information about all active requests in flight in worker process 3420 at the moment the command was executed. 

The command returns details about requests executing in the specified worker process at the moment the command was executed: 
<IisReqMonList RunDate="2004-11-6 6:27:12"

               RunCmd="IISReqmon /w 3420 /e">

    <AppPool AppPoolId="DefaultAppPool">

        <WorkerProcess ProcessID="3420"
                       RequestsServed="126"
                       TotalWorkerThreads="4"
                       AvailableWorkerThreads="4"
                       ProcessUpTime="16082326">
            <WebRequestList>





                <WebRequest ContextId="{00000000-0000-0000-8f00-0060000000fe}"
                            SiteId="1"
                            LocalIPAddr="xxx.xxx.xxx.xxx"
                            LocalPort="80"
                            HostName="Contoso3"
                            ConnectionID="1073741965"
                            ClientIPAddr="xxx.xxx.xxx.xxx"
                            Verb="GET"
                            URL="/asp/asptest.asp"
                            ProcessingState="PROCESSING"
                            TimeElapsed="29723"

                            TimeFromLastState="29723"/>
                <WebRequest ContextId="{00000000-0000-0000-2900-0060000000fb}"
                            SiteId="1"
                            LocalIPAddr="xxx.xxx.xxx.xxx"
                            LocalPort="80"
                            HostName="Contoso3"
                            ConnectionID="1073741859"
                            ClientIPAddr="xxx.xxx.xxx.xxx"
                            Verb="GET"
                            URL="/asp/asptest.asp"
                            ProcessingState="PROCESSING"
                            TimeElapsed="28281"

                            TimeFromLastState="28281"/>
                </WebRequest>

            </WebRequestList>

        </WorkerProcess>
    </AppPool>

</IisReqMonList>
With this information, you determine there are two separate requests for asptest.asp, the processing state for each request is processing, and both of these requests have been processing for more than 28 seconds. With this information, you can focus your troubleshooting efforts on the asptest.asp page. For example, you could send the Request Monitor data to the developer of asptest.asp and ask the developer to look for code errors. 
If you expect Request Monitor to return hundreds of request details, you can filter the data output using other Request Monitor parameters. You can also run Request Monitor remotely. 

Using Request Monitor

Request Monitor is a command-line tool for IIS 6.0 running on Microsoft Windows Server 2003 Service Pack 1 or later. Use this tool to monitor currently-executing requests in IIS 6.0 worker processes when worker processes have become slow or unresponsive. With the data returned by Request Monitor, you can isolate the source of the problem. Request Monitor includes several parameters to filter data. These parameters can be extremely helpful if your server is very busy. For more information about Request Monitor parameters, see Understanding Request Monitor Parameters.

To monitor requests in IIS 6.0 worker processes using Request Monitor

1. From a command prompt, navigate to the directory where you installed Request Monitor (IISReqmon.exe).

2. Enter IISReqmon and any additional parameters for data filtering. 

3. Press ENTER. Request Monitor takes an immediate snapshot of the requests in flight in IIS worker processes at the exact moment you pressed ENTER, compiles the data, and then prints the data to the screen.

To understand how to interpret the data returned by Request Monitor, see Interpreting data. 

Understanding Request Monitor Parameters

Request Monitor uses the parameters or switches described in Table 1. Parameters can be entered using either a slash ( / ) or a dash ( - ). You can use several parameters at one time to filter data. 

Table 1 

	Command
	Description

	IISReqmon
	Basic Command

The IISReqmon command is required to run Request Monitor. If you execute the IISReqmon command without any other parameters, Request Monitor reports request details for all currently-executing requests in all application pools on IIS and defaults to a 10 second timeout. 

If your server is very busy Request Monitor could return a large volume of data. By using the parameters described below, you can reduce the amount of data Request Monitor returns and more effectively isolate problems.

Example:

IISReqmon
Request Monitor captures details about all currently-executing requests on the server and then prints the details to the screen. 

	/h or /?
	Help

Execute this command to view the Request Monitor Help in the command window. The command window Help contains brief descriptions of the parameters and their usage.

Example:

IISReqmon /h

	/a “application pool name”

	Application Pool Name 

Execute this command to view requests in a specific application pool.  Note that the quotation marks “” are required around the application pool name if the name contains spaces.
Examples:

IISReqmon /a “Human Resources”  
Request Monitor captures details about all currently-executing requests in the specified application pool and prints the data to the screen. All other requests in all other application pools are ignored. 
Note: The /a parameter cannot be used in conjunction with the /w parameter.

	/w  worker process PID

	Worker Process PID
Execute this command to view requests in a specific worker process (W3wp.exe). The worker process PID (process identifier) is a numerical value. You can locate a worker process PID (for an active instance of W3wp.exe) in Task Manager or using IISAPP.vbs.  You may need to enable the PID column in Task Manager:  on the Task Manager menu bar, click View   then click Select Columns. In the Select Columns dialog box, select the PID (process identifier) check box.

Example:

IISReqmon /w 1032

Request Monitor captures details about all currently-executing requests in worker process 1032 and then prints the data to the screen. All other requests in all other worker processes are ignored.

Note: The /w parameter cannot be used in conjunction with the /a parameter.

	/m time value
	Threshold
Execute this command to view details about requests that have been running longer than the specified amount of time. The value of this parameter is in milliseconds.  

Multi-parameter example:

IISReqmon /a “defaultapppool” /m 9000

Request Monitor captures information about all currently-executing requests in the defaultapppool. Request Monitor then reads the data and filters out all requests that executed in less than nine seconds (9000 milliseconds). Request Monitor prints request details for requests that took longer than nine seconds to execute in the defaultapppool.  

	/t number
	Timeout

When you start Request Monitor, the tool starts an ETW trace session and allows the IIS worker processes to write trace data about in-flight requests to a temporary log.  The timeout parameter tells Request Monitor how long to wait before stopping the trace session  and printing the data to the screen.  The default value is 10 seconds.

Multi-parameter example:

IISReqmon /a “defaultapppool" /t 30 
Request Monitor takes an immediate snapshot of all activity in the defaultapppool. The worker processes in that application pool write data to the Request Monitor temporary log. Request Monitor filters out requests that executed in less than 30 seconds. Requests that took longer than 30 seconds to execute are printed to the screen. 

	/e 
	Statistics
Execute this command to view extended information about worker processes. 

Example:

IISReqmon /e
Request Monitor returns output with additional information about the worker processes. 



	/s name
/u name
/p password
	Server Name

User Name

Password

Execute these commands to run Request Monitor on a remote IIS server. The remote server must be running IIS 6.0 on Windows Server 2003 Service Pack 1 (or later). Request Monitor requires write access to the following directory: %systemroot%\ system32\LogFiles. If the user specified by the /u parameter does not have write access to the directory, the command fails with an “Access Denied” error. 

Multi-parameter example:

IISReqmon /s testserver1 /u administrator1 /p adMinpass37
Request Monitor attempts to access and run on the remote server named, testserver1. The session runs under the username administator1 with the password adMinpass37.

	/f
	Terminate Existing Request Monitor Session

You can not run multiple Request Monitor trace sessions at one time. Execute this command to shutdown an already running Request Monitor session and to automatically start a new session. After you execute this command, the existing data captured in Request Monitor is deleted and a new session starts.

Example:

IISReqmon /f

Request Monitor terminates an existing Request Monitor session, deletes all data associated with that session, and starts a new session.


Interpreting Data

When investigating problems in IIS worker processes, pay close attention to the fields listed in Table 2. Of all the data returned by Request Monitor, these fields will provide the most helpful data for locating problems. Keep in mind that the advice given in the Description columns can vary depending on your hardware and your application. All values given are approximations. 

Table 2
	Field
	Description

	AppPoolId


	The Application Pool ID is the name of the application pool where the request is being processed. If your IIS server hosts several application pools, this field alone can help you isolate the problem. If the problem is not severe, you could remedy the problem at the application pool level by recycling the application pool at specific intervals, e.g. every 24 hours, or you could further isolate the problem using the application pool health detection features described in “Application Pool Health” in the IIS 6.0 online Help.  

	TotalWorkerThreads


	This field, in combination with the AvailableWorkerThreads field, lets you know how much work is being performed by the worker process. If the TotalWorkerThreads field is larger than ~20 for an IIS Application Program Interface (ISAPI) application, including Active Server Pages (ASP) and ASP.NET applications, then have your developers investigate the application itself for bugs. While, by default, IIS worker processes can create up to 256 threads, a well-written application should not require more than ~20 threads in a worker process. 

	URL


	This field tells you the page being requested. If Request Monitor returns details for multiple requests to a specific uniform resource locator (URL) and all of these requests to that URL show large numbers in the TimeElapsed field (for example, 20,000 milliseconds or above is unreasonable for a well-written ASP page) then have your developers investigate the requested page for bugs, because end-users, after 20 seconds, may perceive that the request is not responding.

	ProcessingState


	This field tells you what the worker process is doing. There are 12 different processing states. These states are described in more detail in Understanding Processing State.

	TimeElapsed

	This field tells you how long the request has been in the IIS worker process. Depending on your hardware and your application, this number should be small for static file requests picked up by static file handlers, e.g. less than 5,000 milliseconds. For dynamic requests, the number will probably be larger than static requests, but you should investigate your application if a specific URL is constantly showing  TimeElapsed of 20,000 milliseconds or larger as end-users, after 20 seconds, may perceive that the request is not responding.

	TimeFromLastState

	This field tells you how long the request has been in the state identified by the ProcessingState field. If the TimeElapsed field shows a large number, for example 20,000 milliseconds or larger, and the ProcessingState field shows Processing, then you should have your developers investigate the requested page for bugs. 


Understanding Processing State

Request Monitor returns data about the state of each request in the worker process, as identified by the Processing State field (highlighted below). 
<WebRequest ContextId="{00000000-0000-0000-2900-0060000000fb}"
            SiteId="1"
            LocalIPAddr="<data>"
            LocalPort="80"
            HostName="Contoso3"
            ConnectionID="1073741859"
            ClientIPAddr="<data>"
            Verb="GET"
            URL="/asp/asptest.asp"
            ProcessingState="PROCESSING"
There are twelve possible processing states (described in Table 3). The state of the request can provide clues as to whether or not the problem with the worker process is really the result of a bug in the application, a network issue, or a problem with the client computer. Each of the following process states represents a normal portion of a request lifecycle as long as the request has not been in any one state (the value of the TimeElapsed field) for an extensive amount of time (which varies depending on your hardware and application).

Table 3 

	Processing State
	Description

	Initialize
	Request Monitor initialized the ETW trace session.

	New Request
	The request is a new request waiting in the worker process queue. The worker process has not started processing the request yet. 
Note: The timestamp for this processing state can be misleading for servers that are not busy. Request Monitor starts the clock for the timestamp the moment the worker process is ready to process a new request. On servers that are not busy, this processing state could show long timestamps because the worker process waited a long time for a new request.  

If you have multiple requests in this state, then IIS does not have any available threads. Investigate the application to understand why the queue is not clearing in a timely manner. For more information about IIS 6.0 queues, including the kernel, the ASP, and the ASP.NET queues, see, Chapter 7, “Web Server Scalability” in the IIS 6.0 Resource Guide.

	Processing
	A request in this state means an IIS thread picked up the request from HTTP.sys and the request is being actively processed. If the request is for an .asp or .aspx file, the request could be sitting in a corresponding ASP or ASP.net queue.  It is normal for requests to show longer Processing times while the request is being authenticated or when retrieving data from a database. If you believe a request has been in this state for an abnormally long time, enable tracing and try to reproduce the problem. 

	Send Sync

Receive Sync

Receive Client Cert Sync
	The worker process is waiting for the completion of a synchronous operation. Multiple requests in a Sync state for long periods can result from a slow network, a slow client connection, or your application design may not be optimal for IIS 6.0. By default, IIS 6.0 buffers 2 kilobytes of synchronous operations. In other words, IIS or ASP threads may be blocked while waiting for the completion of a synchronous operation. If possible, have your developers consider rewriting the application to use asynchronous operations. Asynchronous operations leave more threads available in IIS for other work items, so by design, applications that use asynchronous operations scale and perform better.

	Send Async

Receive Async

Receive Client Cert Async
	The worker process is waiting for the completion of an asynchronous operation. If you see multiple requests in this processing state, the client may be slow or not responding. 

	Send Async Completed

Receive Async Completed

Receive Client Cert Async Completed
	The asynchronous operation completed and the worker process is ready to continue processing the request, but there are no threads available. A thread may not be available because of synchronous operations, which means you could see multiple requests in presumably stuck in synchronous operations. It is also possible there are no threads available because a poorly-written ISAPI is holding onto IIS threads for too long. To remedy this problem, enable tracing and try to reproduce the problem to determine where IIS runs out of threads.


Understanding Request Monitor Errors

This section describes common Request Monitor errors and how to troubleshoot those errors.
Table 4   

	Error 
	Description
	Resolution

	ERROR: Another instance of the tool is running.
	Request Monitor can not support running multiple sessions at one time. 

You may have received this error if you started a new Request Monitor session before another session ended or if another administrator started a trace session on the server. 
	Execute the following command to force Request Monitor to terminate the previous session and start the new session:

IISReqMon /f

If you suspect a trace session (independent of Request Monitor) is running on the server, execute the following command: 
logman query –ets

Locate the session named IisRequestMonitor
Execute the following command to stop that session:

logman stop IisRequestMonitor –ets

	ERROR: cannot start tracing session (error code).
	Request Monitor is unable to create and start the trace session.  
You may have received this error if a trace session using the IIS: Request Monitor provider is already running.
	Verify that you can start a trace session with the “IIS: Request Monitor” provider.
Execute the following command to start a trace session:

logman start IisRequestMonitor –ets

	ERROR: cannot stop tracing session (error code).
	Request Monitor is unable to stop the trace session.  
	Verify that the Request Monitor trace session is still running. Execute the following command: 

logman query –ets

Locate the session named IisRequestMonitor
Execute the following command to stop that session:

logman stop IisRequestMonitor –ets

	ERROR: cannot connect to server (server): (error)
	Request Monitor can not connect to the server indicated by the /s parameter.  

You may have received this error if the server could not be found on the network or if the credentials you supplied to connect to the remote server were invalid. 
	Verify that the remote server is available on the network.  Verify the credentials used to connect to the remote server. Verify that the user name is listed in Administrators group on that server.

	ERROR: cannot disconnect from server (server): (error)
	Request Monitor attempted to disconnect from the remote server while the remote server was still parsing data in the Request Monitor ETL log file.
	Enter the following command at the command prompt and make sure there are no connections unintentionally left open: net use


	ERROR: cannot read temporary ETL log file: (error)
	The temporary ETL log file stores the request list. The temporary ETL file may be corrupt.  
	Start a new Request Monitor session.

	ERROR: cannot delete temporary ETL log file (file) : (error)
	The temporary ETL log file stores the request list. Request Monitor may not be able to delete the log file if another application has the file open. 
	Stop all other Request Monitor trace sessions, including ETW trace sessions using the IIS: Request Monitor provider. Execute the following command: 

logman query –ets

Locate the session named IisRequestMonitor
Execute the following command to stop that session:

logman stop IisRequestMonitor –ets

	ERROR: unknown error: (error)
	An unknown error occurred.
	Start a new Request Monitor session.

	ERROR: Windows Server 2003 SP1 is required on server (target server) to obtain current request list using IISREQMON.
	Windows Server 2003 Service Pack 1 is required for Request Monitor to run.
	Install Windows Server 2003 Service Pack 1 on the target server and start a new Request Monitor session.

	ERROR: command line option invalid (option + value) : REASON (reason)
	The error indicates the invalid parameter and the reason why the parameter was invalid.
	Correct the parameter indicated and execute the command again.

	ERROR: The trace session has been stopped by an external process.
	The Request Monitor trace session been stopped by an external process.  
The trace session could have been stopped by logman.exe, a WMI command, or if another administrator used this command: IISReqmon /f
	Start another Request Monitor session. If necessary, stop the previous session using this command: IISReqmon /f


	ERROR: Unsupported event version detected.
	Request Monitor works only with Windows Server 2003 Service Pack 1. 
	Verify that the target server is running Windows Server 2003 Service Pack 1. 



