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Preface

IMail Server isan electronic mail server system that is based on
Internet standards and runs on Microsoft Windows NT/2000. IMail
Server provides Simple Mail Transfer Protocol (SMTP) for sending
and receiving mail over the Internet or over an internal TCP/IP
network.

IMail Server supportsany mail client that uses the Post Office
Protocol, Version 3 (POP3) or Internet M essage A ccess Protocol
(IMAP4). Web Messaging lets users access their mail from any web
browser; they do not need to have amail client. Additionally, users
can now use Web Calendaring to store schedules, set appointments,
and receiving date reminder information al in one location.

IMail Server is self-monitoring — a monitor server lets you monitor
SMTPR, POP3, IMAP4 and other services, receive notification when a
service is down, and automatically restart the service. IMail Server
also includes alist server for creating and managing mail discussion
groups, aswell as servers for LDAP, Finger, and Whois information.

The Web Administration capability of the Monitor server letsthe
system administrator monitor the IMail Server system using aweb
browser on any remote system and perform system maintenance
functions. It also allows usersto change their user settings from aweb
browser.

The Mail to Pager/Beeper capability can forward messages to a pager,
or notify you by beeper that mail has arrived.

As an option, you can purchase a Mail to Fax add-on. For more
information, see “ Optional Capabilities’ on page 13.
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What This Package Includes

IMail Server includes the following:
A CD-ROM containing:

» ThelMail Server installation program, which installs the
complete IMail Server software

* Web Messaging, Web Calendaring and Mail to Pager/Beeper
applications
* OnelMail Client.
» Anevauation copy of WS_Ping ProPack.
» License agreement
e Thismanual, the IMail Server User’s Guide.

e ThelMail Server Getting Started Guide.

The Ipswitch Products

Other Ipswitch products include:
e IMail Server Mail to Fax

IMail Server's Mail-to-Fax Option is an add-on (not included in
base price) that allows system administrators to create special
aliases that route messages directly to afax machine. Thisoption
allows |SPs, for example, to set up e-mail accounts for customers
who do not have a PC or Internet access and want to receive e-
mail messages via afax machine. With this option, other users
could send fax messages from their desks by sending e-mail to a
special account on alocal server that faxesit to the recipient.

e WhatsUpO Gold Network Monitoring Tool

WhatsUp Gold is a graphical network monitoring system
designed for today’s multi-protocol enterprise networks. It
monitors critical devices, applications, services, and initiates
visual or audible alarms along with a choice of pager, beeper, e-
mail or voice notifications.
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Its LogManager and SNMP Viewer provide easy troubleshooting
and real-time monitoring of utilization levels. Performance
reports show historical trends for resource capacity planning.
WhatsUp Gold also comes with a built in web server and can be
administered for any standard web browser.

WS_FTPO Pro FTP Client

WS FTP Pro isaWindows-based file transfer client application
that is used to transfer files between your local PC and aremote
FTP server.

WS _FTP Pro provides two powerful Windows interfaces for
connecting to remote hosts and transferring files. SSL encryption
protects your val uable information when you connect to an SSL
compliant FTP server. This keeps your confidential information
secure during transfer over the Internet.

The Scheduling feature lets you schedule your queued jobsto
transfer files on the dates and times you choose.

The “Bonus Utility Pack” that shipswith WS FTP Pro 6.0
includesthe WS_FTP Find Utility, the WS_FTP Scripting Utility,
and the WS_FTP Synchronize Utility.

WS FTP Server

WS FTP Server isafull-featured FTP server for Windows NT/
2000 systems. WS _FTP Server letsyou create FTP sites that
make files and folders on your PC available to other users.

WS _FTP Server offers many features not found in most
commercial servers today, including automatic resumption of
interrupted transfers.

SSL encryption protects your valuable information whileit is
being transferred over the Internet, when you connect with an

SSL compliant FTP client

Customized Site Commands simplify server and data
management. Administrators can now automate routine tasks
with custom scripts that reside on the server and can be activated
remotely through the WS_FTP Client.

WS _FTP Server can automatically create FTP accountsfor IMail
Server usersif IMail Server isinstalled on the same system as
WS_FTP Server

Preface

IMail Server

XV



XVi

WS Ping Pro Pack

WS _Ping ProPack is the ultimate network information tool. It
provides everything you need to help track down network
problems and to get information about users, hosts, and networks
on the Internet or on your intranet. Toolsinclude Info, Time,
HTML, Ping, Traceroute, Lookup, Finger, Whois, LDAP, Quote,
Scan, SNMP, WinNet, and Throughput.

Visit Our Web Site

For more information about | pswitch products, to find evaluation
versions, or to purchase our products online, visit the I pswitch web
site at: http://mww.ipswitch.com.

On our technical support pages, you can view the Knowledge Base of
technical information about our products and keep up-to-date on
product news.

Browse through our Web Messaging Template gallery to get a
different look and feel for Web Messaging. You can also visit our user
created utilities page for alist of useful programs.

Please Send Us Your Comments

We welcome your feedback on this product and its documentation.
Please send your comments and suggestions to the following e-mail
address: feedback@ipswitch.com.

Getting Technical Support

E-mail support is always available for the current version. A service
agreement is required for telephone support beyond the warranty
period, and for major upgrades. For more information about | pswitch
Technical Support and service agreements, go to the Ipswitch web site
at www.i pswitch.convsupport/index.html .
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Downloading Patches and Upgrades

If a software patch is created to fix abug in the currently shipping


http://www.ipswitch.com
http://www.ipswitch.com
http://www.ipswitch.com/support/index.html

version of a product, Ipswitch will make the patch available on our
web site.

Product upgradesto extend capabilities are al so made available on our
FTP and web sites. A valid service agreement for IMail Server
includes major product upgrades for twelve months.

Check our web site for current software patches and upgrades. To
download software from the | pswitch web site:

1 Inyour web browser, go to:www.ipswitch.convsupport/patches-
upgrades.html.

2 Read theintroductory information about patches and upgrades at
the top of the page.

3 Under IMail Server, click the appropriate link.

4 Follow theinstructions on your screen.
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IMail Server


http://www.ipswitch.com/support/patches-upgrades.html
http://www.ipswitch.com/support/patches-upgrades.html

xviii  User’s Guide

IMail Server



__________________________________________________________________________|
Chapter 1: Overview

This chapter introduces IMail Server and describes its components,
capabilities, and major features. In addition, you will find system
reguirements and an introduction to new and enhanced features.

Note
For updated information since this manual was printed, see the

Release Notes (Ntimsvc.txt) located in the IMail top directory.

What is IMail™ Server?

IMail Server isacomprehensive electronic mail solution designed for
today’s evolving Internet and corporate intranet messaging
requirements. Easy to install and administer, IMail Server
significantly reduces both the initial cost of mail implementation and
the on-going cost of administration. Its easy-to-use features improve
productivity and provide arobust alternative to proprietary systems or
complicated UNIX-based Internet mail.

Introduction
IMail Server provides:

*  Upto 250 user accounts, up to 1000 user accounts, or unlimited
user accounts (depending on license)

*  Full integration with the Windows NT/2000 user database
»  Ability to base user mail accounts on an external database
IMail Server e-mail can be read with:

e Any POP3 mail client

 Any IMAP4 mail client

* Any web browser

This Internet standards based client/server architecture provides
system administrators with complete flexibility in setting up a total
mail solution that easily accommodates disparate and/or
geographically dispersed mail clients.

Overview
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Licensing Options

IMail Server offers several licensing options. Licensing isavailablein
the following three configurations:

 Upto 250 users
* Upto 1,000 users
e Unlimited users

System Requirements

IMail Server is designed for the Windows NT/2000 operating system.
It is not compatible with Windows 95, Windows 98, or Win32s.

The system requirements for IMail Server are:

e Intel (Pentium processor or higher)

e Microsoft Windows NT 4.0 (SP1) or higher; Windows 2000,
including Pro, Server and Advanced Server.

* Network interface card installed and configured to use
Microsoft’'s TCP/IP for Windows NT/2000 OR a dial-up TCP/IP
connection

e 200 MB disk space (for a 30-user workgroup)
e Atleast 32 MB of memory (64 MB is recommended)
e A static IP address.

It is recommended that the NTFS (rather than FAT) file system be
used for increased operability and security.

User's Guide

IMail Server

New in Version 7.1

Services

*  New “Advanced’ tabs for IMAP, POP3 and SMTP, contain
options that were previously only accessible through the registry,
such as welcome messages.

User Interface

e Sub-mailbox settings allow administrators to decide what to do
with mail that is addressed to a sub-mailbox. Administrator’s can
choose to create the sub-mailbox, bounce the message, or send it
to the user’s Inbox. This setting is configurable per domain.



Administrator’s can limit the size of outgoing messages.

Users and Administrators will now be notified through e-mail
when their mailboxes are near capacity.

Improved inbound delivery rules, and the ability to create
outbound delivery rulesfor a host. All rules support multiple
conditions.

A new X-IMail-Rulelineis placed in the header of all locally
delivered messages that are captured by arule to identify which
rule caught the message.

If you have IMail Anti-Virus Server installed, you can enable/
disable virus scanning, per domain, in IMail Administrator and in
IMail Web Messaging.

Web Messaging

Web Messaging now supports 128 bit SSL.

Enhanced Web M essaging templates that support inbound and
outbound rules, multiple conditions, sub-mailbox creation
settings, and advanced SMTP options.

Fifteen new dictionaries for use with the Spell Checker.

Features

User Interface

Web Calendaring utility, which is accessible through any browser.

Remote management console provides for connections to remote
IMail servers.

Web Options tab for each host, provides domain level
management of SSL, IMail Web Calendaring and the Spell
Checker. This alows administrators to enable these features per
domain rather than globally.

Services

SSL authentication and user lockout policies create a secure
method of sending and receiving e-mail.

Determination of whether an incoming message istoo large is
based on total size of all mailboxesin a user’s account.

Support for APOP authorization when user logs on to their mail
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account (or into a sub-mailbox) using POP3.

For monitoring of services, the administrator can set the time-out
value, in addition to how often to check the service.

Web Messaging Administration

Security options allow flexibility in managing user security
levels. Administrators can either force usersto use SSL, give
usersthe option of using SSL, or not provide the option at all. For
added security, IMail Server can temporarily suspend a user if
they fail alogin too many times.

Ability to modify Web Messaging templ ates.

» Template set with .gif and .cgi files; old template set still
supported.

» Support for “include” tagsthat let you include afile in your
web templates.

» Support for definable button text (butontxt.ini) for different
domains.

ParseExtensions utility providesthe ability to include IMAIL tags
in your personal files. Use ParseExtensions to parse the IMail
tags for any included file, regardless of its file extension.

Web Messaging allows an administrator to view server statistics
and real-time server activity, such as the number of userslogged
in, and the amount of data sent and received.

Uses Cascading Styles Sheets (CSS) in order to provide easily
alterable font styles, and quick click features. The HTML code
follows DOM level 1 specs, and CSS level 1 specs.

Web Messaging Enhancements for Users

Spell checking capability. This feature is available on the
Compose, Reply-To, Forward and Draft pages.

Link to IMail Web Calendaring enables users to open a calendar
without logging in again.

Support for mailbox searching in To/From/Subject/Content in a
selected mailbox or all mailboxes. The results of the most recent
search are preserved.



IMail Web Calendaring
» Ability to keep a schedule — including events, tasks and notes.

* E-mail invitations to others are sent to invitees when event is
added, cancelled or modified.

e E-mail reminders

e Link to IMail Web Messaging enables usersto access their mail
accounts without logging in again.

Basic Services

IMail Server consists of a number of services that run on Windows
NT/2000. The basic service that enables the Windows system to send
and receive mail isthe Simple Mail Transfer Protocol (SMTP). The
services that allow accessto mail by client systems are Post Office
Protocol Version 3 (POP3) and the Internet Message Access Protocol
Version 4 (IMAPA4).

SMTP

The SMTP server sends and receives mail from other Internet hosts
using the Simple Mail Transfer Protocol (SMTP). The SMTP server
processes al incoming and outgoing mail. Outgoing mail is spooled
until the SMTP server can confirm it has arrived at its destination.
Incoming mail is spooled until users accessit by using a POP3 or
IMAP4 mail client. Spooling allows the transfer from client and
server to occur in the background.

SMTP Security

IMail Server provides support for alternate SMTP, POP3, and IMAP4
authentication methods to provide a more secure means of sending
user |Ds and passwords across networks. This allows usersto send
mail from an IP address that has not been identified to IMail Server.

You also have the ahility to control accessto the SMTP server, by
specifying an I P address or set of |P addresses that are either granted
or denied access. Thisis useful when you know the IP Address of a
mail sender that is making unauthorized use of your mail server.

You can also thwart spammers by exempting specific e-mail addresses
or domains through the use of the Kill file. Thisfile lets you specify a
mail address or a particular mail host from which you do not want to

Overview

IMail Server

5



6

User's Guide

IMail Server

accept mail.

Mail relay options provide additional security, such as Relay for local
hosts only, Relay for local users only, Relay Mail for Addresses and
No Mail Relay. For more information on SMTP, see “ Chapter 8:
SMTP Server” on page 147.

POP3

Post Office Protocol version 3 (POP3) is the most common protocol
for communicating with a mail server (otherwise known as a post
office) to retrieve messages for a user. POP3 servers hold mail for
users until they connect to download their messages.

POP3 clients typically use the “ off-line” method of accessing the mail
server: the mail client periodically connects to the server, downloads
the messages to the client computer, and then disconnects from the
server. Thus, mail messages are stored only temporarily on the server
computer; they are automatically deleted from the server computer
when downloaded to the client computer.

In the “online” access method, an open connection is maintained
between the client and the server. Messages are | eft on the mail server
computer and users can read mail on the server without downloading.

The POP3 Server lets any POP3 (Post Office Protocol, Version 3)
mail client communicate with IMail Server. Supported POP3 clients
include Internet Explorer, Netscape Messenger or Communicator,
Eudora, Pegasus, NUPOP, Z-Mail, and UNIX mail.

For more information on POP3 see “ Chapter 10: POP3 Server” on
page 165.

IMAP4

Internet Message Access Protocol version 4 (IMAP4) is amethod of
accessing electronic mail messages that are kept on a (possibly
shared) mail server. It allows a client e-mail application to access
messages remotely asif they were local. For example, e-mail that is
stored on an IMAP server can be accessed from a home computer
without having to transfer the message or files between the computers.

The IMAP4 Server lets any IMAP4 mail client communicate with
IMail Server. Supported IMAP4 clients include Netscape
Communicator and Internet Explorer 4.0 and above.



Like POP3, IMAP4 uses SMTP for communication between the e-
mail client and server. For more information on IMAP4 see “ Chapter
11: IMAPA Server” on page 177.

Web Messaging

Web Messaging allows users to access their mail on the IMail Server
system from any web browser on the Internet. Users can then maintain
an address book, use BCCs (“blind carbon copies’) and use delivery
rules to process incoming mail. Users can also manage mailboxes by
sorting messages in various ways, and creating “ Sent” and “ Deleted”
mailboxes. Web messaging is al so equipped with a Spell Checker with
a customizable user dictionary.

Web Messaging administrators can manage virtual hosts, aliases,
usersand list-server mailing listsfrom aweb browser. Web Messaging
administrators can use HTML templates to customize, by host, the
look and functionality of the web pages where users access mail and
edit their settings.

Web Messaging also supports online advertising. This could be used
by Internet Service Providers who want to display banner ads at the
top of the Web Messaging mail screens and sell online advertising
space on their mail server. For more information on Web Messaging
see “Chapter 6: IMail Web Messaging” on page 107.

Web Calendaring

IMail Web Calendaring is aweb-based calendar that allows you to
keep multiple schedul es accessible through an intuitive web interface.
IMail Web Calendaring provides a user-friendly interface for storing
schedules, appointment setting, recording notes and tasks, and
receiving e-mail remindersthat contain the date, time, and description
of the appointment. Users can also send e-mail requests to other
people inviting them to appointments or events.

Because it is web-based, IMail Web Calendaring allows the user
remote access through any web browser connected to the Internet.

Like IMail Web Messaging, IMail Web Calendaring also supports
online advertising. For more information on Web Calendaring see
“Chapter 7: IMail Web Calendaring” on page 131.
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Additional Services

In addition to the above basic servers, IMail Server also provides the
following server programs that run as services on Windows NT/2000:
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A Lightweight Directory Access Protocol (L DAP) version 3
server

The LDAP server provides remote access to IMail Server user
information through any LDAP client application. IMail Server
user data includes standard LDAP information such as the user’s
name, organization, mailing address, and telephone number.
LDAP Version 3 is supported. For more information see “ Chapter
12: LDAP Server” on page 171.

A list server

Mailing lists are used widely on the Internet as ameans of sharing
information about atopic. The list server lets you set up
automated mailing lists. List-server mailing lists can receive mail
and resend the mail to all the users on the mailing list.

The list server also supports moderated and unmoderated lists, as
well as the ability to group messages into a digest and
periodically send the digest as a single message. For more
information see.

The Monitor server

IMail Server provides self-monitoring viaa Monitor server that
polls each of the IMail Server services. The Monitor server can be
configured to send an e-mail, beeper, or pager notification when a
service goes down or comes back up; it can also automatically
restart a service that has gone down.

In addition, you can use this server to monitor other services
(DNS, NNTP, WWW, Telnet, and FTP), the default gateway, and
disk space, from either the local or aremote system.

You can access the Monitor server remotely using aweb browser
to view the status of monitored services and perform
administration functions. For more information see “Chapter 16:
The Monitor Server” on page 195.

Finger and Whois servers

The Finger and Whois servers allow you to publish user
information on the Internet. For more information see “Chapter
14: Finger Server” on page 187.
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A Password server

The Password server lets users of older mail clients (such as
Eudora and NuPOP) change their passwords remotely.
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Standard Features

In addition to sending and receiving mail, IMail Server providesa
number of robust features.

User Registration and Maintenance

IMail Server supports up to 250 user accounts, up to 1000 accounts or
an unlimited number (depending on license.) It also supports an
unlimited number of user mailboxes. Users must be registered in order
to have alocal mailbox and to allow remote POP3, IMAP4, or web
clientstoconnect totheserver toretrievemail fromthosemailboxes.

IMail Server lets administrators:
e Add, delete, and maintain user accounts, lists, standard aliases,
group aliases, and program aliases

e Set up inbound and Outbound mail delivery rules, vacation
processing, Info Manager automated responses, and mail
forwarding

e Update Finger, Whois, and LDAP information

» BaselMail Server userson an externa database. The basic
capability usesthe ODBC method, but can be extended to include
up to ten different methods.

e Usecommand line utilities for adding or deleting large numbers
of users, aliases, and hosts from text files

* Usecommand line utilities for deleting old messages

e Useacommand line utility to send amessage to all userson a
virtual host or on the entire server

For more information, see “Chapter 4: User Mail Accounts’ on
page 59 and “Appendix C. Command Line Applications’ on
page 259.

Mailing List Creation and Maintenance

IMail Server can create and maintain list-server (automated) mailing
lists; these can be either public or private. When alist-server mailing
list receives mail, it re-sends the mail to all subscribers on thelist; re-



sent mail can be sent one message at atime, or it can be accumul ated
for periodic sending (“digest mode”). For more information, see
“Chapter 17: List-Server Mailing Lists’ on page 215.

Mail Forwarding

You can have IMail Server forward new mail for a particular user to
another address. For more information, see “ Forwarding Mail to
Another User Account” on page 73.

Vacation Support

If auser cannot answer mail due to vacation or other absence, IMail
Server can automatically send one natice to each person who sends
mail to that user. This allows people to send many messages to
someone on vacation without being flooded with notices that the
recipient is away. For more information, see “ Setting Up a Vacation

Message” on page 70.
Finger “Plan” Support

The Finger protocol isacommon Internet tool that allows remote
users to see information about users registered on a system. This
includes the full name of the specified user, his or her compl ete e-mail
address, and a“Plan” file provided by the user that contains any
additional information the user wishes to provide in response to
Finger requests. For more information, see “ Chapter 14: Finger
Server” on page 187.

Mail Delivery Rules

You can create delivery rulesto search for particular text patternsin
the content of aparticular part of a message (To, From, Sender,
Subject, entire header, or message body) and re-route the message
based on the contents. You can apply delivery rules for amail host, a
list-server mailing list, or for individual users. For more information,
see “ Setting Up Delivery Rules’ on page 83.

Automated Mail Accounts

The Info Manager feature lets you set up an automated response:;
when mail isreceived for a user that has enabled the Info Manager, a
prepared message is automatically sent back to the sender.

The Info Manager also lets you set up special mail accounts with
unique responses for each sub-area. For example, you could create an
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info user account for your organization. When someone sends mail to
the info account, the system can return a response that describes the
sub-areas of the info account, such as sales or classes.

Senders can then send a message to info-sales and receive back a
message related to sales, or to info-classes and receive back a message
about classes you offer. For more information, see “Using the Info
Manager” on page 101.

Multiple Host (Domain) Support

If you want to receive mail for more than one e-mail host on the same
Windows NT/2000 system, you can set up multiple virtual hosts. For
example, if your mail server provides mail service for your local e-
mail host, mail.petra.com, and you also want it to provide mail service
for another e-mail host, mail.acme.com, you can create a virtual host
for mail.acme.com. For more information, see “ Chapter 3:
Configuration” on page 33.

Privacy-Enhanced POP Support

Post Office Protocol Version 3 (POP3) is the most common protocol
used by mail clientsfor retrieving messages from a mail server. The
user ID and password are encoded so that they cannot be read by
standard text editors. However, the encoding is not complex, and this
feature should not be confused with security. For more information,
see “ Chapter 10: POP3 Server” on page 165.

Forwarding of Mail to a Beeper or Pager

IMail Server can route inbound mail to any external program such as
preconfigured pager or beeper addresses, or any other application. For
more information, see “Types of Aliases’ on page 76.

Unknown Local User Processing

IMail Server can perform specia processing of mail that is
incorrectly-addressed or addressed to users that don’t exist on the
local host. Thisisaccomplished through a special alias, nobody,
which can send mail to a specified program or another user’s mailbox.
For more information, see “Processing Mail to Users That Don't
Exist” on page 79.



Anti-spamming Features

IMail Server’'s built-in messaging controls prevent unauthorized
mailings from using the IMail Server asarelay or gateway. You can
set up the server to accept only mail that originates from local usersor
that is destined for local users. (IMail Server lets you define the
systems or address blocks that you want to consider aslocal.) In
addition, you can block incoming messages from specified |IP
addresses if those addresses have been a source of unwanted e-mail.
For more information, see “Chapter 9: Security and Antispamming”
on page 153.

Optional Capabilities

Mail to Fax. You can purchaseaMail to Fax capability which letsyou
set up mail accounts that can receive mail from amail client and
forward it to a preconfigured fax phone number. This option also
supports “dynamic aliasing” which lets users enter the fax phone
number when they create the message.

IMail Anti-Virus. IMail Anti-Virusfully integrateswith IMail Server
and is powered by Symantec’s CarrierScan™ Server, ahigh
performance, scalable, reliable solution to protect against viruses.
IMail Anti-Virus provides administrators a powerful al-in-one anti-
virus solution that is easy to install and use. Designed to work
exclusively with IMail Server, IMail Anti-Virus stops dangerous
viruses before they make it to an end-user’s e-mail client.

IMail Client for Windows

A specia version of IMail Client for Windows is automatically
installed on the IMail system. Thisis provided for those who are
administering IMail Server on the NT workstation on which IMail
Server isinstalled; it is useful for reading the “root” mailbox, working
with seldom-used accounts, and testing.

Note
The IMail Client application should not be used on the IMail Server
system to view end-user mailboxes, as this may cause problems with
remote access to the same mailboxes (depending on the remote clients
being used).
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Chapter 2: Installation

This chapter describes the installation of IMail Server. Firgt, it
describes what you need to know about the primary host (the system
on which youinstall IMail Server), and what decisions you need to
make before running the installation.

Next, a procedure walks you through the steps to get IMail Server

up and running. Thisisfollowed by adescription of the root user ID, a
quick test of your installation, an overview of the IMail Server
configuration, and the directory structure. The last two sections cover
upgrading and removing IMail Server.

It is highly recommended that you read the “IMail Server Getting
Started Guide” included with this product before you begin the
installation process. Reading this guide will greatly reduce the amount
of time needed for installation and configuration, and will prevent
unnecessary problems from occurring during setup.

Note
IMail Server requires a static IP address, it will not function using a
dynamic | P address.

Before You Begin

As stated above, the primary host is the system on which you install
IMail Server. Before you begin the installation, you must (1) check
the official name of the primary host, and (2) decide what database the
primary host will use to register and authenticate users.

Checking Your Primary Host Name

You should first check the DNS information for the system on which
you intend to install IMail Server (the primary host).

To check the DNS information (on Windows NT), double-click the
Networ k icon in the Control Panel, select the Protocols tab, select
TCP/IP Protocol, and then click Properties. The TCP/IP window
appears. Click DNS to view the domain information.

To check the DNS information (on Windows 2000), double click the
System icon in the Control Panel, select the Network | dentification
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tab, then click Properties. The I dentification Changes dialog box
appears which displays the domain information.

The Host Name and Domain must be registered in the DNS (Domain
Name System) if you want remote hosts to be able to communicate
with your system. Your DNS must contain the proper entries for the
host name. For more information, see your DNS documentation and
“Appendix I: Mail Servers and the DNS’ on page 315.

Note
You can use Ipswitch’'s WS_Ping ProPack to lookup DNS
information. An evaluation version isincluded on the IMail Server
CD. For more information about looking up DNS information using
WS _Ping ProPack, seethe “IMail Server Getting Started Guide”.

User Registration and Authentication

The primary host can use one of three databases for registration and
authentication of users. (Registration is the process by which user
mail accounts are created. Authentication is the process by which user
IDs and passwords are verified.)

* |Mail Database. User IDs and passwords for mail accounts are
stored separately from either the Windows NT or 2000 user
database, or any external database, in a proprietary databasein
the Windows registry.

You can also import Windows NT or 2000 usersinto an IMail
user database, without having them linked to the Windows NT or
2000 database. For information on importing Windows NT or
2000 users, see “Importing NT Users’ on page 63.

* Windows NT Database. This database provides automatic
creation of user mail accounts for any user listed in the Windows
NT or Windows 2000 user database on your host machine.

Note that the primary mail host needs access to the Windows NT
or 2000 user database for your network.

To view acurrent listing of usersin your Windows NT or 2000
user database, use the appropriate administrative tool as described
in your Windows documentation.

You will not be able to add or delete users using the IMail
Administrator; instead, you must use the appropriate windows



administrative tool (these are different for Windows NT and
Windows 2000).

Note
A mailbox and other user files are created for a user when the
mail server receives a message for that user, or when a user first
accesses the IMail Server through amail client.

» External Database. IMail Server uses an external database to
register and authenticate users. Usersthat you add and delete
using IMail Server will be added to, and deleted from, that
external database, and vice versa.

Installing IMail Server for the First Time

The IMail Server install program installs the complete IMail Server
software. If you need help at any time during the installation, press F1
to display theinstall help. However, before you start, make sure you
have read “Before You Begin” on page 15.

Note
Before you use IMail Server to associate an external database with a
host, use the Windows Control Panel to make sure there is a System
DSN (Data Source Name) that pointsto avalid database name. See
your Windows NT and database documentation for information on the
System DSN.

Installation Procedure
Toinstal IMail Server:

1 LogontoWindowsNT as System Administrator, or to an
account with System Administrator privileges.

2 Back up your Windows NT registry. (Run regedit.exe and sel ect
Export Registry File from the Registry menu.)

3 Do one of thefollowing:

» If you purchased an IMail Server CD-ROM, insert it in the
CD-ROM drive. If the installation program does not run
automatically, select Run from the File menu, and enter the
CD-ROM path followed by setup.exe.

Installation
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» If you downloaded IMail Server from the Internet, run the
downloaded application, imailec.exe.

Official Host Name dialog box. Confirm (or enter) the official
host name of your primary system as described in“ Checking Your
Primary Host Name” on page 15. Thiswill be the “primary host.”

Database Options dialog box. Select the user database option
you prefer. For more information, see “User Registration and
Authentication” on page 16.

System DSN dialog box. If you selected External Database, you
must specify the ODBC System DSN for the database where the
user information isstored. IMAILSECDB isthe default name that
theIMail ODBC link uses.

Choose Destination L ocation dialog box. Enter the directory
where IMail Server will beinstalled. This directory should not be
moved or renamed after installation.

IMail Server

Note
The path and directory must not contain spaces.

Select Program Folder dialog box. Confirm or enter the
Program Group in which IMail Server will appear (on the Start
menu).

SSL Keysdialog box. When asked if you want to install default
SSL keys, do one of the following:

» |If you already have athird-party SSL certificate, click No.
After installing IMail Server, run the IMail SSL utility by
selecting Programs -> |Mail Server -> IMail SSL
Configuration Utility from the Start menu, and then follow
the instructions in Help.

e |f you do NOT already have athird-party SSL certificate, but
want to run the IMail web server using a“self-signed” SSL
certificate, click Yes.

» |f youwould like to read more about SSL before you make a
decision, click No. (You can always install default keys|ater.)



10 Template Options dialog box. Select the set of web templates
that you want to install by default. You can add additional
templates (i.e. to virtual hosts) later by manually copying them
from the CD.

11 Dictionary Optionsdialog box. Select the dictionaries that you
want to install by default. Note that dictionaries can also be
installed later.

12 SMTP Relay Option dialog box. Select the mail relay setting for
your setup.

13 Start IMail Services dialog box. Theinstall program displays a
list of IMail services; the onesalready running on your system are
selected. Select any others you want to start by default. (Note that
you can also specify default services at any time after the
installation.)

14 Add User dialog box. You seethisdialog box only if you
selected the IMail Database option. We recommend you add a
few “stand-in” users now so you can test the installation. (Note
that you can also add users at any time after the installation.)

If prompted to do so, restart your system when the setup is completed.

Note
If your primary host is based on an external database, see
“Creating a Host Based on an External Database” on page 56.

Root User ID

Each host in IMail Server must have user ID of root and an alias of
postmaster in order to comply with the SMTP RFCs. These allow
messages to be sent to the server by other hosts, and also allow certain
system messages (such as error messages) to be automatically
generated.

If the primary host uses the IMail database or an external database,
the installation procedure creates a user named root and an alias
named postmaster and points the alias to the user named root.

The user ID of root isautomatically registered, however the account is
disabled by default.
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When using the NT user database, the installation creates a user
named administrator and an alias named postmaster and points the
alias to the user name administrator.

Performing an Initial Setup and Test

To confirm your IMail Server installation, do the following:

1 Fromthe Start menu, select Programs-> IMail -> IMail
Administrator.

2 ThelMail Administrator appearsin a split window. The left
panel provides accessto system defaults, host settings, and access
to users, aliases and list-server mailing lists.

Select an item in the left panel to view its properties in the right panel.

& IMail Administrator [_ O]
File Edit Wiew Toolz Help
. . Calad A
Select “localhost” to =@ Mal Adminsirator -
display the IMail %/'E (23 lacakost ot beoh | Heb ]
configuration. B0 Services : i
¢33 Finger General ID\[ECIUIyI Flan I Rules | VaDalIUﬂl Infa. Managerl Allnbulasl
35 IMAPY .
&5 LDAP First Marne: IBystem Administra Last Name:
% Monitor *F‘asswnrd'l ***** *Canfirm Password: s
Password
33 FOP3 nganizat\on:l
&5 SMTR I—
43 Syslog Department:
Qé ‘wieb Calendaring Address: I
% w::‘zﬁessagmg Citye: I State/Province:
Primary Host - - jupiter? space. cam Postal CUdl?il Country: I
D Hliszes Telephone:l
-0 Lists B
. =N Reply To: [root@jupiter7.
Check boxes are for making = Users Beply Tex oot @i pier? space com
: " Caleh Forward: |
multiple selections cianes
Gay W User cannot change password I Allow 'weh access
Jazon ™ Account access disabled I Host administrator
Lisa ¥ Hide from information services ™ List admiristrator
X D oot I™ User cannot modify LDAP attributes I IMail system administrator
Virtual hosts —» E]-- wirtual001
— = B vinualiz * required information I Stsperd sentEooourt =
< | ;IJ
|For Help, press F1 v

To verify that you can send and receive mail, you should have at least
one user for your primary host.
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If your primary host uses the IMail user database, you may have
created a user during the installation process. Check to see whether

users were created in IMail Administrator. In the left panel of IMail
Administrator, expand the “localhost” folder, select the primary host,
and then expand the Users folder. If you see only the “root” user, you
will need to add atest user by performing the following steps.

1 Select the primary host and click the General tab.

2 Intheright pand, click Add User, and then follow the
instructions. The User ID must be between 3 and 30 characters,
with no spaces. For now, leave Show Advanced Settings turned

off.

3 Click Next and then Finish to add the user. The User ID is added
tothelist of registered users for the primary host. When the new
user is selected in the left panel, that user’s properties are
displayed in the right panel.

& IMail Administrator | _ (O]
File Edit “iew Toolz Help
#|x| 2]
m IMail Adrinistrator -
B3 lacahast Caleb Dpply | Help ]
-0 Services
=t jupiter?. space.com General |D||ec:tary| Plan I Rules | Vacallonl Infa. Managel' Altrlbutes'
{:l Aliazes .
-0 Lists First Name: [Cale Last Name: IElyan
E‘D Users *Pazsward: [ *Canfirm F‘asswnrd'l xxxxxx
- [%E Caleb
LN cjones DOrganization: |MarkelD\recl
%% Gary
O Jason Department; |Sales
O Liza Address: |520 bd arburry Lane
| oot q .
Cit State/Pr :I
[]__g Jirtuali] Lty |Birmingham State/Province: [AL

G- B wirtuald02

This option is only
visible if the account

Postal Code: Country: US4
Telephone: [555-555-5555

Beply To: IEa\eb@iupitar?. FPACE.COM

Forward I

™ User cannot change password

[ Account access disabled

™ Hide from information services

™ User cannat modify LOAP attributes

has been disabled.

* required information

4] |

¥ Allow Wweb access

I Host administrator

I List administrator

™ IMail system administrator
I | Suspend|sendeeount

o
4

|Fo| Help, press F1
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If your primary host uses the Windows NT or Windows 2000 user
database, you should have two default accounts: Administrator and

Guest. If you need to add a user for test purposes, add the account in
the appropriate Windows administrative tool.

If your primary host uses an external database and the external
database is not populated, perform the following steps:

1 Intheleft panel, expand the primary host and the “Users’ folder.
2 Select the user “root.”

3 Onthe General tab, turn off Account Access Disabled.

4  Add afew usersas described in the next section.

Any users you have added can now receive mail through IMail Server
at the host name specified in your Windows NT/2000 TCP/IP
parameters. For example, if you added the user caleb, and the host
name is jupiter 7.space.com, the user can now receive mail addressed
to caleb@jupiter 7.space.com.

Note
If you want users on the primary host to get messages addressed to

just the domain name, create an alias for the virtua host. For example,
if you want the user shown above to get mail addressed to
caleb@space.com, create a host alias of space.comfor
jupiter7.space.com. For more information, see “ Chapter 3:
Configuration” on page 33.

Sending and Receiving Mail in a Test Account
To send and receive mail in atest account:

1 Check to make sure the mail servers are running: select the
“Services’ folder in the left panel to seeif the SMTP, POP3, and
IM AP4 servers are running. The status of SM TP should be
“running;” thisis automatically started. If the POP3 and IM AP4
arenot “running,” you must start them.

2 Start IMail Client from the Start menu. This special version of
IMail Client shows the users you added in a drop-down list. Log
on using one of the user accounts you created, and send mail to
another user. Then check that the mail appears in the second
user's Main mailbox.



3 If you are connected to the Internet, send mail to
imailtest@ipswitch.com to test mail service to remote systems.
We will reply to your mail. You can also test an account by
sending mail to a user on another host and asking for areply.

4 When you are satisfied that the mail server works properly, you
can add more hosts and users as described in subsequent chapters.
If your primary host is based on an external database, see
“Configuring the Primary Host” on page 56.

Viewing the Basic IMail Server Configuration

In the left panel, select “localhost” to view the IMail Server
configuration.

& IMail Administrator [_ O]
File  Edit “iew Taools Help
)] 2|
ﬁ I ail Administrator
=23 localhost localhost Apply Help

D Services
- B jupiter?. space.cam EE"VETB‘I

- Lists Hast Mame: I\upiter? space.com Add Host,..
=00 Users
.G Caleb Gate Host I Backup.
0 ciones
g Gary Defaul Host I\nca\hnst View Queue.
o IE Jason .
Lo Tap Dir IE\IMa\I Init LDAP
m] e Speol Dir: [C:\IMaihspool P
H Spool Dir ailspoal
B vitusinmi I —Igp"m'ze Lo
virtuall02 Log Server, |123.1.2 El

Iristall Date: |200102D?-1555

You can modify only the Gate Host or the Default Host properties.

The Gate Host box displays the name of another host to send mail to
for further delivery when that mail cannot be delivered directly to the
destination host. This can be used in conjunction with Send all

remote mail through gateway on the SMTP tab to force delivery of
mail through the gateway host. This is useful for dial-up connections.
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Since IMail Server should be able to reach all hosts directly, thisfield
should typically be left blank. See “ Chapter 8: SMTP Server” on
page 147.

The Default Host box displays the host name to which mail should be
delivered if the original recipient address contains only a user ID
without a host name, and that user 1D is not found on the sender’s
host. Normally, thisfield should be left blank or set to “localhost”.
Otherwise, mail will be sent to userlD @DefaultHost, which may not
be the intended recipient. This field can be useful when multiple
systems are required to work as one system.

Note
Setting this option incorrectly may cause mail to be sent to unintended

recipients.

User’s Guide
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General Properties

The General tab shows host and directory information.

& IMail Administrator [_ O]
File Edit Wiew Toolz Help
B[] 2|
m IMail Adrainistrator -
-3 laealhost localhost bopy | Hlp [
D Services
g jupiter7. space. com General I
G-, wirtualDo
g wirbuall02 Host Mame: IiuD\tar?.space cam Add Host...
Gate Host: I Backup...
Default Host: ||UCE||1US| Wiew Dueue...
Top Dir: IE:\IMalI Irit LDAP
Spaol Dir.; IE:\IMaiI\spDoI Dpfimize LDAP
Log Server: |123.4 5E
Install Date: IZDD1DZD7-0933
-
KT i
|FDr Help, press F1 v

Click the Add Host button to display the “Virtual Host
Configuration” dialog box. For descriptions of how to add, modify, or
delete avirtual host, see the next chapter.



Click the service
name to modify its
properties.

The Mail Queue

You can click the View Queue button on the General tab to display
the files in the outbound mail queue. Each of the messages waiting to
be delivered will have afile. These arelisted in the Filename list box.
Selecting one of these files displays information about that message.
You can then del ete the message from the outbound queue or force
delivery of one or all of the messages. Note that you cannot modify
any of the displayed information. For detailed information on the mail
queue, see “Appendix D. Spool, Queue, and Log Files’ on page 273.

A Quick Look at IMail Server Services
Click the “Services’ folder to get aquick look at IMail services.

You see the current status of each of the services. Later chapters
in this book describe the configuration options available for
each of these services.

You configure IMail services by clicking on the service name under
the “Services’ folder and then using the tabsin the right panel to
adjust the settings.

/J -- jupiter7. space. com
Status of services. EJ wirtuial0

& Mail Administrator [_ O] x]
File Edit Wiew Tools Help
/x| 2|
m IMail Adrniistrator Al
23 lacalhost Service Wersion Status |
E-@g\fices SHTPD32 7.80 Running Start |
s Finger POP3D32 7.808 Stopped
H & IMaPd PSERVE Stopped Stop Al |
/ ¢35 LDAP WHOISD32 Stopped
3 Moritor FINGRD32 Stopped
& Password SYSLOGD Stopped
\ -4 POP3 IVEBHSG Stopped
gy SMTP IHAP Y Stopped
4 SysLog | ] P 7.a8 Stopped
€83 Web Calepdarifg IMONITOR Stopped
; IVEBCAL 7.88 Stopped
ezzaging
gt Whals
- virtuald02
<l | LlJ
Far Help, press F1 A
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Verifying Services

You can modify configurations for each of the services (SMTP server,
POP3 server, IMAPA4 server, LDAP server, Finger server, Whois
server, Password, and Monitor server) by selecting the “ Services”
folder in the left panel and clicking the appropriate Service name
underneath it. Make changes to the settingsin the right panel.

If you change any parameters, stop the service, wait five to ten
seconds and then start the service, or reboot the system after the
completion of all changes. Detailed information on each serviceis
covered in later chapters.

Default Service Ports
IMail Server services use the following TCP ports:

SMTP: Port 25 (This can be changed by editing the Windows
registry; see “Advanced Options’ on page 151.)

POP3: Port 110

IMAP4: Port 143

LDAP: Port 389

Pserve (Password Server): Port 106

Web Messaging: Port 8383 by default (configurable)
Web Messaging SSL Port: 8384

Spell Checker Port: 8385 by default ( configurable)
Web Calendaring: Port 8484 by default (configurable)
Web Calendaring SSL: Port 8485

SSL: Port 8384 by default (configurable)

IMonitor Web Administration: Port 8181 by default
(configurable)

Web Messaging and Web Calendaring also use several UDP ports.
These ports, are used to facilitate communications between Web
Messaging and Web Calendaring, such as receiving the User key and
sending the User ID and Password.



IMail Web Messaging and IMail Web Calendaring use the following
UDP Ports:

Web Messaging: Port 8000
Web Calendaring: Port 8001

ThelMail Server Directory Structure

The IMail directory, usually C:\IMail, is“the top directory.” You
specify this directory during installation, and should never move or
change this directory.

In the top directory are all the IMail Server applications and the
directories for the primary host.

Each host directory (including the top directory which hasthe
directories for the primary host) contains the following:

e Thelistsdirectory containsall the list-server mailing lists aswell
asthetext files that are referenced by group aliases

*  The Spool directory where messages are processed (“the queue”)
and where log files are kept.For detailed information, see
“Appendix D. Spool, Queue, and Log Files’ on page 273.

Note
Not all host directories have a Spool directory.Only the IMail
TopDir has a spoal directory.

e TheWeb directory contains templates, ads, and monitor files.

e TheUsersdirectory contains the users on the host. Within the
Usersdirectory, each user has adirectory.” Within each user’s
directory are the user id file (.uid); mailbox files (.mbx); index
files (.idx); Finger Plan, Vacation, Rules, Forwarding files (.ima)

*  Theldap directory contains information for LDAP-enabled
clients.

e Thecfg directory contains information for the IMail Client
application.
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Upgrading

This section isfor users who are upgrading from a previous version of
IMail Server. IMail Server isautomatically installed in the same
directory where you had the previous version or evaluation version.
This directory should not be changed, moved, or renamed.

1

Log on to Windows NT/2000 as System Administrator, or to an
account with System Administrator privileges.

Make sure the Windows NT/2000 Control Panel is closed, aswell
as al other applications.

Back up the Windows NT/2000 registry key,

H KEY_LOCAL_MACHI NE\ Sof t war e\ | pswi t ch\ | Mai |\
(Start regedit.exe, locate thiskey and select Export Registry File
from the Registry menu.)

Do one of the following:

* If you purchased an IMail Server CD-ROM, insert the CD-
ROM in adrive. Select Run from the File menu, and then
enter the CD-ROM path followed by setup.exe.

e |If you downloaded IMail Server from the Internet, run the
downloaded application, imailec.exe.

Note

It is strongly reccomended that you stop all IMail services and close
the IMail Administrator interface before upgrading.

5

Follow the prompts on your screen. If you have any questions,
click the Help button, or press F1.

If the installation program does not detect SSL keys on your
computer, you will be asked whether or not you want to install
default SSL keys. Here's how to decide:

» |If you aready have athird-party SSL certificate, click No.
After installing IMail Server, run the IMail SSL utility and
follow the instructionsin Help.

» |f you do NOT already have athird-party SSL certificate, but
want to run the IMail web server using a*“ self-signed” SSL
certificate, click Yes.



* |If youwant to read more about SSL before making adecision,
click No. You can install default keys later. For more
information, see “Using Secure Sockets Layer (SSL)” on
page 113.

7 Restart your system when the installation is completed.
Upgrading Using External Databases

When installing IMail Server v7.0 over an earlier version, in which
one or more hosts use an external user database, new columns must be
added to the database tables. Thisis due to additional user-level data
which must be stored for use with the new Web Messaging and Web
Calendaring features. The new columns must be added to the user
table for each IMail Server host that uses an external database.

During the install, IMail Server will determine whether your system
currently uses an external database. If the answer isyes, then adialog
is displayed giving you the three following options:
» Click Yesto have thisinstall program automatically add the
columns to all external database tables used to store IMail
Server user settings.
» Click, No to continue installation without updating the tables.
e Click Cancel if you want to manually add the necessary

columns. The required columns can be found in the release
notes. You will need to restart thisinstall program when

ready.

Note
If you click No and install anyway, be advised that IMail Server may

not function correctly.

If acustom ODBC driver was used with a previous version of IMail
Server, the driver must be modified to use the new columns. Source
code for the basic ODBCUser.dll driver (tailored for SQL Server and
Access) can be downloaded from the IMail Support Center:

ftp://ftp.ipswitch.com/I pswitch/Product_Support/IMail/obdcuser7.dll
Upgrading Web Messaging

If you have customized templ ates you want to continue using, refer to
the “Upgrading Customized Templates Document” (Upgrade6to?.txt)
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for procedures to upgrade the old templates for use with IMail Server
v7.0. Thisfileislocated in the [IMail Top Directory]\W\eb\New
directory. See also the web messaging topic “Upgrading” on

page 110.

Re-Installing IMail Server to a Different Location

When re-installing IMail Server to a different location, the
WEBDOCS value in imonitor.ini is not updated. This causes the
up.gif and down.gif filesin IMonitor to be missing on the Service
Status page. IMonitor produces the WEBDOCS value, but does not
know when areinstall has occurred, or when aweb directory has been
moved. If you change the install location of IMail Server, you MUST
update the WEBDOCS field in the imonitor.ini file to point to the new
location so the GIFs will be loaded properly.
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Removing IMail Server

ToremoveMail Server, usethe Add/Remove Programsapplet inthe
Windows Control Panel. The following happens:

e |Mail services are removed from the Control Panel Services

»  Everything is deleted in the Windows registry under
HKEY_LOCAL_MACHINE/Software/lpswitch/IMail (but does
not remove the Ipswitch key)

» Directories and files created by setup.exe are removed if nothing
has been added to them. For instance, if you haven't added any
users (and root never gets mail), the Users directory isremoved.

Note
Removing IMail Server as described above does not delete the
IMail directory or the subdirectories and files it contains. To
remove these, you must delete them manually.

IMail server’'s uninstall doesn't remove the following files:
iwebmsg.ini imonitor.ini imail.ini. This can cause problems with
future installations. An example isif an administrator installs IMail
Server in alocation other than the standard C:\IMail, settings such as
the web dir, ports, etc... are retained. So if the administrator then
installs IMail Server in the standard location, some values point to the
wrong location by default.



If you arereinstalling IMail Server to anew location, these three files
(iwebmsg.ini imonitor.ini imail.ini) need to be deleted or updated.

Installation 31

IMail Server



32  User'sGuide

IMail Server



Chapter 3: Configuration

This chapter describes how to configure your mail server and the
Domain Name System (DNS) records that pertain to mail service. It
also describes how to create multiple mail hosts on your mail server
and discusses the DNS records required for multiple hosts. In
addition, it covers a number of advanced configuration topics.

Basic Configuration

If your mail server will receive mail for one e-mail domain (for
example, for mail addressed to domain.com), read the sections
“Checking Configuration of the Primary Mail Host” on page 34 and
“Setting Up DNS for the Primary Mail Host” on page 35. If you need
background information on DNS servers, see “Appendix |: Mail
Servers and the DNS’ on page 315.

Advanced Configuration

Depending on your mail requirements, you may want to read some of
the advanced configuration topics:

You can set up an dias for the official host name (that was
entered when installing IMail Server), so that IMail Server can
recoghize another name as valid. For example, you could set up
an alias so that both user @mail.domain.com and

user @domain.com are valid addresses. To set up an alias, see
“Setting Up an Alias for aMail Host” on page 36.

If the server will receive mail for multiple domains, each with its
own set of users (example, for domainl.com and domain2.com),
see “Adding an Additional Mail Host” on page 36.

If you want your mail server to function asan SMTP mail
gateway for proprietary mail systems such as Microsoft
Exchange or CC:Mail, see“ Setting Up IMail Server asaMail
Gateway” on page 45.

If you have adia-up Internet connection from your mail server to
an Internet Service Provider (ISP), allowing you to receive mail
from an account with your ISP, see “ Setting up a Dial-up Internet
Connection” on page 46.
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If you want to set up IMail Server as a backup mail server for
another server, see “ Setting Up IMail Server as a Backup Mail
Spooler” on page 50.

If you want to spread user accounts across two or more physical
computers, you can set up “peer” servers. For example, mail sent
to domain.comis processed by both host1.domain.com and
host2.domain.com. See “ Setting Up “Peer” IMail Servers’ on
page 51 for more information.

If you want to specify how your mail server relays mail for other
servers, see “ Chapter 9: Security and Antispamming” on page
153 for information.
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Checking Configuration of the Primary Mail Host

After installing IMail Server, you have asingle mail host configured
— thisisthe primary mail host. Check the following itemsin the mail
host configuration:

This primary mail host must have the same name as the host on
which you installed IMail Server. Thisisthe official host name
that you see when you expand the “localhost” folder in the left
panel.

If you do not want to use the official host name of your server as
the name of the primary mail host, you can create an alias for the
primary mail host. See “ Setting Up an Alias for aMail Host” on

page 36 for information.

The domain name for the local network must be set in your
Windows NT/2000 configuration.

To check the domain name for your local network (in Windows),
double-click the Network icon in the Control Panel, select the
Protocols tab, then select TCP/IP Protocol in thelist, and click
the Properties button. The “Microsoft TCP/IP Properties’ dialog
box appears. Click the DNS tab to view the domain information.

To check the DNS information (on Windows 2000), double click
the System icon in the Control Panel, select the Networ k

I dentification tab, then click Properties. The I dentification
Changes dialog box appears which displays the domain
information.



* The DNS server for the local network must appear on the IMail
Administrator SM TP tab. To check the DNS server setting, click
the SMTP tab. In the Domain Name Server address box, you
should see the | P address of your DNS server. This box can have
multiple addresses, separated by a space.

Note
You can see your own DNS records (and those of any host) with the

Lookup utility in Ipswitch's WS _Ping ProPack, anetwork information
tool. An evaluation version of WS_Ping ProPack isincluded on the
IMail CD, it isalso available for download on the |pswitch website:

WWW.ipswitch.com.

Setting Up DNS for the Primary Mail Host

For background information about DNS records, see “Appendix I:
Mail Serversand the DNS” on page 315.

You need to make the following entries for your primary mail host in
your DNS;

e AnMX record for the mail domain (for example, domain.com).
The MX record identifies the host name of the computer running
the mail server (in this case, the IMail Server computer).

* An A record for the host name of the computer running IMail
Server. The A record maps a host name to an IP address.

e A PTRrecord for the | P address of the computer running IMail
Server. The PTR record maps an | P address to the host name and
isused for reverse lookups.

Asan example, the DNS entries for a host for which the official host
namein IMail Server is mail.domain.comwould look like:

SOA
$ORI G N

donmai n. com
IN MX 10 mai |l . domai n. com (MX record)
mail IN A 156.21.50.5 (A record)
(PTR record)
5.50. 21. 156. i n-addr. arpa. ,type = PTR
host = nail . domain. com

A DNS lookup for mail sent to user @domain.comwould find that the
mail must be sent to the host mail.domain.com.

Configuration

IMail Server

35


http://www.ipswitch.com

36

Setting Up an Alias for a Mail Host

IMail Server accepts mail addressed to the official host name of the
system on which IMail Server isinstalled. You can set up an alias for
the official host name so that IMail Server can recognize another
name as valid. For example, if the official host nameis
mail.domain.com, you can receive mail addressed to

user @mail.domain.com, where user is avalid user on the host. If you
also want IMail Server to accept mail addressed to

user @domain.com, you need to enter domain.com as an alias for the
official host name.

To set up an diasfor the official host name:

1 Intheleft panel, select the mail host. The mail host properties
appesr.

2 Inthe Aliases box, enter the alias name (i.e. domain.com).
Separate multiple aliases with a space. Thisfield islimited to 255
characters.

3 Click Apply to save the changes.
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Adding an Additional Mail Host

If you want IMail Server to receive mail for a second e-mail domain
that has its own users, you need to set up avirtual host for the second
domain. For example, if your mail server provides mail service for the
e-mail domain, domainl.com, and you also want it to provide mail
service for another e-mail domain, domain2.com, you need to create a
virtual host for domain2.com.

There are two types of virtua hosts:

e  Virtua hosts with |P Addresses
e Virtua hosts without |P addresses

Note
Whether you use avirtual host with IP address or avirtual host

without | P address, you need to make the proper DNS entries for your
mail domain(s). See “ Setting Up DNS for Multiple Mail Hosts’ on
page 43 and your DNS documentation for information on creating



these entries.

Virtual Hosts with IP Addresses

Thisis usually the recommended way to set up virtual hosts, because
all of the capabilities of regular IMail Server hosts are available to
virtual hosts with IP addresses. The only limitations of virtual hosts
with |P addresses are:

» Eachvirtual host requiresits own unique IP address.

e InWindows NT/2000, this requires the extra step of adding an IP
addressin the Windows NT TCP/IP configuration in the Control
Panel (Network applet - > Protocols-> TCP/IP Protocol ->
Advanced button.)

Note
If you are using Windows NT 3.5.1 or later, you can add up to
five IP addresses in the Network applet. If you need to add more
than five addresses, refer to the documentation for Windows NT/
2000.

Virtual Hosts Without IP Addresses

Virtual hosts without | P addresses are easier to set up than those with
I P addresses. For more information, see “ Configuring a Virtual Host”
on page 38. The IMail Server computer will assign avirtual |P address
for the selected domain. You can then use an MX record in your DNS
to point the virtual host to the primary host (which hasareal 1P
address). There are several limitations of virtual hosts without 1P
addresses:

* Sothat IMail Server can tell which virtual host the user is
associated with, when the user logs on, they must enter the entire
userid@hostname.com string for their user ID. Some mail clients
will not be able to connect to the virtual host to read mail. This
problem exists because some mail clients either have length
restrictions for user IDs, or they clip the user ID at the @ sign.
You can set up the virtual host to use a different character to
separate the user ID from the hostname, but then you must tell
users use this character in their logon user IDs (for example,
userid#hostname.com). To change the character, see “Appendix
G. Special Registry Values.”
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e TheLDAP, Whois, and Finger servers do not work with virtual
hosts without | P addresses.

Virtual hosts without | P addresses are recommended when you have a
shortage of |P addresses, or when you want to forward all mail for a
domain to auser at another domain. As an example of the latter:

e Your primary domain is called abracadabra.com

e You want al mail sent to merlin.comto be forwarded to
info@abracadabra.com

e Toaccomplishthis, set up avirtual host without an IP address for
merlin.com and do not create any users for merlin.com

e Set up anobody alias for merlin.com pointing to auser ID on
abracadabra.com

e All mail to any user at merlin.comwill be sent to the specified
user at abracadabra.com

Configuring a Virtual Host

To configure avirtual host (assuming “Use Wizards’ is turned off):
1 Select the“localhost” folder in the left panel.

2 Click the Add Host button.

The “Virtual Host Configuration” dialog box appears.

Yirtual Host Configuration

Local Addresses Qifficial Host Name Default Max Mailbox Size

|

I [Upiter?. space.com

Alisses Default Max Mezzages

Top Directary Mame

|

Single Message Max Size

|

ID Hbdail M awirnumn LU zer Count
& Use IMail User Database

" Use local NT User Database
" Use External User Database [Eonfigure...

Each virtual host rust have a unique P address. Peer List |

The first 5 of these are et in the Control Panel's

Metwork applet. Select TCP/IP advanced
Add [elet | properties. $4itual [Ps allow hosts without [P -
__l Lot addresses. Max sizes of 0 are unlimited. Exit |

11

The L ocal Addresseslist box showsall IP addresses set up inthe
Windows NT/2000 TCP/IP properties as well asany virtual IP
addresses assigned by the IMail Server.
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Select the | P address for the virtual host (in the L ocal Addresses
list box) or click the Add button to assign a new virtual 1P
address to use for the new mail domain.

In the Official Host Name text box, enter the name of the
mail host.

The name you enter here will be used to address mail to the users
on the virtual host. For example, if you enter mail.domain2.com
as the mail host name, any users you add to the virtua host will
receive mail at user @mail.domain2.com.

In the Aliases text box, specify aternate host names for which
you want the computer to accept mail. For example, if your mail
host name is mail.domain2.com, you can set an alias of
domain2.com so that IMail Server accepts mail addressed to
fred@mail.domain2.com and also fred@domain2.com. Multiple
aliases are separated by a space. Thisfield islimited to 255
characters.

In the Top Directory Name text box, enter the name of the
directory where the directories for users, lists, and web files for
thisvirtual host will be stored.
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In most cases, you will use a different directory for each virtual
host that you create. It is possible for virtual hosts to share a
single directory but then users that have the same names will
actually share the same mailbox.

Select the type of user database you want to use for this host.

Use | Mail User Database
UseLocal NT User Database
Use External User Database

For a description of these options, see “User Registration and
Authentication” on page 16.

Enter the default parameters for mailboxes and messages. These
parameters apply to all users on the virtual host.

Default Max Mailbox Size. Enter the default maximum sizein
bytes (characters) for the total of all mailboxesin auser’'s
account. If thetotal size exceeds the maximum, any new mail is
returned to the sender. Enter zero for an unlimited size. For more
information see “Additional Host Settings’ on page 41.

Default Max M essages. Enter the default maximum number of
messages (the total for all mailboxes) that will be allowed in a
user's account. |f the maximum is exceeded, any new mail is
returned to the sender. Enter zero for an unlimited number. For
more information see “Additional Host Settings’ on page 41.

Single M essage M ax Size. The default maximum size (in bytes)
for a single message sent to the server. If a message exceeds the
maximum, it isreturned to the sender. Enter zero for an unlimited
size.

M aximum User Count. The maximum number of usersthat can
be registered for the domain. Enter zero for an unlimited number
of users.

Note
Note that this does not apply to virtual domains that are based on
the Windows NT user database or an external database.
Furthermore, the displayed counts of users for domains that use
the NT user database or an external database may not be correct.
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Click Save to save the new virtual host configuration. Click Exit
to close the “Virtual Host Configuration” dialog box.

9 After you have created the virtual host, you need to add user mail
accounts. For information on creating and modifying user mail
accounts, see “Working with User Mail Accounts’ on page 60.

Additional Host Settings

Once the virtual host has been configured, it will appear in the left
panel. Selecting the virtual host in the left panel, displays the host’s
General tab in theright panel. You can usethistab to alter the settings
configured during the creation of the virtual host, and to access
additional settings. The following options are available on this tab.

Thefirst two items are not editable. They are:

Official Host Name. The name that will be used to address mail to the
users on the mail host.

TCP/IP Address. Thereal or virtua |P address of the mail host.

Top directory. The name of the directory where the directories for
users, lists, and web files for this host will be stored.

Host Aliases. Specify alternate host names for which you want the
host to accept mail. For example, if the mail host nameis
mail.domain2.com, you can set an dias of domain2.com so that IMail
Server accepts mail addressed to fred@mail.domain2.com and also
fred@domain2.com. Multiple aliases are separated by a space.

Default Max M ailbox Size. Enter the default maximum size in bytes
(characters) for the total of all mailboxesin a user’s account. If the
total size exceeds the maximum, any new mail is returned to the
sender. Enter zero for an unlimited size.

Thisvalue isthe default limit used when the Max Mailbox Size value,
for auser's account, is set to zero. Changing this value will
automatically change the limit for all user accounts on the host with
zero for the Max Mailbox Size value. Otherwise, the user’s Max
Mailbox Size value will override.

Single M essage M ax Size. Enter the maximum size (in bytes) of a
single message. Messages that exceed this size are returned to the
sender. Enter zero for unlimited size.
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Max Outbound M sg Size. The maximum size of an outbound
message. Any message that islarger than the size entered here, will be
bounced.

Full Mailbox Notify%. If there is anything entered in this box, the
user will be notified when their mailbox is within a certain percentage
of being full. For example, if 80 is entered in this box, the user will
receive an e-mail when their mailbox is 80% full. The user will get a
maximum of one message a day, for three days.

The e-mail message that is sent to the user is configurable. The text
for this message can be customized by creating a Notify.txt file which
should be placed in the top directory of the domain. If thereisno
Notify.txt file, the notification will contain the standard text as follows:

“User<!--imail.user--> Host <!--imail.host--> Your mailbox is nearly
full, please remove some messages. If you have any questions, see
your system administrator.” The two tags will be replaced with the
User ID and the domain.

Full Mailbox Notify Address. Enter the address of an additional
address where an e-mail will be sent when a user's mailbox is almost
full. For example, this could be the system administrators address.

Default Max M essages. Enter the default maximum number of
messages (the total for all mailboxes) that will be allowed in auser’'s
account. If the maximum is exceeded, any new mail isreturned to the
sender. Enter zero for an unlimited number.

Thisvalueisthe default limit used when the Max Messages value for
the user’s account is zero. Changing this value will automatically
change the limit for all accounts on the host which have zero for the
Max Mailbox Msgs value. Otherwise, the user's Max Mailbox Msgs
value will override.

Max Users. Enter the maximum number of users that can be
registered for this mail host. Enter zero for an unlimited number. The
box next to this setting displays the number of users that exist on the
host.

Note
This setting does not apply to virtual domains that use the NT user

database. The displayed counts of users for domainsthat use the NT
user database may not be correct.




Virus Scanning. If you have IMail Anti-Virusinstalled, you will seea
Virus Scanning option, which allows you to enable and disable virus
scanning for the current domain only. If you do not have IMail Anti-
Virusinstalled, you will not see this option.

Sub-mailbox Creation. This setting allows the administrator to
specify what to do when a message arrives for a user and is addressed
to a sub-mailbox which does not exist. Select one of the following
actions:

e Create. Creates the sub-mailbox and delivers the message.

e Send to Inbox. Does not create the sub-mailbox. Instead the
message is delivered to "main”.

*  Bounce. Bouncesthe mail as aninvalid user.

In the User Database Type area, select one of the following:
* IMail Database

* NT Database

*  External Database

Setting Up DNS for Multiple Mail Hosts

For background information about DNS setup, see “Appendix |: Mail
Servers and the DNS’ on page 315.

For avirtual host with an | P address, you need to make the following
entries in your DNS:

e AnMX record for the mail domain (for example,
mail.domain2.com). The MX record identifies the host name of
thevirtual host.

* AnA record for the host name of the virtua host. The A record
maps a host name to an IP address.

* A PTRrecord for the IP address of the virtual host. The PTR
record maps an | P address to the host name and is used for
reverse lookups.

Asan example, the DNS entries for avirtual host for which the host
namein IMail Server is mail.domain2.comwould look like:

SOA
$ORIG N

domai n2. com
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IN MX 10 mai |l .domai n2. com  (MX record)
mail I N A 156. 21.50. 10 (A record)
(PTR record
5.50. 21. 156. i n-addr. arpa.,type = PTR
host = nmil . domain. com
A DNS lookup for mail sent to user @domain2.com would find that
the mail must be sent to the host mail.domain2.com.

For avirtual host without an IP address, you need to make only one
entry inyour DNS: an MX record for the mail domain (for example,
mail.domain3.com). This MX record identifies the host name of the
primary mail host. As an example, the DNS entries for avirtual host
without IP address for which the host name is mail.domain3.com
would look like:

SOA
$ORI G N

domai n3. com
IN MX 10 mmi | . dommi n. com

A DNS lookup for mail sent to user @domain3.com would find that
the mail needsto be sent to the host mail.domain.com.

Changing the IP Address of a Domain

Before changing the | P address of adomain, you should first back up
your IMail registry to afilein IMail Administrator/localhost/General/
Backup.

1 If you have not done so ,bind the new |P address to the NIC card
in Control Panel/Network/Protocol S TCP|IP/Properties.

2 Run Regedit and locate the following key:

HKEY_LOCAL_MACHINE/Softwar e/l pswitch/IMail/
Domains

3 If you see keysfor both the old and the new IP addresses then
delete the old one. First, make sure that the “ Official” value under
the new | P address key shows the correct hostname. If you only
see akey for the old I P address you can rename that key to the
new IP address.
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4 Highlight the hostname key associated with that | P address, and
make sure its “address’ valueis set to the correct (new ) IP
address for that host. If it is not, then changeit.

5 You must then, stop and restart all servicesin order for the
changesto go into effect.

Setting Up IMail Server as a Mail Gateway

You can set up IMail Server to function as amail gateway for another
mail server. This means that mail for the other server is sent and
received through the IMail Server. Often, people will set up amail
gateway because their mail server uses adial-up connection and is not
always connected to the Internet.

If you want IMail Server to be a gateway for another mail server, the
other server must be running SMTP.

To set up IMail Server as a gateway for another mail server, check the
following:

e Themail domain (for example, domain2.com) for which IMail
Server is a gateway does not appear in IMail Server.

e User accounts for the mail domain are on the other server.

e TheMX record for the mail domain must point to the IMail
Server host. Thus, mail addressed to that domain will cometo the
IMail Server host. (ThisMX record isin the DNS used by the
other mail server.)

» ThelMail Server host must be able to resolve the domain nameto
the IP address of the other SMTP server. Thisis accomplished by
making an entry for the domain name and IP in the hosts file
(\winnt\system32\drivers\etc\hosts) on the IMail Server host.

*  Thisworks because IMail Server checksthe hosts file and IP
information before checking the DNS server. IMail Server queues
the mail until it is delivered to the other server, or until the Queue
Timer setting multiplied by the Number of Tries has elapsed.
(The Queue Timer and number of tries are set on the SMTP tab).
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» If youareusing any of the“Relay Mail for” options on the
SMTP Security tab, and want to relay outgoing mail for another
mail server, the address of the other server must be added by
using the “Addresses’ button, and entering the remote IP's into
thetable.

The following example shows how you can set up IMail Server to
accept mail for adomain (domain2.com) and forward all mail for this
domain to another SMTP server. Assume the following:

O her mail domain name domai n2. com

Host nane of other SMIP server: ot her _SMIP_ser ver
| P address of other SMIP server: 156. 21. 50. 240
Host nane of | Miil Server: nmy_i mai | _machi ne
| P address of | Mil Server: 156. 21. 50. 10

When Windows NT/2000 looks up a domain name, it first searches
the \winnt\system32\drivers\etc\hostsfile. So, in the hosts file point
the domain name to the I P address of the other SMTP server:

156.21.50.240 domain2.com

You can use the ETRN command to manually retrieve mail from the
ISP’smail server. See“Using ETRN to Retrieve Mail” on page 54 for
more information.
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Setting up a Dial-up Internet Connection

You can create adial-up Internet connection from IMail Server to your
Internet Service Provider (ISP), allowing you to receive mail from an
account with your ISP,

IMail Server does not perform dial-up functions or spawn off dialing
commands. To start your RAS/PPP connection to your ISP, you need
to either use a scheduling program or manually start the connection.

IMail Server uses the TCP/IP transport on Windows NT/2000; it does
not configure the Windows NT/2000 TCP/IP transport. If you need to
set up a RAS/PPP connection, refer to your Windows NT/2000 Help.

Receiving Mail from an Internet Service Provider

IMail Server isdesigned to work on a 7-day, 24-hour Internet
connection, but you can also set up IMail Server to support dial-up
connections.



When using a dial-up connection, your inbound mail from the Internet
has to be stored somewhere on the Internet, usually with your | SP.
Your ISP can store your mail in several ways. Three of the more
popular ways that | SPs store mail for users are:

e Method 1: The ISP sets up individual mail accounts on the ISP
computers. This method usually makes use of the POP3 mail
protocol to read or retrieve mail — each user dials up the ISP and
either reads or downloads their mail.

*  Method 2: The ISP sets up individual mail accounts on the ISP
computers, but the ISP forwards all the mail for your usersto
your mail server when your dial-up connection isup. Thismethod
uses the ISP’s Internet domain name.

* Method 3: You have aregistered Internet domain of your own,
and you register your domain to point to the ISP computer. Your
| SP stores your incoming mail and forwardsit to your mail server
when your dial-up connection is up.

To register your own domain, contact your ISP, In most cases, they
will do the work for you. All you have to do is come up with a name.

If you use Method 1, then to use IMail Server, you will haveto change
to either Method 2 or 3 to receive mail from your ISP. IMail Server
cannot log into individual mail accounts on your ISP mail server,
retrieve the mail and then parse the mail correctly. An Internet
standard for this does not exist.

Setting Up the Server for Dial-up Access

Setting up IMail Server using adial-up connection is the same for
both Methods. Use the following procedure to set up your IMail
Server computer:

1 Create mail accounts for users on the IMail Server computer. For
more information, see “Working with User Mail Accounts’ on

page 60.

If you are use Method 2, the users names need to be the same on
both the ISP’'s computer and your IMail Server computer.
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Tell Windows NT/2000 about your e-mail domain name.

When Windows NT/2000 looks up a domain name, it first
searches the \winnt\system32\driver s\hostsfile, then, if thereisno
match, Windows NT/2000 asks a Domain Name Server (DNS)
for the | P address for the domain name.

This creates a problem, as your Windows NT/2000 computer has
adifferent |P address than your |SP’'s computer. When IMail
Server looks at the incoming mail, it will look up the domain
name to which the e-mail is addressed. If the domain name points
to your ISP's computer (your |SP's | P address), then IMail Server
will send the mail back to your |SP's computer (which it thinksis
correct). Mail will be bounced back and forth until one of the
computers sends the mail message back to the origina sender.

To avoid this problem, set up the domain as a virtual host, then
add the domain name to which your incoming mail is addressed
(either your ISP'sif Method 2, or your own if Method 3) to the
Aliases text box in the “Virtual Host Configuration” dialog box,
and make this domain name point to the IMail Server computer’'s
|P address.

For example, if you are using Method 2, and the computers
involved have the following addresses and names:

| SPs | P address: 156.21.50.1

| SP s donmi n nane: i Sp_are_us.com

| Mai | Server |P address: 156.21.50. 240

| Mai | Server Nane: ny_i mai | _machi ne

You would make the following entries in the
\winnt\system32\drivers\hosts fil e:

156. 21. 50. 240 ny_i mai | _nmachi ne
156. 21. 50. 240 i sp_domai n_nane. com

You can have multiple names pointing to the same | P address.
Thisalso helpsif your computer isreceiving mail for multiple
domains. Just place each domain name in the hosts file pointing
to the IMail Server computer’s | P address.

If you are using Method 3, and the computers involved have the
following addresses and names:

| SP’s | P address: 156.21.50.1
Your Donmi n Nane: nmy_donai n_nane. com



| P address for

nmy_domai n_name. com 156. 21. 50. 1
| Mai | Server Nare: nmy_i mai | _machi ne
| Mail Server |P address: 156.21.50. 240
...you would make the following entriesin the
\winnt\system32\driver s\hosts file:

156. 21. 50. 240 ny_i mai | _machi ne
156. 21. 50. 240 nmy_donmai n_nane. com
Unless you plan on maintaining a 24-hour/7-day dial-up Internet
connection, you need to have your | SP spool all the mail for your
company. Then, have your ISP set up their computer to try
periodically sending mail to the IMail Server computer.

How often the I SP attempts to send mail to your server depends
on how often your dial-up connection is up. Consider the
following factorsin determining queue times. The first factor is
the most important.

* How long will your dial-up connection last (10, 20, 30
minutes)?

» How often will your ISP’'s computer try to send the spooled
mail to your NT computer?

» How often will your NT/2000 computer try to send mail to
the Internet?

e How much mail will you receive and send when you make
your dial-up connection?

For example, if the connection time will be 20 minutes, and you
will have relatively light traffic (50 received and 50 sent) and
relatively short messages (no attachments, or large files), you
could set up the queue times as follows:

Connection Tine: 20
| SP Queue Ti ne: 15
| Mai | Server Queue Tine: 15
E-mail Quantity: 50

recei ved/ 50 sent (short nessages)
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In this example, the Connection Time is the amount of time your
IMail Server is connected to the ISP's computer (this would be
set in your scheduling program). The | SP Queue Time determines
how often the ISP mail computer tries to send mail to the IMail
Server). The IMail Queue Time determines how often IMail
Server tries to send mail to the ISP or Internet (thisis set on the
SMTP tab).

To be sure your mail gets processed regardless of the connection
time, make the queue times less than the connection time. If you
expect to receive or send greater numbers of messages, or more
lengthy mail than in the example, you can either increase the
connection time, or decrease both queue times.

Alternatively, you can use the ETRN command to manually
retrieve mail from the ISP's mail server. See “Using ETRN to
Retrieve Mail” on page 54.

Remember that IMail Server does not do scheduling. You need to
obtain a scheduler to have the connection automatically dial, connect,
and disconnect.
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Setting Up IMail Server as a Backup Mail Spooler

You can set up IMail Server to act as a backup spooler for a
customer’s mail server (if the customer’s computer is down, the mail
for his domain will collect on your IMail Server until hisis back up).
The customer’s mail server must have a static, unchanging I P address.

To set this up, have the customer set his computer up to log into his
ISP at intervals where he can catch the queue processing interval
(Queue Timer setting on the SM TP tab) of your server. For example,
if your queue timer is set for 30 minutes, have him connect to his ISP
once every 20 minutes or so. He has to be online and ready to receive
when your timer cycles.

Alternatively, he could Telnet to port 25 (the SMTP port) of your
computer and issue the ETRN command with this format:

etrn his_domai n.com
Thiswill dump the queued mail to his computer.

In DNS, your server will be the secondary MX for his domain (lower
priority), whereas his server will be the primary MX.



You must also make an entry in your hostsfile
(\winnt\system32\drivers\etc\hosts) which associates his | P address
with his domain name.

his.i.p.address his.donmai nnane

Thisway, IMail Server will attempt to deliver any mail it receives for
that domain to his computer (bypassing the MX recordsin DNS,
which point to itself and can create a mail loop).

If you are using IMail’'s SMTP security to prevent spammers from
using your computer as aspam relay, add his server’s |P addressin the
“[addresses]” dialog box in the Mail Relay Options onthe SMTP
Security tab.

For example, if the remote host's DNSis set up to receive mail for a
primary domain, mail.widgets.com, and points to your IMail Server,
mail.domain.com, as a backup server, then the M X record for the
remote host’s DNS will look like this:

MX

10 mmil . wi dgets.com

20 mail . domai n. com
When mail.widgets.comis down, mail is sent to your computer
mail.domain.com. To relay mail for the mail.widgets.comdomain, you
need to specify its IP address in the Relay mail for option and also
enter its host name and IP address in the hosts file on your IMail
Server host.

Setting Up “Peer” IMail Servers

IMail Server letsyou set up “peer” serversto allow usersfor aspecific
domain to be spread across multiple physical computers. This can be
used when the mail traffic on your IMail Server system becomes
heavy enough to slow down mail processing. How much traffic your
mail server can handle will depend on your computer’s hardware
configuration.

How Peering Works

Suppose you have two systems set up as peer servers. both systems
have IMail Server installed and each server has a portion of the user
database for a single domain. When mail comesin for auser in the
domain (for example, user @ipswitch.net), the sending server does a
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DNS lookup and gets the host name and address of one of the two
peer servers. The mail is sent to one of the peer servers. If the user is
found on the peer server, the mail is delivered. If not, the peer server
does an SMTP Verify to seeif the user exists on the other server. If it
finds the user, it forwards the mail.

Note
Do not select the Disable SMTP VRFY command (onthe SMTP

Security tab) when using peer servers. A peer server needsto use this
command to verify auser that is on the other peer.

If either peer server is down, the other peer server will receive and
hold mail for it until the first server comes back up.

Setup Procedure

You will need to purchase and install a copy of IMail Server Version
4.0.3 or later on each peer server.

To add one or more peer servers for an IMail Server domain:

1 Install alicensed copy of IMail Server Version 4.0.3 or later on
each system that will function as a peer mail server.

2 Inyour DNS server, add MX recordsfor the peer servers. (Seethe
example that follows this procedure.)

3 Inthehostsfile on each of mail servers, make entriesfor the other
servers.

4 On each system, use IMail Administrator to set up the Peer List
asfollows:

e Select “localhost” intheleft panel. Onthe General tab, click
the Add Host button. The “Virtual Host Configuration”
dialog box appears.

e Inthe“Virtual Host Configuration” dialog box, select the
mail host for which you want to add peer servers. This should
be an actual host, not a virtual host.

e ClickthePeer List buttoninthelower right of the dial og box.
The Peer List dialog box appears.



* Inthe“Peer List” dialog box, enter the | P addresses of the
peer servers. |P addresses for a peer server should be for
actual (not virtual) hosts. Enter an | P address into the text
boxes and click Add to add it to the peer list.

e Make sure that the peer list exists on each computer that
receives mail for adomain.

Note
You do not add the | P address of the local system to the peer list;
you enter only the other peers. (See the example that follows this
procedure.)

5 Inthe“Virtual Host Configuration” dialog box for each mail
server, in the Alias box, make sure the primary domain for
sending and receiving mail (for example, ipswitch.net) isthe only
entry. Theentry in the Alias box,. must be the same on all servers.
Note that this alias cannot be a primary domain associated with a
particular host. Do not enter | P addressesin the Alias box.

6 For each mail server, make sure the Default M ail Host text box
(onthe SM TP tab) is empty when using peer lists.

Example of Setting Up Peer Servers

For example, suppose you have one domain (called ipswitch.net) and
three servers. All three servers accept incoming mail on the same
priority and all have a portion of the user database. You would make
the following entriesin your DNS:

DNS entries:

i pswi t ch. net

IN  MX 10 nail 1.i pswi tch. net
IN  MX 10 nail 2.i pswi tch. net
IN MX 10 mail 3.i pswi tch. net
mai | 1 IN A 1.1.1.1
mai | 2 IN A 2.2.2.2
mai | 3 IN A 3.3.3.3
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You create the following peer listsin the IMail Server software on the

three servers:
Peer list on mail1:

2.2.2.2

3.3.3.3

Peer list on mail 2:
1.1.1.1

3.3.3.3

Peer list on mail3:

1.1.1.1
2.2.2.2

In the hosts file on the three servers, make the following entries:

Host file for mail 1:

2.2.2.2 mil2.ipswtch.
3.3.3.3 mil3.ipswtch.

Host file for mail 2:
1.1.1.1 ITB.I|leSWI'[Ch.
3.3.3.3 muil3.ipswtch.
Host file for mail 3:
1.1.12.1 maill.ipswtch.

2.2.2.2 mil2.ipswtch.

net
net

net
net

net
net

On each of the three computers, make sure;

e Thedomain (in the form ipswitch.net) is the only entry in the
Aliasbox in the “Virtual Host Configuration” dialog box.

* The Default Mail Host text box onthe SM TP tab is blank when

using peer lists.

Note
You will be unable to use the “nobody” alias, to direct mail for non-

existent users, if you use peering.
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Using ETRN to Retrieve Mail

There are several cases where you or your customer may want to
manually retrieve mail from another mail server:



e If your IMail Serverisset up asan SMTP mail gateway or asa
backup server for another mail server, then IMail Server stores
mail for that domain until the other server is online, or, until the
Queue Timer setting multiplied by the number of tries has
elapsed. (Both values are set on the SM TP tab.) The
administrator of the other server can retrieve mail manually at any
time.

* If your IMail Server dialsinto an ISP's mail server, then the
I|SP's server stores mail for you. You can retrieve it manually
at any time.

Toretrieve mail manually:
» UseaTenet program to connect to port 25 (the SMTP port) on

the other mail server, and then issue the ETRN command for their
domain. For example:

ETRN @lonai n2. com
Or

ETRN mui | . donmi n2. com

The first command retrieves all queued mail for the domain. The
second command retrieves al queued mail for the mail host.

Adding a Host Based on an External Database

IMail Server can use an external database to register and authenticate
users on a particular mail host. Users that you subsequently add to,
and delete from, that host using IMail Server will also be added and
deleted from the external database, and vice versa.

Before you use an external database for amail host, use the Windows
Control Panel to make sure there isa System DSN (Data Source
Name) that pointsto avalid database name. See your Windows NT/
2000 and database documentation for information on the System
DSN.

Once you have verified the System DSN that points to the database
you want to use, the next step depends on whether you are creating a
new host or converting an existing host to an external database.
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Configuring the Primary Host

If you havejust installed IMail Server for the first time as described in
“Chapter 2: Installation” on page 15, and you have based the primary
host on an external database, you are now ready to configure the host.

1

2
3
4

Start IMail Administrator and select “localhost” in the left panel.
Click the Add Host button.
Select the primary host in the list.

Click the Configur e button. Proceed to “ Configuring the External
Database | nterface” on page 57.

Creating a Host Based on an External Database

To create a virtual host based on an external database:

1
2

Start IMail Administrator and select “localhost” in the left panel.

The General tab appears. Click the Add Host button. You seethe
“Virtual Host Configuration” dialog box.

¥irtual Host Configuration [ %]

Local Addresses Dfficial Host Name Default Max Mailbox Size

|

I jupiter?. space.com

Aliases Default Max Meszages

ID
I Single Meszage Max Size
Top Directory Mame ID
IE:\IMaiI M aximum User Count
& ze IMail User Databass ID
Uz local NT User Databass
= Use External User Database Laonfigure... |

Each virtual host must have a unigue IP address. Peer List |
The first 5 of these are set in the Control Panel's

Metwork applet. Select TCPAP advanced
Add | Delete | properties. $¥itual IPs allow hosts withaut 1P -
— — addreszes. Maw sizes of 0 are unlimited. Exit |

Click Add. A virtua host name (i.e. $virtual001) appearsin the
Local Addresseslist.

Select Use External User Database.
Click the Save.

Note
It isessential to click Save before clicking Configure.




6 Click Configure. The External User Database dialog appears.

Configuring the External Database Interface

The interface between IMail Server and the external databaseis
accomplished viaadynamic link library (DLL file); IMail Server
comes with asample .dll that can be used for this purpose:
ODBCUSER.DLL. This DLL usesthe ODBC method, but can be
modified to support any external database method. (The complete
source code for this DLL is provided upon request from Ipswitch.)

Note
When you use an external database, any IMail service you run (except

the System Logger Service) must be set up (using the Control Panel
Services application) so that the account that IMail Server runs under
has access to the external database.

External User Database [ %]

External Databaze Implementation DLL:

ODBC System Data Source Mame:

Table name:

Drefault implementation of DDECUSER.DLL will use a table name of
the requested host [dots changed to ' '] and expects data elements of
USERID, PASSWORD, FULLMAME, USERDIR and FLAGS.

Cancel |

To configure the external database interface:

7  Specify the full pathto ODBCUSER.DLL, or to any DLL that
supports the functions: GetUserEntry, SetUserEntry,
DeleteUserEntry, AuthorizeUser, GetFirstUserEntry, and
GetNextUserEntry. (These are defined in the odbcuser.h file))

8 Specify the ODBC System DSN for the database where the user
information is stored. IMAILSECDB is the default name that the
IMail ODBC link uses.

Configuration

IMail Server

57



58

User’'s Guide

IMail Server

Note
For users using SQL 7.0 or above: Inthe ODBC Data Source
Name input the line; IMAILSECDB; UID=username;
PWD=password. The user name and password need to be the
user ID and password for the SQL database and not an IMail
Server account.

9 Specify aTablenamefor the data. If thefield isblank or contains
[default], the host name is used with dots replaced by
underscores.

10 Click OK.

You can use up to ten different DLLs from one IMail Server system.
An unlimited number of tables can be accessed by aDLL. Each DLL
can be named anything you wish and the name of the DLL must be
specified to IMail Server as described in Step 2 above.



Chapter 4: User Mail Accounts

IMail Server provides several tools for administratorsto usein
creating and maintaining user mail accounts. Administrators can:

Add, modify, and delete users

Add, modify, and del ete standard, group, and program aliases
Forward mail

Set mailbox size limits

Set up vacation processing

Change user information for the LDAP database

Set user information that is sent in response to Finger requests

Set up delivery rulesfor incoming mail (Thisis covered in the
next chapter, “ Chapter 5: Mail Processing Techniques’ on page
81.)

Normally, you will add and modify user mail accounts using IMail
Administrator. In addition to the IMail Administrator, you can
maintain user accounts using:

Web Messaging (if you log on as a host or system

administrator). For more information, see “ Chapter 6: IMail Web
Messaging” on page 107.

adduser.exe, acommand line program for adding batches of users
whose names and passwords are stored in atext file (for those
hosts that use the IMail database or an external database). For
more information, see “Appendix C. Command Line
Applications” on page 259.
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Working with User Mail Accounts

Each user has auser mail account. When you select auser namein the

left panel, you see user properties on theright.

& IMail Administrator
File Edit “iew Tool Help

x| 2|
=@ Ml Administrator
=]

{3 localhost Caleb Apply I
20 Services

=] 3

Help Ij‘

General I Dnecluryl Flan I Rules I Vacallunl Info. Managerl Allnbutesl

= upiter7. space.com
[ Alisses .
503 Lists First Mame: [aeh Last Mame: |Bryan
E“:I Users “Pasgword: [ “Confim Password:lww—
- [I%% Caleb
L[4 clones DOrganization: IMalkel Diect
%% Gary l—
O Jasen Depaitment: |5 ales
%% Lisa #ddress: [125 Marbury Lane
L% ot )
: Ciy: State/P :
-, virtualdDl Lot |Birmingham atete/Provines: JaL
- B virtuald02 Postal Code: Country: |U54
Telephone: [E55.555-5565

Reply To: |Ca|eb@\upitel7 SPACE. GO

Forward: I

¥ Allow wieh sccess

¥ Hast administrator

I List administratar

I IMail system administrator

I~ User eannot changs password

[~ Account access disabled

™ Hide from information services

™ User cannot modity LDAP atributes

* tequired information I | Suspend|liser Aseount

N

‘Fnr Help. press F1

IMail Server

Adding User Mail Accounts

If amail host uses either the IMail Server database or an external
database, you can add user mail accounts using IMail Server.
(However, if the host uses the Windows NT Database, you cannot add
or delete accounts using IMail Server; you can only add and delete
users using the Windows NT User Manager.)

To add users one at atime (assuming that Use Wizar ds on the Tools
menu is turned off):

1 Intheleft panel, expand the“localhost” and mail host folders and
select the “Users’ folder.

2 Intheright pandl, click Add User.

3 Inthe“New User” dialog box, enter the User ID and click OK.
(A User ID must be between 3 and 30 characters. It must consist
of digits and letters only, and cannot contain spaces. )



Note
The user 1D can represent a special mail account that doesn’t
belong to a particular user, but accepts routine mail requests for
general information. For ideas on how to use such an account, see
“Using the Info Manager” on page 101.

4 Makesurethe user's 1D is selected in the | eft panel, and that the
General tab isvisible on the right.

5 Enter the user's First Name and L ast Name.

6 Inthe Password box, enter a Password and confirm it. The
password must be between 3 and 30 characters.

7  (Optional) Enter the user’s Organization, Department,
Address, City, State/Province, Postal Code, Country, and
Telephone number.

8 Inthe Reply To box, you can enter an adifferent e-mail address
if you want repliesto go to a different address. This box can be
used to enter an e-mail address that omits the computer name, if
you are sure the rest of the addressis a fully-qualified domain
name. For example, if the complete e-mail addressis
duckie@mail.willow.com, you can enter duckie@willow.com.

Note
This setting is for Web Messaging only.

9 If youwant to automatically forward this user’s mail to another
user account, enter acomplete mail address, in the Forward box.
To forward mail and keep a copy in this user’s account, precede
the forwarding address by a period and a comma, for example,
., cecil @I ores. com Separate multiple addresses with
commas. For moreinformation, see* Forwarding Mail to Another
User Account” on page 73.

You can also enter a beeper or pager alias here to activate a
beeper or pager when the user receives mail. For more
information, see “ Chapter 18: Sending Mail to a Pager or Beeper”
on page 235.

User Mail Accounts

IMail Server

61



62

User’s Guide

IMail Server

10 Set the following advanced options:

Turn on User cannot change password if you do not want the
user to change their password from older Eudora or NuPop mail
clients. For more information, see “ Chapter 6: IMail Web

Messaging” on page 107.

Turn on Account Access Disabled to prohibit the user from
accessing the account. This allows you disable the account
without changing the user's password or removing him from
the system. Thisis used mainly when the host is based on the
Windows NT database and not everyone in that database is
supposed to have access to e-mail.

Turn on Hide from infor mation servicesto prevent the
distribution of any information about the user through Finger,
Whois, or LDAP (if you have any of those servers running).

Turn on User can’t modify L DAP attributesto prohibit the
user from modifying their LDAP attributes (name, address,
organization, etc.).

Turn on Allow Web access to alow this user to access his/her
account viathe Web Remote Administration utility (provided
the utility is configured) as well as Web M essaging and Web
Calendaring.

Turn on Host administrator if you want this user to add,
modify, or delete users or aliases (except program aliases) on
this mail host. To alow use of the web utilities to administer
hosts, Allow Web Access must aso be selected.

Turnon List administrator if you want this user to add,
modify, or delete list-server mailing lists.

Turn on IMail system administrator to allow this user all
IMail functions, including the creation and administration of
virtual hosts. In order for the system administrator to use the
web interfaces for administration, Allow Web Access must
also be selected.

Suspend User Account will automatically become enabled if
auser’s web access becomes suspended. If you wish to re-
enable web access for the user, deselect the Suspend User
Account checkbox.



Note
You cannot suspend a user account by enabling the Suspend
User Account option. If you wish to suspend auser account, then
select Account Access Disabled.

11 Click the Apply button.

The user ID is added to the list of registered users for the host. The
user can now receive mail through IMail Server at the specified host.
For example, if you added the user fred to the virtual host petra.com,
the user can now receive mail addressed to fred@petra.com.

You can now set up special processing for this user; the options are
described in the following sections:

* “Forwarding Mail to Another User Account” on page 73

»  “Working with Mailboxes’ on page 66

e “Setting Up aFinger Plan” on page 69

e “Setting Up Delivery Rules’ on page 83

e “Setting Up aVacation Message” on page 70

* “Entering LDAP Directory Information (Attributes)” on page 72
Importing NT Users

If a host uses the IMail database for user mail accounts, you can
import users from the NT database to add them to the IMail database.
When you do this, the imported users are not linked to the Windows
NT database and the NT passwords are not imported.

Imported Windows NT users have the same user IDsasinthe NT
database, but each is given a default password of password. However,
by default, IMail won't accept user names with the ampersand (&). If
any user names have an ampersand character, see “Advanced Options’
on page 151.

To import NT users:

1 Intheleft panel, expand the mail host and select the “Users”
folder.

2 Intheright pandl, click Import NT Users. You see a dialog box
that lists the usersin the Windows NT database.
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3

4

Do one of the following:

e Toadd user and passwords one at atime, select auser, enter a
password, and click Add Selected Users. Repeat for each
user you want to add.

* To add anumber of users at one time with the same initial
password, select the users you want to add, set theinitial
password for all the selected users, and then click Add
Selected User s. The password must be between 3 and 30
characters.

When you are finished importing users, click EXxit.

Deleting a User Mail Account

To delete a user mail account:

1

In the left panel, expand the mail host and “Users” folders, and
then select the user name.

To select multiple users for deletion, you can select the check
boxes next to the name of each user you want to delete.

In the left panel, right-click to display the pop-up menu, and then
select Delete.

Finding Orphan Mail Accounts

When you delete a user, the user’s icon no longer appearsin the | eft
panel of IMail Administrator, but the user’s directory may till remain
on the IMail system. Thisis called an “orphan mail account.”

To find orphans and delete their directories from the system:

1

In the left panel, expand the host name, and then select the
“Users’ folder.

Click the Find Orphans button. The Orphans dialog box lists
any orphan user mail accounts.

To delete an orphan’s directory and messages, select a user name,
and then click Delete. To delete all orphan directories, click
Delete All.

Click Close to close the dialog box.



Setting Defaults for New Users

InIMail Administrator, you can set the defaults to be used by all new
user mail accounts. To set default properties for new users, expand the
host name and select the “ Users” folder. The default user properties
appear in theright panel.

Maximum Mailbox Size. The maximum size of a user mailbox.
Thisvalue will be stored as the new user's Max Mailbox Size
value when the account is created. To use the host’s default value,
leave this option set to zero. Changing this setting will have no
effect on existing user accounts.

Maximum M essages. The maximum number of messages that
can be stored in amailbox.This value will be stored as the new
user's Max Messages value when the account is created. To use
the host’s default value, leave this option set to zero. Changing
this setting will have no effect on existing user accounts.

Note
The Maximum Mailbox Size and M aximum M essages options
for the user are seperate from the Default Maximum M ailbox
Size and Default Maximum M essage Size, that are enabled for
the Host on the Host’s General tab. For information on how these
function with relation to each other, see “Additional Host
Settings’ on page 41.

User cannot change password. Prevents users from modifying
their passwords.

Account Accessdisabled. Disablesall user accounts, preventing
users from logging in.

Hide from infor mation services. Automatically hides all user
information from information services.

User can’'t modify L DAP attributes. Prevents all users from
modifying their LDAP attributes, such as name, address,
organization name and phone number.

Allow Web Access. Allows all users to access web functions
such as IMail Web Messaging and IMail Web Calendaring.

Host administrator. Allows all users to have host administrator
privileges.

User Mail Accounts

IMail Server

65



e List administrator. Allowsall usersto have list administrator
privileges.

e |Mail System administrator. Allows all usersto have system
administrator privileges.

These settings will be used by all mail accounts subsequently created
on any host in the system. The only exception is the “set reply to”
setting. This setting appliesto existing accounts only. All new user
accounts will be set to the Official Hostname of the domain.

Notes:

* It may be necessary to close and re-open IMail Administrator in
order to see your changes.

»  Tochangethe global settings for existing users, you must use the
Global User Changes button. For more information, see
“Global Settings for Existing Users’ on page 75.

Working with Mailboxes

You can manage users mailboxes by setting limits on mailbox
size and message count, and by del eting messages older than a
specified date.

Note that IMail Server does not automatically create the mailbox files
for users. Mailboxes are not created until the first time the user
receives mail or accesses his or her mailbox with a POP3 client. (This
prevents the creation of user files for users who never use IMail
Server.) Certain settings, such as mail forwarding, vacation
processing, delivery rules, and Information Manager auto-responses
cannot be made until a user's mailbox files exist.

To view mailbox directories and set limits:

1 Intheleft panel, expand amail host and “Users” folder, and then
select a user. The user properties appear in the right panel.

2 Click the Directory tab.
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You can view or change the following settings:

User Directory. The user’s directory namein the IMail user
database. You cannot edit this.

Max. Mailbox Size. Thisisthe maximum size alowed, for all
mailboxes, in the user’s account. If new mail will cause the total
size to exceed this maximum, the mail is returned to the sender.
Enter zero to use the host defaults; if the host default is also set to
zero, the mailbox size is unlimited. For more information about
host defaults, see “ Setting Defaults for New Users’ on page 65
and “Additional Host Settings’ on page 41.

Max. Mailbox Msgs. Thisisthetotal number of messagesfor all
mailboxes, allowed for the user’s mail account. If new mail would
cause this maximum to be exceeded, the mail is returned to the
sender. Enter zero to use the host defaults; if the host default is
also set to zero, the mail box size is unlimited. For more
information about host defaults, see “ Setting Defaults for New
Users’ on page 65 and “Additional Host Settings’” on page 41.

Total Size (information only). The current total size (in bytes) of
all mailboxes in the user's account.

Total M sgs (information only). The current total number of
messages in al mailboxes in the user’s account.

Files (information only). Total number of filesin user’s account.
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3 Click Apply to save any changes.

TheDirectory tab alsolist all mailboxes (.mbx) in the user’s directory
on the IMail Server. For each mailbox, the list shows the .mbx file
name, the size (in bytes), the number of messages it contains, and the
last modified and first modified dates. You can delete or rename
mailboxes, delete messages by date, or refresh the mailbox list
information. To use the mailbox functions:

1 Expand amail host and “Users’ folder, select a user, click the
Directory tab, then select a mailbox.

2 Select one of the following from the right-mouse menu:
Delete Mailbox. Deletes the currently selected mailbox.

Delete Msg's by Date. Automatically deletes message from the
mailbox according to a specified date or age (number of days).

Rename Mailbox. Displays adialog box in which you can enter
anew name for the mailbox.

Refresh. Refreshes the list of mailboxes.

Combining Mailbox Names with User IDs

When addressing mail to a user, a mailbox name can be appended to
the user ID by using a hyphen. For example,

dave-music@domain.com

The mailbox name cannot contain hyphens. If auser ID contains a
hyphen, IMail Server will check to seeif itisavalid user ID. If itis
not auser 1D, the characters following the hyphen are interpreted as a
mailbox name.

If the mailbox name does not exist, it is created on the IMail Server
system (but not on the user’s system). Thisis the only method an
administrator can use to create user mailboxes.

Userswith POP3 mail clients can access alternate mailboxes using the
userid-mailbox convention when they log on; for example, the user in
the example above could log on as dave-music. Note, however, that
only one POP3 mailbox can be accessed at atime.

If auser logsinwith an IMAPA4 client or with Web Messaging, hewill
see the mailboxes in the list of available mailboxes.



Setting Up a Finger Plan

The Internet Finger protocol lets Internet users request information
that an administrator or user wants to make available; the information
must be stored in a“Plan” file. The contents of the file are returned in
response to Finger requests from other hosts, provided the system
administrator enables Finger and allows the user’s Plan to be
presented. The Plan contents are displayed in addition to the login
user name and other information displayed by the Finger server. (Note
that WS_Ping ProPack includes a Finger client.)

IMail Server comes with a Finger server. The system administrator
can disable the transmission of any information about any user
through the Finger protocol by turning on Hide from information
services on the user’s General tab.

To create or modify aFinger Plan:

1 Start IMail Administrator if it isnot currently running. In the | eft
panel, select a host name and then a user.

2 Click the Plan tab. The Finger properties appear.

3 Enter any information you desire to make publicly available to
Finger clients. The information is stored in afile named plan.ima
in the user’s home directory.

4 Click Apply.

IMail sends information in response to a Finger request if the file
named plan.ima exists in auser’s home directory; the contents of that
file are sent. (However, the system administrator can disable the
transmission of any information as described above.)

Once a Finger plan has been set up for one user, the plan.ima file can
be copied to the home directories of other users. See “Applying User
Settings to Other Users’ on page 74.

Note
Users can modify their Finger information in Web Messaging by
selecting “ Change Finger Information” on the Menu page.
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Setting Up a Vacation Message

You can set up a vacation message(vacation.ima) that will be mailed
once to each person that sends mail to you. Each time a vacation
message is sent, the recipient’s e-mail addressis saved in alist of
recipients, so that IMail Server can track who has already received the
vacation message. (If mail isreceived from an e-mail address that
already appears in the recipient list, the vacation message is not sent
again.)

Setting Up a Basic Vacation Message
To set up a vacation message:

1 Intheleft panel, expand ahost and the “Users’ folder, and then
select a user. The user properties appear in the right panel.

2 Click the Vacation tab.
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[ Enable vacation ien rEciEnts | [elete old recigients |
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Message:
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- vituall02

/K
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3 Turnon Enable Vacation.

When the user returns from vacation, you can turn off Enable
Vacation.

4 Inthe Message area, enter the message to send as areply to mail

while the user is away.



5 If avacation message has already been in use, you have the
following options;

» Click the View Recipients button to see what e-mail
addresses have received the vacation message.

e Click the Delete old recipients button to clear the recipients
list. (You might do thisif the user takes frequent vacations
and has a standard vacation message that gets enabled each
time: you would Delete old recipients each time you re-
enable the vacation message for a new vacation.)

6 Click Apply.

When you enable the vacation feature, IMail Server storesthe
message in the vacation.ima file. The presence of thisfilein auser's
home directory activates the vacation processing feature. The contents
of thisfile are mailed to those who send mail to the user. Therefore,
once a vacation message has been set up for one user, the vacation.ima
file can be copied to the home directories of other users. See
“Applying User Settingsto Other Users’ on page 74.

Note
Users can also set up vacation messages in Web Messaging by
selecting “ Change Vacation Message” on the Menu page.

Viewing the List of Sender E-mail Addresses

IMail Server maintains afile (vacation.snt) that lists addresses to
whom the vacation message has been sent. If you want to view thelist,
click View recipients on the Vacation tab.

Clearing the List of Sender E-mail Addresses

If you want to clear the list of sender e-mail addressesin the
vacation.snt file, click Delete old recipients on the Vacation tab and
the vacation.snt file is deleted when you click OK.

Sending a Message in Response to Every E-Mail

Instead of sending just one response to each sender (no matter how
many messages the sender mails to the vacationing person), you can
also send a message in response to each and every e-mail received,
regardless of whether the sender has been previously notified of the
vacation or not. To do this, you use the Info Manager feature as
described in “Using the Info Manager” on page 101.
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Entering LDAP Directory Information (Attributes)

The Internet LDAP protocol enables the publishing of directory
information (such as address books) over the Internet. IMail Server
provides an LDAP interface to the IMail user database. (The IMail
user database includes standard L DAP attributes such as name,
address, organization name, phone number.)

LDAP information is made available to any L DAP-enabled client.
(For example, WS_Ping ProPack includes an LDAP client and can be
used to test the IMail LDAP server.) For more information on the
LDAP server and LDAP data, see“Chapter 12: LDAP Server” on
page 171.

To enter LDAP information for a user:

1 Intheleft panel, expand amail host folder and the “Users” folder,
and then select a user. The user properties appear in the right
panel.

2 Click the Attributestab. You see the following dialog box.
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Name: |Commontlame
Value: |Ca|ab

S

‘Fcu Help, presz F1




Thelist contains the most common attributes used in an LDAP
entry. Other attributes can be defined by the system administrator
or the user. The Name box at the bottom of the list showsthe
currently selected attribute. The Value box shows the entry for
the currently selected attribute

To add an attribute (for example, shoe_size or marital_status),
click Add and enter the attribute in the text box.

To modify an attribute, select it and edit it in the text box.
To delete an attribute, select it, and then click Delete.
When you have finished making entries, click Apply.

Note

Users can also update their own LDAP information in
Web Messaging by selecting “ Change User Information” on the
Menu page.

Forwarding Mail to Another User Account

IMail Server can be set up to automatically forward a user's mail to
another user account. (Users can also set up forwarding in Web
Messaging by selecting “Change Mail Forwarding Information” on
the Menu page.)

To set up mail forwarding for a user:

1

In the left panel, expand the mail host and “Users” folders, and
then select a user.

Click the General tab.
Enter an e-mail addressin the Forward text box.

If you want to send auser’s mail to another user on the same host,
enter the simple user 1D ( userid instead of userid@domain.com).
To send the user’s mail to a different host, enter a complete mail
address ( userid@domain.com).

To leave a copy of amessage in the user’s mailbox and forward a
copy to another user, precede the address with a period and
comma (.,) using the format: .,userid@host.domain. To forward
to multiple users, separate each mail address with a comma.
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4 Click Apply to apply the change.

IMail Server storesthe addressin afile named forward.imain the
user’s directory. Once mail forwarding has been set up for one user,
the forward.ima file can be copied to the directories of other users.
See “Applying User Settings to Other Users’ on page 74.

To turn mail forwarding off, make sure the text box is empty and click
Apply.

Note
If auser has Forwarding set, any message that is saved to the Draft
folder in Web Messaging will automatically be sent to the Forward
address at the same time that it is saved. If you do not want thisto
occur, make sure that the Forward field does not contain text before
saving a message to the Draft folder.

You can also use the Forwar ding box to have IMail Server either
forward auser’s mail to apager, or send a beeper notification that mail
has arrived. For more information, see“ Chapter 18: Sending Mail to a
Pager or Beeper” on page 235
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Applying User Settings to Other Users

If you have set up vacation processing, Finger plan information,
delivery rules (covered in the next chapter), the Info Manager (also
covered in the next chapter), or mail forwarding for one user mail
account, you could enter the same settings to another user mail
account by selecting the other account and entering the appropriate
information.

However, because these features are activated by the presence of a
particular filein auser’s directory, you can also duplicate settings by
copying vacation.ima, plan.ima, rules.ima (and any .rul files),
main.inf, or forward.ima files from one user’s directory to the
directories of other users.



Global Settings for Existing Users

IMail Administrator lets you make global changes to existing users.
To set global settings for existing users:

1 Select the Usersfolder under the desired host name.

2 Click the Global User Changes button.

You see the following default settings for existing users.

Global Change User Properties

This dialog allows pou ta globably et [or unget] specific
settings on ALL user accounts in the current hast,

I jupiter? oink.cam

r— Mawinnurn mailbos: s

Size in bytes:
(=uze host default, blank=no change
i~ b awimum number of messages in mailbox
Mumber of messages:
(O=uze host defalt, blank=na change

Allow user to change password remately

’7 O Yes ' No @ Mo change
Allow POP3 access to mailbox

’7  Yes  Na = Nochange

Provide uzer information with finger
 Yes " Nao * Nochange

Allow Web Acc
 Yes  Na = Nochange

Change ALL accounts

Disabling an Entire Domain
To disable an entire domain (all the usersin adomain) at once:

1 Select No under Allow user to change password remotely to
prevent users from changing their passwords from mail clients
that allow such changes, or from aweb browser.

2 Select Nounder Allow POP3 accessto mailbox. (IMAP usesthe
same login ID and password.)

3 Select No under Allow Web Access.

Adding, Modifying, and Deleting Aliases

An dliasis another name for an e-mail address, anumber of addresses,
or an application. Don't create aliases that are identical to existing
user IDs; mail addressed to an aliasthat’sidentical to auser ID will go
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to the user account represented by the alias, not to the account
represented by the user ID. For more information on mail processing
order, see “Processing Order” on page 81.

To comply with the Internet mail RFC specifications, you must have a
postmaster alias so Internet mail users can send mail to

postmaster @your _domain_name. The postmaster aliasis set up
automatically by the IMail Server installation as an alias for the root
account. You can change the postmaster aliasto point to a different
mail account.

Types of Aliases
You can create four types of aliases:

e Standard alias. A standard aliasisanamethat indicatesasingle
user ID on the same system, up to four user IDs on the same
system, aremote mail address, up to four remote mail addresses,
another alias, or any combination of these.

e Group alias. A group aiasisaname that represents a group of
up to 50 valid mail addresses.

Note
A standard alias will automatically be changed to agroup alias if
more than four users are added to it. A group aliaswas called a
“list aias’ in earlier versions of IMail Server.

e Program alias. A program alias points to a program that can
accept the mail message for further processing. For example, a
program alias could point to aword processor.

* Beeper/Pager alias. A beeper/pager alias sends a message to a
beeper or pager.

Adding an Alias

You can create aliases one at atime in the IMail Administrator; you
can also add a batch of aliases at once. See “Appendix C. Command
Line Applications’ on page 259.

If you intend to add a group alias, you can prepare the text file before
you add the group alias. Enter all the mail addresses you want to
include in the group into atext file; enter one address per line
followed by acarriage return. Place the file in the host directory.



If you intend to create a program alias, copy the application to the
IMail Server system. You can also use a .bat file to store the
commands you want to use. (In this case, the program alias will point
to the .bat file, making it easy to edit the .bat file at any time without
having to change the program dlias.)

To add an aliasusing IMail Administrator (assuming Use Wizardsin
the Tools menu is turned off):

1
2
3

In the left panel, select the host to which you want to add an alias.
Select the “ Aliases” folder.
Click the Add Alias button. The New Alias dialog box appears.

Mew Alias [ %]
a Enter Mew Alias Mame:
I Cancel |
Alias names are limited to 45 characters and Help |
must be created from the character set of A2,

a2z, 09, _. - It cannot contain spaces.
Aliazes must be unique within the spstem but
cah overide a userid.

—dliaz Type

&' Standard

" Group

= Program

" Beeper/Pager

Enter aname for the alias. Alias names are limited to 45
characters and must be created from the character set of A-Z,
a-z, 0-9, - (hyphen) and _ (underscore). The name cannot contain
spaces and must be unique for this mail host.

If you're adding a standard dlias, be sure to enter the complete e-
mail address in the form userid@hostname.com.

Select the type of alias to add. For more information, see “ Types
of Aliases’ on page 76.

Click OK.

If you selected Standard alias, you see the following tab. Enter
one complete mail address per line (in the form
userid@domain.com). Note that if you enter more than four
addresses, the alias will be converted to agroup aias.
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File Edit “iew Tools

Help

x| 2|

IMail Server

= IMail Admiristrstor
=3 localhost
(1 Services
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[ER e

Eslm
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- virtuali
- virtuall02

4]
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ace.com General |
]

ailsry Alias Type: IStandanj

arketing

-
£pply Help

Resolves To: |marketing@ijupiter7.space.com

|For Help. press F1

S

7 If you selected Group alias, the following panel appears.
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g IMail Administrator [_[O0]
File Edit “iew Tools Help

Do one of the following:

» FileName. If the addresses for the group aready existsin a
text file (as described above), enter the file name.

» Enter the email address of each person in the group, one
address per line.

If you selected Program alias, enter the path and name of the
executable program, as well as any regquired command line
parameters. When an e-mail is sent to the program alias, the
executable program is invoked and the entire contents of the
message are passed to it. The program can then do anything it
wishes with the file and must delete any .tmp files when done.

B Mail Admiristrator

& #lx] 9|

£+ locahast Sales o) | Help d

{3 Services
1B jupiter? space com General |
B Aliases

B AnDept Alias Type: [Program
B imailsrv
B8 Marketing Resolves To: Iimailsrv jupiter7.space.com Sales Birowss

E:E tarketing-owner
E:E owner-rt_Dept
B ownerharketing

-8 cwnerSales

E:E postmaster
B Sakes

B8 Sales-owner

B Lists

- Users

Caleb
ciones
Gary
Jagon
Lisa

m[=]=]=]=]=]

E-(L virtual0m
-5 vitual0o2

ront

|For Help. press F1

=
i

If you selected Beeper/Pager aias, see“ Chapter 18: Sending
Mail to a Pager or Beeper” on page 235.

10 After entering the aias properties, click Next and then Finish.
Processing Mail to Users That Don’t Exist

To process mail addressed to users that are not registered on the local

host, you can create a special alias, nobody. If the nobody alias exists,
all incorrectly-addressed mail is sent wherever you specify.

Note that the use of the “nobody” alias prevents messages from
bouncing back to the sender.
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__________________________________________________________________________|
Chapter 5: Mail Processing Techniques

IMail Server provides administrators with many options for handling
incoming mail. By knowing the order in which IMail Server processes
incoming mail, you can control the ways that mail is routed. You can
further elaborate on mail routing using delivery rules. In addition, the
Info Manager lets you set up automatic responses to handle routine
inquiries. This chapter covers the following topics:

Processing order

Inbound delivery rules for incoming mail that can be applied to a
host, a list-server mailing list, or an individual user

Outbound delivery rules for outgoing mail which can be applied
to ahost

The Info Manager for mailing automated responses to inquiries

Processing Order

Incoming mail addressed to avalid local addressis processed in the
following order.

1

Alias. IMail Server checksto seeif the addressee matches an
diasin the destination domain. An alias is considered to be one
of the following: standard alias, group alias, program alias, pager
alias, beeper dlias, fax alias, or alist-server mailing list name.

» |f thereisamatch to a program, beeper, pager, or fax alias,
IMail Server executes the program or activates the beeper,
pager, or fax.

» |f thereisamatch to astandard or group alias, IMail Server
resolves the alias to the appropriate user 1D(s), and checksthe
user ID as described in Step 2.

e |f thereisamatch to alist-server mailing list, IMail Server
processes the mail according to the settings for that list.

» |If thereisno match to any alias, IMail Server checks the user
ID as described in the next step.

User ID. IMail Server determinesif the user ID isvalid for the
destination domain. If invalid, the mail isreturned to the sender. I
valid, IMail Anti-Virus checks for infected messages.

Mail Processing Techniques

IMail Server

81



82

User’s Guide

IMail Server

IMail Anti-Virus. If you have IMail Anti-Virusinstalled, it
checks the message for infected files or code. If infected, the
message is either repaired, bounced, redirected, or deleted,
according to the settings on the Anti Virus tab. If the messageis
not infected, or isrepaired, the delivery rulesfor alist-server
mailing list are checked as described in the next step.

Delivery rulesfor alist-server mailing list.

If the message matches the rule criteriafor the list, delivery
follows according to that rule. If not, then the messageis sent to
thelist server. If the message is not addressed to alist,
Forwarding is checked.

Forwarding. IMail Server determines whether an addressis
present in the For war d box on the Gener al tab for the account. If
so, IMail Server forwards the mail. If not, the mail is delivered to
the user ID according to the established delivery rules.

Delivery rulesfor the mail host. IMail Server determinesif the
message matches arule for the mail host. If so, then delivery
follows according to that rule. If not, then rulesfor the user ID are
checked as described in the next step.

Delivery rulesfor the user ID. IMail Server determinesif the
message matches rule criteriafor the user ID.

If the message matches rule criteriafor auser 1D, then delivery
follows according to that rule. If not, then the Info Manager is
checked as described in the next step.

Info Manager. IMail Server determines whether the user 1D has
the Info Manager enabled. If so, the automatic response is sent
and the message is delivered to either the forwarding address or
(if no forwarding address) to the sub-area or mailbox specified. If
the Info Manager is not enabled for this user 1D, the vacation
setting is checked as described in the next step.

Vacation. IMail Server determines whether the user ID hasa
vacation message enabled. If so, the vacation message is sent. If
not, the message is delivered to the User ID.



Setting Up Delivery Rules

You can use delivery rulesto direct incoming and outgoing mail to
particular mailboxes based on the contents of the To, From, Sender,
Subject, Header or Body fields of the message. Delivery rules can be
applied at three levels:

e Mail host (Inbound and Outbound rules)
e List-server mailing list (Inbound rules)
e Individual users (Inbound rules)

Inbound delivery rules can be used in conjunction with the Info
Manager to screen for a particular phrase, and then (if the phraseis
found) send an automatic response and forward the mail to someone
for follow-up.

Examples

* Aninbound delivery rulefor ahost. A school administrator can
set up adelivery rule that scans all mail for offensive language
and delivers such messages to a specia user account that can be
reviewed by afaculty member.

e An outbound delivery rule for a host. A school administrator
can set up an outbound delivery rule that will scan for offensive
language or content in mail messages that are being sent out
through IMail Server by local users.

e Aninbound delivery rulefor alist-server mailing list. A
system administrator can set up a delivery rule for alist-server
mailing list to scan the body of all messages addressed to the list
for language that indicates that the mail came from a spammer or
bulk mailer, and ignore any such messages. For example, therule
can search for one of these text strings:

» to beremoved from any future mailings

» pleaserespond with the word “remove” in the subject line
* advertise with bulk e-mail

e bulk friendly
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e Aninbound delivery rulefor an individual user. You could set
up arule for a sporting goods salesman to have all messages with
baseball, softball, bat, base, homerun, or cap in the Subject be
automatically placed in his mailbox named baseball.

e Aninbound delivery rule combined with the Info Manager.
You could set up adelivery ruleto forward all mail containing the
phrase “send info” to a particular mailbox named Requestsin a
user account named Sales. Then, you could set up the Info
Manager to send out a generic response and al so forward the mail
to your company's Sales Manager. (For more information about
the Info Manager, see “Using the Info Manager” on page 101.)

Rules Processing

IMail Server stores delivery rulesin text files named rules.ima and
orules.ima. Inbound rules are stored in the rules.ima file. Since
inbound rules can be created by mail hosts, users and list-server
mailing lists, there can be multiple rules.ima files on your IMail
Server system. If an inbound delivery rule applies for amail host, the
rulesimafileislocated in the mail host's directory. If an inbound
delivery rule appliesfor a user, therules.imafileislocated in the
user’s directory. If an inbound delivery rule applies for amailing list,
therules.imafileislocated in thelist’s directory. For information on
the order in which rulesfiles are processed, see “ Processing Order” on

page 81.

Outbound delivery rules are stored in the orules.ima file. Since only
mail hosts can create outbound rules, the orules.ima fileislocated in
the mail host’s directory. You may have multiple orules.ima files on
your IMail Server system, one for each host.

IMail Server reads the rules.ima and the orules.ima files during the
delivery process. Therulefilesfor the virtual host are evaluated first,
and then the rules for usersand lists. Any rules.ima or orules.ima file
can be copied to other directories. For example, if you create inbound
delivery rulesfor one host, you can copy the rules.ima file to the
directories of other hosts to apply the same rules to them.

Delivery rules created by the system administrator for an individual

user affect only mail sent to the user’s Main mailbox. Users can use
IMail Web Messaging to create their own delivery rules by selecting
“Change Processing Rules’ on the Menu page of Web Messaging.



However, rules created by a system administrator for adomain will
take precedence over rules for a particular user, as described in
“Processing Order” on page 81.

Creating an Inbound Delivery Rule

Inbound delivery rules, are used to sort incoming mail messages for
mail hosts, users, and mailing lists. The following procedure describes
the creation of an inbound delivery rule for a host. Note that this
procedure is the same for mail hosts, users and lists.

1 Intheleft panel, do one of the following:

e Tocreate adelivery rule for amail host, select the host.

» Tocreate adelivery rule for auser, expand ahost and the
“Users” folder, and then select a user.

» Tocreateadelivery rulefor alist-server mailing list, expand a
host and the “Lists’ folder, and then select alist.

2 Intheright panel, click the Inbound Rulestab. Click the Add
button. The Rules dialog box is displayed as shown bel ow.

Rules

~ Select Ruls

Ilf the From Address j

@ Contsing ¢ Does not Contain

— Search Text

Pop-up Search Text Menu /—~’/>

™ Match Case ™ Estemnal File
Extemal File | Edit File |

Add Condition | | pd&te conditionl

 Final Rule
e} |
Downl
Insert AND | Inzert OR | Hemove | CIearSeIectionl

ok | LCancel | Help I

3 From the Select Rulelist box, select the rule that you want to
create (From, To, Subject, Sender, Body Text, Header Text).
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Select contains to have the delivery rule look for messages that
contain the search text. Select does not contain to look for
messages that do not contain the search text

To enter search text, either enter the text in the Search Text box
as described below, or specify an externa file that contains the
search text you want to use.

Enter the search text by doing one or more of the following:

Enter the literal text that you want to search for. For example, if
you want to find the word jazz, type: jazz.

Type search expressions and quantifiers as shown in Text Patterns
on page 95.

Use the popup menu to insert a generic form of a search
expression and then edit the inserted expression.

Paste a portion of amail message that meets your search criteria.
For example, you could copy and paste text such as
"XMSMailPriority(High)" from the header of a message; this
would search for High priority messages.

Select External File, if you have placed the search text in an
external file. The list box displays the existing external files.

Select Match Case to search for text that matches the case of the
search text. To ignore case, clear Match Case.

Click Add Condition. The condition that you just created is
added to therule and is displayed in the Final Rule textbox. If this
isthe only condition you want the rule to have, click OK and you
will return to the Inbound Rules tab (shown below). If you want
to add multiple conditions, read “Adding Multiple Conditions to
Rules’ on page 91.



Select the Rule from here

he Rule’s syntax is

The Inbound Rules tab now looks like this:

3 IMail Administrator | _ O]
File Edit “jew Tools Help
#|x| 2|
m 1M ail Administratar I;[
B0 lacalhost Jupiter7.space.com Apply | Help |7
Services
B yirtual002 Web Messaging Ad Support | Wehb Calendaring Content I ‘Wb Calendaring Ad Support I
Jupiter? space.com General I “wWeh Options  Inbound Rules I Outbound Rules I Wieb Messaging Content
D Aliases
£ Lists Active Rules (in processing arder)

+ L |
0 Users Moz Lp

» v Dy |

Edit Selected |

Add I Test Delete |

Header Contains kS M ailPriority[High)

displayed here

Sendta  |main

™ Delsts

< |l =
4

|Fur Help. press F1

A placeholder is placed in the Active Rules list just under the
selected dot (if any). The rule istemporarily named New Rule.
The default mailbox is Main.

You cannot name delivery rules, because they are identified in the
Active Ruleslist only by their sequencein the list. To identify a
delivery rule, highlight one of the rules (e.g., rulel, rule2) and
read its contentsin the search text box.

9 From the Active Rules text box on the Inbound Rulestab, select
therule you just created and in the Send to box, enter either an
address or a mailbox to which messages meeting the rule criteria
will be sent. See below:

e Enter an Address. Enter the mail address to which messages
meeting the rule criteriawill be sent.

+ Enter aMailbox. Enter the name of the user’s mailbox to which
messages meeting the rule criteriawill be sent. If you enter a
mailbox that doesn’t exist, one will be created for this user on the
IMail Server system. A POP3 user will seethis mailbox only if he
logs on to this mailbox using the format userid-newbox.
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» Select Delete. Select the Delete option to discard the message.

Note
If thetext in the Send to box contains an @, the text will be treated as

an address, otherwise, the text will be treated asamailbox. By default,
if nothing is entered in the Send to box, messages meeting therule
criteriawill be sent to the user’'s Main mailbox.

When the screen is refreshed, the delivery rule, previously identified
as New Rule, will appear in the format Rule# to identify its sequence
inthe Active Ruleslist. Any existing delivery rules are renamed to
reflect the new segquence.

Creating an Outbound Delivery Rule for a Host

Outbound delivery rules, are used to sort outgoing mail messages that
areinitiated by local users. Outbound delivery rules can only be
created and applied at the Host level. The following procedure
describes the creation of an outbound delivery rule.

1 Intheleft panel, select the host. In the right panel, select the
Outbound Rulestab, and click Add. The Rules dialog box is

displayed as shown below.
—Select Rule
I If the From Address j

& Containe ¢ Does not Cortain

— Search Text

™ Match Case ™ Estemal File
Estemal Fie | Edit File |
Add Condition | | pdate zandition |
~ Final Rule
[o
Downl
Inzert AND | Inzert OR | Hemaye | CIearSeIectionl
ok | Lancel | Help |




From the Select Rule list box, select the rule that you want to
create (From, To, Subject, Sender, Body Text, Header Text).

Select contains to have the delivery rule look for messages that
contain the search text. Select does not contain to look for
messages that do not contain the search text.

To enter search text, either enter the text into the Search Text box
as described below, or specify an externa file that contains the
search text you want to use.

Enter the search text by doing one or more of the following:

Enter the literal text that you want to search for. For example, if
you want to find the word jazz, type: jazz.

Type search expressions and quantifiers as shown in Text Patterns
on page 95.

Use the popup menu to insert a generic form of a search
expression and then edit the inserted expression.

Paste a portion of amail message that meets your search criteria.

For example, you could copy and paste text such as
"XMSMailPriority(High)" from the header of a message; this
would search for High priority messages.

Select External File, if you have placed the search text in an
external file. The list box displays the existing external files.

Select Match Case to search for text that matches the case of the
search text. To ignore case, clear Match Case.

Click Add Condition. The condition that you just created is
added to therule and is displayed in the Final Rule textbox. If this
isthe only condition you want the rule to have, click OK and you
will return to the Inbound Rules tab (shown below). If you want
to add multiple conditions, read “Adding Multiple Conditions to
Rules’” on page 91.
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The Outbound Rules tab now looks like this:

# IMail Administrator I= B3
File Edt View Tools Help
(x| 2
E"a IMail Administrator |;‘
=} n Appl Hel
=8 ozsthost Jupiter?.space.com B | b
&0 Services
g wirtuall02 Web Messaging &d Support I “web Calendaring Content I Web Calendaring Ad Support I
=B Jupter7 spacecom | General | WebDptions | Inbound Rules  Outbound Aules | wieb Messaging Content
0 Bliases
=0 Lists Active Rules (in processing order]
= Users
Move Up |
Ioye Do |
Edit Selected |
Add Test Deiete |

Fram Containg =MSMailPriority[High]"

* Send " Send with Copy to  Delete
" Redirect to " Bounce

Address:

| | 2

|FD| Help. press F1

N

IMail Server

A placeholder is placed in the Active Ruleslist just under the
selected dlot (if any). The rule is temporarily named New Rule.

You cannot name delivery rules, because they areidentified in the
Active Ruleslist only by their sequencein the list. To identify a
delivery rule, highlight one of the rules (e.g., rulel, rule2) and
read its contentsin the search text box.

8 From the Active Rules text box on the Outbound Rules tab,

select the rule you just created. In the lower section of the
Outbound Rules tab, select the action you want to occur when a

message is caught by the rule. You can choose only one of the
following actions:

Send. Processes the message as normal by sending it to the
addressee.

Send with Copy to. Processes the message as normal by sending
it to the addressee, and also sends a copy to the address that you
entered in the Addresses text box.

Delete. Deletes the message.



* Redirect to. Does not send the message to the addressee. I nstead,
the message is sent to the address that is entered in the Address
text box.

»  Bounce. Bounces the message back to the sender, without
deliveringit.

Note
If you choose either Send with Copy to or Redirect to, you must
also enter an address in the Address text box.

9 Click Apply to save your changes.
Adding Multiple Conditions to Rules

Sometimes, arule with only one condition is adequate to fulfill your
reguirements. However, there are times when you may want to create
more complex rules, in these cases, you may want to use multiple
conditions. Multiple conditions can be created for both inbound and
outbound rules. By using multiple conditions, you can combine
multiple rulesinto one.

Example: If you want all e-mails from your supervisor containing
text about “project updates’ to be sent to a specific mailbox in your
account, you would set a rule with two conditions: 1) the message
must be from your supervisor; and 2) the message must contain the
words “project updates’ in the subject or message body of the e-mail.

To add a rule with multiple conditions:

1 Follow the steps for creating an inbound rule as described earlier
in this chapter. Then, while on the rules dialog, create the first
condition for the rule and click Add Condition.

2 Click either the Insert AND or the Insert OR button. Click the
Insert AND button to state that all the rule conditions must be
met in order for the message to be trapped. Click the Insert OR
button to state that at least one of the conditions must be met in
order for the message to be trapped.

Create the second condition as you did the first, then click OK.

4 Continue adding conditions until you are satisfied with the rule,
and then click OK.
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5 Whenyou return to the Inbound or Outbound Rules tab, do one of
the following:

» If you created an inbound rule and are on the Inbound rules tab,
enter amailbox or address that you want the rule to be sent to if it
is trapped. For more information, see “ Creating an Inbound
Delivery Rule” on page 85.

» |If you created an outbound rule and are on the Outbound Rules
tab, select one of the rule actionslisted on thistab. For more
information, see“ Creating an Outbound Delivery Rule for a
Host” on page 88.

6 When you arefinished, click Apply to save your changes.

Conditions are processed in the order that they appear from top to
bottom as boolean expressions. To change the processing order of a
condition, select it in the Rules dialog box, and click Up or Down.

Order of Rules

Delivery rules are processed from the top down until amatch isfound.
Therefore, you should sequence the rules in the order in which you
want them processed. To move adelivery rule up or down in thelist,
select it from the Active Rules text box on the Inbound or Outbound
Rules tab, and click the M ove up or M ove down buttons. For
information on processing order, see “Processing Order” on page 81.

Testing a Delivery Rule
To test adelivery rule,

1 Onthelnbound or Outbound Rulestab, select arulein the
Active Rules text box, and click Test. Observe that the “Rule
Tester” dialog box appears.

2 Inthe Test Text box, enter a message that meets your intended
search criteria

3 Click the Test button.

If the delivery rule does what you set it to do, TRUE is displayed
in the Test Result box.

If the delivery rule does not test true, FAL SE isdisplayed in the
Test Result box. Edit the rule and test again.

4  Click OK to savetherule.



Note
You cannot edit the rule from the Rule Tester dialog box. To edit the
rule, you must return to the Inbound or Outbound Rulestab, select
therule and click Edit.

Rule Syntax

When you create a delivery rule, the rule is entered into a file named
either rules.ima or orules.ima in the following format:

Single condition rule:

message_area condition search_text quantifier: mailbox_name

Multiple condition rule:

message_area condition search_text quantifier 'AND!/!OR!
message _area condition search_text quantifier: mailbox_name

Note that search_text can be any combination of literal text and the
text patterns on page 95.

For example, arule with asingle condition that looks like thisin the
Inbound Rules dialog box:

& IMail Administrator [_1C]
File Edit “iew Took Help

#x| 2

ﬁ Il Adminigtrator | ';‘
=N Appl Hel
= D ‘Uca‘hm‘_ Jupiter? .space.com e i ||
B Services
- g wirtualn02 Wb Messaging Ad Support I ‘web Calendaring Content | ‘Wb Calendaring Ad Support I
B =, Jupite7 space.com General | Wweb Options  Inbound Rules | Outbound Rules | Web Messaging Content
1 Aliases
-0 Lists Active Rules [in processing order]
B0 Users
Move Up
e Do
Edit Selected

bl | Test Dekte |

Biody Contains Word1 Iw/ord2h/ond3

Send to Iwnrds1 23

I Delete

< (|

|For Help, press F1

~E
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B represents “the body of the
message \ File Edit Search Help
The tilde represents “contains”

he text expression represents
word1” or “word2” or “word3”

User’s Guide

Aelon says to deli

iver the message

IMail Server

.. will search the message body for the words word1 or word2 or
word3; if at |east one of the words is found, the message will be

delivered to the words123 mailbox.

The above rule looks like thisin the rules.imafile:

B™{word1|word2|word3) twords123

to the mailbox that follows.

IS[=] E3
ﬂ The characters
after the colon
specify the
| mailbox to deliver
_I the message to.
w

Example 2: A rule with multiple conditions that looks like thisin the

Inbound Rules dialog box:

& IMail Administiator
File Edit Miew Tools Help

J[=] E3
x| 2
B @ Mal Administrator -
E-0 Iocalkost n Zpply Help
23 Services Jupiter7.space.com
B, vitualonz Web Messaging Ad Support | \wieb Calendaring Contert | wieb Calendaring Ad Suppott |
£ B Jupiter7spacecom | | General | web Options | Inbound Fules | Outbound Fules | Web Messaging Content
B0 Misses
500 Lists Agtive Rules [in processing order]
3 Users
Move Up
Mwe Do
Ed\t Selected
Test Delete: |
Subject Contains Lose weight Quick
Eody Contains Lose weight Quick
Send o
¥ Delete
4] | bl
‘Fur Help, press F1

=]
v

.. will search will search both the subject of the message and the
message body for the words Lose Weight Quick. If those three words
are found in either location, the message will be deleted.



The above rule looks like thisin the rules.ima file:

E rules.ima - Hotepad [_ (O] x|
File Edit Search Help
E~Lose weight Quick!OR?*B™~Lose weight Quick:HUL |

.

4 Ll e

The expressions for each element of a delivery rule are shown in the
following tables.

Message Areas

Message Area Representation

From:

Subject:

Sender:
To:

entire header (everything preceding the body)

(T |H|[Z|»w|T

entire body of message

Conditions

Condition Expression

contains ~

does not contain I~

equals =

does not equal 1=

Text Patterns

Text Pattern Expression

Any character

Any of the values separated by vertical bars within the (this|that|other)
parentheses; the vertical bar represents “or”

Any word character (a-z, A-Z, 0-9) \w

Any non-word character \W
Any digit (0-9) \d
Any non-digit \D

Any white space (spaces and/or tabs and/or carriage \s
returns)

Any non-white space \S
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Text Pattern Expression

Any punctuation character (any character other than\w or | \p

\s)

Any non-punctuation character \P
Quantifiers

Quantifier Expression

Zero or more *

One or more +

Exactly 100 {100}

At least n1, but not more than n2 (where nl1 and n2 are {n1,n2}

numbers)

Note

As shown above, the following characters have special meaning in a
rule {} ()| *+,.:\ If youwant to use one of these charactersin a
search string, precede it with a backslash. For example, to search for a
plus sign, enter \+ in the search string.

Determining Which Rule Trapped a Message

When amessageis trapped by arule, an X-IMail-Rulelineis placed
in the message header, to identify which rule caught the message. If
multiple rulestrap a message, only the last rule will be placed in the X
linein the header. The X-IMail-Rule line will also contain up to 30
characters of the message data that caused the message to be trapped.
Message data will no be included in the X-IMail-Rule line when a
message is trapped by a negative rule (does not contain or does not
equal). The maximum length of any X-IMail-Rulelineis 250
characters.

If adomain rule traps the message, the X-IMail-Rule line will be
added to all local deliveries. If amessage is trapped by a user'srule,
the X-IMail-Rule line will only be added to deliveriesto the user.
When amessage that is destined for local delivery istrapped by an
outbound rule, aline with the rule causing the trap will be written to
the Queue file. When this message is delivered, and that line existsin
the Queuefile, it will be written as an X-IMail-Rule linein the
message header. Outbound messages that are not delivered locally,
will not have an X-IMail-Rule line in the header.



Example X-IMail-Ruleline:

X-Imail-Rule: S~Company Newsletter:Newsletter-Monthly Company Newsl etter
| [ | |
|

The rule text is placed here, up to The data that caused the message
199 characters. to be trapped is placed here, up to
30 characters.

Note
Because IMail Server insertsthe rule and 30 characters of the message
in the header, special care should betaken if atrapped messageisthen
forwarded to another recipient. Some e-mail clients will include the
header in the forwarded message. If this occurs and you have arule set
up to search the body of the message for the specified text, then the

message will be trapped again.

Commonly Used Rule Examples

The following examples explain how to manually write rulesin the
rules.ima and orules.imafiles.

Example 1: Forwarding Using Rules

A school administrator wantsto filter for offensive language and
deliver such messages to a specific user account to be reviewed by a
faculty member. The administrator should create the following rules:

B~filtered content in body:spambox
Sfiltered content in subject:spambox
H~filtered content in header:spambox
F~filtered content in From address:spambox
T~filtered content in To address.spambox
N*filtered content in Sender:spambox

For example, if you want to catch al mail with the subject “kill dusty”
then you would have arule like this: SKill Dusty:spambox.

Thiswould also catch messages with the subject “| want to kill
Dusty”, but it would not catch “I am going to kill that guy Dusty”.
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The messages are sent to a mailbox called spambox. Unfortunately,
thiswould create a file named spambox.mbx in the users folder which
is accessible by the user.

To prevent the user from having access to the spambox mailbox, do
the following. Put aforward filein each user’s folder. This file must
match the name of the mailbox that you used in your rulei.e.
spambox.fwd. The only thing that should bein the spambox.fwd fileis
the account to which you want the filtered messagesto go. If you have
an account called filtered@ipswitch.com, the spambox.fwd file would
look like this: abuse.

When the filtered message isin the abuse-spambox, you can login to
the abuse box and see whether the message contained offensive
language, or whether it was caught accidentally. If it was caught
accidentally, it can be forwarded on to the original recipient.

Note
Do not put the .fwd file in the account to which you are sending mail.

If you use Windows Notepad to create the .fwd file, remember that
Windows Notepad adds .txt to the filename of any new file created.

Example 2: Deleting messages which contain specific text

If you want to filter for the words “ Get Rich Quick” in the subject of a
message and delete it without sending it to a mailbox, you would
create arule that looks like this:

S~Get Rich Quick:NULL

H~Get Rich Quick:NULL

Example 3: Filtering messages that have attachments
Therulesfile would look like this:
B~(name=".vbs’\c|name=".*\shs"\sjname="*\scr"\s):spambox
B~(begin 6.*\.vbs\slbegin 6.*\.shs\|begin 6.*\.scr\s):spambox

Thefirst rule filters MIME attachments, characterized by the string:
name="filename.ext” while the second rule filters unencoded
attachments, characterized by the string Begin 6.

These rules include the \s text pattern to search for “any white space”
(spaces, tabs or carriage returns) after an attachment extension.
Without this pattern, the number of false positives will rise.



Note
Thiswill filter all incoming messages containing attached files with

.vbs, .shsand .scr exensions. Filtered messages will be directed to a
sub-mailbox, (spambox.mbx) in the user’s folder for the user to whom
the message was addressed. If the sub-mailbox does not exist, its
creation will be determined based on the sub-mailbox settings that are
enabled in IMail Administrator on the host’s Gener al tab.

Example 4: Filtering messages with no subject

You need your rule to say: If the subject does not contain any
character, send to the mailbox called test.

In the rules.imafile:
H!~\sSubject:\s*\w*\s:test

Thisrule will catch messages that have no subject in the header, and
messages that have no word characters in the subject.

Note
\s matches any white space character.

Storing Search Text in External Files

If you need to frequently update and disseminate the search text for
delivery rules, you can use external text files to store the search text.
Then, all you haveto do isdistribute thetext file. The external text file
must have a file extension of .rul.

For example, an administrator can use this method to catch mail from
known spammers. The administrator might create atext file named
spam.rul. Each time a new spammer address is discovered, the
administrator can add it to the spam.rul file. The rules.ima or
orules.ima file can reference the text file named spam.rul. The
procedure for storing search text in an external fileisthe same for
inbound and outbound rules.

Example: To send spam messages to a mailbox named spambox, the
rules.ima file would contain the line: h~: spam: spambox

Note that the .rul file nameis preceded by a colon. IMail Server reads
the rules.ima file and looks for the referenced spam.rul file at the
same location as the rules.ima file.
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To create adelivery rulethat references an external text file:

1 Select the mail host, user, or list that you want to create arule for.
Then click either the Inbound or Outbound Rules tab
(depending on which type of rule you are creating), and click

Add.
 Select Rule
IIF the From Address j
@ Cortaire € Does not Cortain
— Search Test
2l
. ™ Match Cazs ¥ Extemal File
Enter a unique name for the external P
o . ——P» ExtemnalFile I /,‘ E'dit File l
text file in the External File textbox.
Add Condition | [ pdate condit\onl
Click Edit to create or modify the ~ Fingl Bule
external text file.
g |
Downl
Inzert AWND | Inzet OR | Femave | ElearSelectinnl
Ok | LCancel | Help |

2 IntheRulesdialog box, select the External File option and do
one of the following:

» |f theexternal text file already exists, select thefile. For
example, select : r ul ef i | enanme whererulefilenameisthe
name of the .rul file you want to reference.

» |If the external text file does not exist, enter a new, unique
name for the .rul file. Do not enter the file extension rul as
IMail Server will append it to whatever you enter.

3 Click Edit File to open and edit the .rul filein Windows Notepad
(or your default text editor). If the rule file does not exists, it will
be automatically created. See the “Rule Syntax” topic in the
previous section to create the search text.

4 From Select Rule, select the area that you want to search (From,
To, Subject, Sender, Body text, or Header text).
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5 Select containsto have the delivery rule look for messages that
contain the search string; select doesn’t contain to look for
messages that do not contain the search string.

6 Select Match Caseto search for text that matches the case of the
search string; to ignore case, clear Match Case.

7 Click OK. You are returned to the Inbound or Outbound Rules
tab. Select amessage action as described in “ Creating an Inbound
Delivery Rule” on page 85 and “ Creating an Outbound Delivery
Rule for aHost” on page 88.

8 Click Apply to save therule.
Limitations
Each delivery ruleis limited to 5000 characters.

Delivery rules search the first 32,000 bytes of a message. If a message
contains fewer than 32,000 text characters plus attachments, the rule
will scan the attachment asthough it istext. Rarely, when the message
textisonly afew characters, adelivery rule could find something in an
attachment that looks like a match, but isn't.

Using the Info Manager

The Info Manager provides away to automatically handle routine e-
mail inquiries for basic information about your company. For
example, you may want to respond to general inquiries with an
acknowledgment that the inquiry was received and a promise to
follow up.

Using the Info Manager for a Single Automated Response

To use the Info Manager, you might set up a special user account
whose user 1D is Info. This mail account does not belong to a
particular user, but accepts mail addressed to
Info@yourcompany.com. When someone sends mail to the Info
account, they receive a prepared response such as:

This is an automated response from General Sales. You will be
receiving a personal response by e-mail from one of our staff.

To create an automated response for amail account:

1 If you do not aready have a user account set up to be an Info
Manager account, create an Info Manager account as follows:
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» Expand a host name and select the “Users’ folder.
e Click Add User and enter a name for the special account.
» Click OK. The account has a default password of password.

e Select the user account you set up to be an Info Manager
account, and click the Info Manager tab.

3 IMail Administrator

File

Edit View Tools Help

J[=] E3

nlx| 2|

5@ Mail Administrator

-0 localhost

D Services
=] g jupiter?. space. com
- Aliases

Caleb

Generall D\reclowl Plan | Rules | Wacation Into. Manager |Atlnbutes|

Information banager

Help Ij‘

Apply |

- Lists

B ﬁ Users
- [14% Caleb
4% cjones

Gary
Jazon

Sub-area: Imain -l

™ Enable Info Manager for this sub-area

Wiew Becipients

After responding, fonward mail to: I

-0
%% Lisa Message:

1 oot =

- = virtusl001

-3 virtualin2

‘For Help, press F1

=
v

IMail Server

2

If you need only one automated response for all inquiries, enter
main (the Main mailbox) asthe Sub-area. Note that if you enter
Main as the sub-area, all messages sent to the Info Manager
account are saved in the main mailbox (main.mbx).

(If you want to have multiple automated responses, see “When to
Use a Sub-divided Info Manager Account” below.)

Turn on Enable info manager for this sub-area.

To forward the message after the automatic response is sent, enter
aforwarding address in the box labeled After responding,
forward mail to. If you are absolutely sure you want to discard
the message, you can enter NUL in this box. See the note below.



Note
IMail Server must deliver incoming messages somewhere (even if
itisNUL) after sending the automatic response. If you don’t enter
aforwarding address, IMail Server will deliver the message to the
Sub-area specified in Step 3. If the sub-areais not a mailbox,
IMail Server will convert it to a mailbox to deliver the message.

5 Inthe M essage box, enter the response to send to mail addressed
to this account.

Thefirst line becomes the subject line for the automated
response. It must be less than 80 characters long.

6 Click Apply to save the message and enable the Info Manager.
When to Use a Sub-divided Info Manager Account

You can sub-divide an Info Manager account into more specific sub-
areas that can send more detailed information in response to inquiries.
For example, you can have three automated responses as follows:

e oneresponse that lists products, prices, and ordering information
*  oneresponse that describes the classes you offer to the public
e one automated response that sends out company news

To divide the Info Manager account into more specialized responses,
you create sub-areas of the Info account (such as Sales, Classes, or
News) from which the sender can obtain more specific information.
Then, when someone sends mail to the Info@ipswitch.com, IMail
Server returns a prepared response that describes the Info account sub-
areas such as:

Thank you for contacting Ipswitch. For information about our
products, please send e-mail to Info-sales@ipswitch.com. For
information about our classes, send mail to Info-
classes@ipswitch.com. For the latest Ipswitch news, send e-mail
to Info-news@ipswitch.com.

The sender can then send a message to
Info-sales @ your _ company .com and receive back the automated
message about products and prices. A sender can also send a message

to Info-classes@your_company.com and receive back the automated
response describing the classes you offer.
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Sub-areas and Mailboxes

Thereisno limit to the number of sub-areas you can use with the Info
Manager. Sub-areas take up no disk space aslong as a forwarding
addressis specified. However, IMail Server will convert a sub-areato
amailbox if the forwarding addressis|eft blank. Thisisbecause IMail
Server must deliver each incoming message somewhere (even if it is
to NUL) after sending the automatic response.

Sub-dividing an Info Manager Account
To use a sub-divided Info Manager mail account:

1 If youdo not already have a specia account for the Info Manager
to use, do the following:
e Expand ahost name and its“Users’ folder.
* Click Add User and enter a name for the special account.
* Click OK. The account is created with a default password of
password.

2 Make sure the new account is selected in the left panel, then click
the Info Manager tab. You see the tab shown on page 102.

3 Create anew sub-areaor select an existing sub-area to which the
response message will apply.

4 Turn on Enableinfo manager for this sub-area.

5 Toforward the message after the automatic response is sent, enter
aforwarding address in the box labeled After responding,

forward mail to. If you are absol utely sure you want to discard
the message, you can enter NUL in this box. See the note below.

Note
IMail Server must deliver the incoming message somewhere (evenif it

is NUL) after sending the automatic response. If you do not enter a
forwarding address, IMail Server will deliver the message to the Sub-
area you specified in Step 3. If the specified sub-areais not amailbox,
IMail Server will convert it to a mailbox to deliver the message.

6 Enter the message to be returned to all senders who send mail to
this account and sub-area.



Thefirst line becomes the subject line for the automated
response. It must be less than 80 characters long.

7 Click Apply to save the message and enable the Info Manager.

Notes about Forwarding

» Toforward acopy to adifferent user ID on the same host, you
can enter the simple user ID (for example, just userid instead
of userid@domain.com).

» To forward a copy to auser on a different mail system, you
must enter a complete mail addressin the form of:
userid@domain.com.

» Toforward acopy to aparticular mailbox of an account on the
same host, you can append a mailbox name to the user 1D by
using a hyphen. For example,

dave- nusi c@onmai n. com
Disabling the Info Manager

To disable the automated response, but keep the text to be enabled
another time, turn off Enable info manager for this sub-area.

More About the Info Manager

The automati ¢ response message is saved in afile with an extension of
.inf in the folder of the special account. If you want to set up the same
Info Manager information for multiple accounts, you can copy the .inf
file from one account’s directory to the directories of other accounts.

When a person sends mail to an Info Manager account, the sender’s
mail addressislisted in afile with the extension .snt in the account’s
directory. To view thisfile, click the View Recipients button.

To prevent automatic responses to bulk mailers, Info Manager
messages are not returned to the sender if the original message
contains the Precedence: bulk header. To prevent automatic responses
to list-server mailing lists, Info Manager responses are not returned to
the sender if the original message containsimailsrv in the address.

Note
Do not send mail from an account for which the Info Manager is

enabled because the recipient of the message will receive an
automated response if they reply.

Mail Processing Techniques 105

IMail Server



106 User's Guide

IMail Server

You can use the Info Manager and delivery rules together. For
example, you can use delivery rulesto search incoming messagesfor a
particular text string and route such mail to an Info Manager account
for which you have set up an automated response. For an example of
using the Info Manager and delivery rules together, see “ Examples”
on page 83.

IMail Server processes the Info Manager after delivery rules, and
before vacation processing. For more information on processing
sequence, see “Processing Order” on page 81.



__________________________________________________________________________|
Chapter 6: IMail Web Messaging

This chapter describes how to configure and use the Web Messaging
server, and how to customize the Web Messaging interface.

Note
Before users can use the Web Messaging e-mail functions, you must

start the Web Messaging server, and enable web access for users as
described in this chapter.

What is Web Messaging?

Web Messaging lets your e-mail usersto send and receive mail using a
web browser. Users can log on to Web Messaging from any browser
on any machine and perform all of their mail functions — without
having to install e-mail client software or a browser plug-in on their
local PC or workstation.

Web Messaging works like an IMAP4 mail client — all users' mail is
stored on the mail server. When a user creates a mailbox in Web
Messaging, it is created on the mail server.

In addition to the messaging capabilities, Web Messaging offers the
following:

128 bit Secure Sockets Layer. Web Messaging uses 128 bit SSL
when making connections to the IMail Server, thus giving you
confidence that your transmissions will remain secure. For more
information on Web M essaging security, see “ Web M essaging
Security” on page 111.

Remote administration for IMail Server. Web Messaging offers an
extended menu from which administrators can remotely monitor and
manage the mail server, user accounts, aliases, mailing lists, and
delivery rules. The menu choices for administration tasks only appear
if the user has the required permissions. For information on the
administration functions, see “Using Remote Administration
Functions’ on page 123.

Spell Checking Feature. Web Messaging has a spell checker, that
enables users to check for misspelled words before sending mail. The
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spell check comes equipped with two different dictionaries to choose
from, aswell as a user dictionary that is editable to meet the user’'s
spelling needs.

Customizableinterface. You can create your own look and feel for
the Web Messaging interface by editing the HTML templates and
other files used to generate the Web Messaging pages. If you have
multiple mail hosts, each mail host can have a different Web
Messaging interface. For information on customizing the interface,
see “Appendix G. Changing the Look and Feel of Web Messaging” on
page 285.

Online ads. Web Messaging also supports the display of
advertisements on all Web Messaging pages. This feature is very
useful to Internet Service Providers (I1SPs) and other mail service
providerswho would like to sell online advertising space on their mail
server. Thisfeature can aso be used to display announcements on an
intranet. For more information about online ads, see “ Displaying
Online Advertisements’ on page 129.

2} (0]Main Menu: ciones@wks186.augusta.ipswitch.com - Microsoft Intemet Explorer
Fle Edt View Favoies Took Help “
o Q @ o | @ G4 B B D
Back Stop  Refiesh  Home | Search Favorbes History | Mail  Print
Address | httpr//maiihastl ipsvitch, com 8383 =] @6
Jt
Drop Down Menu for ,ﬁm\
Administrative and Menu Compose Sear [Personal Account Optians... -] Help Logout
Personal account .
options Chr_lstlna's Mailbox Message Count Size (bytes)
Main Menu +*Main 0 0
) Sent 0 0
Mailboxes [ = Checkival Deleted o 0
I G 0
Bl M 7 30599
- Edit Mailbox new 3 9254
Total: 746K
* denotes the current mailbox
your prefarences
Powered by
Idail.
A, .
i Regular mode active. Enter secure mode —
4 | LH

What Can Users Do with Web Messaging?

Web Messaging provides users with full email functions and the
ability to change personal information from a web browser on any
system connected to the Internet.
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Users can connect to the Web Messaging server and log on to their
mail account using their IMail Server user ID and password.

Users can start Web Messaging by entering the web server’s address
in their browser’s address field. This web address consists of the host
name of the IMail Server host and aweb server port number. The
default port number is8383. For example, if your IMail Server host
is named mailhost1.ipswitch.com, then the Web address will be:
http://imail.ipsw tch.com 8383

For information about setting the port number, see “Web Address for
the Web Messaging Server” on page 112.

Users can bookmark the address (save it as a Favorite site) in their
web browser.

Oncelogged on, users can read, send, delete, and reply to e-mail, send
and receive attached documents, and print e-mail directly from the
browser.

Users can al so set mail forwarding, enter a vacation message, organize
their mail into folders (mailboxes), maintain an address book,
maintain LDAP and finger information, and set delivery rules for
incoming mail.

You can give usersthe ability to change their password. Users can also
set preferences to change how the mail summary appears and how
mail functions work.

Users now have the ability to follow alink directly to IMail Web
Calendaring without logging out of Web Messaging.

Online help is available from the Web M essaging pages.
Notes for the System Administrator:

e Usersshould be aware that the Web Messaging server connection
may time out when the server receives no requests from the user’'s
browser for 12 minutes. After 12 minutes, the sessionisplaced in
arollover queue that holds up to 50 users.

»  Becausetherollover queueis used, users must click on L og off to
be sure they have logged off of the Web Messaging session. The
L og off function removes the user from the rollover queue and the
standard connect tables.
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If the server times out while a user is creating a message, the user
won't know it until clicking the Send button, in which case they
are returned to the logon screen and the message islost. When
composing a long message, we recommend that you save
frequently. Click the Save button on the Compose page to save
the message in the Draft mailbox. You can then re-open the
message from the Draft mailbox, and continue editing.

*  Web Messaging is hot a POP3 mail client and will not display
mailboxes that a user has created on their POP3 client. Mailboxes
created with an IMAPA4 client or Web Messaging will appear, as
both of these methods create mailboxes on the server.

System Requirements

The Web Messaging server isinstalled on the host where the IMail
Server software isinstalled.

To access their e-mail viathe web, users need a frames-capable
browser. Older versions of browsers may not support frames. Web
Messaging is designed to support Microsoft I nternet Explorer version
4.0 or later, Netscape Navigator version 4.0 or later, and other HTML
4.0 compliant browsers.
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Upgrading

If you have an existing version of Web Messaging installed, during the
IMail Server installation, you can select one of the following options:

» Install thefilesfor the new version in the directory [IMail Top
Directory] \Web\, thus overwriting your old Web Messaging files.
If you are using online advertisements, you do not want to
overwrite the ads.txt file.

» Install thefilesfor the new version in the directory [IMail Top
Directory]\Web\new, so your existing filesin [IMail Top
Directory]\Web do not get overwritten.

e Donotinstal the new version files.

IMail Server usesthefilesin [IMail Top Directory]\Web to generate
the Web Messaging interface.

If you want to save some existing files (such as an ads.txt file for
online advertisements, MailNews.txt for the News of the Day message



,butontxt.ini or message.ini) copy them to atemporary directory, move
the new version files from \new into \Web, and then replace the new
versions of selected files with your old version.

If you have customized templates you wish to continue using, refer to
the “Upgrading Customized Templates Document” (upgrade6to?.txt)
for the proper procedures to upgrade the old templates for use with
IMail Server v7.0. Thisfileislocated in [IMail Top
Directory]\Web\UpgradeHelp.

Web Messaging Security

Web Messaging offers several means of protecting your e-mail
communications from being atered in transit or being read by
someone other than the intended recipient.

Secure M ode. Enables Secure Sockets Layer connection and
encryption. The SSL capabilities offer the most secure method of
safeguarding e-mail messages. SSL will increase processing time on
your server.

Logon User 1D and password. Users must log on with their user ID
and password. This provides the basic level of security that protects
the user’s mail.

L ogoff. After reading mail in the browser and then logging off, a user
cannot click the browser’s Back button to return to a mail message.
However, clicking in the History list may re-display the message,
though the user cannot activate any of the mail functions. Asa
precaution, users can clear the browser’s history if the browser isin a
€common use area.

When logging on to Web Messaging, users can choose either or both
of the following options (on the Logon page):

expire page views. If you are logging on to mail from a public
terminal or from someone else's computer, you can select this option
to prevent the browser from saving (caching) the pages you view. Note
that Microsoft's Internet Explorer can be set to ignore this“ expire
page views' command, so it is still possible your pages will be saved.

Remember Userid and Password (not recommended if you share
thiscomputer). Thisoption will save your User ID and password in a
file, so you do not have to enter them each time you log on to Web
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Messaging. When you log on, the browser automatically enters your
User ID and Password. Note that if you select this option, anyone who
has access to the machine could connect to your e-mail through Web
Messaging without having to enter your User ID and password. Do
not use it on a public terminal.
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Setting Up Web Messaging

To set up Web Messaging, you need to:

e Determine the web address for your Web Messaging server.

*  Optionally, set up the SSL capability to provide secure
communications between the server and users’ browsers.

»  Configure the Web Messaging server.
e Set user accessto Web Messaging.

Web Address for the Web Messaging Server

By default, the Web Messaging server is assigned a web address that
consists of the host name of the IMail Server host and aweb server
port number. The default port number is8383. If your mail host had a
name of mailhost1.ipswitch.com, then the address will be:
http://imail.ipsw tch.com 8383

Your mail users can start Web Messaging by entering the addressin
their browser’s address field.

If you are not running another web server on the same host, you can
set the port number to the normal HTTP (web) server port of 80. In
this case, users do not have to specify the port with the web address.
For example, you could enter: http://imail.ipsw tch.com

Note that some firewalls may block the 8383 port, in which case you
need to change the port number. To change the port number, see
“Configuring the Web Server” on page 117.

If You Have Multiple Mail Hosts

If you have set up multiple mail hosts on your IMail Server system,
theweb addressis determined by whether the mail host hasit’'sown IP
address or uses a virtual |P address. (For information on virtual hosts,
see “ Chapter 3: Configuration” on page 33.)

If each host hasits own |P address, you will have a different web



address for each host. For example, if you have set up the following
hosts:

mai | . marcel . com 156.21.50.78
mai | . magnol i a. net 156.21.50.80

the web address for the respective hosts would be:

mai | . marcel . com 8383

mai | . magnol i a. net: 8383
If amail host does not have an | P address, then it will have the same
web address as the primary mail host. For example, if you have set up
the following hosts:

mai | . marcel . com 156.21.50.78
mei | . magnol i a. net <$virtua IP>

the web address for both hosts would be;

mai | . marcel . com 8383

The host mail.magnolia.net can still have its own set of users, but
users on this host must identify the host when they enter their logon
user ID. For example, the user fred on mail.magnolia.net would enter
the web address mail.marcel.com: 8383 to open the Logon page, then
would enter fred@mail.magnolia.net as hisuser ID.

Using Secure Sockets Layer (SSL)

You can set up the Web Messaging server to use Secure Sockets L ayer
(SSL) for communications between a browser and the server. SSL
encrypts your mail communications so they can be read only by the
intended recipients.

SSL isaprotocol that uses “ certificates” to authenticate the client and
server, and uses a public/private key “pair” to encrypt and decrypt
communications. All of the major browsers are SSL enabled.

Certificates. Certificates are used to establish the identity of the client
(browser) and the server.

You can run SSL for Web Messaging with:

* A sdf-signed SSL certificate. The server identifiesitself to the
client, but its certificate has not been issued by one of the third-
party Certificate Authorities. Clients who log on to IMail Server
using Netscape and Internet Explorer will receive awarning
message (“This siteis not secured...”). These users can continue
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logging on after acknowledging the warning.

 AnSSL certificate issued by a Certificate Authority. The
certificate verifies to the client that the identity claimed on the
certificate is accurate. You can purchase a third-party certificate
from Thawte Consulting (www.thawte.com) or Verisign
(www.verisign.com).

IMail Server comes with an SSL Utility that generates both an IMail
Server self-signed SSL certificate as well as a certificate request you
can send to a Certificate Authority.

Public/private key encryption. When abrowser connects to the Web
Messaging server, the server sends its certificate and public key to the
browser. The browser can now use the public key to encrypt
communications. Only the web server has the private key, which is
used to decrypt communications sent from the browser.

Ciphers. The server and client must agree on the algorithm, called a
“cipher,” used to encrypt data. You select the cipher when setting up
SSL on the server.

For more information on how SSL works, visit:
home.netscape.com/security/techbriefs/ssl.html

Setting Up SSL on the Server

This section outlines the procedure for setting up SSL on the server.

» Fird, you usethe IMail SSL Configuration Utility to set up the
SSL certificate and public/private key pair.

e Then, you enable SSL in the IMail Administrator, on the Web
M essaging Advanced tab.

For detailed information about the SSL options, see the online help in
the IMail SSL Configuration Utility and help for the Web M essaging
Server tab in IMail Administrator.

To enable SSL for the Web Messaging Server, you need to do the
following:
1 Settheregistry path for the SSL keys.

From the Start menu, select Programs-> IMail -> |Mail SSL

Configuration Utility. Select Registry Path from the File menu.
Enter the path: sof t war e\i pswi t ch\i rmai | \ ssl


http://www.thawte.com
http://www.verisign.com
http://home.netscape.com/security/techbriefs/ssl.html

2 Generate a certificate and public key. We recommend that you
use the self-signed certificate for your server.

IntheIMail SSL Configuration Utility, click Certificate. For
more information, select Help Topics from the Help menu, then
go to the “Getting an SSL Certificate” topic.

3 Configure SSL and select the cipher to use for encryption.

In the SSL Configuration Utility, click SSL Configuration, and
then complete the wizard. For information, select Help Topics
from the Help menu, then go to the “ Configuring SSL” topic.

4 If you want the server to authenticate clients, configure how it
will doit.

In the SSL Configuration Utility, click Client Authentication.
For more information, select Help Topics from the Help menu,
then go to the “Dealing with Clients” topic.

We recommend that you allow any client to connect to your
server, thus you would not turn on the Client Authentication
option.

5 Activate SSL for the Web Messaging server. In the IMail
Administrator, select the “ Services’ folder, then select Web
M essaging and click on the Advanced tab to show the SSL
options. Turn on Enable SSL. See“ Configuring the Web Server”
on page 117 for information about the SSL options.

Starting an SSL Connection from a Browser
Users can open Web Messaging with an SSL connection as follows:

1 Inthe browser, enter the address for the Web Messaging server,
for example: mai | . domai n1. com 8383. ThelMail Web
Messaging logon appears.

2 Onthe Logon page (or on any other Web Messaging page), select
Enter Secure Mode.

3 Thebrowser usually asksyou to confirm that you want to use
“secure mode.” Click OK. If you used the self-signed certificate,
the browser may also display awarning that the certificateis not
“trusted.” Click OK again to continue.

The browser is now in secure mode. You can click again at the bottom
of any Web Messaging page to return to regular mode.
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Enabling SSL from within the Web Address

When you enter the web server’s addressin abrowser and use HTTPS
(in place of HTTP) in the address, the browser attempts to connect to
the server using SSL. For example, the address would ook like:

https://mail.dominl. com 8383
Using a Different Port for SSL

The standard port for SSL is443. If you use a different port number,
this port number must be specified in the web address that Web
Messaging userslog on to. For example, if you use port 8384 for SSL,
and the web server is on port 8383 of mail 1.domain.com, the web
address would be:

mai | 1. donai n. com 8384

Users can bookmark the web address (save it as a Favorite), so they do
not have to enter it each time they log on.

Troubleshooting SSL

You can check the following if you are having trouble getting SSL to
work:

e |WebMsg.ini should have EnableSSL =1 (ForceSSL=1 may or
may not be there).

e |WebMsg.ini isin proper windows directory (%WINDOWS%
usualy \Winnt).

«  After changing IWebMsg.ini, stop service and restart it again to
have changes recognized by the application.

e Select "Allow Serviceto interact with Desktop” to seeif thereis
any message from SSL.DLL, likeinitialization failure because
certificate or key fileis not found. If SSL.DLL initialization has
failed, then Web Messaging will not continue.

e |f application isrunning but SSL is not working, EnableSSL is
the only problem.

e SSL2.CGlI allowschange from secure to non-secure mode. If SSL
is disabled, then changeover from secure to non-secure is not
allowed; hence SSL2.CGl is hot parsed.



» Theprivate key fileis protected using a password specified in
SSL Configuration Utility. This password is required for
decoding the key file while loading the SSL server. This
password is stored in the registry and automatically retrieved
during the loading process of SSL Server. The registry path for
IMail Server isusualy SOFTWARE\Ipswitch\imail\ssl. The
registry path must be correct; otherwise an error messageis
generated and the files will not be created.

Configuring the Web Server

The Web Messaging server isinstalled on the host where the IMail
Server softwareisinstalled. You can change the default port number
and web directory, set SSL options, set other web server options, and
start and stop the web server. (Some of these options can also be set in
the iwebmsg.ini file in the winnt folder.)

1 Select the“Services’ folder in the left panel and click Web
M essaging. Then click on the Web M essaging Server tab.
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2 Change any of the web server properties. See the previous
sections for more information about the web server port and SSL.

Log to. Thisiswhere web server information will be stored. You
can choose from:

W#YYMMDD.log No Log
App Log Log Server
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Web Server Port. Thisisthe port on the local system on which
the Web Messaging server operates. If you change the port, the
Web Messaging server must be stopped and restarted.

Note
If you use a non-standard port number (anything other than 80),
users will need to specify the port in the logon web address. For
more information, see “Web Address for the Web Messaging
Server” on page 112.

Web Files Directory. This directory contains the files used to
create web pages for Web Messaging. If you change this
directory, you must stop and restart the web server.

Max Concurrent Users. This isthe maximum number of users
that can be logged into Web Messaging at the same time.This
option must set between 256 and 1024 users.

Note
It is not possible to limit Web Messaging to allow less than 256
concurrent users, and no more than 1024. If anumber outside of
thisrangeis entered for this option, it will still be displayed, but
will not function. In that case even though the setting may display
2, the system is actually allowing 256 concurrent users.

IMail Server

Max Attachment Size. Use this setting to control the maximum
size (in kilobytes) allowed for attachments.

Ignore source addressin security check. Before displaying a
page, the web server checksthe | P address that requested the page
against the I P address from which the user logged on. If you
select this option, the web server does not check the IP address.
This can be useful with some firewalls and with service providers
that use dynamic | P addresses (such as America Online).

Enable Keep Alive. Turn on this option if you want to create a
persistent TCP connection between the Web Messaging server
and a browser (if the browser supportsit). If the option isturned
off, the server closes the TCP connection after each response.

Normally, the connection between a browser and aweb server is
valid only for a single request/response pair. Turning on Enable



Keep Alive can improve performance by reducing overhead per
request, but it also means that less resources are available for
other processes, such as creating new connections.

Note
If you turn on Enable Keep Alive and Enable Thread Pooling,
the number of simultaneous connections allowed to the server
will equal the Max Work Threads. Thus, you will be limiting
the number of connections allowed.

Enable Statistics. Enables statistical information about the
system, to be viewed through Web Messaging.

Auto Restart Server on Apply. If thisis selected, the web server
will be stopped and restarted automatically when you click Apply
(if you changed anything requiring the server to stop and restart).
We recommend that you select this option.

Click Apply to save your changes.

4 Click Stop to stop the Web Messaging server. The Stop button
togglesto Start. Click Start to restart the server.

Advanced Tab

On the Advanced tab, you can set Spell Checking, SSL, thread
pooling and user login suspend properties.
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1 Optionaly, set Spell Checking Options.

Web Spell Checking Port. The port which runs the spell checker’s
javaapplet. By default the port is 8385 but is configurable.

Maximum Number of Spelling Suggestions. The maximum
number of spelling suggestions that will be given for amisspelled
word.

For information about setting up spell check dictionaries, see the
Spell Check section on page 109.

Optionally, set SSL options. For information about SSL, see
“Using Secure Sockets Layer (SSL)” on page 113.

Enable SSL. Turn on this option if you are using the Secure
Sockets Layer (SSL) utility to encrypt communications with the
Web Messaging client. This sets the Web Messaging server to
accept SSL connections in addition to normal connections.

Web SSL Port. The TCP port on which Web Messaging listens
for an SSL-based HTTP request. If you used the default Web
Server Port for Web Messaging (8383), then you can assign any
TCP port number here, the default is 8384. The standard SSL port
is443.

Note
If you use anon-standard port number (anything other than 443),
users will need to specify the SSL port in the logon web address.

Force SSL. Turn this option on if you want the Web Messaging
server to accept only SSL-based HTTP connections; normal
HTTP connections are not accepted.

Optionally, set Thread Pooling options.

Web Messaging can create a thread pool for handling HTTP
reguests (from the browser) on this TCP port. Using thread
pooling reduces the overhead involved in creating and closing
threads. However, if all threadsin the pool arein use (in other
words, your server is seeing heavy use), then an additional HTTP
request will be denied. Also, threads reserved for use by Web
Messaging are not available to other processes running on your
server. You need to determine if thread pooling is appropriate for
your Web Messaging server.



Enable Thread Pooling. Turn on this option to create a thread
pooal for handling HTTP requests from clients. Web Messaging
creates up to Max Work Threads (default is 64) to process
requests. If thisoption is turned off, Web Messaging creates a
thread to handle each request (either persistent or normal) and
after handling that request, destroys the thread.

Max Work Threads. Use this setting to constrain the load on
your web server. This value sets the maximum number of work
threads that can be used simultaneously by Web Messaging. If an
HTTP request requires awork thread and the maximum has
already been reached, Web Messaging returns a“ server not
available” message. This option requires that Enable Thread
Pooling isturned on. The default valueis 64.

Thread Exit. Turn on this option if you want Web Messaging to
close athread after the HTTP request is processed compl etely.
Web Messaging will create a replacement for closed threads on
next poll time, which isset in Thread Check Time. Turn off this
option if you want Web Messaging to keep the thread open and
available for another request. This option is used only when
Enable Thread Pooling is turned on.

Thread Check Time. Thisistheinterval (in seconds) used by
Web Messaging to check the status of the thread pool. If the
current number of work threadsis lessthan Max Work Threads,
then new threads are created. This option is used only when
Enable Thread Pooling isturned on. The default value is 10
seconds.

Optionally, set suspend user options

Enable User Login Suspend. Turn on this option to activate
automatic suspension of user accounts. This occurs only when an
account has met the criterialisted by the administrator.

Maximum Number of Tries before Suspend. The maximum
number of times a user can attempt to logon before their account
is suspended.

Suspend Duration. The amount of time(in seconds), that the
account will be suspended.

Time Suspend Info Remainsin the Registry. The amount of
time that information about suspended accounts is stored.
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Maximun Number of Suspends Before L ockout. The
maximum number of times a user can attempt to logon before
being locked out of the system.

5 Click Apply to save your changes.

Setting Access to Web Messaging Functions

Web Messaging provides access to mail functions based on the user
permissions granted in the IMail Administrator. Permissions can be
assigned for each individual mail account or globally, for all users on
amail host. A user can be granted some or all of the following
permissions;

Allow Web Access. Allows this user access to their account via Web
M essaging.

Host Administrator. Allows this user to add, modify, or delete users

and aliases and set rules on their mail host. Allow Web Access must
also be selected.

List Administrator. Allows this user to remotely manage IMail
Server mailing lists on their mail host. Allow Web Access must also
be selected.

IMail System Administrator. Lets this user manage al mail hosts,
view the spool directory and logs, set rules, and edit the messages
displayed when users log on to Web Messaging. If this user also has
Host Administrator permission, they can manage user accounts and
aliases on all mail hosts. If thisuser has List Administrator
permission, they can manage lists on all mail hosts. Allow Web
Access must also be selected.

To set access to Web Messaging for an individual user mail account:

1 InIMail Administrator, select the mail host, and then select the
“Users’ folder. Select auser ID to seethe user’s propertiesin the
right panel.

2 Select Allow Web Access and then click Apply to apply the
change.

3 Optionaly, click the Host Administrator, List Administrator
or IMail System Administrator optionsto allow this user access
to the extended menu options associated with each. Click Apply
to save any changes.



To set Allow Web Access as the default for all new users that you
create:

1 Select the mail host, and then select the “Users” folder.
2  Select Allow Web Access and click Apply to apply the change.
To set Allow Web Access to be the default for all existing users:

1 Select the mail host, and then select the “User s’ folder to see the
default settingsin the right panel.

2 Select Global User Changes.

3 Select Allow Web Accessand then click Change ALL Accounts
to apply the change.

Using Remote Administration Functions

An extended menu containing remote administration functionsis
availableto you if your mail account has Host Administrator, List
Administrator or IMail System Administrator access enabled. See
“Setting Access to Web Messaging Functions” for how to grant
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The following sections provide an overview of the remote
administration functions. See the Web Messaging online help for
more information on these functions.
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User Administration

If you have User Administrator permissions, you can add, modify, and
delete user mail accounts for your mail host. If you have User
Administrator and IMail System Administrator permissions, you can
add, modify, and delete user mail accounts for any mail host.

Alias Administration

If you have Alias Administrator permissions, you can add, modify,
and delete aliases for your mail host. If you have Alias Administrator
and IMail System Administrator permissions, you can add, modify,
and delete aliases for any mail host. See “ Chapter 4: User Mail
Accounts’ on page 59 for a description of the alias properties.

List Administration

If you have List Administrator permissions, you can add, modify,
delete and moderate lists for your mail host. If you have List
Administrator and IMail System Administrator permissions, you can
add, modify, delete and moderate lists for any mail host.

Viewing Monitor Logs and the Spool Directory

If you have IMail System Administrator permissions, you can view
the following IMail Server log files.

e Monitor Access Log — shows each access attempt to the Web
Messaging server and to the IMonitor web server.

e Monitor System Log — shows logons to the mail server and to
the IMonitor web server and shows the status of services.

e IMail System Log — shows IMail Server send and receive mail
transactions. This shows the contents of syslog.txt.

« |Mail Sysog Log — records transaction and debug information
when enabled in each of the servers (for example, POP3 and
SMTP). This shows the contents of lognnnn.txt, the System Log
Servicefile.

e Spool directory — shows all IMail Server send and receive mail
transactions that are in process. Click View Spool Directory to
display the spool information.

For more information on the log files and spool directory, see
“Appendix E: Spool, Queue, and Log Files.”



Managing Virtual Hosts

If you have IMail System Administrator permissions, you can add,
modify, and delete virtual (mail) hosts.

Managing Mailing Lists

If you have List Administrator permissions, you can create, modify,
and delete list server mailing lists.

Setting Rules

If you have Host Administrator permissions, you can set rules for the
mail host. If you aso have IMail System Administrator permissions,
you can set rules for any mail hosts. Regular users can set rules for
their own mail account.

Editing News of the Day and Welcome Message

If you have IMail System Administrator permissions, you can add,
delete, or modify the News of the Day and the Welcome message
directly from the Web Messaging interface.

Spell Checker

IMail Web Messaging has added a spell check feature, which allows
usersto check for spelling errors using specific dictionaries. The spell
check is ajava applet, and comes equipped with two dictionaries to
choose from. The administrator can select which dictionariesto install
for the primary domain during installation. For procedures to install
the dictionaries in other domains, see “Installing Dictionaries for
Domains’ below.

Note
In order to use Spell Check, the user must have Java Runtime
Environment (JRE) 1.1 or 1.2 installed on their computer.

Installing Dictionaries For Domains

During installation, the dictionary files are installed for the primary
domain only. In order for usersin other domains to use Spell Check,
the administrator must copy the dictionaries from the [IMail Top
Directory] into the user’s or host’s folder. If during installation, you
choose to keep your existing files but save the new ones, then the
dictionary fileswill be located in [IMail Top Directory]
\Web\NewATopDir.
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The user'sfolder islocated at:
[IMail Top Directory] IMail\users\" user’s name’

After copying thefilesinto the user’s or Host's folder, the dictionaries
will be available for use, and will be displayed in the dictionary
selection box on the Compose page.

Enabling Spell Check

Before a user can take advantage of the spell checker, the
administrator must first enable the spell checking option for the User’s
account. (Spell Checking is enabled by default for all new user
accounts when it is enabled for the domain.)

To enable Spell Checking for an individual user:
1 Select User Administration from the Web Messaging interface.

2 Select the user account that you want to enable spell check for
and click M odify.

3 Select Enable Spell Checking and click Save.
To enable Spell Checking for all new accountsin a domain:
1 Select User Administration from the Web Messaging interface.

2 Select the appropriate domain from the Current Domain List
box.

3 Under Default Attributes for all Users, select Enable Spell
Checking.

4  Click Update Attributes to save your changes.

Spell Check can also be enabled globally for adomain through IMail
Administrator on the host’s Web Optionstab.

Note
Users must select the appropriate Java setting with which to run the
spell checker. If the wrong java setting is selected, the user will
receive an “invalid user error.” To select a Java setting, select Edit My
Preferences from the Web Messaging interface. Then in the spell
check applet field, select either 1.1 or 1.2. The default Java Runtime
Environment is 1.1.




Accessing Spell Check

The Spell Checker can be accessed through the following Web
Messaging pages: draft.html, fwdmsg.html, replymsgl.html,
sendmail.html. The user must select at |east one dictionary in order to
be able to use spell check. Once a message has been entered in the
Body field, click on the Spell Check button, to launch the Spell
Checker. You can spell check a message that contain up to 65,000
characters.

Disabling Spell Check

Spell Checking is enabled by default for all new accounts. If however,
you do not want users to use the Spell Checker, it can be disabled.

To disable Spell Checker for an individual user:

1 IntheWeb Messaging interface, select User Administration
from Administrative Account Options.

2 Select the user account that you want to disable spell check for
and click M odify User Account.

3 Desdect Enable Spell Checking and click Save.
To disable Spell Checker for all usersin adomain:
1 Select User Administration from the Web Messaging interface.

2 Select the appropriate domain from the Current Domain List
box.

3 Under Default Attributes for all Users, deselect Enable Spell
Checking.

Editing Dictionaries
The Spell Checker contains compressed dictionary files., which have
a.clx extension, and cannot be edited.

Each user has auser dictionary that they can customizeto fit their
needs. Thisfileis called Userdict.tlx and can be edited by completing
the following steps.To edit the User Dictionary, select Edit User
Dictionary from the Options menu.This option allows the user to
customize the user dictionary, by adding or deleting words.
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Note
Additional word lists and dictionaries can be incorporated into the

Spell Checker if desired. These files and dictionaries are easily
integrated into IMail by copying them into the TopDir directory of a
host.

Dictionary Explanations

The dictionary files are word lists that are in a compressed file format
and are not editable. The user dictionary is editable.

User Dictionary(User Dict.tIx)- Thisdictionary is created for the new
user. Words can be added to or removed from the user dictionary.
Wordsin user dictionaries may be offered as suggestions for
misspelled words.

American English Dictionary (ssceam?2.clx). Contains American
English words.

American Legal Dictionary (sscela2.clx). Supplements the
American English dictionary with words related to jurisprudence,
law,criminology, and law enforcement.

American Medical Dictionary (sscema2.clx). Supplements the
American English dictionary with words related to anatomy, diseases,
health care, generic and trademark drug names, and medical research.

Brazilian Portuguese Dictionary (sscepb?2.clx). Contains 119,000
Brazilian Portuguese words.

British English Dictionary (sscebr2.clx). Contains British English
words.

British Legal Dictionary (sscelb2.clx). Supplements the British
English dictionary with words related to jurisprudence, law,
criminology, and law enforcement.

British Medical Dictionary (sscemb2.clx). Supplements the British
English dictionary with words related to anatomy, diseases, health
care, generic and trademark drug names, and medical research.

Danish Dictionary (ssceda2.clx). Contains 102,000 Danish words.

Dutch Dictionary (scedu2.clx). Contains 178,000 Dutch words,
including the" new spelling” (De Nieuwe Spelling).


www.wintertree-software.com

Finnish Dictionary (sscefi2.clx). Contains 251,000 Finnish words.

French Dictionary (sscefr 2.clx). Contains 137,000 French words,
including both European and Canadian French.

German Dictionary (sscege2.clx). Contains 295,000 German words,
including spelling reform (Die Neue Rechtschreibung).

Italian Dictionary (ssceit2.clx). Contains 283,000 Italian words.

Norwegian Bokmal Dictionary (sscenb2.clx). Contains 95,000
Norwegian words in the Bokmal dialect.

Portuguese Dictionary(sscepo2.clx). Contains 135,000 European
Portuguese words.

Spanish Dictionary (sscesp2.clx). Contains 288,000 Spanish words.
Swedish Dictionary (sscesw2.clx). Contains 110,000 Swedish words.

Displaying Online Advertisements

You can set up the Web Messaging interface to display advertising.
Ads are displayed at the top of each Web Messaging page and can
consist of HTML text and/or graphics, including hyperlinks. Multiple
ads are also supported on atime-sharing basis. With Ad Support
enabled, Web Messaging cycles through up to 1000 ads, changing the
displayed ad every 30 seconds.

To enable ad support:

1 InIMail Administrator, select the mail host, then select the Web
M essaging Ad Support tab.

2 Turnon Enable Ad Support.
To disable ad support, make sure this box is turned off.
To createor edit an online advertisement:

1 OntheWeb Messaging Ad Support tab, click Add. Enter the
HTML code and text for the ad in the text box and click Apply.
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The ad can contain up to 512 characters of HTML code. It can
display a.gif file and can link to aweb address (URL). If thead is
larger than the frame size, a scroll bar appears on the right side of
the frame. Thus, an ad can be a full web page.

You can enter up to 1000 ads using the interface. The ad displayed on
the Web Messaging page will be changed every 30 seconds.

The ads are saved in the ads.txt file. If you prefer edit outside IMail
Administrator, you can enter and edit ads by opening ads.txt in an
editor. Thereis no limit to the number of ads you enter in ads.txt.

Tocreateor edit atrailer message:

Thetrailer (tail) message displays in the frame at the bottom of the
screen if you have Ad Support enabl ed.

Select the mail host and click the Web M essaging Content tab. This
must be afull HTML page, starting with <HTM_><BODY> and
ending with </ BODY></ HTM.>. The trailer message is stored in the
mailtail.html file.

A niceideafor using the trailer message is to use a Java scrolling text
areato print any current news.

In addition to the above procedure, you can also edit mailtail.html
directly in atext editor. mailtail.html islocated at [IMail Top
Directory]\Web.

130 User'sGuide

IMail Server

Customizing Web Messaging

The Web Messaging interface is comprised of web pages that provide
access to e-mail functions, personal mail account information, and
remote administration functions.

“Appendix G. Changing the Look and Feel of Web Messaging” on
page 285 describes how you can create your own look and feel for the
Web Messaging interface. If you have multiple mail hosts, each mail
host can have a different Web Messaging interface.



__________________________________________________________________________|
Chapter 7: IMail Web Calendaring

This chapter describes how to configure and use | M ail Web
Calendaring. Before users can use Web Calendaring, the
administrator must enable |Mail Web Calendaring access for users
as described in this chapter.

What is IMail Web Calendaring?

IMail Web Calendaring allows users to store schedules, set
appointments, and send reminder information using a web browser.
Users can log on to Web Calendaring and perform their calendar
activities using Microsoft Internet Explorer version 4.0 or higher and
Netscape version 4.0 or higher.

In addition to the various scheduling capabilities, IMail Web
Calendaring offers the following:

E-mail Remindersfor Events. When an event is scheduled, users
have the option of receiving an e-mail to remind them of the event. Up
to two reminder e-mails can be sent before or after the event.

E-mail Invitations. Not only can users schedule an event, but they
can also invite othersto the event, all from the same page. If an
invitation is sent to another IMail Web Calendaring user, that user can
go to the Invitations page in Web Calendaring to either accept the
invitation and add it to their calendar, or reject it.

Search Feature. IMail Web Calendaring has a search feature which
letsauser look up any entry on acalendar by name, if they are unsure
of its date or time. The search results will include Tasks, Notes, and
Events.

Customizableinterface. You can create your own look and feel for
the Web Calendaring interface by editing the HTML templates and
other files used to generate the Web Calendaring pages. If you have
multiple mail hosts, each mail host can have a different Web
Calendaring interface. For information on customizing the interface,
see “Appendix H. Changing the Look and Feel of Web Calendaring”
on page 303.
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Online ads. IMail Web Calendaring also supports the display of
advertisements on all Web Calendaring pages. This feature is very
useful to Internet Service Providers (I1SPs) and other mail service
providerswho would like to sell online advertising space on their mail
server. Thisfeature can aso be used to display announcements on an
intranet. For more information about online ads, see “ Displaying
Online Advertisements’ on page 143.
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What Can Users Do with IMail Web Calendaring?

Web Calendaring provides users with aweb interface that gives them
the ability to schedule tasks, set appointments, and receive e-mail
reminders that contain the date, time, and description of the
appointment.

Users can connect to the Web Calendaring server and log on to their
mail account using their IMail user 1D and password.

Users can access Web Calendaring by entering the web server's
addressin their browser's address field. This web address consists of
the host name of the IMail Server host and a web server port number.
The default port number is 8484. For example, if your IMail Server
mail host is named host1.ipswitch.com, then the web addressiis:

http://host1.ipswitch.com:8484
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Users can bookmark the address (save it as a Favorite site) in their
web browser.

Once logged in, users can schedule appointments and events, record
notes, receive e-mail reminders for events and send invitations to
others.

Users can also set preferences to change the default settings of the
calendar. They can change the opening view, aswell as display
settings for the calendar.

Users can follow alink directly to IMail Web Messaging without
logging out of Web Calendaring.

Online help is available from the Web Calendaring pages.

System Requirements

The Web Calendaring server isinstalled on the host where the IMail
Server software isinstalled.

To access their calendars, users need a frames-capable browser. Older
versions of browsers may not support frames. IMail Web Calendaring
is designed to support Microsoft Internet Explorer version 4 or later,
Netscape Navigator version 4 or later, and other HTML 3 compliant
browsers.

IMail Web Calendaring Security

IMail Web Calendaring offers several means of protecting your
communications from being atered in transit or being read by
someone other than the intended recipient.

Secure M ode. Enables Secure Sockets Layer encryption. The SSL
capabilities offer the most secure method of safeguarding schedule
information. SSL will increase processing time on your server.

Logon User 1D and password. Users must log on with their user ID
and password. This provides the basic level of security that protects
the user’s calendar.

L ogoff. After accessing their calendar from the browser and then
logging off, users cannot click the browser’s Back button to return to
acalendar. However, clicking in the History list may re-display the
calendar, though the user could not activate any of the calendar
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functions. As aprecaution, users can clear the browser’s history if the
browser isin acommonly used area.

When logging on to IMail Web Calendaring, users can choose either
or both of the following options (on the Login page):

Expire page views. If you are logging on to your calendar from a
public terminal or from someone else's computer, you can select this
option to prevent the browser from saving (caching) the pages you
view. Note that Microsoft's Internet Explorer can be set to ignore this
“expire page views’ command, so it is still possible your pageswill be
saved.

Remember Userid and Password. This option will save your
password in afile (called acookie), so you do not have to enter it each
time you log on to Web Calendaring. When you log on, the browser
enters the User ID and password. Note that if you select this option,
anyone who has access to the machine could connect to your calendar
through IMail Web Calendaring without having to enter your User ID
and password. Do not use it on a public terminal.
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Setting Up IMail Web Calendaring

To set up IMail Web Calendaring, you need to:
*  Determine the web address for your Web Calendaring server.

e Optionally, set up the SSL capability to provide secure
communications between the server and users’ browsers.

e Set user accessto Web Calendaring.

Web Address for the IMail Web Calendaring Server

By default, the IMail Web Calendaring server is assigned aweb
address that consists of the host name of the IMail Server host and a
web server port number. The default port number is8484. If your
mail host had a name of host1.ipswitch.com, then the address will be:
http://host1l.ipsw tch.com 8484

Your mail users can start IMail Web Calendaring by entering the
addressin their browser’s address field.

If you are not running another web server on the same host, you can
set the port number to the normal HTTP (web) server port of 80. In
this case, users do not have to specify the port with the web address.



For example, you could enter: htt p: // host 1. i pswi t ch. com

Note that some firewalls may block the 8484 port, in which case you
need to change the port number.

If You Have Multiple Mail Hosts

If you have set up multiple mail hosts on your IMail Server system,
the web address is determined by whether the mail host hasit's own
IP address or uses avirtual |P address. (For information on virtual
hosts, see “Chapter 3: Configuration” on page 33.)

If each host hasits own |P address, you will have a different web
address for each host. For example, if you have set up the following
hosts:

mai | . marcel . com 156.21.50.78
mai | . magnol i a. net 156.21.50.80

the web address for the respective hosts would be:

mai | . marcel . com 8484

mai | . magnol i a. net: 8484
If amail host does not have an | P address, then it will have the same
web address as the primary mail host. For example, if you have set up
the following hosts:

mai | . marcel . com 156.21.50.78
mai | . magnol i a. net <$virtua 1P>

the web address for both hosts would be;
mai | . marcel . com 8484

The host mail.magnolia.net can still have its own set of users, but
users on this host must identify the host when they enter their logon
user ID. For example, the user fred on mail.magnolia.net would enter
the web address mail.marcel.com: 8484 to open the Logon page, then
enter fred@mail.magnolia.net as his user ID.

Using Secure Sockets Layer (SSL)

You can set up the Web Calendaring server to use Secure Sockets
Layer (SSL) for communications between a browser and the server.
SSL encrypts your communications so they can be read only by the
intended recipient.

SSL isaprotocol that uses “ certificates” to authenticate the client and
server and uses a public/private key “pair” to encrypt and decrypt
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communications. All of the major browsers are SSL enabled.

Certificates. Certificates are used to establish the identity of the client
(browser) and the server.

You can run SSL for Web Calendaring with:

* A sdf-signed SSL certificate. The server identifiesitself to the
client, but its certificate has not been issued by one of the third-
party Certificate Authorities. Clients who log on to IMail Web
Calendaring using Netscape and Internet Explorer will receive a
warning message (“ This site is not secured...”). These users can
continue logging on after acknowledging the warning.

* AnSSL certificate issued by a Certificate Authority. The
certificate verifies to the client that the identity claimed on the
certificate is accurate. You can purchase a third-party certificate
from Thawte consulting (www.thawte.com) or Verisign
(www.verisign.com).

IMail Server comeswith an SSL Utility that generates both an IMail

Server self-signed SSL certificate as well as a certificate request you
can send to a Certificate Authority.

Public/private key encryption. When a browser connectsto the Web
Calendaring server, the server sendsiits certificate and public key to
the browser. The browser can now use the public key to encrypt
communications. Only the web server has the private key, which is
used to decrypt communications sent from the browser.

Ciphers. The server and client must agree on the algorithm, called a
“cipher,” used to encrypt data. You select the cipher when setting up
SSL on the server.

For more information on how SSL works, visit
home.netscape.com/security/techbriefs/ssl.html.

Setting Up SSL on the Server

This section outlines the procedure for setting up SSL on the server.

* Firg, you usetheIMail SSL Configuration Utility to set up the
SSL certificate and public/private key pair.


http://www.verisign.com
http://www.thawte.com
http://home.netscape.com/security/techbriefs/ssl.html
http://www.verisign.com

e Then, you enable SSL in the IMail Administrator. Expand the
“Services’ folder and click on Web Calendaring. The Web
Calendaring Server tab appears.

For detailed information about the SSL options, seethe online help in
the IMail SSL Configuration Utility and help for the Web
Calendaring Server tab in IMail Administrator.

To enable SSL for the Web Calendaring Server, you need to do the
following:

1 Settheregistry path for the SSL keys.

From the Start menu, select Programs-> IMail -> |Mail SSL
Configuration Utility. Select Registry Path from the File menu.
Enter the path: sof t war e\i pswi t ch\i nmai | \ ssl

2 Generate a certificate and public key. We recommend that you
use the self-signed certificate for your server.

IntheIMail SSL Configuration Utility, click Certificate. For
more information, select Help Topics from the Help menu, then
go to the “Getting an SSL Certificate” topic.

3 Configure SSL and select the cipher to use for encryption.

In the SSL Configuration Utility, click SSL Configuration, and
then complete the wizard. For information, select Help Topics
from the Help menu, then go to the “ Configuring SSL” topic.

4 If you want the server to authenticate clients, configure how it
will doit.

In the SSL Configuration Utility, click Client Authentication.
For more information, select Help Topics from the Help menu,
then go to the “Deding with Clients” topic.

We recommend that you allow any client to connect to your
server, thus you would not turn on the Client Authentication
option.

5 Activate SSL for the Web Calendaring server. In the IMail
Administrator, expand the “ Services’ folder and click on Web
Calendaring, then select the Web Calendaring Server tab to
show the SSL options. Turn on Enable SSL.
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Starting an SSL Connection from a Browser
Users can open Web Calendaring with an SSL connection as follows:

1 Inthe browser, enter the address for the Web Calendaring server,
for example: mai | . domai n1. com 8484. The Web
Calendaring L ogon appears.

2 Onthe Logon page (or on any other Web Calendaring page),
select Enter Secure Mode.

3 Thebrowser usually asks you to confirm that you want to use
“secure mode.” Click OK. If you used the self-signed certificate,
the browser may also display awarning that the certificateis not
“trusted.” Click OK again to continue.

The browser is now in secure mode. You can click again at the bottom
of any Web Calendaring page to return to regular mode.

Enabling SSL from within the Web Address

When you enter the web server’s addressin abrowser and use HTTPS
(in place of HTTP) in the address, the browser attempts to connect to
the server using SSL. For example, the address would ook like:

https://mail.dominl. com 8484
Using a Different Port for SSL

The standard port for IMail Web Calendaring SSL is 8485. If you use
adifferent port number, this port number must be specified in the web
address that Web Calendaring userslog on to. For example, if you use
port 8485 for SSL, and the web server is on port 8484 of
mail1l.domain.com, the web address would be:

http://mil.domai nl. com 8484: 8585

Users can bookmark the web address (save it as a Favorite), so they do
not have to enter it each time they log on.

Configuring the Web Calendaring Server

The Web Calendaring server isinstalled on the host where the IMail
Server softwareisingtalled. You can change the default port number
and web directory, set SSL options, set other web server options, and
start and stop the web server. (Some of these options can also be set in
the iwebcal.ini file in the winnt folder.)



1 Select the“Services’ folder in the left panel and click Web
Calendaring. The Web Calendaring Server tab appears.
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2 Change any of the web server properties. See the previous
sections for more information about the web server port and SSL.

Web Server Port. Thisisthe port on the local system on which
the Web Calendaring server operates. If you change the port, the
Web Calendaring server must be stopped and restarted.

Note

If you use anon-standard port number (anything other than 80), users
will need to specify the port in the logon web address. For more
information, see “Web Address for the IMail Web Calendaring

Server” on page 134.

Web Files Directory. This directory contains the files used to
create web pages for Web Calendaring. If you change this
directory, you must then stop and restart the web server.

Ignore source addressin security check. Before displaying a
page, the web server checksthe | P address that requested the page
against the I P address from which the user logged on. If you
select this option, the web server does not check the IP address.
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This option can be useful with some firewalls and with service
providersthat use dynamic | P addresses (such as America
Online).

Enable Keep Alive. Turn on this option if you want to create a

persistent TCP connection between the Web Calendaring server
and a browser (if the browser supportsit.) If the option isturned
off, the server closes the TCP connection after each response.

Normally, the connection between a browser and aweb server is
valid only for a single request/response pair. Turning on Enable
Keep Alive can improve performance by reducing overhead per
request, but it also means that less resources are available for
other processes, such as creating new connections.

Auto Restart Server on Apply. If thisis selected, the web server
will be stopped and restarted automatically when you click Apply
(if you changed anything requiring the server to stop and restart).
I pswitch recommends that you select this option.

Optionally, set SSL options. For information about SSL, see
“Using Secure Sockets Layer (SSL)” on page 113.

Enable SSL. Turn on this option if you are using the Secure
Sockets Layer (SSL) utility to encrypt communications with the
Web Messaging client. This sets the Web Calendaring server to
accept SSL connections in addition to normal connections.

Web SSL Port. The TCP port on which Web Calendaring listens
for an SSL-based HTTP request. If you used the default Web
Server Port for Web Calendaring (8484), then you can assign
any TCP port number here, the default is 8485. The standard SSL
port is 443.

Note
If you use anon-standard port number (anything other than 443),
users will need to specify the SSL port in the logon web address.

IMail Server

Force SSL. Turn this option on if you want the Web Calendaring
server to accept only SSL-based HT TP connections; normal
HTTP connections are not accepted.



4  Optionally, set Thread Pooling options.

Web Calendaring can create a thread pool for handling HTTP
reguests (from the browser) on this TCP port. Using thread
pooling reduces the overhead involved in creating and closing
threads. However, if al threadsin the pool are in use (in other
words, your server is seeing heavy use), then an additional HTTP
request will be denied. Also, threads reserved for use by Web
Calendaring are not available to other processes running on your
server. You need to determine if thread pooling is appropriate for
your Web Calendar server.

Enable Thread Pooling. Turn on this option to create a thread
pool for handling HTTP requests from clients. Web Calendaring
creates 64 work threads to process requests. If this option is
turned off, Web Calendaring creates a thread to handle each
request (either persistent or normal) and after handling that
request, destroys the thread.

Thread Exit. Turn on this option if you want Web Calendaring to
close athread after the HTTP request is processed compl etely.
Web Calendaring will create a replacement for closed threads on
next poll time, which isset in Thread Check Time. Turn off this
option if you want Web Calendaring to keep the thread open and
available for another request. This option is used only when
Enable Thread Pooling is turned on.

Thread Check Time. Thisistheinterval (in seconds) used by
Web Calendaring to check the status of the thread pool. This
option is used only when Enable Thread Pooling is turned on.
The default value is 10 seconds.

5 Click the Stop button to stop the Web Calendaring server. The
Stop button togglesto Start. Click Start to restart the server.

Setting Access to IMail Web Calendaring

IMail Web Calendaring provides access to calendar functions based
on the user permissions granted in the IMail Administrator.
Permissions can be assigned for each individual mail account or
globally, for al users on amail host.
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Setting access to Web Calendaring for an individual user.

1

4

From the Web Messaging interface, select User Administration
from Administrative Account Options.

Select the User ID from the listbox, and click M odify User
Account

Under User Attributes, select the Enable IMail Web
Calendaring option.

Click Save to update your changes.

To apply settings as defaultsfor all new users.

1

From the Web Messaging interface, select User Administration
from the Administrative Account Options.

In the User Attributes section, select the checkbox next to the
attributes that you want to enable for all new users.

Click Save to update your changes.

Note
Web Calendaring and Spell checking are enabled by default for
al new users

Enable SSL, Spell, Check and Web Calendaring for an entire domain.

1

3

InIMail Administrator, expand the “localhost” folder and select a
host. Click on the Web Options tab.

Enable Spell Checking, SSL, or Web Calendaring, by selecting
the check box beside each feature.

Click Apply to save your changes.

Additionally, IMail Web Calendaring may also be enabled by an
administrator from IMail Web Messaging.

Setting user access to Web Calendaring from Web Messaging .

1

From Administrative Account Options, select User
Administration.

Under Default Attributes, select Allow Web Access and Enable
IMail Web Calendaring.

Click Update Attributes.



Invitations

Sending E-mail Invitations

When scheduling an event, auser can invite othersto the event by
sending them an e-mail invitation. Invitations are sent to people
whose e-mail addresses are placed in the I nvitee section of the Add
Event, or Add Task pages.

If the Invitee uses IMail Web Calendaring, they will receive an e-mail
invitation, and the invitation will be displayed on the I nvitations page
inIMail Web Calendaring. If the invitee does not use IMail Web
Calendaring, they will still receive an e-mail notifying them of the
event.

Viewing Invitations

IMail Web Calendaring users not only have the ahility to send
invitations to others but they can also view al of their invitations on
one page and confirm or reject thoseinvitations. All of these functions
are performed from the I nvitations page in IMail Web Calendaring.
Clicking on the I nvitationslink displays alist of al invitations that
have been sent to you by other users. Clicking on one of the invitation
names, displays more information about the event, and allows the
recipient to reject or confirm the invitation.

Accepting Invitations

Click on the Confirm button to automatically add the event to the
calendar. The entry will then appear on the calendar when the user is
in Day or Month view.

Declining Invitations

Click on the Regject button to automatically delete the invitation from
the I nvitations page. In this case, the event will not be added to the
calendar.

Displaying Online Advertisements

You can set up IMail Web Calendaring to display advertising. Adsare
displayed at the top of each calendar page and can consist of HTML
text and/or graphics, including hyperlinks. Multiple ads are also
supported on atime-sharing basis. With Ad Support enabled, IMail
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Web Calendaring cycles through up to 1000 ads, changing the
displayed ad every 30 seconds. You can enable ads for each mail host.
Thus making it possible to have different ads for different hosts.

To enable ad support:

1 InIMail Administrator, select the mail host, then select the Web
Calendaring Ad Support tab.

2 Turnon Enable Ad Support.
To disable ad support, make sure this box is turned off.
Tocreateor edit an online advertisement:

1 OntheAd Support tab, click Add. Enter the HTML code and
text for the ad in the text box and click Apply.

The ad can contain up to 512 characters of HTML code. It can
display a.gif file and can link to aweb address (URL).

If the ad is larger than the frame size, a scroll bar appears on the
right side of the frame. Thus, an ad can be afull web page.

You can enter up to 1000 ads using the interface. The ads you entered
are saved in the file ads.txt. If you prefer to use an editor rather than
the IMail Administrator, you can enter and edit ads by opening ads.txt
in an editor. Thereis no imposed limit to the number of ads if you
enter them manually in the ads.txt file.

To createor edit atrailer message:

The trailer (tail) message displays in the frame at the bottom of the
screen if you have Ad Support enabl ed.

Select the mail host and click the Web Calendaring Content tab.
This must be afull HTML page, starting with <HTML><BODY> and
ending with </ BODY></ HTM_>. Thetrailer message is stored in the
tail.html file.

A niceideafor using the trailer message is to use a Java scrolling text
areato print any current news.

I'n addition to the above procedure, you can also edit tail.html directly
in atext editor. tail.html islocated at [IMail Top
Directory]\Web\Calendar.



Customizing IMail Web Calendaring

The IMail Web Calendaring interface is comprised of web pages that
provide access to calendar functions.Appendix H. Changing the
Look and Feel of Web Calendaring” on page 303 describes how you
can create your own look and feel for the calendar interface.

If you know how to edit HTML code, you can rearrange the
components of a page, or change the text next to radio buttons or in
hyperlinks, by editing web templates used to generate the web pages.

You can change the button colors and styles, and page background
colors and styles by replacing the default graphic files with your own
graphic files.

If you have multiple mail hosts, each mail host can have a different
calendar interface.
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Chapter 8: SMTP Server

The SMTP server sends and receives mail from other Internet hosts
using the Simple Mail Transfer Protocol (SMTP). The SMTP server
processes incoming and outgoing mail. Outgoing mail is spooled until
the SMTP server can confirm it has arrived at its destination.
Incoming mail is spooled until users accessit using aPOP3 or IMAP4
mail client. Spooling allows the transfer from client and server to
occur in the background.

You can use settings to secure your SMTP server from unwanted use.
See “Chapter 9: Security and Antispamming”for more information.

SMTP RFCs Supported

The SMTP Server supports the following Request for Comments
(RFC9):

e RFC821and 822 SMTP
 RFC 1869 SMTP Service Extensions

* RFC 1870 SMTP Service Extension for Message Size
Declaration

* RFC1891,1892,1893,1894 SMTP Service Extension for
Delivery Status Notifications

e RFC 1985 SMTP Service Extension for Remote M essage Queue
Starting. Currently, IMail Server provides support for “ETRN
host.name” and “ETRN @domain.name.” For more information,
see “Using ETRN to Retrieve Mail” on page 54.

» RFC 2222 SMTP Service Extension for Authentication. |Mail
Server supports PLAIN, LOGIN, and CRAM-MDS5.

Basic Information

The SMTP server program will continue to run when you log off the
system. This server can run completely hidden or with some feedback.

The SMTP server uses the smtpd32.exe program and gets most of its
settings from the NT Registry. Therefore, you MUST remove and re-
install the SMTP server if you move itslocation. Thisis because the
full path to the application is stored in the NT Registry.
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Logging On

By default, the SMTP service logs on to the System Account and
starts automatically. You can view and change SM TP settings using
the Services application in the Windows NT/2000 Control Panel.

To view and/or change settings for the SMTP service:

1

In the Control Panel, select the Services application. The Services
dialog box appears.

Select the IMail SMTP Server service and click Startup.
(Optional) Select the desired Startup Type.
Under Log On As, select the account you want to log on to.

If any of your hosts uses the Windows NT User Database option
to register and authenticate users, the SMTP service MUST log
on to the System Account.

If you want to see the icon for the service, in the Services
application, select Allow serviceto interact with desktop. If
you select this, the SMTP service will run under the current
logged on user account. (Refer to the Windows NT
documentation for more information.) The SMTP service will
continue to run even if you log off. Theicon will disappear but
will reappear the next time you log on as the same user.

If none of your hosts uses the Windows NT Database, you can
select This Account and then select the name of the user whose
account you want the service to log on to. Make sure the specified
user isaHost Administrator.

Note
If one or more of your mail domainsis based on an external
database, the SM TP service must log on to an account that has
access to the external database.

Make sure you send several test messages after installation and look
in whichever log fileislogging SMTPR, and in the event log. If the
SMTP service cannot create the lock file, the permissions are
probably set incorrectly.



Configuring the SMTP Server

To configure the SMTP server:

1 Select the“Services’ folder in the left panel and click on SMTP.
2 Thenclick onthe SMTP tab in the right panel.
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Varsion: 7.00 Status: Running Step ‘

|For Help, press F1
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3 Enter the options you want to use to configure the SMTP server.
(Each option is described below in “SMTP Options’.)

4 Click Apply to save your changes.

After making changes, stop the SMTP service, wait 5-10 seconds
and restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start Service button.

6 Click OK to exit the dialog box.

SMTP Options

You can use the following options to configure the SMTP server.

L ogging Options

In the Log To box, select the file that you want to use for logging

SMTP events.
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* NoLog disableslogging.

e SYSMMDD.TXT causesal inbound and outbound mail to be
logged in thefile: MAI LDI R/ spool / sysmrdd. t xt , where
mm is the month and dd is the day the log was written.

e App Log causes inbound mail to be logged in the Application
Log, which is viewed with the Windows NT Event Viewer.

e Log Server (the default setting) causes messages to be sent to the
Log Server | P address specified on the L og Files tab.

Debug M essages. When turned on, writes debug messages to the log
file.

Note
Thisoptionis very resource intensive if you debug messagesin
IMAPA4.

Default Mail Host. The name of the host to send mail to if only auser
ID is specified in the mail message and that user 1D is not found on
thelocal system. Normally thisfield should be blank. Thisfield can
be useful when multiple systems are required to work as one system.

Domain Name Server address. The |P address of the system that
provides domain name service for your network. You can enter
multiple name servers here, separated by a space. This setting is
required in order to send mail externally.

Tries beforereturning to sender. Defines the number of times that
delivery is attempted before giving up and returning the mail to the
sender. Each time the Queue Timer reaches 0, adelivery attempt is
made. Thus, if the Queue Timer is set to 30 (minutes) and you want
to attempt delivery for up to 3 days, this field should contain 144. The
default value of 20 with the default Queue Timer value of 30 will
cause the message to be returned after about 10 hours.

Queue Timer. How often, in minutes, the SM TP server will check the
outbound queue for queued mail. (See also the Tries before
returning to sender option.)

Server Status. A status message to the | eft of the Start/Stop Service
button shows whether or not the service is running.

Start/Stop Service. This button toggles between Start service and
Stop service depending on whether the serviceis running.



Using a Remote Mail Gateway

You can use the Gateway Options to configure your mail server to use
aremote mail gateway.

Remote M ail Gateway Host. The name of another host to send mail
to for further delivery when that mail cannot be delivered directly to
the destination host. This can be used in conjunction with the Send all
remote mail through gateway option to force delivery of mail
through the gateway host. Since IMail Server should be able to reach
all hosts directly, thisfield should typically be left blank.

Send all remote mail through gateway. Causes IMail Server to send
all mail to the Remote M ail Gateway Host, which will forward it on
to the addressee’s mail host. If this option is not selected, IMail Server
will send mail directly to the addressee’s mail host.

Tries before sending to gateway. The number of timesthat delivery
directly to aremote host should be attempted before giving up and
delivering to the gateway host. Proper function of thisvalueis
dependent on the validity of the Remote Mail Gateway Host name
and the Send all remote mail through gateway option.

Advanced Options

Several Advanced options that were previously available only through
the registry, have been added to the IMail Server interface on the
SMTP Advanced tab. The default settings on the Advanced tab should
be appropriate for most installations. However, if you need to change
these settings, be aware that they can change the operation of the
server.

Maximum recipients per message. The maximum number of
addresses that can receive a single message. The default setting for
thisoptionisO.

Delay between recipients. Setsadelay (in milliseconds) between the
delivery of messages to recipients. The default setting for this option
isO.

Port. The port that the SMTP service listens on. The default port
number is 25.

Maximum Processes. Thisisthe number of simultaneous SMTP
processes that IMail Server spawns. By default thisoptionis set to 30.
If you see heavy mail traffic or run several large list server mailing
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lists, you may want to increase this number.

Note
If you set this value too high, it can cause your server to malfunction.

Mailbox delimiter. Enter the character that will be used to delimit the
mailbox namein auser ID. If nothing is entered here, the default
delimiter of - (dash) will be used.

Note
Before changing the mailbox delimiter, you should first check for
existing usernames and aliases that contain the new delimiter
character. Otherwise, these aliases or usernames will contain
delimiters, which will cause their incoming mail to be undeliverable
or delivered to another user whose username matches the portion of
the address preceding the new delimiter.

Host delimiters. Enter the character or charactersthat you want to use
to delimit the host name. Each character will be seen by IMail Server
as equivalent to the @ in e-mail addresses. By default the characters
used are: @ % * : $and &. Any of these can be used between the user
ID and the virtual host name in the POP3 or IMAP4 login user ID. To
change these characters, enter the string of charactersin the Host
Delimiters textbox.

Note
The @ character isrequired by Web Messaging.

Delivery Application. If you wish to replace the delivery application
with an external program, enter the full pathname of thefilein this
textbox.

Hello M essage. You can use this box to change the text of the SMTP
service welcome message. Thetext islimited to 400 charactersor less.
If over 400 characters are entered, the default message is used.
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SMTP Security

For information on setting the SMTP Security tab and other security
functions see Chapter 9: Security and Antispamming.
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Chapter 9: Security and Antispamming

This chapter describes how you can secure your mail server against
unwanted use. The SMTP server processes all incoming and outgoing
messages. Due to the openness of the SMTP (Simple Mail Transport
Protocol) and Internet protocols, it is difficult to block unwanted mail
and at the same time keep your mail server available to your users and
to other Internet mail users. Nonethel ess, there are techniques you can
use to secure your server.

Most of the security options discussed in this chapter can be found on
the SMTP Security tab.

See “Chapter 8: SMTP Server” on page 147 for information about
configuring the SMTP server.

Background on SMTP Protocol Security

If you are unfamiliar with “spamming” and “spoofing,” the following
paragraphs provide some background.

The SMTP standard for Internet messaging allows electronic mail to
make its way across anetwork in “hops’ by passing from one
computer system to another, repeating this process until the mail
arrives at itsfinal destination. Thisis part of the original design of
SMTP and was necessary in the early days of the Internet in order for
e-mail to travel between various networks. In the current Internet this
is not necessary and mail usually is delivered directly from the
sending host to the receiving host. Exceptionsto this include
application gateways that are used to bridge firewalls.

Thisinherent design of SMTP alows a host computer that needs to
deliver amessage to another computer (or even hundreds or thousands
of recipients) to make a connection (or multiple connections) to some
other SMTP server and ask that server to relay the message(s) on its
behalf.

Recently there has been alot of controversy over unwanted e-mail.
Many companies and | SPs have been blocking the receipt of this mail
from known sources, as it is possible to deny access to a sending
machine by using afirewall or some other method. Once a bulk
mailer’'s home mail server is known and blocked, senders of bulk
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e-mail — taking advantage of SMTP's open design — may attempt to
deliver their mail through someone else’'s computer by asking the
other computer to route that mail for them.

Senders of unsolicited e-mail can also use this method to try to hide
their real identity by manipulating the headersin the message in a
certain way and then sending the message through your system for
delivery to itsfinal destination — making it appear as if the message
originated from the relaying server. Thisis known as “spoofing.”
(IMail Server, however, will always include the IP address of the
source in the message headers.)

When abulk mailer chooses your computer to deliver unsolicited mail
to thousands of other people (known as“spamming”), your system
immediately becomes busy delivering messages that didn’t originate
with your users, tying up your valuable system resources.

IMail Server offers several ways to protect your server against such
abuse. The following sections describe these security options.
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Security Strategies

This section provides an overview of the options you can use to
protect your system against “spamming” and “ spoofing” and other
types of abuse. See the following sections for a description of all the
options and the procedures that describe how to implement them.

Mail Relay Options

IMail Server (or any SMTP server) accepts mail destined for another
host and redeliversit to that host — thisisthe mail relay function.

A message that originates on a computer other than the IMail Server
host and destined for another host must pass through the IMail Server
(i.e., IMail Server must relay the message). If your mail users use a
POP3 or IMAP mail client to send mail, then IMail Server needs to
relay mail for them.

Local mail is processed without requiring relay. That is, a message
destined for the IMail Server host or a message originating from the
IMail Server host does not use the relay function. Thus, if al of your
mail users send and receive mail from the same host that IMail Server
ison, or if they all use Web Messaging to access mail, you can select
the No M ail Relay option.



If you are concerned about bulk mailers using the relay function to
send mail through your server, you can restrict the addressesfor which
IMail Server relays mail by using the following options.

» UsetheRelay mail for option and specify the |P address or range
of addresses that you want to give access to your mail server. You
need to include the | P addresses for al of your users, because
when they send amail message, the message is relayed through
the SMTP server to its destination.

e Usethe Relay mail for local hosts only option to limit
relay access to mail hosts on your IMail Server and the
Relay mail for local usersonly option to limit relay access
to users on those hosts.

*  Whenyou use one of the“Relay for” options, you may have users
who need to send mail from an IP address not listed. You can do
thiswith IMail Server's support for the SMTP AUTH command.
Make sure the remote user selects the “ user authorization” option
in their mail client. (Note that this feature will be named
differently on different clients.) SMTP AUTH authenticates the
user ID and password of a user sending mail. Thisis handled
transparently by the mail server and client.

For information about setting up relay options, see “ Setting Mail
Relay Options’ on page 157.

Validating Incoming Mail

There are a number of ways that you can check the header and body
information of incoming mail to try to filter out unwanted messages.

e Enter known spam mail addresses or a domain name (for
example, @domain.com) in the Kill file.

e Usedelivery rulesto search incoming mail for specific
information in the header or body of amessage. For example, you
can search a header or body for “$$$ GET RICH QUICK” and if
found, route the mail to a particular mailbox for the user. Delivery
rules support powerful search expressions. You can combine rules
with the Info Manager to route spam mail to an administrator’'s
mailbox so that the user never receivesit.

For information on using delivery rules, see Chapter 4, “User
Mail Accounts.”
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e Select the option to Disable SMTP “VRFY” command. The
SMTP VRFY command is used to verify auser ID on a host and
as such can be used to test for valid user IDs. Disabling the
command helps prevent “spoofing” by not allowing someone
outside your network to check if auser ID isvalid. If you select
this option, when IMail Server receivesan SMTP VRFY request,
it will return the message: 252 Cannot VRFY user

»  Select one of the options that attempts to identify improper use or
the mail header:

Auto deny possible hack attempts
Refuse NULL <> Senders
Check valid sender

For information about setting these options, see “Validating Incoming
Mail” on page 162.

Access Control Options

If there is aknown I P address from which you want to block all mail,
use the Control Access feature to deny that address access to your
server. For information about setting access, see “ Setting Access to
the SMTP Server” on page 163.

Changing the SMTP Welcome Message

When you log on to SMTR, the service responds with a*“welcome
message” that identifies the mail server version, vendor and operating
system. You can change the wel come message to hide this
information. Changing the message may help protect your server from
spammer or hacker attacks. For more information see “Advanced
Options” on page 151..
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Setting SMTP Security Options

You can set who has access to your mail server and control SMTP
security in several ways. This section describes how to use the SMTP
Security options to prevent unwanted access and unwanted mail. See
“Security Strategies’ on page 154 in this chapter for information
about when to use different security options.



To set any of the options for the SMTP server:
1 Click the SMTP Security tab. The SMTP Security

properties appear.
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2 Select any of the options (described in the following sections)
you want to use to set security for the SMTP server.

3 Click Apply to save your changes. Click OK to save your
changes and exit the dialog box.

Note
If you make changes to the | P addresses that can usethe SMTP
server, you must stop and restart the SMTP service for the
changes to take effect.

Setting Mail Relay Options

You can use the Mail Relay Options to prevent unauthorized
mailings, such as mass promational mailings (known on the Internet
as spam mail) from passing through the IMail Server asarelay or
gateway. The Relay mail for option lets you configure IMail Server
to only accept mail that originates from local users or that is destined
for local users. You can define the systems or address blocks that you
want to consider local.
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Some Consider ations When Setting Relay Options
Consider the following issues when using the “Relay for” options.

* Note that when one of your mail users sends a mail message,
the message is relayed through the IMail Server. So, you must
enter the IP addresses or | P address range of all of your mail
user's systems.

e |f auser needsto send mail from an unknown I P address, you can
have the user select the “user authorization” option in their mail
client. When this option is selected, the IMail Server usesthe
SMTP AUTH command to validate the user’s logon user ID and
password.

e |If you have IMail Server set up to be abackup server for aremote
mail server and you want to restrict relay accessto your server,
use the Relay for Addresses option and specify the address of
the host for which IMail Server is abackup server. See “ Chapter
3: Configuration” on page 33 and “Appendix B. Backups’ on
page 257 for more information about setting up a backup server.

Relay mail for anyone. Allowsthe SMTP server to accept mail
destined for other hosts and re-deliver that mail to the proper host (i.e,
relay the mail). Thisis the default setting.

This setting leaves your mail server open to any other SMTP server to
use asamail relay. Some bulk mailers may take advantage of this
capability to not only relay mail through your server, but to make it
appear asif mail isoriginating from your server. See “Background on
SMTP Protocol Security” on page 153 for more information.

Relay mail for. Allowsthe SMTP server to accept mail destined for
other hostsonly if the mail is received from the specified |P addresses
(which the mail server will consider to be local addresses).

To specify the valid I P addresses, click the addr esses button. The
“Access Control” dialog box appears.



Access control

Addresses specified here are to be considered
lozal addrezses for mail gatewaying.

Cancel

Congider following az local addresses:

Subnet Mazk
256.255.256.0

IP Address
156.21.50.0

Add... |
Edit... |
Femove |

MOTE: You must stop and restart the service for changes to take
affect!

1 Click the Add button. The “Accept as Loca” dialog box appears.

Accept Az Local E

" Single Computer
% Group of Computers

|P Address:
186.21.50.0

Subnet Magk:
|255.255.255.n

Cancel | Ok I

2 InthelP Addressbox, enter the |P address of the computer to be

considered local to the IMail Server.

To add a group of computers, select the Group of Computers
option. In the I P Address and Subnet M ask boxes, enter the IP
address and subnet mask for the group to be considered local.

For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of
255.255.255.0. This will allow those 254 systemsto be
considered the same asthe local system and they can use the mail

server to send mail to the outside world.

3 Click OK to add the IP address(es) to thelist.
IMail Server will relay mail for all the computers listed.

4 Click OK to savethe changes. Note that you must stop and restart

the service for the changes to take effect.
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A “non-local” system that attempts to send mail through the IMail
Server system will receive the following message:

550 unknown | ocal host %, not a gateway

No Mail Relay. The SMTP server will refuse to accept mail destined
for other hosts, unless the user authenticates. If you use this setting,
make sure that “ Disable SMTP Auth Reporting” is not selected. This
will force usersto authenticate.

Note
If you are using aclient such as Outlook or Eudora, you must select
“my server requires authentication”. The wording of this option may
vary depending on the client used.

Relay mail for local hosts. Checks the “From” address of incoming
mail and determinesthat it containsavalid IMail Server host name.
This must be the name of a host or virtual host, or avalid aiasfor a
host on the IMail Server system. If it is not, the server does not relay
themail. If ahost has an dias, you must enter the aliasin the
accept.txt file.

You can use the accept.txt file in conjunction with this option to make
the IMail Server accept the named remote hosts as “local” hosts.

You cannot use this option if you are using a“ store and forward”
setup to relay mail for another server.

Relay mail for local users. Checks the “From” address of incoming
mail and first determinesthat it contains avalid IMail Server host
name, then checks that host for the user ID. It does not check user
aliases; thus, if auser needsto use an aliasfor their e-mail address, the
alias needsto bein accept.txt. If the host name or User ID isnot valid,
the server does not relay mail.

You can use the accept.txt filein conjunction with this option to make
the IMail Server accept the named remote hosts and users as “local”
hosts and users.

You cannot use this option if you are using a “ store and forward”
setup to relay mail for another server.



Using the accept.txt file. The accept.txt file lets you name remote
hosts and users that you want the IMail Server to accept as“local”
hosts and users. This file can be used with the Relay for L ocal Hosts
Only and Relay for Local Users Only options.

To create an accept.txt file:

1

Using Windows Notepad or another editor, create afile and name
it accept.txt.

Enter one | P address or host name per line. Do not use spaces or
punctuation.

For example, to enter hosts:

mai | 1. wi dget.com
mai | 5. f 0o. com

For example, to enter users:

fred@rmail 1. wi dget. com

bob@mai | 5. f 00. com

The accept.txt file must have an exact match for the respective
host or e-mail address. It does not accept wild cards or partial
matches.

Save the accept.txt file in the location: [IMail Top
Directory]\accept.txt

Setting Access to Local Mail Groups

You can use the following options to set access to local mail groups
(aliases of type Group) on your mail server. (These options do not
affect list-server mailing lists, standard aliases, or program aliases.)

Allow remote mail to local groups. When selected, the SMTP server
accepts mail addressed to a group that has been defined using the
IMail Client application. The SMTP server re-sends the message to
usersin the group.

Allow remoteview of local groups. When selected, the SMTP server
allows aremote host to execute an SMTP “EXPN” command to show
all usersin agroup that has been defined using IMail Client.

Note

The settings described above do not affect mail to list-server mailing
lists. Aliases of type Group are affected. You must have the “Allow
remote mail to local groups’ option enabled for a Group alias to work
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Validating Incoming Mail

You can use the following options to check that incoming mail was
sent from avalid user mail account or to deny access to specified mail
addresses. IMail Server will always include the I P address of the
source of a message in the message header.

Refuse NULL <> Senders. If enabled, IMail Server refusesto accept
mail if thereis no address specified in the MAIL FROM line of an
incoming message (the null address (<>) isused). Allowing no
addressin the MAIL FROM line makesit easier for spam mailersto
send bulk mail to your users. However, note that RFC 822 requires
that mail servers accept mail that has no address in the FROM line.

Notethat Microsoft Exchange uses the null address for messages from
the postmaster, so selecting this option disables the ability of IMail
Server usersto receive mail from Exchange postmasters.

Check valid sender. If enabled, IMail Server requires that the user
mail address (user @ost ) isspecifiedinthe MAIL FROM or
REPLY-TO line of anincoming mail message. Notethat anull address
(< >)inthe MAIL FROM lineis handled separately by enabling or
disabling the Refuse NUL L < > Sender s option.

Auto-deny possible hack attempts. If more than 512 characters are
sent during anything but the SMTP DATA command, the remote IP
addressis temporarily put in the “deny access’ (Control Access) file
until you stop and restart the service and then disconnects. Sending
more than 512 charactersin anything but the SMTP DATA command
will ook like an attempt to “hack” in to your server. You will not see
the addressin the “deny access’ list, but it is reported in the log file.

Disable SMTP ‘VRFY’ command. The SMTP VRFY command is
used to verify auser ID on ahost — as such it can be used from a
remote host to test for valid user I1Ds. If you select this option, when
IMail Server receivesan SMTP VRFY request, it returns the message:
252 Cannot VRFY user

Note
Do not select the Disable SMTP VRFY command when using

“peer” IMail Servers. A peer server needs to use this command to
verify auser that is on the other peer. See “ Setting Up “Peer” IMail
Servers’ on page 51 for more information.




Edit kill file. Thekill file lets you specify amail address or a
particular mail host that you do not want to accept mail from.
To specify amail address or host in the kill file, click the
Edit kill file button.

Thefile kill.lst appears in the Windows Notepad. In the kill.Ist file,
enter one entry per line in either of the following formats:

useri d@ost
@ost

For example, to deny access from a user mail account, you could
enter: f red@v dget . comTo deny accessto al usersfrom the mail
host widget.com, you can enter: @v dget . com

IMail Server checks theincoming message's MAI L FROM
<user @ost > line. When it receives mail from an address listed in
thekill file, IMail Server returns the message:

501 unacceptabl e mail address
Thekill.lst residesin the IMail directory and applies to the primary
host and all virtual hosts.

Setting Access to the SMTP Server

You can specify an |P address or set of |P addresses that are either
granted access to the SMTP server or denied access. Systems that do
not have access to the SMTP server system will not be allowed to
connect. Thisis useful when you know the I P address(es) of a mail
sender that is unauthorized to use your mail server.

Note that, in most cases, you would not use this option to specify the
addresses that you want to grant access, because you don’t know
every host on the Internet that wants to send mail to your users.

To deny access to a specific computer or group of computers:
1 Click Control access. The Access Control dialog box appears.
2  Select the Granted Access option.

3 Click the Add button. The Deny Access On dialog box is
displayed.

4 InthelP Addressbox, enter the | P address of the computer to be
denied access to the SMTP server.
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To deny access to a group of computers, select the Group of
Computersoption. Inthe | P Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be denied.
For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of
255.255.255.0. This denies access to those 254 systems.

5 Click OK to add the IP address(es) to thelist.
Access will be granted to all computers except those listed.

6 Click OK to savethe changes. Note that you must stop and restart
the service for the changes to take affect.

To grant access to a specific computer or group of computers:

1 Click Control access. The Access Control dialog box appears.
2 Select the Denied Access option.

3 Click the Add button. The Grant Access On dialog box appears.
4

Inthe | P Address box, enter the | P address of the computer to be
granted access to the SMTP server.

To grant access to agroup of computers, select the Group of
Computersoption. Inthe | P Addressand Subnet Mask boxes, enter
the P address and subnet mask for the group. For example, if you
have a class C address space of 156.21.50.0, enter a group address of
156.21.50.0 and a subnet mask of 255.255.255.0. Thisgrants accessto
those 254 systems.

1 Click OK to add the IP address(es) to thelist. Accessisdenied to
all computers except those listed.

2 Click OK to savethe changes. Note that you must stop and restart
the service for the changes to take effect.

Copying Inbound and Outbound Mail

On the SM TP Security tab, you can set an option to send a copy of
every inbound and outbound message to a specified mailbox.

1 Inthe Copy All Mail options, in the Mail address box, enter the
full e-mail address to send a copy of each message to.

2 Turn on the Enable option to enable copying of al mail.

If you want to turn off the Copy All Mail feature, make sure the
Enable option is turned off.

3 Click Apply to save your changes.
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Chapter 10: POP3 Server

The POP3 Server lets any POP3 (Post Office Protocol, Version 3)
mail client communicate with IMail Server. Supported POP3 clients
include Internet Explorer, Netscape Messenger or Communicator,
Eudora, Pegasus, NUPOP, Z-Mail, and UNIX mail.

POP3 clientstypically use the “ off-line” method of accessing the mail
server: the mail client periodically connects to the server, downloads
the messages to the client computer, and then disconnects from the
server. Thus, mail messages are stored only temporarily on the server
computer; they are automatically deleted from the server computer
when downl oaded to the client computer. This method is best suited to
users who always read their mail from the same client computer.

In the “online” access methods, an open connection is maintained
between the client and the server. Messages are | eft on the mail server
computer and users can read mail on the server without downloading.
This alows users to access mail from mail clients on different
computers, for example, from alaptop on the road.

AsaWindows NT service, the POP3 service can run completely
hidden or with some feedback. The POP3 server will continue to run
when you log off the Windows NT computer.

See RFC 1939 for a description of the POP3 protocol.

IMail Server also offers mail client access viathe IMAP4 (Internet
Message Access Protocol Version 4). The IMAP4 server provides
both “onling” and “off-line” methods of access. For more information
on the IMAPA4 server, see “ Chapter 11: IMAPA4 Server” on page 177.

Logging On

By default, the POP3 service logs on to the System Account. You can
view and change the way the service logs on:

1 Inthe Control Panel, start the Services applet.

2 SelectthelMail POP3 Server service and click Startup.

3  (Optional) Select the desired Startup Type.

4  Under Log On As, select the appropriate account:
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System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.

Allow Serviceto Interact with Desktop. Select thisto provide a
desktop icon that can be used by whoever islogged in when the
serviceis started. For more information, see your Windows NT
documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user is a Host Administrator.

If one or more of your hosts is based on an external database, the Log
On As account must be an account that has access to the external
database.
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Configuring the POP3 Server

To configure the POP3 server:
1 InIMail Administrator, select “localhost” in the left panel.

2 Select the “Services’ folder and click on POP3. The POP3 tab

appears.

3 IMail Administiator H=]E3
File Edit Yiew Toolz Help

alx| 2]
m 14 ail Administratar =
=0 localhast localhost Al | Help Ij
B0 Services

@ Finger POP3 |
i35 IMaPd
< LDaR Log Tor [Molog vl ¥ Debug Messages

35 Monitor
-3 Password ™ Use APDP

-3 POP3 ¥ Enable XTND #MIT command
g g:‘s[zg ¥ Allows remate password changss
-3 ‘web Calendaring ¥ #uto-deny possible hack attempts Control Access |

@ Web Messaging

T Whols Stol
B g upiter? space.conT Wergion: 7.00 Status: Bunning =top

4 I =]
4

|For Help, press F1

3 Enter the options you want to use to configure the POP3 server.
Each option is described bel ow.
4 Click Apply to save your changes.



5 After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.

Logging Options

In the Log To box, select the way you want to log POP3 events:

 sysMMDD.TXT. This sends event information to afile of this
name where MM is the month and DD is the day the log was
written. Thisfileis stored in the Spool directory.

* NoLog. Select thisto turn off the logging of events.

* App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)

e Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.
Other Options

Debug M essages. When selected, debug messages are written to the
log file. This option is very resource intensive if you debug messages
inIMAPA4,

APOP. Turn this on for secure user authorization (password
encryption). For more information, see RFC 1939.

Note
APOP only works using the IMail Server database; APOP does not
work with an NT database.

Enable XTND XMIT command. When selected, the server accepts
outbound mail sent via XTND XMIT. (Clients such as WinQV T/Net
require this functionality.)

Allow remote password changes. Certain older mail clients have the
ability to use the POP3 protocol to change passwords remotely. This
check box is provided for system administrators whose end-users may
be using those older applications. (These applications include ol der
version of Eudora)

Auto-deny possible hack attempts. When selected, if more than 512
characters are sent during anything but the SMTP DATA command,
the remote | P address is temporarily put in the “deny access’ (Control
Access) file until you stop and restart the service and then
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disconnects. Sending more than 512 charactersin a command other
than the SMTP DATA command would look like an attempt to “ hack”
into your server. You will not see the addressin the “ deny access’ list,
but it is reported in the log file.

Server Status. A status message shows whether or not the
serviceisrunning.

Start/Stop Service. This button toggles between Start and Stop
depending on whether the service is running.

Advanced Options

When logging on to POP3, the service returns a wel come message
that identifies the mail server version, vendor and operating system.
Changing the message may help protect your server from spammer or
hacker attacks. Previoudly, this setting was available only through the
registry, but now you can edit it directly from IMail Administrator.
You can use the POP3 Advanced tab to change the service welcome
message, if for example, you wanted to hide the mail server version
and vendor information.

To change the Welcome M essage for POP3:

Enter the text you want to be displayed in the POP3 service welcome
message. The text is limited to 400 characters. If over 400 characters
are entered, the default message is used. When APOP is enabled, if
the message plus the timestamp exceed 400 characters, the message
will be truncated.

Setting Access to the POP3 Server

You can specify an | P address or set of |P addresses that are either
granted access to the POP3 server or denied access. Computersthat do
not have access to the POP3 server computer will not be allowed to
create a connection.

To deny access to a specific computer or group of computers:

1 Click the Control access button. The “Access Control” dialog
box appears.

2 Select the Granted Access option.

3 Click the Add button. The “Deny Access On” dialog box
isdisplayed.



4 InthelP Addressbox, enter the IP address of the computer to be
denied access to the POP3 server.

To deny access to a group of computers, select the Group of
Computersoption. Inthe | P Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be

denied access. For example, if you have a class C address

space of 156.21.50.0, enter a group address of 156.21.50.0

and a subnet mask of 255.255.255.0. Thiswill deny accessto
those 254 computers.

5 Click OK to add the IP address(es) to thelist.
Access will be granted to all computers except those listed.

6 Click Apply to save the changes. Note that you must stop and
restart the service for the changes to take affect.

To grant access to a specific computer or group of computers:

1 Click the Control access button. The “Access Control”
dialog box appears.

2  Select the Denied Access option.

3 Click the Add button. The “Grant Access On” dialog
box appears.

4 InthelP Addressbox, enter the | P address of the computer to be
granted access to the POP3 server.

To grant access to agroup of computers, select the Group of
Computersoption. Inthe | P Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be
granted access. For example, if you have a class C address
space of 156.21.50.0, enter a group address of 156.21.50.0

and a subnet mask of 255.255.255.0. This grants access to

those 254 computers.

5 Click OK to add the IP address(es) to thelist.
Access will be denied to all computers except those listed.

6 Click Apply to save the changes. Note that you must stop and
restart the service for the changes to take effect.
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Chapter 12: LDAP Server

LDAP uses aclient/server architecture to publish user information
(called “attributes”) on the server and provide access to that
information from L DAP-enabled clients.

By creating a standard way for applications to request and manage
directory information, LDAP (or Lightweight Directory Access
Protocol) has become another popular feature for standards-based
mail servers. LDAP is simplified subset of the much more elaborate
X.500 Directory Access Protocol.

AsaWindows NT service, the LDAP service can run completely
hidden or with some feedback. The LDAP server continuesto run
when you log off the Windows NT system.

For more information about L DAP, see the Internet Requests for
Comments (RFCs) that describe the protocol. The IMail Server
implementation of LDAP is based on RFC-2251.

The IMail Server LDAP Implementation

IMail Server provides an LDAP interface to the IMail user database.
The IMail user database is extended to include standard LDAP
attributes (such as name, address, organization name, phone number)
and any other attributes that a site defines. The user database isflat; it
does not support atree hierarchy of users.

Each user with an account on the IMail Server system has an LDAP
entry. When auser is added to the IMail user database, an LDAP entry
is defined with the following attributes:

ObjectClass The type of entry. The value would be
“Person.”

CN CommonName The full name of the user.

Mail The IMail Server e-mail address for the user.
This is constructed from the user ID and the
host name.

uiD The IMail Server user ID.
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Using an LDAP-enabled client, the user can add, delete, and modify
information in his’/her own LDAP entry. A user cannot modify another
user’s entry. The following table describes several additional
attributes that the user can add (by using an LDAP client that supports
the Modify function):

IMail Server

SurName The surname, or last name, of the user.

Organization The company that the user works for.

OrgUnit The department within the company that the
user works for.

Street The street address of the user.

City The city in which the user is located.

ST The state or province in which the user is
located.

Postal The ZIP or postal code of the user.

C The country name of the user.

Telephone The telephone number of the user.

These are the most common attributes used in the LDAP entry. Other
attributes can be defined by the system administrator or the user.

The system administrator can add and delete users, add LDAP
attributes, and modify L DAP attribute values using:

e IMail Administrator — For more information, see “ Chapter 4:
User Mail Accounts” on page 59.

e A web browser. For moreinformation, see“ Chapter 6: IMail Web
Messaging” on page 107 and “Using the Web Administration
Capability” on page 210.

Note
You can also use an LDAP-enabled client to add and modify LDAP
attributes (but not to add and delete users). Refer to the documentation
for your client for information on accessing and using an LDAP
directory.




Full LDAP Directory Support

IMail Server supports LDAP version 3, which provides the following

capabilities:

* Allowsusers of LDAP-enabled clients such as Netscape
Communicator to:

» Locate LDAP directory information that may include name,
phone number, e-mail address, organization, department,
and address.

e Listall userson ahost.
» Search for users who meet certain criteria.
» Modify their own user information in the LDAP directory.

e  Host Administrators and System Administrators can use an
LDAP-enabled client to add, delete, and modify user accounts,
including any LDAP directory information.

e You can monitor the LDAP server and receive notification when
it goes down. For more information, see “ Chapter 16: The
Monitor Server” on page 195.

Supplying LDAP Information for Unregistered Users

You cannot add users to the L DAP database unless they have mail
accounts. If you want to provide LDAP information about users
whom you don’t want to use e-mail, you must create accounts for
them and select Account Access Disabled in their User Properties.

Accessing LDAP Information from Microsoft Mail Clients

If auser has Outlook Express asamail client, and has difficulty
accessing LDAP information from the IMail LDAP server, the user
can change a setting in Outlook Express to remedy the situation.

If the user does not have an entry for the IMail LDAP server, the user
will need to create one as follows:

1 InOutlook Express, select Accounts--> Directory Service -->
Add --> Directory Service from the Tools menu.

2 Inthelnternet directory (LDAP) server box, enter the name or IP
address of the IMail Server system, then fill in the other panels.

3 Click Finish when done.
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Once the user has created an LDAP entry as described above, the user
must edit the LDAP properties:

1 InOutlook Express, select Accounts-> Directory Service.
2 Select the LDAP account.
3 Select Properties, then click the Advanced tab.
4 Inthe Search Base text box, enter:
obj ect cl ass=Per son.
5 Click Apply, then OK, then Close.
Populating the LDAP Database

If you add a large number of users at one time, you may want to
popul ate the LDAP database afterward. For more information, see
“Populating the LDAP Database (Idaper.exe)” on page 268.
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Logging On

By default, the LDAP service logs on to the System Account. You can
view and change L DAP settings using the Services applet in the
Windows NT/2000 Control Panel.

To view and/or change settings for the LDAP service:
1 Inthe Control Panel, start the Services applet.

2 Select IMail LDAP Server and click Startup.

3 Select the desired Startup Type.

4 Under Log On As, select the appropriate account:

System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.

Allow Serviceto I nteract with Desktop. Thisdisplays adesktop
icon for use by users who are logged in upon service start up. For
more information, see the Windows NT/2000 documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user is a Host Administrator.



Note
If one or more of your hosts is based on an external database, the
L og On As account must be an account that has access to the
external database.

Server status

Configuring the LDAP Server

To configure the LDAP server:
1 InIMail Administrator, select “localhost” in the left panel.

2 Select the“Services’ folder, and click on L DAP. The LDAP tab
appears.

3 IMail Administrator [_ 100}
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3 Enter the options you want to use to configure the LDAP server.
Each option is described at the end of this procedure.
4  Click Apply to save your changes.

After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.
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Logging Options
In the Log To box, select the way you want to log LDAP events:

« sysMMDD.TXT. This sends event information to afile of this
name where mm s the month and dd is the day the log was
written. Thisfileis stored in the Spool directory.

* NoLog. Select thisto turn off the logging of events.

e App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)

e Log Server. This sends event information to the Log Server file
indicated on the L og Filestab, and to the Spool directory.

Allow queries only. When enabled, an LDAP client can query the
server for LDAP information and read the results, but cannot enter or
modify L DAP information.

Allow “ Search All” requests. You can disable thisto force LDAP
clients to be more selective in their search criteria.

Maximum number of matchesreturned per request. Set thisto a
low number to limit the server load generated by LDAP requests.

Referrals. Set up areferral to another LDAP database. This feature
lets the LDAP server notify an LDAP client where to look for
additional information (on another LDAP server). To set up areferral,
set the following options:

M ode. This determines what aquery from an LDAP client will return:
* Send data only returns data from the IMail LDAP server
only and does not do areferral.

e Send referral only returns the host name (entered in Hosts)
of another LDAP server.

* Send both returns data from the IMail LDAP server and a
referral to another LDAP server (entered in Hosts).

Hosts. Enter the host name of the remote LDAP server. You can enter
multiple host names, separated by a comma.

Server Status. A status message to the left of the Start/Stop button
shows the version number, and whether or not the service is running.

Start/Stop Service. This button toggles between Start and Stop
depending on whether or not the serviceis running.
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Chapter 11: IMAP4 Server

With more and more users finding they need accessto their mail from
multiple computers, IMAP4 (Internet Message Access Protocol,
Version 4) is rapidly becoming a mandatory feature for Internet-
standards-based mail servers.

By incorporating IMAP4, IMail Server provides mail userswith the
added flexibility of being able to access and manipulate their mail
folders — anytime, anywhere. Now, whether in the office, at home,
or on the road, mail users can refer to messagesin all of their folders
regardless of when or where they were originally read or saved.
Thistranslates to increased efficiency for those working from a
“virtual office.”

The IMail Server IMAP4 Implementation

The IMAP4 Server lets any IMAP4 mail client communicate with
IMail Server. Supported IMAP4 clients include Netscape
Communicator and Internet Explorer 4.0 and above. Many mail client
vendors are adding IMAP4 support.

AsaWindows NT service, the IMAP4 service can run completely
hidden or with some feedback. The IMAP4 server continuesto run
when you log off the Windows NT system.

IMAP4 Server Support

IMAP4 handles mail access only, and relies on SMTP for sending and
receiving mail over the Internet. The IMAP4 server allowsan IMAP4
client to do the following:

e Access remote mailboxes asif they were local

*  Read mail from more than one computer because mail is stored
on the server system

* Access mail offline or online. Offline/online access behavior is
determined by the mail client that is used.

Offline access means that the mail client connects to the IMAP4
server, downloads the message headers, then disconnects.
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» |If the user reads a message that has not been previously
downloaded, the mail client re-establishes the connection and
downloads the message.

» |If theuser chooses to read a message that has previously been
downloaded, the mail client shows alocal copy.

Online operation is the same as offline, except that an open
connection is maintained between the client and the server.

The mail client may support switching between IMAP4 and POP3
methods, both of which are supported by IMail Server.

Full IMAP4 Client Support

The IMAP4 client can access remote message stores (on the mail
server) asif they werelocal. Users can:

*  View message headers before downloading
*  Select amessage or part of a message for downloading
»  Leave messages on the server for archiving and sharing
e Send and receive MIME-based attachments
e Manipulate remote mailboxes other than the MAIN

(or INBOX) mailbox

Mailbox Management

When auser creates a mailbox using an IMAP4 client, the mailbox is
created on the IMail Server system. Because the IMail server will
permanently store IMAP4 users’ mail, you will want to configure the
server with appropriate disk space and you will want to manage the
disk space by monitoring mailbox disk usage. Asageneral rule, auser
should have four times the amount of free disk space astheir entire
users directory takes up.

With IMAP4 user accounts, the system administrator can:
*  View, delete, or rename the mailbox directories;

e Set maximum mailbox size and maximum number of messages
for each user or globally

» Delete old messages by specifying a date or number of days for
which messages older than the date will be deleted.

For information on maintaining user mailboxes, see “Working with
User Mail Accounts” on page 60.



Administrators can also set an option that determines whether users
must subscribe to a private mailbox before they can read it. For more
information, see“ Configuring the IMAP4 Server” on page 180.

Public Mailboxes

The IMAP4 server provides a means of creating a public mailbox in
which you can post messages for reading by IMAPA4 clients. To create
apublic mailbox, create auser ID named public. Any mailboxesin the
public directory will be available for reading by IMAPA4 clients.

Administrators can use the public user ID to post messages. Users
other than public can only read the public mailboxes. Administrators
can set an option that determines whether users must subscribe to a
public mailbox before they can read it.

Public mailboxes are read-only by design, and only the user public
can administer the public mailboxes. Messages received for this
account and its sub-mailboxes are treated as normal, but users other
than public who access these mailboxes through IMAP4 have read-
only permissions. If auser tries to mark a message in a public folder
asread, he will be notified that the mailbox is read-only.

Logging On

By default, the IMAP4 service logs on to the System Account. You
can view and change IMAP4 settings by using the Services applet in
the Control Panel.

To view and/or change settings for the IMAP4 service:

1

2
3
4

In the Control Panel, double-click the Services applet.
Select IMail IMAP4 Server and click Startup.
(Optional) Select the desired Startup Type.

Under Log On As, select the appropriate account:

System Account. Select thisif any one of your mail hosts uses

the Windows NT database to register and authenticate

users.

Allow Serviceto Interact with Desktop. Select thisto provide a

desktop icon that can be used by whoever islogged in

when the

serviceis started. See your Windows NT for more information.
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This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user is a Host Administrator.

Note
If one or more of your hosts is based on an external database, the
Log On As account must be an account that has access to the
external database.
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Configuring the IMAP4 Server

To configure the IMAPA4 server:
1 InIMail Administrator, select “localhost” in the left panel.

2 Selectthe“Services’ folder and click on IMAP4. The IMAP4
tab appears.
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|Fnr Help, press F1

3 Enter the options you want to use to configure the IMAP4 server.
Each option is described at the end of this procedure.
4  Click Apply to save your changes.

5 After making changes, stop the service, wait five to ten seconds
and restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.



Logging Options
In the Log To box, select the way you want to log IMAP4 events:

 sysMMDD.TXT. This sends event information to afile of this
name where mm s the month and dd is the day the log was
written. Thisfileis stored in the Spool directory.

* NoLog. Select thisto turn off the logging of events.

e App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)

e Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.

Debug M essages. Turn this on to write debug messagesto thelog file.

Force subscribe to public mailboxes. Turn this on to require that the
IMAP4 client is subscribed to use a public mailbox. If the user isnot a
subscriber, heis refused access. Note that subscribing to a mailbox is
aprotocol command; there is no way for a user to subscribeto a
mailbox unless the client application provides this capability.

Force subscribe to private mailboxes. Turn thison to require that
the IMAPA4 client is subscribed to use a private mailbox. If the user is
not a subscriber, heis refused access. Note that subscribing to a
mailbox is a protocol command; there is no way for a user to
subscribe to a mailbox unless the client application provides this

capability.

Server Status. A status message to the left of the Start/Stop button
shows the version number, and whether or not the service is running.

Start/Stop Service. This button toggles between Start and Stop
depending on whether or not the serviceis running.

Advanced Options

When logging on to IMAPA4, the service returns awel come message
that identifies the mail server version, vendor and operating system.
Changing the message may help protect your server from spammer or
hacker attacks. Previoudly, this setting was available only through the
registry, but now you can edit it directly from IMail Administrator.
You can use the IMAP Advanced tab to change the service welcome
message, if for example, you wanted to hide the mail server version
and vendor information.
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To change the Welcome M essage for IMAP 4:

Enter the text you want to be displayed in the IMAP4 service welcome
message. The text is limited to 400 characters. If over 400 characters
are entered, the default message is used. When APOP is enabled, if
the message plus the timestamp exceed 400 characters, the message
will be truncated.
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Chapter 13: Whois Server

The Whois server lets a Whois client look up information about IMail
Server users. Whois information can include the user’s full name,
mailing address, tel ephone number, and a network mailbox. When the
Whois server receives alookup request about a particular user, it will
send the information about the user that it findsin the IMail database.

AsaWindows NT service, the Whois service can run completely
hidden or with some feedback. The Whois server continuesto run
when you log off the Windows NT system.

Logging On

By default, the Whois service logs on to the System Account.
To view and/or change settings for the Whois service:

1 Inthe Control Panel, start the Services applet.

2 Seect IMail WHOI S Server and click Startup.

3  (Optional) Select the desired Startup Type.

4 Under Log On As, select the appropriate account:

System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.

Allow Serviceto Interact with Desktop. Select thisto provide a
desktop icon that can be used by whoever islogged in when the
serviceis started. For more information, see your Windows NT
documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user is aHost Administrator.

Note
If one or more of your hosts is based on an external database, the
L og On As account must be an account that has access to the
external database.
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Configuring the Whois Server

To configure the Whois server:
1 InIMail Administrator, select “localhost” in the left panel.

2 Selectthe”“Services’ folder and then click Whois. The Whoistab

appears.
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|Fﬂr Help, press F1

3 Enter the options you want to use to configure the Whois server.
Each option is described at the end of this procedure.
4  Click Apply to save your changes.

5 After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.

L ogging Options
In the Log To box, select the way you want to log Whois events:

 sysMMDD.TXT. This sends event information to afile of this
name where mmis the month and dd is the day the log was
written. Thisfileis stored in the Spool directory.

* NoLog. Select thisto turn off the logging of events.

e App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)
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* Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.

Database. The full path name of the Whois database file.

Server Status. A status message to the left of the Start/Stop button
shows the version number of the Whois server and whether or not the
serviceisrunning.

Start/Stop Service. This button toggles between Start and Stop
depending on whether or not the serviceis running.
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Chapter 14: Finger Server

In response to Finger requests from other hosts, the Finger server
returns the full name of the specified user, his or her complete e-mail
address, and the contents of the Plan file (if one exists). For more
information on the Finger protocol, see “ Setting Up aFinger Plan” on

page 69.

If an alias is specified in a Finger request from another host, the
Finger server returns the expansion of that alias.

In response to Finger requests that do not specify a user, the Finger
server reports that it will not display the current logged in user. To do
otherwise is considered by many to be a security breach.

AsaWindows NT service, the Finger service can run completely
hidden or with some feedback. The Finger server continuesto run
when you log off the Windows NT system.

Logging On

By default, the Finger service logs on to the System Account. You can
view and change Finger settings by using the Services applet in the
Control Panel.

To view and/or change settings for the Finger service:
1 Inthe Control Panel, select the Services applet.

2 Select IMail FINGER Server and click Startup.
3  (Optional) Select the desired Startup Type.

4 Under Log On As, select the appropriate account:

System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.

Allow Serviceto Interact with Desktop. Select thisto provide a
desktop icon that can be used by whoever islogged in when the
serviceis started. For more information, see your Windows NT
documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user isa Host Administrator.
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Note
If one or more of your hosts is based on an external database, the
L og On As account must be an account that has access to the
external database.
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Configuring the Finger Server

To configure the Finger server:

1

In IMail Administrator, select the “Services’ folder in the left
panel.

2 Click Finger. The Finger tab appears.

& IMail Administrator [_ O] =]
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iy Syslog
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|FDI Help, press F1

52|
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3

Enter the options you want to use to configure the Finger server.
Each option is described at the end of this procedure.
Click Apply to save your changes.

After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.



Logging Options
In the Log To box, select the way you want to log Finger events:

sysMMDD.TXT. This sends event information to afile of this name
where mmisthe month and dd is the day the log was written. Thisfile
is stored in the Spool directory.

* NoLog. Select thisto turn off the logging of events.

» App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer).

e Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.

Server Status. A status message to the left of the Start/Stop button
shows the version number, and whether or not the service is running.

Start/Stop Service. This button toggles between Start and Stop
depending on whether or not the serviceis running.
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Chapter 15: Password Server

The Password server allows older POP3 mail clientsto change
their IMail Server password without logging in to the NT server.

These older mail clients have the ability to use the POP3 protocol to
change passwords remotely. These clients include older versions of
Eudora. AsaWindows NT service, the Password service can run
completely hidden or with some feedback. The Password server
continues to run when you log off the Windows NT system. IMail
Server does not require the Password server to be running for normal
operations.

Configuring the Password Server

To configure the Password server:

1 InIMail Administrator, select the “ Services’ folder in the left
panel, then click Password. The Password tab appears.

# Mail Administator SO
File Edit “ew Tooks Help

#x| 2|
=@ Mal Administiator -
B0 Ioeahost localhost Sppl Help
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g Web Messaging
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BB virtuslOn2

N

For Help, press F1
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2 Enter the options you want to use to configure the Password
server. Each option is described at the end of this procedure.

3 Click Apply to save your changes.

4 After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.

Logging Options

In the Log To box, select the way you want to log Password events:

e sysMMDD.TXT. This sends event information to afile of this
name where mm s the month and dd is the day the log was
written. Thisfileis stored in the Spool directory.

 NoLog. Select thisto turn off the logging of events.

* App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)

e Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.

Server Status. A status message to the | eft of the Start/Stop button
shows whether or not the service is running.

Start/Stop Service. This button toggles between Start and Stop
depending on whether or not the serviceis running.
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Logging On

By default, the Password service logs on to the System Account. You
can view and change Password settings by using the Services appl et
in the Control Panel.

To view and/or change settings for the Password service:

1 Inthe Control Panel, double-click the Services applet.
2 Select IMail PWD Server and click Startup.

3 (Optional) Select the desired Startup Type.

4 Under Log On As, select the appropriate account:



System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.
Allow Serviceto Interact with Desktop. Select thisto provide a
desktop icon that can be used by whoever islogged in when the
serviceis started. For more information, see your Windows NT
documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database; then enter the name of the appropriate
user account; make sure the user is a Host Administrator.

If one or more of your hosts is based on an external database, the
Log On As account must be an account that has access to the
external database.

Note
In order to login to the Password Server using an IP-less virtual host,
you must use the format of user@domain.com (ensuring the domain
they are logging into.
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Chapter 16: The Monitor Server

The Monitor server allows you to monitor the status of IMail Server
and other services. In addition, the Monitor server provides ameans
for you to perform system administration tasks using a web browser.

The Monitor server |ets you:

e Monitor IMail services (SMTP, POP3, IMAP4, LDAP, PServ,
Whois, Finger, and Syslog, Web Calendaring and Web
Messaging) as well as disk space on the IMail Server primary
system.

»  Havethe monitor program send e-mail, a pager message, or a
beeper message when a service is down.

«  Monitor other services such as DNS, NNTP, WWW, FTR,
and Telnet on either the local or aremote system.

e Monitor the default gateway on the local system or on a
remote system.

When you view service status from aweb browser, services displayed
in green are up and running; services displayed in red are down.

You can access the Monitor functions either from IMail Administrator
or from any web browser (if the Web Administration function of the
Monitor server is configured and running) connected to Port 8181 of
the IMail Server system.

AsaWindows NT service, the Monitor service can run completely
hidden or with some feedback. The server will continue to run when
you log off the Windows NT system.

The Monitor server getsits settings from the Windows NT registry
and two .ini filesfound in the winnt directory: Monitor.ini and
ipnotify.ini. These .ini files are used to maintain compatibility with

I pswitch’s WhatsUp network monitoring tool, which may be installed
on your system. Thisis so that any notifications you have defined in
either IMail Server or WhatsUp automatically show up in the list of
notificationsin the other application.
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Configuring the Monitor Server

After making changes, stop the service, wait five to ten seconds and
restart the service. Any changes that you make are saved
automatically as soon as you press the Stop/Start button.

To configure the Monitor server:

1 Select the“Services’ folder, then click Monitor. Click the
Monitor tab. The Monitor settings appear.

s IMail Administrator [_ O]
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@ Password I IMAP4 [mail distributor service) j W Telnet [telnet service) j
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@ Wweb Calendaring W PServe [password service] j [V NNTP [network news server) j
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2 Select the servicesthat you want to monitor. For each service that
you select, you can click the associated arrow button to access
configuration options. For example, if you click the arrow button
for the SMTP service, the following dialog box appears



Monitor configuration [ %]
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Cancel |
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Make sure the Monitor this service option is selected. If you
want the service to automatically restart after going down, select
the Auto Restart this Service option.

You do not need to set the service name and IP address for the
services that are part of IMail Server. These services are SMTP,
POP3, IMAP4, Whois, Finger, LDAP, System Logger, and

Password.

For servicesthat are not part of the IMail Server system (such as
DNS), you can enter a service name if the serviceislocal, or an
IP address if the service is on aremote system.

If you have defined and enabled e-mail, pager, and/or beeper
notifications, select Notify if Down and the Notify when Up

after Down as desired. For information on setting up

notifications, see “Working with Notifications’ on page 199. For

information on enabling notifications, see “Enabling

Notifications’ on page 207.

Click OK to exit the “Monitor Configuration” dialog box and

return to the M onitor tab.

(Optional) Select Monitor default gateway, click the arrow to
display configuration options, select the options you want to use,

and click OK.

(Optional) Select Monitor disk space, then click the arrow to
display the“Monitor Configuration” dialog box, enter the desired

options and click OK.
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7 Inthe Check Every nn seconds box, specify how often the
monitor program should poll the services.

8 Inthe Timeout after box, enter the number of secondsto wait for
aresponse.Logging On

By default, the Monitor service logs on to the System Account.

Note
We recommend that you keep the default setting so the Monitor

service logs on to the System Account. If you use an account other
than the System Account, all functions may not work properly.

Changing Monitor Settings in the Control Panel

You can view and change Monitor settings by using the Services
applet in the Control Panel.

To view and/or change settings for the Monitor service:

1 Inthe Control Pandl, start the Services applet.

2 SelectthelMail Monitor Server service and click Startup.
3 (Optional) Select the desired Startup Type.

4 Under Log On As, select the appropriate account:

System Account. Select thisif any one of your mail hosts uses
the Windows NT database to register and authenticate users.

Allow Serviceto Interact with Desktop. Turn this on to provide
a desktop icon that can be used by whoever islogged in when the
serviceis started. Using the desktop icon to view the Monitor
application window, you can view debug information or a TCP
log for the Monitor service: simply select Debug info or TCP

L og from the View menu. (The debug log shows the “returns’
from the services you are running. The TCP log shows the actual
conversation between IMail server and the service.)

For more information, see your Windows NT documentation.

This Account. Select thisonly if none of your hosts uses the
Windows NT database, then enter the name of the appropriate
user account; make sure the user is a Host Administrator.



Note
If one or more of your hosts is based on an external database, the
L og On As account must be an account that has access to the
external database.

Click the Quiet button to turn off a sound alarm triggered by a
monitored service going down, or coming back up after being down.

Working with Notifications

When a service doesn’t respond to polling, the Monitor server
can send notification via a beeper, a pager message, or an e-mail
in addition to the visual (red, green) status and the optional
sound alarm.

Setting up notification for services involves three processes:

1 Youfirst need to define the notification actions that you will want
to use, such as activating a network administrator’'s beeper or
sending e-mail to an individual.

2 Makethe notification availableto IMail Server by adding it to the
Notifications tab.

3 Then, you can enable notification actions for services, which is
just amatter of turning on one or more notifications on the
Notificationstab. For information on enabling notification
actions for a service, see “Enabling Notifications’ on page 207.

Defining Any Type of Notification
To define any type of notification, do the following:

1 InIMail Administrator, expand the “Services’ folder in the | eft
panel and click Monitor. Then click the Natifications tab.

2 Click Add to view the “Add Notification” dialog box.
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3 Ignorethe settingsin this box for now, and click Configureto
view the Notifications dialog box.
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The following sections describe how to set up each type of
notifications.

Defining Beeper Notifications

You can define a notification to activate a beeper when the service
does not respond to polling.

To define a new beeper notification:

1 Inthe Nametext box, delete what's there and enter a unique
name to identify the notification, for example “BeepBob.”
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2 Under Type, select Beeper.

To use an external program to connect to the beeper, see “Using
an External Beeper Program” on page 202.

3 Inthe Phonetext box, enter the phone number to dial.

4  Click Comm Setup. The “Communications Setup” dialog
box appears. You need to fill in the Digital Beeper section in the

top half of the dialog box.
— Digital Beeper
r COM Fart

Dial Skring: [ATDT%s,,....%sH)

 COM1 |
— Cancel
[ATDTzs,. %5 " COM2

Baud Rate——————— i COM3
’7(" 300 1200 2400  COM4

\

Beeper section

todemn Irit String: IATEUQW1X4 Tirneout; |5

—Alpha Pager
Madem Initialization String: (ATED) COM Part I &Mt
. I.ﬂTEDQD’V1><4F1 @ COMI Protocal
Pager section © COM2 & Tap
Baud Fate  COM3  SMS-TAP
’7(3' 30 O 4200 O 2400 © coms || O NTT
~ € LICP-GM5

r— Mail

Mail section

/\

From address: I "whateUp" <whatsup @i

5 Thedefault Dial Stringis: ATDTY9%s, , , , Y6#
Thefirst %s isreplaced by the phone number and the second %
isreplaced by the beeper code. Most modems and beepers
support the use of ‘#’ to terminate the message and ‘*’ to print
out adash. You may find a need to increase the number of
commas in thedial string if it dials the code too soon or decrease
the number of commasiif it waits too long.

6 Under Baud Rate, select the speed (bits per second) at which the
serial port will communicate with the modem.

7  Select the Com Port to which your modem is attached.

8 The Timeout value (in seconds) determines how long the system
waits after sending the last character before it hangs up the phone
if atransition is not recognized.
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When you have entered the information, click OK and then click
the Add button in the Notifications dialog box to add the new beeper
notification to the Notifications list on the | eft side of the dialog
box. To test the beeper notification, select its name in thelist, and
click Test.

Using an External Beeper Program

You can also use an external program of your own to handle beeper
notification. The presence of an external program name in the
External Program text box enables the external program.

The following information is made available to the external program
viathe command line.

arg1l: either DN or UP

arg 2: the phone number entered in the Notification options
arg 3: the beeper code as specified in the Notification options
arg4: thelP address of the host

External program example arguments:

0: beeper.exe 1: DN 2: 8694297 3: 3333 4: 127.0.0.1
0: beeper.exe 1: DN 2: 8694297 3: 2222 4: 127.0.0.1
0: beeper.exe 1: UP 2: 8694297 3: 2222 4: 127.0.0.1

The external program is executed with SW_SHOWMINNOACTIVE.

The external beeper program will not be activated if someone silenced
the alarm before the system check is reached.

The UP message will only be sent if the packets lost is greater than
system checks when the service comes back up.

Defining Pager Notifications

You can define pager notification to send a message to a pager when a
service does not respond to polling. The notification message sent to
the pager is predefined. It is a simple message, such as. SMI'P down,
SMTP up. IMail Server supports Motorola PageNet and other TAP
(Telocator Alphanumeric Protocol) pagers.

To define a pager notification action:

1 If you are not in the Notifications dialog box shown at the top of
page 200, compl ete the procedure, “Defining Any Type of
Notification” on page 199.
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In the Name text box, enter a unique name to identify the

notification, for example “ PageKen.”

Under Type, select Pager. The dialog box shows the pager

options.
Maotification Narne: I Pageken

[ efault Beeper

Type
’7(" Beeper & Pager  Mail ‘
Drefault Mail

— Pager

Terminal: I
Password: I
Pager 1D: I

Fager Type
Del ’7(3‘ THF € §M3 € NTT € UCP
Comm Setup...
—I sdd | Update | Test |

QK I Cancel | Help |

In the Terminal box, enter the phone number to dial.

Enter the pager Password, if required.
Enter the Pager 1D number.

Select the Pager Type.

Click Comm Setup. You will complete the information for the
middle of this dialog box, under the words Alpha Pager
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Communications Setup [ %]
— Digital Beeper
i COM Port

Dial Skring: [ATDT%s,,....%sH)
 COM1
P Cancel
[ATDTzs,. %5 € oMz |

"Baud Rate———— i COM3

300 @ 1200 2400  COM4

todemn Irit String: IATEUQW1X4 Tirneout; |5

—Alpha Pager
Madem Initialization String: (ATED) COM Part I &Mt
I.ﬂTEDQD’V1><4F1 @ COMI Protocal
" COM2 o+ TAP
Baud Rate  COM3 ' SMS-TAP
’7(3' 30 O 4200 O 2400 © coms || O NTT
€ LICP-5M5

r— Mail

From address: I "whateUp" <whatsup @i

The default M odem I nitialization String is ATEO. What is
expected in this string are the modem commands for “ Command
Echo Off" (EQ), “Result Codes On” (QO), “Verba Results’
(V1), “Result Codes Displayed” (X4), and “Local Echo OFF’
(F1). The recommended string to use is: ATEOQOV1X4F1.

Select the Baud Rate (bits per second) at which the serial port
will communicate with the modem.

Select the COM Port to which your modem is attached.

Select the 8N 1 check box to send 8 data bits at atime, no parity,
one stop hit. Leave it unselected to send 7 data bits, even parity,
one stop hit.

Under Protocol, select the appropriate value; thisis determined
by the paging service provider you use. TAPistypical for U.S.
paging systems. SMS-TAP istypical for U.S. SMS paging
systems. NTT isused primarily for Japanese paging systems, and
UCP-SMSiistypical of European SMS paging systems.

When you have entered the information, click OK to return to the
Notifications dialog box.



14 Click the Add button in the Notifications dialog box to add the
new pager notification to the list of Notifications on the left side
of the dialog box. To test the new pager notification, select its

namein thelist, and click Test.

Defining E-mail Notifications

You can define an e-mail notification to send a predefined message to
an e-mail address when a service does not respond to polling. The

message is a simple one, such as: SMTP down, SMIP up.

To define an e-mail notification action:

1

If you are not in the Notifications dialog box shown at the top of
page 200, compl ete the procedure, “Defining Any Type of

Notification” on page 199.

In the Name text box, enter a unique name to identify the

notification, for example “Mail Johnson.”

Under Type, select Mail. The dialog box shows the e-mail

options.
Motification Narne: IMaiUohnson

Default Beeper Type
[ efault Pager ’7

" Beeper " Pager % Mail ‘

~ SMTP Mail

Address: Icecil@marcel.com
Gate IP: | 111.111.111.111

Del

_Conmsetp.._| add | Updae | 1eo |
QK I Cancel | Help |

Enter an e-mail Addressthat isaccepted by the Gate IP. (Thiscan
be a simple name.) The Address should not contain brackets,

braces, quotes, or parentheses.

Enter the Gate | P address of a host running SMTP.
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If you need to change the From address, click Comm Setup. You
see the Communications Setup dialog box shown on page 201.
You will completejust the information under theword M ail at the
very bottom of this dialog box.

The From Address defines the sender of an e-mail notification
as. <Moni t or @s>, where % istheloca host name. In most
cases, you will not need to change this address. If you do change
the address, be sure to keep the angle brackets (< >) in place.

When you have entered the information, click OK to return to the
Notifications dialog box.

Click the Add button in the Notifications dialog box to add the
new e-mail notification to thelist of Notifications on the |eft side
of the dialog box. To test the new notification, select its name in
thelist, and click Test.

Putting a Notification on the Notifications Tab

In IMail Server, anotification is not activated for IMail Server until it
appears on the Notifications tab. To activate a defined notification for
usein IMail Server:

1

Thislist shows all defined

If you are not already on the Notifications tab, select the
“Services’ folder in the left panel, and then click M onitor. Then
click the Notifications tab.

Click New. The “Add Notification” dialog box appears. All
notifications that have been defined are available from the Notify
drop-down list.

IMail Server

notifications. Click the
drop-down arrow to view
the entire list:

iailohnson g

Cancel |
& Notify 24 hours a day

Help
" Notify between IUSUU and IWUU —I

" Mo Motify between IUSUU and IWUU

MOTE: Times must be entered uzing 24 hour clock, with 0000
being the beginning of the day and 2400 being the end of the day.

Configure |




3 Select the natification you want to add to the Notificationstab
from the drop-down list.

4 Select whether to receive the notification 24 hours aday or
between certain hours.

5 Click the OK button. The notification appears in the M onitor
Notifications list box on the Notifications tab and can now be

enabled.

Enabling Notifications

Once you have defined a notification and put it on the Notifications
tab, as described in the previous sections, you must enable it.

1 Select the Notificationstab. Thelist box shows all the
notifications you have activated for usein IMail Server.

& IMail Administrator

File Edit Yiew Tools

Help

[_ O] ]

x| 2|

ﬂ IMail Adrministrator

= locakhost
=0 Services

[
£

43 Finger
-~ IMAPY
3 LDaP
¢ Moritor
& Password
¢ POP3
-~ SMTP
43 SysLog

tt% “Web Messaging
¢ \whols
]E jupiter?. space.com
]"' wirtuallo

£

]--- vitual0z

4§ web Calendaring

localhost

Monitor  Maotifications | panitar Web Sewer|

Apply

Help 'j‘

tailCl ALL

Edit

¥ Enable Sounds

| Delete I

¥ Enable Matificatiors
" Enable Beep/Pagetail
¥ Enable Conscle Dialog

Far Help,

press F1

NN

To edit an enabled notification, select it and click M odify.

2 Select Enable Notifications to enable console and sound
notifications.

3 Select Enable Beeper/Pager/Mail to use any of the beeper,
pager, or e-mail notificationsin the list box.

4  (Optional) Select Enable Console Dialog to display the
notification in a message box on the IMail Server system.
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Note
In order for the Enable Console Dialog option to function, the Allow

Serviceto Interact with Desktop option must be enabled in your
computer’s Service Control Manager. For more information, see
“Changing Monitor Settings in the Control Panel” on page 198.

5 (Optional) Select Enable Sounds option to play a.wav file when
amonitored service goes up or down. (Your system must have a
sound card installed.)

6 Click Apply to save your changes.

You are now ready to enable and disable notifications on a per
service basis.

1 Click the Monitor tab and make sure the services you want to
monitor are selected.

2 To get anatification about a monitored service, click the arrow
button to the right of the service name. Select either Notify if
Down, Notify when Up after Down, or both, then click OK.

3 Onthe Monitor tab, click Apply to save your changes.
Disabling Notifications
You can disable a notification as follows:

1 Select the Notificationstab. Thelist box shows al the
notifications you have activated for usein IMail Server.

2 Todisable anctification (but not delete its definition), select it
and click Delete.
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Configuring the Web Administration Capability

The Monitor server can enable a Web Administration function that
lets you view the status of monitored services, modify IMail Server
user registration data, and view log data.

To configure Web Administration through the Monitor server:

1 Click the Monitor Web Server tab. The Web Access properties
appear.

2 Turnon Enable Web Administration through Monitor.



3 Enter the Port number for Web Administration. The default is
8181.

4  Enter the Title that you want to appear on the web page when
accessed from aweb browser.

5 Inthe Web Dir box, enter the directory where you can place
additional files to be served by the Web Administration function.

6 When Hide User List Button is selected, the Web
Administration capability will not display alist of usersin the
host administrator functions.

7  Click the Control Access button to specify an I P address or set of
| P addresses that are either granted access to the web server or
denied access. Systems that do not have access to the web server
system will not be allowed to create a connection.

8 Click Apply to apply the settings. The Monitor server must be
stopped and restarted for changes to take affect.

Setting Access to Web Administration

You can specify an | P address or set of |P addresses that are either
granted or denied access. Systems that do not have access to the
Monitor server will not be allowed to create a connection.

To deny access to a specific computer or group of computers:
1 Click Control Access. The Access Control properties appear.
2 Select Granted Access.

3 Click Add. The “Deny Access On” dialog box appears.

4

Inthe | P Address box, enter the | P address of the computer to be
denied access to Web Administration.

To deny access to a group of computers, select Group of
Computers. Inthe | P Address and Subnet M ask boxes, enter
the IP address and subnet mask for the group to be denied access.
For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of
255.255.255.0. Thiswill deny access to those 254 systems.

5 Click OK to add the IP address(es) to the list. Access will be
granted to all computers except those listed.
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6 Click OK to savethe changes. Note that you must stop and restart
the monitor service for the changes to take affect.

To grant access to a specific computer or group of computers:

1 Click Control access. The “Access Control” dialog box appear.
2 Turnon Denied Access.

3 Click Add. The “Grant Access On” dialog box appears.

4

Inthe I P Address box, enter the | P address of the computer to be
granted access to the Web Administration through the Monitor
server.

To grant access to agroup of computers, select Group of
Computers. Inthe | P Address and Subnet M ask boxes, enter
the I P address and subnet mask for the group to be granted access.
For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of
255.255.255.0. Thiswill grant access to those 254 systems.

5 Click OK to add the IP address(es) to the list. Access will be
denied to all computers except those listed.

6 Click Apply to save the changes. Note that you must stop and
restart the monitor service for the changes to take effect.
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Using the Web Administration Capability

You can access the Monitor server from any web browser if the Web
Administration capability is enabled as described in “ Configuring the
Web Administration Capability” on page 208.

What you see when you access the Monitor server from aweb
browser is determined by the User Properties for the user ID you log
on with.

For example, in order to log on to the Web Administration capability
of the Monitor server, your Allow Web Access option must be
selected. Furthermore, once logged on, only System Administrators
will see the System Administration menu, and only Host
Administrators will see the Host Administration menu.

List Administrators will not be able to administer lists by logging on
to the Web Administration capability of the Monitor server. In order
for list administrators to administer lists on the web, they must use
Web Messaging.



To access the Web Administration capability of the Monitor server
from aweb browser:

1 Start aweb browser and open the URL address for the Web
Administration server. The addressis:

http://your _imail_server_system 8181

where your_imail_server_systemis the host name of the IMail
Server and 8181 is the port number for the web function.

2 Enter your IMail user ID and password.

Note
The IMail user ID and password use base 64 encoding for
sending this information viathe HTTP protocol.

The following screen shows an example of the web page display. In
addition to providing access to the user mail accounts, the web page
can display the status of services monitored by the Monitor server.

[ IMail Server for Windows NT - Microsoft Internet Explorer =] B
Fle Edi Yiew Go Favoies Help

s = O o @ 6 85 &
Back  fowsd  Stop  Refresh  Home  Search Favortes  Print Font
Addicss it author. pswitch com 8181/ = || ks
author.ipswitch.com
-] n A
Personal Information
Service | Status
Change Password
sMTP  [TEE | ~hange Fasewore
Chanpe User Tnformation
FOP3 up Ol et
IMAPA [ Change Mail Forwarding Tnformation
YN = Change Vacation Message
System Administration
FINGER |Service
inot running Service Administration
Current Host Configuration
DiskSpace [ 0P|
~ SMTP Settings
155080 155008 TLosal Address Table
SIMTP Access Table
refresh = EORS/MMAP Avcess Table =l
IMeiT™ Copyright © 1996-1997 lpswitch, Ine. j
Done I &

In the left panel, the Monitor shows the status of monitored services.
Servicesin green are running; servicesin red are stopped.

Theright panel shows the menu of administration functions. All users
will see the functions under Per sonal Information. System
administrators will al'so see System Administration functions. Host
administrators will also see Host Administration functions. List
Administrators will also see List Administration options.
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Personal Account Options

All users have access to the personal information items:

Change Password — allows user to change password.

Change User Information — allows user to change the
information that is published by the LDAP server.

Change Finger Information — allows user to change the
information in the plan file; thisinformation is provided in
response to a Finger request.

Change Mail Forwarding Information — allows user to set a
forwarding e-mail address to which all mail is sent.

Change Vacation Message — allows user to enter a message that
will be sent once to each person who sends mail to the user. The
presence of a message activates this feature. Therefore, if the
window is empty, the vacation message feature is disabled.

System Administration

System Administrators will see these menu items:

Service Administration — allows the administrator to stop and
start IMail services and configure service monitoring.

Current Host Configuration — allows the administrator to view
and modify the host configuration.

SMTP Settings — allows the administrator to change settings
for the SMTP server. For a description of each setting, see
“Chapter 8: SMTP Server” on page 147.

Local Address Table — allows the administrator to modify the
Local Addresstable. For more information on mail relay
capabilities, see “Chapter 8: SMTP Server” on page 147.

SMTP Access Table — alows the administrator to modify the
SMTP access table. For more information on SMTP access, see
“Chapter 8: SMTP Server” on page 147.

POP3/IMAP4 Access Table — allows the administrator to
modify the POP3/IMAP4 access table. For moreinformation, see
“Chapter 10: POP3 Server” on page 165 and “ Chapter 11:
IMAP4 Server” on page 177.



*  Web Access Table — allows the administrator to modify the web
access table; this specifies the | P addresses that the Monitor
server Web Administration feature allows to connect.

»  View Monitor Database — displays all service monitoring events.

»  View Spool Directory — displays the message queue and
provides accessto log files.

e Edit Welcome Message — allows the administrator to enter up to
1000 characters of plain text and/or raw HTML code. The
message is displayed in the main logon screen above the logon
form. The message persists across reboots.

* Recent IMail News— displays the web page where I pswitch
reports information on new releases, bug fixes, and workarounds.

*  View Monitor Access Log — displays each access attempt to the
IMail Web Messaging server and to the Monitor server.

*  View Monitor System Log — displayslogonsto the IMail Server
and to the Monitor server and shows the status of services.

e View IMail System Log — displays IMail Server send and
receive mail transactions (the contents of sydog.txt).

* View IMail Syslog Log — displays the contents of lognnnn.txt,
the System Log Servicefile. Thisfile records transaction and
debug information when enabled for any IMail services.

Host Administration

e Host Administrators will see aUser Administration menu item.
It lets host administrators add, modify, and delete users and
aliases.

e List Administratorswill seeaList Administration menu item.
This allows user to maintain specific list server mailing lists.

For more information on creating and maintaining users and aliases,
see “Chapter 4: User Mail Accounts’ on page 59.
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__________________________________________________________________________|
Chapter 17: List-Server Mailing Lists

The IMail list server lets you set up automated mailing lists on the
IMail Server. These automated lists are known as “list-server mailing
lists;” they differ dramatically from asimple group alias (whichisjust
aname for alist of users).

A list-server mailing list can receive mail and re-send the mail to all
the users on the mailing list. List-server mailing lists are used widely
on the Internet to share information about atopic.

You access the IMail list server using IMail Administrator.

Features

The IMail list server provides the following features:

e Listscan becompletely “open” -- allowing postings by anyone on
the Internet.

e Listscanalsobe“public,” meaning that anyone can get on thelist
by subscribing to it. Users can subscribe to, or unsubscribe from,
alist smply by sending the appropriate message to the list server.

e Lists can be unmoderated (any message sent to thelist is
immediately posted to all userson the list) or moderated
(all messages are viewed by the moderator before being
posted to thelist).

* Postingsto the list can be further controlled by use of a
password or by use of a“posterslist” (alist of people
authorized to post to that list).

» Listscan also be private. A private list does not accept a
Subscribe command; only the list administrator can add people
tothelist.

* Messagesto alist-server mailing list can be accumulated and
periodically mailed out as a digest.

* Thelist administrator can enter an identifying text string to
appear on the Subject line of all messages (or a digest) posted
to thelist.
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» Thelist administrator can enter header or trailer text (containing
information such as the Subscribe and Unsubscribe instructions)
to appear with all messages (or a digest) posted to thelist.
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Types of List-Server Mailing Lists

Mail that isreceived by alist-server mailing list and re-sent to the list
subscribersis “posted.” Those who can post to a particular list are
determined by the type of list. There are three types of basic lists. (The
list typeis set on the Security tab of the list properties.)

*  Open lists (to which anyone can post a message; the poster need
not even subscribe to the list)

e Subscriber lists (to which only subscribers can post)
*  Moderated lists (to which only the list owner can post)

Using Passwords and Posters Lists

The posting of messages to each type of list can be further restricted
by enabling one or both of the following:

« A password requirement (See “Using a Password” on page 218.)
e A posterslist

If apassword or posterslist is enabled, anyone not using the password

and/or listed in the posters list will have their mail returned. The list
owner (or moderator) is also notified of the attempt to post.

Note
If there are only afew individualswho you want to post to thelist, you
can simply give those few the appropriate password. However, if there
are more than afew individuals who are to be allowed to post to the
list, it may be more efficient to use a“posters’ list.

Open Lists (Anyone Can Post)
The characteristics of an open list are the following:

e Anyone can post to the list by sending a message to an addressin
the form of listhname@domain.comif Use Password and Enable
PostersList are turned off.

e |f Use Password isturned on, only those with the password can
post. (See “Using a Password” on page 218.)



» |If Enable PostersList isturned on, only thosein the posters list
can post.

e If both Use Password and Enable Posters List are turned on, the
poster must use the password and be in the poster list.

Subscriber Lists
The characteristics of a subscriber list are the following:

e Thelistismade up of subscribers. Anindividual becomesa
subscriber by sending a message addressed to the IMail list server
(imailsrv@domain.com where domain.com represents the mail
host); in the body of the message, the intended subscriber enters
the subscribe command and the list name. For more information,
see “Requesting Information and Subscribing” on page 218.

*  Subscribers can post by addressing a mail in the form of
listhame@domain.com if Use Password and Enable Poster s
List are turned off.

» |f UsePassword isturned on, only subscribers with the password
can post. (See “Using a Password” on page 218.)

« |f Enable PostersList isturned on, only subscribersin the
posters list can post.

* If both Use Password and Enable PostersList areturned on, the
subscriber must use the password and bein the poster list in order
to post.

Moderated Lists
The characteristics of amoderated list are the following:

e Themoderator can post by sending amessage to an addressin the
form of listname@domain.comif Use Password and Enable
PostersList are turned off.

* If Use Password isturned on, the moderator must enter a
password in order to post to the list. This prevents others from
“impersonating” the moderator by using the moderator's mailing
address. (See “Using a Password” on page 218.)
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« |If Enable PostersList isturned on, the moderator receives only
mail from those in the posterslist.

« If both Use Password and Enable PostersList areturned on, the
moderator receives only mail from those in the posterslist, and
the moderator must enter a password in order to post to thelist.

Posting to a List

A user attempts to post a message to alist by addressing the message
to the name of the list-server mailing list. For example, to send a
message to the “beer” list on domain.com, the user would enter:

To: beer @onmi n. com
Subject: India Pale Al e

body of nmessage ...
Using a Password

To use a password, thefirst characters on the Subject line must be the
password enclosed by two colons and brackets:

To: beer @omai n. com
Subj ect: [:password:]India Pale Al e

body of nessage ...

Note
Passwords are case-sensitive.
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Requesting Information and Subscribing

In order for a user to get information about lists on aparticular host, or
to subscribe to lists on a particular host, the user must send a request
addressed to i mai | sr v @domain.com (where domain.comisthe
name of the host). Thise-mail addressisabuilt-in IMail aliasthat lets
users:

*  Get general help about the list-server for a particular mail host
*  Get specific help about a particular list

e Getalist of al thelists available on a particular mail host

e Getalist of al the subscribersto a particular list



*  Subscribe to a subscriber list
e Unsubscribe from a subscriber list

Format of Requests

Requests addressed to i mai | sr v@domain.com must contain a
list-server command and (when appropriate) alist namein the
body of the message. The following commands may appear in the
body of the message:

* Help
e Helplisthame
o List

e Ligtlisthame
e Subscribe listhame your_name

*  Unsubscribe listname your_name

Commands for Requesting Information

The following examples assume thereis alist named beer on amail
host named domain.com. The commands for requesting information
are the following:

e Toget general help from thelist server:

TO imailsrv@omain.com
Subj ect :

hel p
* Todisplay thenamesof all of thelistson theMail server:

TO imailsrv@omain.com
Subj ect :

list
* Toget alist of userssubscribed to a specific list:

TGO inmailsrv@onai n.com
Subj ect :

list beer
e Toget help for a specific list:

TGO inmmilsrv@onai n.com
Subj ect :

hel p beer
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Commands for Subscribing and Unsubscribing

The following examples assume thereis alist named beer on amail
host named domain.com. The commands for subscribing and
unsubscribing are the following:

* Tosubscribetothelist:

TGO inmmilsrv@onai n. com
Subj ect :

Subscri be beer Fred Farkle
* Tounsubscribefrom thelist:

TGO imailsrv@onmi n.com
Subj ect :
Unsubscri be beer Fred Farkle

Commands for the Use of Subscribers

The following examples assume thereis alist named beer on amail
host named domain.com. Once auser is already subscribed to alist, he
can use the following commands:

» Toreceiveadigest of messages sent to thelist, enter a
command in the form of set mode digest listhame. For example,
TO imailsrv@omain.com
Subj ect :

set node di gest beer

» Tocance digest mode and receive messagesasthey are sent to
the list, enter acommand in the form of set mode standard
listhame. For example,

TGO inmmilsrv@onai n.com
Subj ect :

set node standard beer
Commands for the Use of the List Owner (or Moderator)

The following example assumes there is alist named beer on amail
host named domain.com. Only the list owner (or moderator) can use
the following:



e Tounsubscribeauser from thelist:
TO imailsrv@omin.com
Subj ect :

Unsubscri be beer userid@omai n. com

How the List Server Works

When you create amail host, the program aliasimailsrv is created
automatically and defined as imailsrv.exe domain. Therefore,
messages addressed to imailsrv@domain.com are processed by the
IMail list server application, imailsrv.exe.

Note
Upgraders: In earlier versions of IMail Server, the list server
application and its alias were named listserv, but they were changed
due to atrademark conflict. If you have used the listserv alias,
you do not have to change anything because IMail Server alows
the old listserv alias to work properly. However, all aliases now
return imailsrv in place of listserv. If you set up anew list, use the
imailsrv alias.

Thelist server directory isthe directory lists created under your main
imail directory. Each list is created as a separate directory under that
directory and there is an alias created for each list.

Creating a List-Server Mailing List

To create alist (assuming that Use Wizar ds on the Tools menu is
turned off):

1 Intheleft panel, expand the mail host folder and then select the
“Lists’ folder.

2 Click the Add List button. The “Add New List” dialog box
appesars.

3 Enter anamefor the list-server mailing list. Thisisthe name used
to send mail to the list. For example, if you enter the name

Parrotlist, userswill send mail to the list by specifying the “ To”
address asfollows; Parr ot | i st @omai n. com

The name must be from 3 to 23 charactersin length, with no
spaces between characters.
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Note

Do not use the name imailsrv for alist-server mailing list; this
name s reserved.

Directory are displayed but cannot be edited.

@ IMail Administrator

File Edit “iew Tool: Help

4 Click OK. The General tab appears. The List Name and

O[]

x| 2|
=) 3 Ikdail Administratar -
B0 locakhost Art_Dept apply | Help

1 Serviess

-3 Aliases

|2 Liss

H @ Art_Dept
dF M arketing

@ Sales
ﬁ\ Users

wirtuallnl
wirtuallo2

=B jupiter?.space.com

General |Advanced| Secunlyl Users | Rules I

List Name: IAlLDept
Directory; [C-MMailiistshar_Dept

Title: IAII Dept. Members

Owrer: IJ ason@jupiter . space.com

Local Administratar: |ract (local userid]

Related Filzs

’V Help Subscribe |

[full mail address]

N

|Fo| Help, press F1
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5 Complete the entries.

Title. Enter adescriptivetitle to help the list owner and/or
administrator identify thelist. The title must be from 3 to 23
characters in length; spaces are allowed.

Owner. Thisis the full e-mail address of the mail account that
receives all messages (such as Subscribe requests, Unsubscribe
reguests, and error messages) to the list. It is also the account
from which all messages are sent:

 Tothelist

» To anyone who requests information about the list

* Inresponsetoinvalid attemptsto post to the list

Thelist owner and list administrator are usually the same person,
but a“dummy” user account can be set up for the list owner to

hide the identity of the list administrator. On a moderated list, the
list owner is also known as the “moderator.”



Local administrator. Thisisauser ID on the current mail host
who can administer the list using Web Messaging. This person
can modify list properties, add and delete users, and edit all
related files.

Note
List-server mailing lists can aso be administered by any user on
thelocal mail host whoisalList Administrator as specified on
the General tab of the user properties.

Related Files. You can edit related files by clicking the
appropriate button:

» Help. The Help file (HELRTXT) displays a prepared
message (limited to 1000 characters) that the list sendsin
reply to aHel p listhame request.

e Subscribe. The Subscribe file (SUBSCRIB.TXT) contains a
prepared message (limited to 1000 characters) that the server
sends in reply to successful completion of aSubscri be
listname request.

e Addresses. The Addresses file (USERS.LST) isthelist of e-
mail addressesthat is used to address mail to thislist. Thisfile
is updated automatically when someone subscribes or
unsubscribes. It is atext file with one address per line ending
in acarriage return/line feed.

Thisfile can be edited using atext editor to add or delete
addresses that receive mail from thislist. However, the Users
file (USERS.TXT) should also be similarly edited if you want
people who use the list listname command to see an updated
list of subscribers. Note that any invalid addressesin thisfile
(if, for example, you make a typing error while editing this
file) will beignored when a message is sent to the list.

» Users. The purpose of thisfile, USERS.TXT, isto provide a
list of subscribers to anyone who sendsalist listhame
command to the list-server mailing list. (The list
administrator can disable the list command.) Thisfileisalist
of user names and e-mail addresses that is updated
automati cally when someone subscribes or unsubscribes. This
isnot the list that is used to actually send mail to the list.
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If you use atext editor to add or delete addresses from the
Addresses file (USERS.LST), you should also edit thisfile
(USERS.TXT) the sameway (if you want people who usethe
list listhame command to see an updated list of subscribers.

6 Click Apply to save your changes.

7 From adifferent system, send a test mail message to
i mai | srv@domain. In the body of the message, place the
lines:

subscri be Iistname your full _nane
hel p

hel p I'i st nane

list

[ist |istnane

You should get five messages back from the system.

For adescription of the commands accepted by the list server, see
“Requesting Information and Subscribing” on page 218.

Setting Advanced Options

You can use the Advanced tab to further define the operation of alist-
server mailing list. To do this:

1 Click the Advanced tab. The Advanced options appear.

s IMail Administrator H=1
File Edit %iew Tools Help
#x| 2|
= 3 It il Administrator -
=+ lacalhost Art_Dept &I M
[ Services
E‘Q jupiter?.space.com General Advanced |Secunly| Users | Rules |

o B Aliases
- Lists I™ Reply-Ta ta list (vs. sendsr)
P Art_Dept
P Matketing " Enable Digest Mads=
@ Sales

Users

= vinualon I Enable Subject Modification
- virtual0n2

I Enable Header Edit
™ Enable Traller Edt

Mar message size in bytes (=unlimited] 0
Mumber of recipients per message: 0

‘Fur Help. press F1

N

224 User's Guide

IMail Server



Select the options you want to use.

Reply-Tolist (vs. sender). Turn on Reply-To list (vs. sender) to
have replies from a subscriber go to the list. Turn this off to have
replies from a subscriber go to the sender of the original message.

Enable Digest Mode. Turn this on to allow users to group the
messages sent to the list into a digest, which isthen sent asa
single message. You can schedul e the digest to be sent
periodically or when the accumulated messages exceed a
particular size. When list users receive adigest, it contains all
messages sent since the last digest.

When you select Enable Digest M ode, the Digest and Digest
Scheduling tabs appear. You need to define how the digest will
operate by setting the options on these tabs. For more
information, see“ Setting Up Digest Mode” on page 228.

Enable Subject M odification. When selected, displays the text
string (entered in the Edit box) at the beginning of the subject line
of every message sent to thelist.

For example, if you enter [Bird-info] as the defined text string,
the subject line of messages will appear as follows:

Subject: re:[Bird-info] How do you receive nail?
The default string is the name of the list-server mailing list.

Enable Header/Enable Trailer. When selected, displays text
information (entered in the Edit function) at the beginning or end
of every message sent to the list. To enter the header information,
select the Enable Header option, click Edit, and then enter the
text information. Thisinformation is entered in the header.txt file.
To enter thetrailer info, select the Enable Trailer option, click
Edit, and then enter the text information. Thisinformation is
entered in the trailer.txt file.

For example, you can enter the Subscribe/Unsubscribe
information for the list and have it appear at the beginning or end
of every message.

Max message size in bytes (0 = unlimited). The maximum size

(in bytes) of amessage that can be sent to the list. Enter O if you
want the size to be unlimited.
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Number of recipients per message. You must calculate this
number; it determines the number of recipients each SMTP
process will send to.

Divide the expected number of subscribers by 25, and enter the

result. We recommend that no more than 25 processes be used by
alist.

For information on how to change the default number of SMTP
processes for IMail Server, see “Advanced Options’ on page 151.

3 Click OK to save your changes.

Setting Security

You can use the Security tab to determine whether you want the list-
server mailing list to be moderated or unmoderated, and to set access

to the list.
1 Click the Security tab. The Security options appear.
8 IMail Administrator [_ O] %]
File Edit View Tools Help
ulx] 5|
m It ail Administrator -
-1 lacahost Art_Dept Apply Help
-0 Services -
EI-Q upiter?. space. com Genelall Advanced  Security IUssrs I Rules I
-0 Alisses
553 Lists Allow posting by
fooff et Dept ( & Anyone  Subscribers " Moderator ‘
el Marketing
Lodf Sales I~ Allow List Unsubscribes based on Subiject line
ﬁ Users
g wirtual001 I Disallow Subscriptions [ie., Private List]

- B virtuial002
[ Disable List Command

[ Use Password

Password:

[ Enable Posters List | Edit Pasiers I Edit KillFile:

|Fo| Help, press F1

K

2 Select the options you want to use.

Allow posting by. Determines who can post mail to the list.

* Anyone lets anyone on the Internet post mail.
e Subscriberslets only the subscribers post mail.
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e Moderator letsonly the list owner post mail. Select
M oder ator when you want the list owner to review all
messages before they are posted to the list.

Allow List Unsubscribes based on Subject line. When auser
wants to unsubscribe from the list, most list servers expect the
Unsubscribe command to be specified in the body of mail
message. |f you want the list to also accept an Unsubscribe
command specified in the Subject line of the message, select this
option.

When selected, thelist will accept the following commandsin the
Subject line to unsubscribe: unsubscribe, remove, signoff.

Note
It is recommended that you enable this command, but do not
advertise that the list server supportsit, because these messages
are sent to the list address and will go out to the list if the
command is misspelled.

Disallow Subscriptions. Rejects a Qubscribe request, and users
can only be added in one of the following ways:

e By using IMail Administrator to edit the User'sfile
* By thelist administrator through Web Messaging

e By thelist administrator through the Web Remote
Administration utility

Note that Unsubscribe requests cannot be disabled.

Disable List Command. A user can obtain alist of the users
subscribed to a list-server mailing list by addressing a message to
thelist server (for example, imailsrv@domain.com) and entering
theLi st listname command in the body of the message. If you
do not want usersto receive alist of the subscribersto your list,
select this option. (Note, however, that list owners can aways
access this command.)

Use Passwor d. Turn this on to require a password for posting to
thelist. See “Using a Password” on page 218.

Enable PostersList. Enable this to specify who can post by
listing their e-mail addressesin afile. Click Edit Postersto edit
thelist.
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Edit Kill File. The kill file lets you specify a mail address or a
particular mail host that you do not want to accept mail from. To
specify amail address or host in thekill file, click the Edit kill file
button. Thefile kill.Ist appears in the Windows Notepad. In the
kill st file, enter one entry per linein either of the following
formats:

useri d@ost

@nost
For example, to deny access from a user mail account, you could
enter: fred@widget.com . To deny accessto all users from the
mail host widget.com, you can enter: @widget.com.

Thelist server checks the incoming message’'s VAl L FROM
<user @ost > line. Thelist server denies access to any mail
address listed in the kill file.

Thekill.lst file resides in the IMail\lists\listname directory (where
listhame isthe directory for the particular list) and applies only to
the specified list.

3 Click Apply to save your changes.
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Setting Up Digest Mode

Lists that receive alarge volume of messages can be set up in digest
mode. This gives subscribers the option of periodically receiving a
digest rather than being interrupted every few minutes with a new
message from alist.

The list server stores all messages sent to the list in a digest mailbox.
The accumulated messages are then sent to digest subscribersas a

single message.
You schedule the digest to be sent at a particular time (for example
daily or weekly) or when the size of the digest reaches a specified

number of bytes. When list users receive adigest, it will contain all
the messages sent to the list since the last digest was sent.

The digest is written to a special mailbox that you define. List users
can choose between receiving a digest and receiving all messages as
they are sent. To receive the digest, list users must send mail to the list
server (imailsrv@domain) and enter the following command in the
body of the message: set mode digest listhame



Where listhname is the name of the list-server mailing list. A

confirmation message will be sent to the user. To cancel digest mode,

users can enter the following command in the body of the message:
set node standard |istnane

where listname is the name of the list-server mailing list.

To set up digest mode for a list-server mailing list:
To set up digest mode, do the following:
1 Onthe Advanced tab, select Enable Digest M ode.

When Enable Digest M ode is selected, the Digest and Digest
Schedule tabs appear.

2 Click the Digest tab. The options appear.

3 Digest Mailbox. Enter the name of the mailbox where postings
get stored before the digest mailing is sent out.

Copies of all postings are sent to:

i st_adm ni strator-mail boxname@onai n. com

After aposting is sent to the digest list, the Digest Mailbox is
emptied and a copy is saved to afile named in the format:

di gest mai | boxMVDD. nbx

where digestmailbox is the name of the Digest Mailbox, MM is
the month, and DD is the day of the posting.

The list administrator can view the mailbox by using either Web
Messaging or the Remote Administration utility. He or she can
delete or add messages before the posting is sent, and can also
view posted digests in the digestmailboxMMDD.mbx file
described above.

4  Subject Linefor Digest Postings. Enter the text that you want to
appear as the Subject line on digest postings.

5 Include Header/Trailers When Posting to Digest M ailbox.
When selected, the messages posted in the digest include the
header and or trailer messages. We recommend disabling this
option asit will make the digest larger and the digest hasits own
header and trailer.

6 Strip Non-Text Attachments before Posting. When selected,
strips attachments such as images and zipped files.
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7

10
11

Enable M essage Separ ator s. Lets you enter lines or characters
to automatically separate messages in the digest posting. When
you select this option, the Edit button is selected. Click Edit and
then enter the lines or characters you want to use as a separator.

Enable Digest Header/Enable Digest Trailer. When selected,
displays text at the beginning or end of every digest posting. To
enter header or trailer text, select Enable Digest Header /Trailer,
click Edit, and then enter the text. (Thistext is entered in the
digest_header.txt and/or digest_trailer.txt file.)

For example, you can enter the subscribe/unsubscribe
information for the digest and have it appear at the beginning or
end of every digest.

Digest Subscribers. Click this button to edit the list of users
(digest.lst) subscribed to the digest.

Click Apply to save your changes.

Set the scheduling method (and date/time, if necessary) to
determine how often and when the digest will be posted.

Digest Scheduling

If you have completed the previous procedure, you can now schedule
the digest:

1
2

Click the Digest Scheduling tab. The scheduling options appear.

From the Periodicity drop-down list, select how often you want
to post the digest.

» Daily. If you want to post the digest daily, select this and set
the date and time to post the digest.

*  Weekly. If you want to post the digest weekly, select this and
set the date and time to post the digest.

e Bi-Weekly. If you want to post the digest every two weeks,
select this and set the date and time to post the digest.

e Monthly. If you want to post the digest monthly, select this
and set the date and time to post the digest.

» User-defined. If you want to post the digest every nn days,
select this and enter the number of days. This affects both
how often the digest is posted and how it is rescheduled for
the next posting.



» Size-Exceeds. To specify asize that causes the digest to be
published, select this and enter the number of kilobytes. This
affects both how often the digest is posted and how it is
rescheduled for the next posting.

e Manual. If you want the digest to be posted only when you
click the Process/Send Now button, select this.

3 TheLast Processing Date/Time shows the date and time of the
last digest posting.

4  Next Processing Date/Time. If the next digest has been
scheduled, the next date and time is shown. If date and time are
blank, then enter the desired next processing date and time and
these values will be updated after the next digest is posted.

5 Click Process/Send Now at any time to post the digest now and
reschedule according to the selected periodicity.

6 Click Apply to save your settings.

Adding and Removing Subscribers and
Unknown Users

Using IMail Administrator (not Web Messaging or the Web Remote
Administration Utility), alist administrator can create special aliases
that:

»  Subscribe the sender of amail message to alist
»  Remove the sender of amail message from alist

*  Remove unknown users from alist

Once these aliases are created, mail can be forwarded to one of these
aliases to accomplish the desired task.

Setting Up an Alias to Remove an Unknown User

If you get “unknown user” or “unknown host” messages about
supposed subscribersto alist, you can create an alias to remove such
usersfrom alist.

To set up aspecial alias for removing unknown users or hosts:

1 InIMail Administrator, expand amail host folder and select the
“Aliases’ folder.
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2 Click the Add Alias button. In the “New Alias’ dialog box:

» Enter an alias name, for example: Parrots _del
» Select the Program aiastype.
* Click OK.
3 Onthe General tab, in the Resolves To box, enter the alias
properties using the following format:
i mai | srv -ruhost domain |istname
For example, suppose you create a program alias Unknown_del that
resolves to:
i mai | srv -ruhost exoticbirds.com Parrotlist

You can then forward a message about an unknown user or unknown
host to Parrots_del @exotichirds.com; the user specified in the Reply-
To header (or the From header if Reply-To is not found) of the
forwarded message is removed from Parrotlist. (The body of the
message is ignored.)

Note
The message must be forwarded unmodified (with the headers
unchanged), otherwise the forwarder will add himself to the list.
Confirmations of the addition of the newly-subscribed user to the list
are sent to both the list owner (or moderator) and the newly-
subscribed user.

Setting Up an Alias to Delete a User by Forwarding
To set up aspecial aliasfor deleting auser by forwarding a message:

1 InIMail Administrator, expand amail host folder and select the
Aliases folder.

2 Click the Add Alias button. In the “New Alias’ dialog box:

« Enter an alias name, for example: Parrot_del
e Select the Program aliastype.
e Click OK.

3 Onthe General tab, in the Resolves To box, enter the alias
properties using the following format:

imail srv -renove domain |istnane



For example, suppose you create a program alias Parrot_del that
resolves to:
imail srv -renove exoticbirds.comParrotli st

You can then forward a message from anyone to

Parrots_del @exotichirds.com; the user specified in the Reply-To
header (or the From header if Reply-To is hot found) of the
forwarded message is removed from Parrotlist. (The body of the
message isignored.).

Note
The message must be forwarded unmodified (with the headers
unchanged), otherwise the forwarder will remove herself from thelist.
A message is sent to the list owner (or moderator) to verify the
removal of the user. When adding a user, a verification messageisalso
sent to the subscriber.
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Chapter 18: Sending Mail to a Pager or Beeper

InIMail Server, you use an alias to forward mail to a pager, or to
notify you by beeper that mail has arrived.

To forward mail to a pager, you can create an alias named something
like “PageFred” and define a pager |D and phone number for the alias.
Users can then address mail to the alias “PageFred” and the IMail
Server routes the message to the specified pager. After the aliasis set
up, anyone can send a message to a pager by entering the specified
dliasinthe“To:” field of the message. The pager will receive up to the
number of characters specified in the Maximum Size box (200
charactersis both the default and the maximum).

To send a notification to a beeper that mail has arrived, you can create
an alias named something like “BeepFred” and define a pager ID and
phone number for the alias. After the aliasis set up, when anyone
sends a mail message to “BeepFred,” the predefined beeper code is
sent to the beeper, aerting the recipient that they have received a new

mail message.

Adding a Beeper or Pager Alias

To create anew alias for a beeper or pager:

Expand amail host and then select the “ Aliases’ folder.
Click the Add Alias button.

Enter a name for the Beeper or Pager alias.

Click Beeper/Pager.

Click OK.

The “Pager Definition” dialog box appears.

N o o b~ WwON P

Select the alias type: Pager or Beeper.

If you selected Pager, follow the steps under “ Defining a Pager
Alias’ below. If you selected Beeper, follow the steps under
“Defining a Beeper Alias’ below.
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Defining a Pager Alias

Fill in the dialog box as follows:

1

2
3
4

9

Enter the Phone number to dial.
Enter the Password, if required.
Enter the Pager 1D (pager identification number).

The pager will receive up to the number of characters specified in
the Maximum Size box (200 characters is the maximum as well
as the default).

Select the Parity. The TAP protocol requires the 7E1 setting, but
select 8N1 if that's what your pager uses.

Select the Protocol.

Select the COM Port (the port to which your modem is
attached).

Select the Baud Rate (the speed measured in bits per second) at
which the seria port will communicate with the modem).

Click OK.

Defining a Beeper Alias

Fill in the dialog box as follows:

1
2
3

5

Enter the Phone Number to dial.
Enter the Numeric code, if required.

Select the COM Port (the port to which your modem is
attached).

Select the Baud Rate (the speed measured in bits per second) at
which the serial port will communicate with the modem).

Click OK.

To modify an alias for a beeper or pager, select the beeper or pager
aliasin thelist and make any necessary changes.

To delete an aliasfor a beeper or pager, select the beeper or pager alias
inthelist, right click and select Delete.



Sending a Message to a Pager/Beeper

You can use a pager or beeper alias as aforwarding address for a user
ID. (You will enter the beeper or pager alias namein the Forwar d box
on the General tab of the user properties.) Then, when the user ID
receives mail, the pager or beeper is activated.

“Forwarding” a Message to a Pager

After apager aliasis set up, anyone can send a message to the pager
by entering the specified alias in the To: field of an e-mail message.
The pager will receive up to the Maximum Size (number of
characters) of the mail message.

To have IMail Server automatically forward a user's mail to a pager:

1 Setupapager alias as described in “Adding a Beeper or Pager
Alias’ on page 235.

2 Expandthe mail host and “Users’ folder, and then select the user
whose mail you want to forward to a pager.

3 Ontheuser's General tab, enter the pager alias as a complete
mail address (in the form userid@domain.com) in the Forward
text box.

(Optional) To leave a copy of each message in the user’s mailbox
and forward a copy to a pager, precede the address with a period
and comma (.,) using the format:

., userid@ost. domain

Note
If you forward to a pager, be sure you don't have the pager alias set up

to send a copy of the message to the user’s account, or else the
message will get into aloop between the user account and the pager.

Sending a Message to a Beeper When Mail Arrives

If auser sends a mail message to an alias defined for a beeper, the
predefined beeper code is sent to the beeper, alerting the recipient that
they have received a new mail message.
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To automatically beep a user when an e-mail arrives for that user:

1 Set up abeeper alias as described in “Adding a Beeper or Pager
Alias’ on page 235.

2 Then, onthe user's General tab, enter the beeper aliasasa
complete mail address (in the form beeper_alias@domain.com)
in the Forwar d text box. Precede the address with a period and
comma (.,) using the format:

., useri d@ost. donni n

Note
You must enter the period and commain order to leave a copy of each

message in the user’s mailbox. Otherwise, the user will just get the
beeper notice that mail has arrived, but he won't get the mail.




Chapter 19: IMail Administrator Remote
Connection Capability

IMail Server's remote administration feature, allows administrators to
connect to another IMail 7 server to perform maintenance. With this
feature an administrator is able to connect directly to aremote IMail
Administrator console, enabling them to perform all of the same
functions that are available on their local machine.

Requirements for Connection

In order to use the IMail Administrator remote connection feature, the
following conditions must be met:

» Boththeloca and remote machines MUST be running IMail
Server Version 7.0.

e Theremote machine MUST have the Password server running
and set to the correct port.

e The User must be enabled as an IMail System Administrator.

Password Server Setup

In order to connect to a remote server, the Password server must be
running on the remote machine. The Password server will bind to port
8399 (along with 106) to listen for remote connections.

Connecting to a Remote Server

To connect to a remote server complete the following steps:

1 First ensure that the password server is running on the remote
IMail server.

2 From IMail Administrator’'s File menu, select Connect. The
remote connection dialog appears.
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Connect to an IMail Server |
Enter the IP Addrezs of the hozt that
o wizh to connect ko,
|1 23456789123 j Cancel |

|Jzername: IJau:k

MEMREMENN

Pazzword: I

Pleaze note that connecting to another server will
terminate lAdmin's sezsion with the currently loaded
FEIVE.

Enter the IP Address of the host that you wish to connect to. This
must be the IP Address of the remote host, not the computer
name.

IMail Server storesthe |P Addresses that you enter, so that on
subsequent connections, you can select an address from the drop
down list box.

Enter your IMail Sever Username and password, and click OK.

The IMail Administrator interface for your local server will be closed
and replaced by the interface for the remote server. Note that you
cannot have two IMail Administrator sessions open at the same time.
Therefore, be aware that connecting to a remote server will terminate
IMail Administrator’s session with the currently loaded server.
However, if you do connect to another server, you can always connect
back later.
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Connecting Back to the Local Machine

To connect back to your local server, complete the following steps:

1
2

3

From IMail Administrator’s File menu, select Connect.

Enter the P Address of your local machine. You must enter the IP
Address, not 127.0.0.1 or “localhost”.

Enter your IMail Server Username and password, and click OK.

The IMail Administrator interface for the remote server will close and
be replaced by the interface for your local server.



__________________________________________________________________________|
Chapter 20: Mail to Fax

You can purchase the Mail to Fax option as a separate add-on
capability to IMail Server.

The Mail to Fax application lets you set up mail accounts that can
receive mail from amail client and forward it to afax machine.

For example, you can create an alias named “FaxHome” and define a
phone number for the alias. Users can then address mail to
“FaxHome" and the IMail Server will route the message to the
specified fax.

The Mail to Fax option also supports “dynamic dialing,” which lets
users enter afax phone number when they create the mail message.

Installing IMail Fax Support
Toinstall IMail Fax Support:

1 LogonasSystem Administrator or to an account that has System
Administrator privileges.

2 Insert the IMail Fax Support diskette in a diskette drive.

3 Select Run from the File or Start menu, and then enter the
diskette path followed by install.exe. For example:

a:install.exe
The IMail Fax Support installation wizard appears.
4 Click Next to display the installation options.

5 Sdect Install for anew installation or Upgradeif you are
upgrading a previous installation.

6 Click Next. The setup program installs the IMail Fax Support
filesand creates an icon for the IMail Fax Support program in the
IMail directory.

7 Click Finish to exit the installation program.
8 Connect afax modem on the IMail Server system.

Before your IMail Server can send amail messageto a
fax, you need to connect and turn on afax modem for the IMail
Server system.
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Setting the Modem Port

Thefirst time you start up IMail Fax Support, it displays adialog that
prompts you to select the modem port to which your fax modem is
attached. You can also access this dialog box at any time to change the
port by selecting Ports from the Settings menu.

1 InthelMail directory, double-click the IMail Fax Support icon.
The Fax Server window appears and displays the Modem Ports
dialog box.

Modem Ports I

Thiz Dailog Box iz used to check for and configure a
Fii Modem on a zelected Port. Only a selected port on
which a modem is found will be made available to the
Fik Server for use when sending Fixes.

—Check For Modem On————————
COM11 :

COM12 LI
Com13
COM14
COM15
COM1E
Com17
COom18
Cor13
COMZ0

000000080
SO0 000

2 Select the port to which your fax modem is attached, and then
click the Check button.

The IMail Fax Support program checks to make sure afax
modem is available on the port. If afax modem is not connected
for your IMail Server system, IMail Server cannot send mail to a
fax machine.



Adding a “Mail to Fax” Alias

To add an dlias for afax:

1

Inthe IMail Server folder, click the IMail Fax Support icon. The

Fax Server window appears.

N Fax Server M=l B3
File Wiew pliaz  Settings Help
Host -

Aliases New... | Modily...l Delete | Exit |
Faxhdnin

FaxDHI

FaxHomne

If you have multiple e-mail domains, select the virtua host to

which you want to add the alias.
Click the New button. The New dialog box appears.

Enter the alias that you want users to send mail to (for fax

transmission) and click OK.
The Modify FAX Alias dialog box appears.

Modify FAX Alias

(=S ERRE  Inciude from header—— 0K
¥ From Address
FaxHome
I [ ToAddess Advanced ...

[ CLC Address

¥ Message Date
¥ Subject Line
JovhaMIC [~ Reply-To sddess
M aximumn number of retries |4 ||: E::::: ?E;:&?dl
™ Retum Receipt
™ Use Cover Page || [Create/Edit | I Precedence

™ InFeply Ta

| 2| anines

L Cancel
Fax number

™ Deliver copy of message to: I j

il
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5 Enter the following Mail to Fax information:

6

Alias name. Thisisthe alias name you entered in the New Alias
dialog box.

Fax number. Enter the phone number of the fax machine to dial
when this dias receives mail.

Use Dynamic Sending. You use this option to make the alias a
dynamic dialing alias. The Advanced button is used to set access
to the dynamic dialing alias. For more information, see “ Setting
Up and Using Dynamic Dialing Aliases’ on page 246.

Thisoption is only available for the primary host. You cannot
create dynamic dialing aliases on a virtual host.

Maximum number of retries. Enter the maximum number of
times to retry sending the fax message when a send error (such as
number busy, line error, no dial tone) is received. When
maximum is reached, IMail Server stops resending and notifies
the sender of the failure.

Use Cover Page. Select this option and enter or select the file
name of the fax cover page that you want to send with all
messages sent to the fax alias. You can click the Create/Edit
button to use the Cover Page Editor to create or modify afax
cover page. For more information, see “ Creating and Modifying
Fax Cover Pages’ on page 245.

Deliver copy of message to. If you want to send an e-mail copy
of the fax message, check this option and enter an e-mail address.
You can select local users from the drop-down list.

Include from header. Check the mail message header items that
you want to include in the fax message.

Click OK to add the dliasto the list.

To modify an alias for aMail to Fax, select the aliasin thelist, and
then click the M odify button.

To delete an dliasfor aMail to Fax, select thealiasin thelist, and then
click the Delete button.



Creating and Modifying Fax Cover Pages

The Cover Page Editor provides an interface for creating and editing
fax cover pages. When you define afax alias, you can specify a cover
page to be attached at the beginning of any message sent to that fax
dias.

The cover page is converted to atif image file before being sent to a
fax machine.

To create or modify a cover page:

1 Create anew alias or modify an existing alias. The Modify Fax
Alias dialog box appears.

Cover Page Editor B
Cowver Page File Mame
IDM|CDW

Uze Graphic [Must be monochiome BMP, TIF, or PCX)

I\:\Commnn\SCFlEENS\IIogogry.bmp Brawse... | "Aﬁgﬂmemi

& Left ¢ Center € Right
Current Section ITDF‘ j

for
%

Hu

r— Cover Page Yariable
%= = From Line of Meszage %1 =Ta Line of Meszage *u = Subject Line of Message
%d = Date Fax was sent %t = Time Fax was sent *%p =# of pages in Fax

%[ = Destination Fax Number

2 Check the Use Cover Page option, and then click Create/Edit.
The Cover Page Editor screen appears.

3 Inthe Cover Page File Name box, enter a name for the cover
page. Thefile extension .cpg will be appended to the name you
enter.

4 Optionally, inthe Use Graphic box, enter the name of afileto be
used as a background graphic on the cover page. Click Browseto
search your system for afile.

The graphicsfile will be positioned in the lower left corner of the
cover page. The graphic is placed in the background so that any
cover page text prints over the graphic.
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The graphic file must be a monochrome (black and white) .bmp,
tif, or .pcx file. The maximum size for the background graphicis
1728 by 1600 pixels (200 dpi vertical resolution).

5 Select the Current Section from the drop-down list, and enter the
information you want to appear in that section in the edit window.

The Fax Cover Pageis divided into five sections: Top, Upper
Middle, Middle, Lower Middle, Bottom. You can enter up to five
lines per section. Within asection, you can enter text or any of the
cover page variables listed below the edit window.

For example, if you want the To, From, and Subject lines of the
message sent to the fax alias to appear at the top of the page,
select the Top section, and then enter the following variablesin
the edit window:

%

%

%

Use the Alignment options (Left, Center, Right) to set how the
information in the Current Section is aligned. (Note that these
options do not affect the background graphic.)

6 Click OK. The cover page file name appears next to the Use
Cover Page option.
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Setting Up and Using Dynamic Dialing Aliases

If the host for which you are creating aMail to Fax aliasisthe primary
host, you can use the dynamic dialing alias option to set up an aias
and let users enter the fax dial-up number when they create a mail

message.

Note
You cannot set up adynamic dialing aias for avirtual host. Dynamic

dialing can be used only on the primary host.

After you set up dynamic dialing aliases, users can create a mail
message and enter the fax phone number in the subject line or in the
first line of the body of the message to send mail to a particular fax.



To set up adynamic dialing alias:

1 Createanew dlias, or if you want to modify an existing aliasto
make it adynamic dialing alias, select it and click M odify.

The “Modify Fax Alias’ dialog box appears.

Modify FAX Alias
Alias name —Include from header——
IFaxH ome ¥ From Address

[ ToAddess Advaticed ... |
[~ CC Address Cancel
V¥ Message Date | |

Fa# number

¥ Subject Line
JovNAMIC [~ Reply-To Address
ke aximum number of retries |4 F 2:22:: ?;Z:;?dl
[~ Fietum Feceipt
[ Use Cower Page  Create/Edit | ™ Precedence

[~ InReply To

| =1 e

™ Deliver copy of message to: I j

2 Check the Use Dynamic Sending option.

When this option is selected, users must specify afax number in
either the subject line or the first line of the body of the message
using the following syntax:

FAXNUMEt el ephone_nunber

where FAXNUM isall capitals and there are no spaces between
FAXNUM and the last digit of the specified telephone number.

3 Optionaly, click the Advanced button and set up the fax
propertiesto be used for this dynamic dialing alias. The Dynamic
Sending Options dialog box appears.

Dynamic Sending Options x|
Pazsword
[ Cancel |
Automaticaly &ttach File Aiceess Restrictions... |
Ispec.txhblueprntlbmp Didling Restrictions... |
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Password. Enter a password here to restrict access to the
dynamic dialing alias. Users must supply this password on the
same line as the FAXNUM entry, using the following syntax:

PASSWD=passwor d

where PASSWD isin al capitals and there are no spaces between
the work PASSWD and the end of the specified password.
(Spaces are used as field delimiters here).

Filesto be attached. Enter the file names for any files that you
want to send with every fax that is sent to this alias. You must
enter the full path file name and separate multiple file names with
aplussign (+) character. No spaces are allowed in this text box.

You can use only files with the following extensions: .bmp, .pcx,
.dex, tif, .txt, .tmp, .fmf and .fmp. Files with .bmp, .pcx, .dex, .tif
extensions must be monochrome graphics. Files with .txt, .tmp
extensions must be ASCI| text files. Files with .fmf and .fmp
extensions are files that are already in fax format.

Files with extensions other than those described above will cause
the entire fax to fail and an error message will be returned to the

sender. If you have set this alias up to send an e-mail copy of the
fax to a user mail account, the attached files will not be sent with
the mail message.

You can set up Access Restrictions and Dialing Restrictionsfor
this alias by clicking on either button. For more information, see
“Setting Access and Dialing Restrictions’ on page 249.

4  Click OK to save your changes.

Setting Global Properties for All Dynamic Aliases

There are some properties you can set up as the host default for all
dynamic aliases. To display these properties, select Dynamic Dialing

from the Settings menu. The “Dialing Propertiesfor Dynamic Dialing
Aliases’ dialog box appears.



Dialing Properties For Dynamic Dialing Aliases

Aecess Number |g

18

Long distance prefis

A5

Local area code

Bi7

I Use area code calls in local ariea code

Cancel

ticoess Restrictions...

il

Dialing Restrictions...

You can set the following global properties:

Access Number. If you have to dial an access number to get an
outside line before dialing the fax number, enter it here. This number
will be dialed before any number received dynamically isdialed. Note
that the Access Number applies only to dynamic dialing aliases, you
must still specify an access number within the fax phone number for

non-dynamic aliases.

L ong distance prefix. Enter a prefix to match against a dynamic
dialing number to determine if the call islong distance or not. Dialing
numbers that match any of the prefixes specified here will be denied.

L ocal area code. Enter a prefix to match against a dynamic dialing
number to determine if the call iswithin the local area code. If Use
area code callsin local area code is not selected, then area codes
matching the local area code are removed from the dynamic dialing
number beforeit isdialed. If the option is selected, then the dynamic

dialing number is left intact.

Setting Access and Dialing Restrictions

You can set up access and dialing restrictions to be used as the default
for all dynamic dialing aliases, or you can set restrictions on a per

aliasbasis. Any properties set up for aparticular dynamic dialing alias
will override the global defaults.

To set up restrictions for all dynamic dialing aliases, select Dynamic
Dialing from the Settings menu. The Alias Properties dialog box
appears. In this dialog box, you can select Access Restrictions and

Dialing Restrictions.
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To set up restrictions for a specific dynamic dialing alias, select the
alias and click the M odify button. In the “Modify Fax Alias’ dialog
box, click the Advanced button. The “Dynamic Sending Options’
dialog box appears. In this dialog box, you can select Access
Restrictions and Dialing Restrictions.

Access Restrictionslet you restrict access to dynamic aliases by
setting the domain names that the alias will accept messages from or
deny messages from. For example, you can enter “com” in the Deny
Access for these domain names list to deny messages from senders
in any .com domain, and enter ipswitch.comto the Permitted Access
to these domain nameslist to et any sendersfrom ipswitch.com send
to thisaliaswhile denying all other .com addresses. Setting the default
action will tell the server what to do with other domains, such as .edu
or .net. These matches are good down the host name, but will not
check user IDs.

To set access restrictions:

1 Click the Access Restrictions button. The “Access Restrictions”

dialog box appears.
Default Action
& Permit Access i~ Denp Access i~ Use Global Default
— Permitted Access for these domain name:
Iipswitch.com
Add |
Hemnyve |
— Deny Access for these domain name:
LCom ] I
Femmmye |
ok | cancel |

2 Add domain names to either the Permitted Accesslist or the
Denied Access list.

To add adomain to alist, enter it in the list box, and then click
Add. To remove adomain from the list, select it in the list, and
then click Remove.



3 Set the default action, which tells the server how to handle any
domain names not specified in the Per mitted Access or Deny

Access lists.

Permit Access means domain names not shown in either list are
permitted access. Deny Access means domain names not shown
in either list are denied access. Use Global Default (available

only when setting restrictions for a specific alias) means use the

global access restrictions.

4  Click OK to save the changes.

Dialing Restrictions let you restrict where faxes can be sent. You can
specify that phone numbers beginning with a certain set of digits not
be allowed. For example, you can enter 1900 to deny accessto all 1-
900 phone numbers. Or, you could deny access to all numbers, and

allow access only to 1800 (1-800) numbers.

To set dialing restrictions:

1 ClicktheDialing Restrictionsbutton. The“Dialing Restrictions”

dialog box appears.

Dialing Restrictions E

— Default Action
" Permit Number
i~ Derny Mumber
i+ Use Global Default

Long Distance Dialing

™ Allow Long Distance

i~ Deny All Lang Distance

i+ Use Global Permissions

— Permitted dialing numbers beginning with

1800

] |
Hermayve |

— Deny dialing numbers beginning with

1900

Hemiaywe |

ok |

cancel |

Denied Dialing list.

Add phone numbers to either the Permitted Dialing list or the

To add a phone number to alist, enter it in the list box, and then
click Add. To remove a phone number from the list, select it in
thelist, and then click Remove.
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3 Set the default action, which tells the server how to handle any
phone numbers not specified in the Per mitted Dialing or Deny
Dialing lists.

Permit Number means phone numbers not shown in either list
are permitted access. Deny Number means phone numbers not
shown in either list are denied access. Use Global Default
(available only when setting restrictions for a specific alias)
means use the global access restrictions.

4  Set the Long Distance Dialing action.

Allow Long Distance means allow dialing of all long distance
numbers. Deny All L ong Distance meansdeny dialing of al long
distance numbers. Use Global Per missions (available only when
setting restrictions for a specific alias) means use the global
dialing permissions.

5 Click OK to save the changes.
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Sending Mail to a Fax Alias

After you have set up afax alias on the IMail Server system, users can
send mail from any mail client to the alias, and the mail message will
automatically be routed to the fax (provided afax modem is
configured for the IMail Server system). The user needs only to
specify the fax aliasin the To: field when creating the mail message.

Attachments

Users can attach MIME-encoded and UUENCODE files to the mail
message and IMail Server will translate them for fax transmission.
You can use only files with the following extensions: .bmp, .pcx, .dcx,
Aif, .tmp, .fmf, and .fmp. Fileswith .bmp, .pcx, and .tif extensions must
be monochrome graphics. Files with .txt, .tmp extensions must be
ASCII text files. Fileswith .fmf and .fmp extensions are files that are
already in fax format.

If an encoded attachment has an unsupported file name, it will not be
included in the fax, but a notice to this effect will appear in the text
portion of the message. If an encoded attachment has a supported file
name extension, but is in fact an unsupported type (i.e. a color
graphic), the entire fax will fail.



Sending Mail to a Dynamic Dialing Alias
To send mail to adynamic dialing alias, users must do the following:

*  Specify thefax aliasin the To: field when creating a message.

»  Enter the fax dial-up number in the Subject: field or in the first
line of the body of the message using the following syntax:

FAXNUMEt el ephone_nunber
where FAXNUM isall capitals and there are no spaces between
FAXNUM and the last digit of the specified telephone number.

» If you created a password for the dynamic dialing alias, enter the
password on the same line as the FAXNUM entry, using the
following syntax:

PASSWD=passwor d

where PASSWD isin al capitals and there are no spaces between
PASSWD and the end of the specified password. (Spaces are used
asfield delimiters here.)

Viewing the Fax Queue Files

To view the faxesin the queue, select Queue from the View menu.

If there are faxesin the queue, you can select one to display the header
information. You can select one or all faxes in the queue and select to
send them. Only one instance can try to send afax at atime, so if the
fax process has already started, you will receive a message. Each time
afax is successfully sent, the current process checks the queue for
another fax to send.

You can select afax in the queue and select to removeit.

If there are no messages in the queue, a message states that there are
NO Messages.
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__________________________________________________________________________|
Appendix A. File Locking

IMail employs a built-in locking system for files in the Spool
directory to eliminate concurrency problems. Locks are created by
modifying thefirst character of afile name and creating a special file
in the same directory as the locked file.

Filesin the Spoal directory are only locked while critical reads or
writes are being performed on the file. Old locks are removed if they
are more than one hour old. This means a user may be locked out of
accessing afile or aservice for up to one hour as aresult of a system
crash during acritical time period.

It is possible to manually remove alocked fileif you are positive that
no processis actually accessing that file. One reason for the long time
period isto alow for the time required to transmit large files over
slow links. For example, the timeout should be long enough to
transmit a 2+ megabyte file across a 2400 baud dial-up connection
with processing delays caused by the remote end.
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__________________________________________________________________________|
Appendix B. Backups

This appendix covers how to make backups of IMail Server
information.

Backing Up the IMail Server Configuration

The IMail Server configuration is saved in the registry.
Using IMail Administrator to Back Up the Registry
To perform a backup manually:

1 Select the“localhost” folder.

2 Onthe General tab, click the Backup button.

A dialog box prompts you to specify afilename to which it will back
up the IMail Server section of the registry.

To restore the registry from a backup file;
1 Selectthe“localhost” folder.

2 Click the General tab.

3 Click the Backup button.
4

In the box labelled “ Possible backup files...” select the backup
file you want to use.

5 Click the Restore button.

If you restore a backup file, you will lose any changes made between
the time of the backup and the time of the restore.

Using a Command Line Utility

A command line utility (regback.exe) is provided to perform the same
backup described above. Its name is regback.exe and you can useit to
perform a backup from another system, or you can use a scheduling
program to run it on aregular basis.
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Using Regedit

You can also back up the IMail Server registry settings by using
Regedit to save the key
HKEY_LOCAL_MACHINE\Software\lpswitch\IMail. This savesthe
system configuration settings and all user settings.

If you want to back up only the user settings, save the key

HKEY LOCAL_MACHI NE\ Sof t war e\ | pswi t ch
\'I Mai | \ Domai ns\ domai n_nane\ User s

Users saved in this way can be imported into any domain by editing
the registry text file and changing the ‘domain.

Backing Up IMail Server System Files

IMail Server storesits system filesin the\imail directory (unlessyou
gaveit adifferent name). You can make a backup copy of the
IMail Server directory tree.
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Backing Up User Mail

Users mail is stored in directories below \imail (usually under
imail\users, but other domains may have other directories), so daily
backups should include these directories.



__________________________________________________________________________|
Appendix C. Command Line Applications

IMail Server’'scommand line applications are useful for automating
tasks that would otherwise be tedious to perform. These applications
can accept input from the Windows NT Command Prompt; likewise,
they send messages to the Command Prompt display.

You can run these applications in a number of ways. You can type
commands at the Command Prompt, run commandsin a batch file, or
run commands that are saved in atext file.

Command line applications can be used in conjunction with input
from aweb browser. For example, a system administrator can have
usersfill out aweb form specifying ahost name; the administrator can
then use a script to execute adddomain.exe to create a virtual host on
the IMail Server. Or, the administrator can take text from aweb form
and call imaill.exe to create amail message from the text.

This appendix covers the following IMail Server command line
applications:

» addalias.exe - adds, modifies, and deletes aliases

» adddomain.exe - adds, modifies, and deletes virtual hosts

*  adduser.exe - adds, modifies, and deletes users

e imaill.exe - creates a mail message

e immsgexp.exe - deletes old messages from a user’s directory
» ldaper.exe - populates the LDAP database

* mailall.exe - sends amail messageto all users on ahost

* regback.exe - backs up IMail registry keys

e gmtp32.exe - delivers a message

* igplcin.exe - deletes old messages in the Spool directory

Note
In most command line utilities, you can use either a hyphen or a
forward slash as a delimiter, the argument may or may not be
preceded by a space, and most flags can be upper or lower case. In
other words, - hhost nane, - h host nane, / hhost nane,
/h host nanme, and- H host nane are equivalent.
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Adding Aliases (addalias.exe)

Addalias.exeis a utility for adding batches of aliases stored in atext
file, or for modifying or deleting aliases on the IMail Server system. If
you invoke addalias with no command line options (by typing only
addalias at the MS-DOS prompt), you can manually input command
lines, pressing Enter after each line. If you do this, press CTRL-Z to
exit the utility when you are done.

Basic Command Syntax
addalias [-h hostnanme] [-cX] [-{a]d|n}] alias[=destination]

Argument Explanation

-a aliasname Use -a to add an alias if the alias doesn't already exist,
where aliasname is the alias you want to add. Only one
alias may be added in a single command line.

-cX Use -c to specify to specify an alternate delimiting
character. This tells Addalias to replace the default
delimiter (the equal sign) with the desired delimiter. Note
that a space is not allowed. (When you use -c in a text file,
it affects all lines in that file.)

-d aliasname Use -d to delete an alias that already exists, where
aliasname is the alias you want to delete. Only one alias
may be deleted in a single command line.

-f filename You can put multiple commands into a text file for one
execution of Addalias. Use -f to specify the name of the
text file containing the Addalias commands. (All the above
commands are valid for the text file, but note that -h and -c
persist across multiple lines of input.)

-h hostname Use the -h argument to specify the virtual host for the alias.
The primary IMail Server host is used if no host is
specified. (When you use -h in a text file, it affects all lines
in that file.)

-i groupname Use -i to import a NT group as a group alias if the alias
does not already exist, where groupname is the group that
you want to import. Only one alias can be added in a single
command line.

- Use -l to list current aliases. This argument may not be
used in a text file.

-m aliasname Use -m to modify or add an alias even if the alias exists,
where aliasname is the alias you want to modify. Only one
alias may be modified in a single command line.

-? Use -? to see a summary of argument options.
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Adding an Alias to the Default Domain
The following examples add an aias of newalias to adomain named
email.

addalias -c: -a newalias:enmuil

addal i as -a newal i as=emi |

addalias -c: newali as: emi |

addal i as newal i as=emmi |
addal i as newal i as enmi |

Adding an Alias to a Specific Domain

The following example adds an aias of newalias to adomain named
email in the host named secondhost.com.

addal i as -h secondhost.com-a newal i as enmmi |
Deleting an Alias
The following examples delete an aias.

addalias -d oldalias
addalias -h another.net -d aliasl

Importing a Windows NT Group as a Group Alias
The following example converts an existing NT group into an alias.
addalias -h NThost.com -i groupname

Thisfeature is only intended to work for local and global groups only.
It is not intended to work with Microsoft Active Directory Services
(ADS) "Universal" Groups.

Note: Thisoptionisonly for hosts using the Windows NT database.
Global groupswill be ignored if the server is not a primary domain
controller (PDC).

Return Codes

Addalias returns 1 if it performed at least one of the requested
operations; it returns O if it failed.

Using a Text File

Instead of entering commands at the MS-DOS prompt, you can use a
text file to input multiple commands for one execution. You can use
thistechnique to add aliases to your IMail Server system from another
mail system if the other mail program can create a delimited text file
of aliases.
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For example, you could create atext file named test.txt that contains
the following lines.

t est 1=ne

test2=test1l
test3=test?2

-h virtual 001 test 1=ne
t est 3=ne

-mtest2=him

-d test3

At the MS-DOS prompt, you enter:

addal i as < test.txt
The < symbol tells addalias to use test.txt asinput.

You then get the following messages:

current host is maill.ipswitch.com

added [nmil 1.ipswitch.con] testl -> ne
added [nmil 1.ipswitch.conm test2 -> testl
added [nmil 1.ipswitch.conm test3 -> test2
current host is virtual 001

alias exists [virtual 001] testl -> soneone
added [virtual 001] test3 -> ne

nodi fied [virtual 001] test2 -> him
deleted [virtual 001] test3 -> ne

Adding Virtual Hosts (adddomain.exe)

Addomain.exeis a utility for adding virtual hosts. It can be used to
simply add a single host, but is especially useful in abatch file to add
multiple hosts.

Basic Command Syntax and Example

adddomai n - hHost nane -il PAddress -t TopDir
[-a Aliases -ulM| NT -x MaxMBXSi ze -s MaxMBXMsgs -rMaxUsers
adddomai n - hHost nane -m
[-tTopDir -aAliases -xMaxMBXSi ze -sMaxMBXMsgs -r MaxUser s]
adddonmi n - hHost name -del ete
adddomai n -fFil enane

where:
-h Fully qualified host name; if modifying must match
IMail official host name
-i IP address or VIRTUAL for IP-less host
-t Path (full or relative to IMail TopDir) to top directory for
domain
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-m Flag to modify settings instead of creating
-a Alias list for host
-u User data base to use (IMail or NT)
-X Default max mailbox size (in bytes)
-S Default max number of messages for mailbox
-f Path to file with settings to modify/change
-r Maximum number of users on this host
-delete Remove virtual host
Note

AddDomain.exe does not warn when assigning already used IP
addresses to new hosts. Assigning an already used | P address to
another host will orphan the original host without warning.

Adding Users (adduser.exe)

Adduser.exe is a utility for adding, modifying, or deleting users, but
can only be used if the domain is based on either an IMail database or
on an external database. (Adduser.exe cannot be used to add usersto
domains which use the Windows NT database.)

You can use adduser.exe to add users whose user | Ds and passwords
are stored in atext file. Passwords must be between 3 and 30
characters.

If you invoke adduser with no command line options (by typing only
adduser at the MS-DOS prompt), you can then manually input
command lines, pressing Enter after each line. If you do this, press
CTRL-Z to exit the utility when you are done.

Basic Command Syntax

Adduser.exe [-h hostnanme] [-k userid] [-muserid] [-u userid]
[-p password] [-n nane] [-f filenane] [-I] [zchgpass] [*web]
[tactive] [zinfo]

Argument When to use

-h hostname Use the -h argument to specify the user’s virtual host,
where hostname is the name of the host. The primary IMail
host is used if no host is specified. (When you use -h in a
text file, it affects all lines in the file.)
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-k userid

Use the -k argument to delete a user id, where userid is the
id you want to delete. Only one user id may be deleted in a
single command line.

-m userid

Use the -m argument to modify a user id, where userid is
the id you want to modify. Only one user id may be
modified in a single command line.

-u userid

Use -u to add a user id, where userid is the id you want to
add. Only one user id may be added in a single command
line.

-n “name”

Use -n to specify the full name of the user in double quotes.
where name is the user’s full name.

Adds the reply-to address and user address to the LDAP
database

-p password

Use -p to specify a password for the user, where password
is the user’s password. If you omit this parameter, the
user’s password is ‘password.’

Use -q to disable alias duplicate check.

Use -c to specify an alternate delimiting character where X
represents the delimiting character. This tells adduser.exe
to replace the default delimiter (a comma) with the
specified delimiter. A space is not allowed. (When you use
-c in a text file, it affects all lines in the file.)

-f filename

You can put multiple commands into a text file for one
execution of adduser.exe. Use the -f argument to specify
the name of the file containing the adduser.exe commands.
(All commands are valid for the text file, but note that -h
and -c persist across multiple lines).

-chgpass

Use -chgpass to disable the user’s ability to change
password.

+chgpass

Use +chgpass to enable the user to change password.

-web

Use -web to disable the user’s ability to use Web
Messaging.

+web

Use +web to enable the user to use Web Messaging.

-active

Use -active to disable the user’s ability to log on.

+active

Use +active to enable the user to log on.

-info

Use -info to disable display of the user in whois, finger and
LDAP queries.

+info

Use +info to enable display of the user in whois, finger and
LDAP queries.

Use -? to see a summary of argument options.

Comments (for use in a text file)
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Adduser
Adduser
Adduser
Adduser

Adding a User ID

The following examples add a user ID of testO1.

-h myhost.com-u test0l1 -n "ns test" -p yourpass
-u testO1l -n "nr test" -p nopass

-u testO1

testO1

Deleting a User ID
The following examples delete auser ID.

Adduser -k -u testO1

Adduser -h another.net -k testO1l

Return Codes

Adduser returns 1 if it performed at least one of the requested

operations; adduser returns O if it failed.

Using a Text File

Instead of entering commands at the MS-DOS prompt, you can use a
text file to input multiple commands for one execution of adduser.exe.
You can use this technique to add usersto your IMail Server system
from another mail system if the other mail program can create a
delimited text file of user ids, passwords, and user names.

Let's suppose you want to add four user 1Ds (userid, smith, testl, and
jones) to the wks013 server. Adduser.exe assumes that if there are no
arguments in atext file, then the information on each lineis userid,

password, and full name —in that order.

For example, you could create a text file named addfour.txt that

contains the following lines:

userid, password, ful | name
sm t h, whypass, Ms Snith
testl, M Snith

j ones, okpass, Tom Jones

At the MS-DOS prompt, you enter:

Adduser -h stationl.ipswitch.com-f addfour.txt
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You then get the following messages:

current host is wks013. augusta.ipsw tch.com

. added userid to host stationl.ipsw tch.com
added snmith to host stationl.ipsw tch.com
added testl1l to host stationl.ipsw tch.com
added jones to host stationl.ipsw tch.com

Note that the user named test1 will have “ password” (the default) as
his password.

RRIR

Disabling Web Options

New users have all the Web options enabled unless you disabl e one of
the Web options (-/+chgpass, -/+web, -/+active, -/+info) in the
command line. Modifying a user does not change the user’s Web
options unless you include at least one of the Web argumentsin the
command line: if you include any web argument, then all Web options
are enabled except those you specifically disable.

Sample File

#Entries bel ow default to Primary domain autonatically.

#Adds user test100 with password nopass, and full name M. Test100
test 100, nopass, "M . test 100"

#adds user test101 with password nopass, nane of Ms. Test101,

#has ability to #change own password, access from web,

#account is not disabled, user info is accessible from outside.

-u test101 -p nopass -n "Ms. test101" +chgpass +web +active +info
#Add user Kkillthisone

-u killthisone

#Renove user Kkillthisone

-k Kkillthisone

#Change domai n(host)

-h virtual 001

#Change delimter fromdefault(,) to a (+).

.C+

#Add user test100 with password of password and name of M. Test100
t est 100+passwor d+" M. Test 100"

#Modi fy user test100 with new nanme of Ms. Test 100

-m-u test100 -n "Ms. Test 100"

#Change donmai n(host)

-h virtual 002

#Change delimter back to default

-C,

#Add user test101 with password nopass and name Ms. Test101

test 101, nopass,"Ms. test101"

#Add user test103 with default password, with default nane test103,
has #ability to change own password, access fromweb, account is not
di sabl ed, user #information is accessible from outside.

-u test103 +chgpass +web +active +info

#Add user test104 with default password, with default nane test103,
has #ability to change own password, access fromweb, account is not
di sabl ed, user #information is not accessible from outside.

IMail Server



-u test104 -chgpass +web +active -info

#MWodi fy user test103 so user information is not accessible from
out si de.

-mtest103 -info

Results from running the above file:

urrent host is nmail.sone.where.com

(2]

OK: added test100 to host mail.some.where.com

OK: added test101 to host nmil.sonme. where.com

OK: added kil lthisone to host nmil.sone.where.com

OK: User "Kkillthisone" renpbved from" mail.sone.where.com".
INF: current host is virtual 001

OK: added test100 to host virtual 001

OK: user test100 nodified in virtual 001

INF: current host is virtual 002

added test101 to host virtual 002
added test103 to host virtual 002
added test104 to host virtual 002
user test103 nodified in virtual 002

RIIR

Sending Mail (imaill.exe)

Imail1.exe creates and delivers mail messagesto alocal mailbox or to
aremote host via SMTP. (SMTP delivery is accomplished by the
smtpl.exe application.) Imaill.exe is similar to the UNIX sendmail.

Note that the message must get its body from afile. When naming
files, give the complete path and filename.

Imail1.exe currently has alimitation of the body size of a created
message (in the editor only) of 32K or less depending on available
memory. Final message size (including attachments) is limited only
by available disk space.

Imail1.exe can currently create multi-part M1ME messages with
Content-transfer-encoding of binary and base64 and Content-types of
text, multi-part and application.

Command Syntax

Imail 1.exe supports the following command line options:

-u “userid” Use -u to specify the user sending the message (the From:
field); quotation marks around the user ID are
recommended.

-t “recipientl[,recipient?][,...]" Use -t to specify primary recipients (for To: field).

imaill -s “subject” Specifies the subject line of the message.

-c “recipientl[,recipient2][,...]" Specify carbon copy recipients (for the cc: field).
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-b “recipientl[,recipientl][,...]" Use -b to specify blind carbon copy recipients (for the bcc:

field).

-f filename

The -f parameter indicates what the body of the message
will be. Specify the file to send without editing (provided a
recipient is also specified on the command line).

-i flename

-i displays an interactive Create Mail window which
displays the contents of filename for editing.

-r

Use -r to add an Army “Registered:” header.

-a filename

(IMail 4.01 or later) Use -a to specify the name of file to
attach (MIME format) to the message.

Deleting Old Messages (immsgexp.exe)

Immsgexp.exe is a utility that del etes messages older than a specified
number of days.

Basic Command Syntax

i msgexp -t startdirectory -d #of days to_save
Any mailbox found beneath startdirectory will be scanned and any
message older than #of _days to_save will be deleted. A log of
eXYYMMDD.log (or exXYYMMDD .### if .log already exists) will be
created and log which directories/mailboxes were scanned, how many
messages were del eted, and the amount of disk space saved (by file
and directory).

Example

i msgexp -tc:\imil -d60
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Populating the LDAP Database (Idaper.exe)

Ldaper.exe populates the L DAP database, by placing the specified
information on the Gener al tab of user properties into the LDAP
database. Thisis handy when you have added alarge number of users
at once using adduser.exe.

Basic Command Syntax
| daper [options]:

Ldaper.exe supports the following command line options. Options can
be prefixed with a hyphen or aforward slash.




-H Host name

-U User ID

-P Password

-GN First name (Given Name)
-SN Last name (Sur Name)
-S Street address

-C City

-ST State

-CO Country

-Z Postal code

-T Telephone

-0 Organization

-OuU Organizational Unit (Department)

mai | al |

mai |l al |

Sending Mail to All Users (mailall.exe)

Mailall.exe isa command line utility that sends mail to all userson a

particular host or on all hosts on the IMail Server system.

Basic Command Syntax

-h hostnanme| ALL> -f sender -d [-s Subject]

<Ful | Pat hToMessageFi | e>

-h hostname The -h parameter is required. You can

or specify a host name or use the word ALL to

-h ALL specify all hosts on the IMail system.

-f sender The -f parameter specifies what address
appears in the From: field. A value is
required if you are using a text file that has
no From: header line

-s subject The -s is an optional parameter that
specifies the content of the Subject field.

-d Optional. Use -d if you want the source file
deleted when mailing is completed

FullPathToMessageFile Required

Examples
-h nyhost -f admi n@mwyhost -s"Admin note" C: \nmilnotes.txt

The above exampl e sends the file mailnotes.txt to all users on myhost.
The message is from admin@myhost; the Subject is Admin Note.
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Aliasl=|mailall -h myname -d

The preceding example creates a program alias that is used to send
mail to al users on the myname host. Then, you can send amessage to
Aliasl@myname.com, and it will go to everyone on the myname host.

Backing Up IMail Server Configuration
(regback.exe)

Regback.exe backs up the SOFTWARE\Ipswitch\IMail registry key
and all its sub-keys.

Basic Syntax Command
regback [optiong]

Regback.exe supports the following command line options. Options
can be prefixed with a hyphen or aforward sl ash.

-? Displays help.
-b filename Backs up the registry to a file named
filename.*

*The filename must be eight characters or less and can have up to a
three-character file extension. Any file name or file extension
exceeding the maximum number of characterswill be truncated to the
maximum number of characters. If afilename is omitted, regback.exe
will use the default imyymmdd.reg where yymmdd is the two-digit
current year, month and day.
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Delivering Mail (smtp32.exe)

The smtp32.exe program is the SMTP send program for use with
IMAIL Server SMTP Service. This program contains DNS Mail
Exchanger (MX) support aswell as support for list servers, etc. This
program is called by smtpd32 to do the final delivery of any received
messages and to perform queue runs to clear the outbound mail
queues.

Smitp32 processes messages in the Spool directory, attempting final
delivery both to local addresses and remote addresses (by way of
SMTP)

Smitp32 delivers mail only to addresses found in the users.sys and
aliases.sysfiles. Aliases are expanded, although aiases that resolve to



file names are considered invalid and are the responsibility of the
program that placed the message in the spool directory. (Smtp32.exe
will expand group aliases on receipt of the message and imail1 will
expand groups on creation of a new message. Thus, it is not possible
to dump a message into the queue that references a group without
doing the expansion yourself.)

Smtp32 (and imail1) has a probable limitation of 100 recipientsin a
message but is determined by length of the recipient addresses,
number of duplicates, etc. Thisisin accordance with RFC 821 section
45.3.

Smitp32 does not parse any headers that are contained in the message
itself and expects to find properly-formatted information in the queue
control file, thus there are no size restrictions on line lengths.

Whatever is passed to smtp32 is passed along to the final system with
no input checking.

Processing Rules for smtp32 (and imaill)
Smtp32 and imail1 process messages as follows:
1 Check to seeif recipient host isthe local host.

» If so, strip host name if present and add a host of

LOCALHOST.

* If nohostisspecified and the user islisted in users.sys, set the
host name to LOCALHOST.

e |ftheuserisnot listed in users.sys, set the host to the “ Default
host name.”

2 Sort al recipients by host name.
Deliver to al local recipients.

4 If any recipients left inthelist, if the Send Direct optionis
enabled, for each of the hosts, connect to that host and deliver the
mail to all recipients located on that host.

» |f the delivery succeeds, remove from the list.
» |f the connection fails, leave in the list.

5 If any recipients | eft in the list, connect to the “ Smart gateway”
and deliver to al remaining addresses
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» |If the delivery succeeds, remove from the list.

» |f the connection fails, leave it in the queue.

6 Return any invalid recipients to sender.

smtp32 supports the following command line options:

smtp32

With no options, smtp32 attempts to deliver all
messages in the mail queue.

smtp32 queue_filename

Cause smtp32 to process the single messages
pointed to by the queue_filename.

smtp32 -gr -x Cause smtp32 to attempt to deliver all messages
in the mail queue.
smtp32 -v Activates full display of the conversation

(verbose)
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Cleaning the Spool Directory (isplcin.exe)

Isplcin.exe deletes all files in the spool directory that are older than a

specified number of days.

Basic Command Syntax

isplcln -n x -1

y

where x is the number of days old a non-log file hasto be before it is
deleted, and y is the number of days old alog file hasto be beforeitis

deleted.

Note that isplcln.exe deletes all files in the spool directory based on
the parameters supplied without regard to whether afileislocked or

not.

Example

isplcln -n 5 -1

30

The above example deletes all non-log files that are five days old or
older and delete al log files that are thirty days old or older.
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Appendix D. Spool, Queue, and Log Files

The Spool directory is also known as “the queue,” sinceit isthe place
where messages wait to be delivered. Messages in the queue include
incoming messages, outgoing messages, and attachments, as well as
error messages generated by IMail Server or other mail servers.

You view thefilesin the queue by clicking the View Queue button on
the General tab (when “localhost” is selected in the |eft panel). The
Number of times box shows the number of times IMail Server has
attempted to deliver the selected message.

Alsoin the spool directory are the IMail Server log files.

Thefilesin the Spool directory are all plain text and can be viewed
using Windows Notepad. Note, however, that if you edit aD (data
file) or Q file (message awaiting delivery), you could render the file
incompatible with IMail Server.

Files in the Queue

Filesin the queue are mail messages on their way in or out. When you
look at the filesin the queue, you can determine what stage a message
isin; thisisindicated by thefirst character in the file name and by the
file extension.

Beginning Character in File Name

When an e-mail messageisinthe queue, itisa“datafile” whose name
begins with D. Datafiles have matching T or Q files as they get

processed.
File name Description
D*.txt A data file in process; deleted when message is
delivered.
T*.txt A file that matches the data file while the message is
inbound; when the message is fully received, the T
file is renamed with a Q.
Q*.txt A file that matches the data file while the IMail server
attempts to deliver the message.
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File name Description

_*~2?7? A locked file that is being processed; these files also
have a tilde (~) in the file extension. (If three
characters of the file name are nex, the file is being
processed via Web Messaging or imaill.exe.)

F*.txt Mail to Fax file.

Normally, messages are processed in a few seconds or afew minutes.
However, if there's a problem with delivering a message, the
associated files may stay in the queue longer. IMail Server
automatically attempts to reprocess messages in the queue each time
the Queue Timer reaches zero. If amessageis still not delivered
when the “number of tries’ equals the Number of tries setting on the
SMTP tab, the message is returned to the sender.

IMail Server does not delete the data file when a message is not
deliverable, not returnable, and thereis no postmaster alias (or thereis
a problem with the postmaster or root alias accounts). Thus no
message is ever truly lost even if it can't be delivered to anyone.

If you happen to reboot your system while amessageis being
received, IMail Server may leave behind the T and the D files. You
can use the Spool Cleaner utility to clean up files older than a certain
number of days. For more information, see “Cleaning the Spool
Directory (isplcln.exe)” on page 272.

File Extensions
The file extension also indicates the type of file.

» .smd and .smp file extensions indicate regular mail messages
being processed by SMTP.

» .fwd and .fwp file extensions indicate forwarded messages.

» .LST file extensions indicate messages to subscribers of a
list server mailing list.

e .tmp are Web Messaging, or Mail to Beeper/Pager, or
Mail to Fax files.

e .GSE and .GSP file extensions indicate error messages being
returned to the senders. These are usually generated by the
server (postmaster)



Files that contain atilde (~) in the file extension, such as.~mp and
.~md, are locked filesthat are in process. These files also have an
underscore as the first character in the file name.

Attachments

Attached files also appear in the queue. For multiple attachments, the
Windows Explorer naming convention is used, so you could have
attach.txt, attach(1).txt, attach(2).txt, and so on.

Troubleshooting

Normally, IMail Server cleans up its .tmp and attached files as
part of the delivery process. However, as with SM TP, if there is some
catastrophic failure during delivery, these files may not get deleted.

You can aso run the Spool Cleaner utility to delete old files.
For more information, see “Cleaning the Spool Directory
(isplcin.exe)” on page 272.

A damaged or corrupt filein the queue can prevent mail from being
received correctly. If you suspect that this might be the cause of a
problem you're having, you can try moving all files from the Spool
directory to some other temporary location (such as
IMAIL\SPOOL\SAVE), and then see if you can receive mail. If you
can receive mail, copy back pairs of filesto the Spool directory and
seeif they get sent. Messages that aren’t sent may be damaged.

Log Files

The Log Files

Click the L og Filestab, when “localhost” is selected in the | eft panel,
to display the log filesin the IMail Server Spool directory as shown
bel ow.

Thefirst characters of the file name representsthe type of 1og, and the
digits represent the date.
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Date Time

8 IMail Administrator [_ o] ]
File Edit Yiew Tools Help

#lx| 2|

=) a IMail Adriristrator -
=0 locahast localhost Appl | Hep [
B0 Services :
g Finger Log Files |
o IMAP4
{?‘, LDAR Current log IE:\IMal\\spoo\\IogDZD?.txt iEny
g :I::s‘:;ld Ezisting Lags
&3 POP3 sYys8285._txt 88 = iewLog
SMTP SYsB2 06 txt 309
g Suclog sysB207 _txt 167
43 \w/eb Calendariry i1e10205.109 4621
5 Web M W1816286.10g 2987
o WEDls Sssa0ng W1010207 . 109 7190
116102066 _1og 1018
[+ jupiter? space.com 11818207 .1og a3y
B+ vittual00T W20182086.10g na1h =l
F B wirtuald02 sem s emm - -

Statuz: Running Stop

| I | K [

|Fur Help. press F1

e |1

The Current log box shows the currently activelog file. Click View
to view the file in the Windows Notepad.

The Existing L ogs box lists recent log files. You can select alog file
inthelist and click View L og to open it in the Windows Notepad.

The generic format of alog fileentry is

Thread ID
or Process ID Virtual IP address

\0}1 26 OJ: 16 SMIPD(0015052C) [12L. 0.0.1] connect 127.0.0.1 port 2358
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Message

Typical Log Files
Sometypical log files are the following:

»  Fileswith namesin the form of logMMDD.txt contain all
messages sent to IMail’s log server.

e Filenamesin the form sysMMDD.txt are messages from IMail
services.



e The Wlyymmdd.log isthe daily log file for the Web
Administration server (when the Web Administration capability
is enabled in the Monitor server.)

W2yymmdd.log isthedaily log file for the Web Messaging server.
Large Log Files

You have the following options for logging events related to IMail
services (such as POP3 or IMAP4):
* NoLog. Select thisto turn off the logging of events.

e sysMMDD.TXT. This sends event information to afile of this
name where MM is the month and DD is the day the log was
written. Thisfile is stored in the Spool directory.

e App Log. This sends event information to the Windows NT
Application Log (viewed with the Windows NT Event Viewer.)

* Log Server. This sends event information to the Log Server file
indicated on the L og Filestab.

If you have al or many of your serviceslogging to the Log Server file,
and your computer seesalot of traffic, the Log Server file can become
very large.
Disabling Logging
You can disable logging for those services where you don’t need the
log information. Normally, logging isonly necessary if you are having
problems with a service.
To disable logging:
1 Select “localhost” inthe left panel and click the tab that
corresponds to the appropriate service.
2 For each service for which you want to disable logging:
» |If you want to disable just the debug messages, turn off
Debug M essages.
» Todisableall logging for the service, set L og to No L og.

» Stop and restart the service to make sure the setting takes
effect.
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__________________________________________________________________________|
Appendix E. Default Registry Values

Thefollowing entriesin the Windows NT registry are included for the
benefit of system administrators. In al the examples shown, C:\IMail
represents the directory where IMail Server isinstalled.

Global Settings

HKEY_LOCAL_MACHINE\SOFTWARE\Ipswitch\IMail\Global

TopDir REG_EXPAND_SZ C:\IMAIL

CfgDir REG_EXPAND_SZ C:\IMAIL\cfg

SpoolDir REG_EXPAND_SZ C:\IMAIL\spool
UsersDir REG_EXPAND_SZ C:\IMAIL\users
HostName REG_EXPAND_SZ (full workstation name)
SendName REG_EXPAND_SZ C:\IMAIL\SMTP32.exe

Finger Server

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FINGRD32

DisplayName REG_SZ IMail FINGER Server
ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMail\FINGRD32.exe
ObjectName REG_Sz LocalSystem

Start REG_DWORD 0x3

Type REG_DWORD 0x10

The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FINGRD32\Parameters

LogLevel REG_DWORD 0x0
Version REG_EXPAND_SZ (set only)
IMAP Server

HKEY_LOCAL_MACHINE_SYSTEM\CurrentControlSet\Services\EventLog\Application\IMAP4D32

EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll

TypesSupported REG_DWORD 0x7
HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\IMAP4D32

DisplayName REG_SZ IMail IMAP4 Server

ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMai\lMAP4D32.exe

ObjectName REG_SzZ LocalSystem

Start REG_DWORD 0x3

Type REG_DWORD 0x10
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The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\IMAP4D32\Parameters

LogLevel REG_DWORD
IMAP4Flags REG_DWORD
Version REG_EXPAND_SZ

0x1
0x10
(set only)

LDAP Server

HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\ILDAP

DisplayName REG_SZ
ErrorControl REG_DWORD
ImagePath REG_EXPAND_SZ
ObjectName REG_Sz

Start REG_DWORD
Type REG_DWORD

IMail LDAP Server
0x1
C:\IMail\ILDAP.exe
LocalSystem

0x3

0x10

The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\ILDAP\Parameters

LogLevel REG_DWORD
QueriesOnly REG_DWORD
Port REG_DWORD
Version REG_EXPAND_SZ

0x1
0x1
0x6e(389)
(set only)

Password Server

HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\PSERVE

DisplayName REG_SZ
ErrorControl REG_DWORD
ImagePath REG_EXPAND_SZ
ObjectName REG_Sz

Start REG_DWORD
Type REG_DWORD

IMail PWD Server
0x1
C:\IMail\PSERVE.exe
LocalSystem

0x3

0x10

The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\PSERVE\Parameters

Version REG_EXPAND_SZ

(set only)
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POP3 Server

HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\POP3D32

DisplayName REG_SzZ
ErrorControl REG_DWORD
ImagePath REG_EXPAND_SZ
ObjectName REG_SZ

Start REG_DWORD
Type REG_DWORD

IMail POP3 Server
0x1
C:\IMail\POP3D32.exe
LocalSystem

0x3

0x10

The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE_SYSTEM\SYSTEM\CurrentControlSet\Services\POP3D32\Parameters

IMail Server



LogLevel REG_DWORD 0x1
POP3Flags REG_DWORD 0x73
Version REG_EXPAND_SZ (set only)

SMTP Server

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Application\SMTPD32

EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dlI

TypesSupported REG_DWORD 0x7
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\SMTPD32

DisplayName REG_SZ IMail SMTP Server

ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMai\SMTPD32.exe

ObjectName REG_SZ LocalSystem

Start REG_DWORD 0x3

Type REG_DWORD 0x10
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SMTPD32\Parameters

Version REG_EXPAND_SZ(set only)

Whois Server

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Application\WHOISD32

EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dlI

TypesSupported REG_DWORD 0x7
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WHOISD32

DisplayName REG_SZ IMail WHOIS Server

ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMail\WHOISD32.exe

ObjectName REG_SZ LocalSystem

Start REG_DWORD 0x3

Type REG_DWORD 0x10

The following setting is created only if you install the service:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WHOISD32\Parameters

Database REG_EXPAND_SZ C:\IMAIL\cfg\whois.db
LogLevel REG_DWORD 0x1
Version REG_EXPAND_SZ (set only)
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Appendix F. Special Registry Values

System administrators can use the following settingsin the
Windows NT/2000 registry.

Before doing any of the procedures described in this chapter, you
should always back up your Windows NT/2000 registry. That way, if
you make a mistake, you can restore the registry from the backup.

You can a'so back up your IMail Server Registry by selecting Backup
IMail Registry from the Filemenuin IMail User Manager.

Deleting an IP Address No Longer in Use

If the IP address of your IMail Server system changes, you will need
to delete the |P address that is no longer in use. To do so, you must
edit the Windows NT/2000 registry.

1 Locatethefollowing key

HKEY_LOCAL_MACHI NE/ Sof t war e/ | pswi t ch/ | Mai | / Donai ns

2 You will see keysfor both the old and new 1P addresses. Make
sure the new |P address shows the correct host name.

Delete the old address.

4 Highlight the host name associated with that |P address, and
make sure its “Address’ value is pointing to the correct (current)
IP address for that host. If it is not, changeit.

5 Stop and restart the SMTP server.
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Appendix G. Changing the Look and Feel of
Web Messaging

Each page that can be displayed in the Web Messaging interfaceis
generated by aweb template. You can edit the web templates to
change the look and feel of the Web Messaging interface. If you have
multiple mail hosts, each mail host can have a different Web

Messaging interface.
Some examples of changes you can make are:

*  You can easily change the “welcome” message and |ogo on the
Logon page.

*  You can change page background colors and styles, and button
colors, styles, and labels by using the butontxt.ini file.

*  You can rearrange the components of a page (such as columns,
buttons, list boxes and text boxes), and move or delete functions
by editing the HTML code in the web templates.

e Youcanuse MAIL “tags’ within atemplate to change the
display of dynamic information, such as mailboxes and messages.
For a complete guide to using tags in atemplate, see the“IMail
Server Web Messaging Templates’ document (tags.doc filein the
[IMail top dir]\Web directory).

The following sections describe how the Web Messaging directories
are structured and how to make changes to the interface.

Web Files and Web Directory Structure

When you ingtall IMail Server, you can chooseto install a default set
of Web Messaging filesin [IMail Top Directory]\IMail\\\eb). IMail
Server uses this default set of files to create the Web Messaging
interface for the primary mail host and for any virtual mail hosts on
the server. If you upgraded from a previous Web Messaging version,
see “Upgrading” on page 110.
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Note

If you chose to save but not install the new IMail Web Messaging
templates during the install, then the templates are located at [ IMail
Top Directory] \WWeb\New.

In the Web directory, you will see the following files:

.html — These files are the “web templates.” Each template
containsthe HTML code used to create a particular Web
Messaging page. For example, the login.html file contains the
code used to create the Logon page.

For acomplete list of the web templates and their associated
pages in the Web Messaging interface, see “Which Pages Use
Which Templates” on page 292.

.gif — Thesefiles are used for graphics, such aslogos, buttons,
and icons. The .gif filesare “called by” the web templates, or by a
.txt file, where needed. Thus, you can change the look of alogo,
button, or graphic throughout the Web Messaging interface by
replacing the associated .gif file.

For acomplete list of the graphic files, see “List of graphic files
in the Web Directory” on page 301.

.txt — These files contain ASCI| text for the Wel come message
and News, aswell asfor any advertisements that you may have
set up. The .txt files are “called by” the web templates where
needed. You can change the text in these files.

.cgi —These files accept and return data from the web server.

Jjar — These are the executable files for the IMail Web
Messaging Spell Checker.

If you have one mail host or you want all your mail hosts to look the
same, you can make your changes on the default filesin the
[IMail Top Directory]\\\eb directory.



Web Directories for Multiple Hosts

If you have multiple mail hosts on your IMail Server, you can create a
web directory for each host.

You can copy aweb template from the default web directory to the
web directory specific for amail host — the [IMail Top
Directory]\[Domain Name]\Web\ directory, and customize the
template for that host only.

For example, to customize the Logon page for domainl, you copy the
login.html file from the default web directory to the domain’s web
(domainl\web\) directory. You can then make editsto the file and save
it. If the Web directory does not already exist in the domain’s
directory, you may need to create it. You cannot rename templates.

When a Web Messaging page is requested by the web server, the Web
M essaging application reads the domain specific web directory first
([1Mail Top Directory]\[Domain Name]\Web\), then reads the default
web directory ([IMail Top Directory]\Web) — if aweb templateis
found in the domain’s web directory, it usesthat, if not, it usesthe
default web template.

Directory structure for multiple mail hosts

[| Mail Top Directory]\ IMail root directory specified at installation

— Web default web files, apply to all mail hosts
— Domainl\
LWeb  dtaulc appiy only 16 bomaind
Domain2\
|—Web web files in this directory override the

default, apply only to Domain2

Changing Text, Background Colors, Buttons, and
Logos

You can easily change text messages, graphics, buttons, and colors on
the Web Messaging interface. The following sections describe the text
and graphic filesin the default web directory ([IMail Top Directory]\
Web) and the changes you can make. If you have multiple mail hosts,
you can copy any of the filesto amail host’s web directory and
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customize the file for that mail host. You can replace any of the
graphics (.gif) fileswith your own .gif file, provided you use the same
file name.

Editing the Welcome Message

The Welcome Message and alogo appear on the Web M essaging
Logon page.

You can enter up to 1000 characters of plain text and/or raw HTML
code in the mailwelc.txt file. The message displays in the Logon page
above the logon box. The message persists across reboots.

You can also edit the Welcome message in the following ways:

* InthelMail Administrator — From the Start menu, select
Programs->IMail -> IMail Administrator. Select the mail
host, then click the Web M essaging Content tab. Select
mailwelc.txt.

* Inthe Web Messaging interface — To do this, log on to Web
Messaging, and then under the Administration functions, click
Edit Welcome M essage.

Editing the News of the Day

The News of the Day appears after you log on to Web Messaging. If
nothing is entered for the News of the Day, then the Menu page
appears after log on. You can enter between 10 and 1000 characters of
plain text and/or raw HTML code in the file mailnews.txt. The News
message persists across logons.

You can also edit the News of the Day as follows:

* IntheIMail Administrator — From the Start menu, select
Programs->Mail -> IMail Administrator. Select the mail
host, then click the Web M essaging Content tab. Click the News
OTD button.

* Inthe Web Messaging interface — Log on to Web Messaging,
and then, under the Administrative Account Options, click Edit
News M essage.

Changing Button Labels

For buttons that have a .gif file, you can replace them with your own
.gif file. To create your own button, you can use one of the blank
button gif files. These files are in the IMail Top directory.



blank_button_57_24.gif (small button: height 57 pixels, width 24)
blank button 74 24.gif (large button: height 74 pixels, width 24)

For buttons generated by the browser, you can change the text label on
abutton by editing its label in the butontxt.ini file, which isin IMail
Top Directory.

Using the butontxt.ini file, you can easily edit buttons and links. For
more information see “ Customization Using the butontxt.ini File” on
page 289.

Note
If you have multiple mail hosts, you can copy a.gif file or butontxt.ini
to any mail host’s web directory and change the file for that mail host.

Customization Using the butontxt.ini File

The butontxt.ini file can be used to rename a button or link without
having to edit every location where that button or link is displayed.
Simply make the changesin thisfile, and the change will
automatically occur wherever the IMail tag is being called.

For example, the following line can be found in the butontxt.ini file:
RemoveButton=Remove

Thistag <!--IMAIL.RemoveButton--> is used on the compose page of
Web Messaging. When this tag is parsed by the server, it will replace
the tag with the data found in the butontxt.ini file. In this case the tag
would be replaced with the word “Remove”.

Changing Text in Messages

You can change the text shown in some of the confirmation and error
messages generated by Web Messaging. The messages that you can
change are in the message.ini file, in [IMail Top Directory]. Like the

butontxt.ini file, phrases can be modified within message.ini, and the
changes will affect every occurrence of the respective IMail tag.

Using Files with Multiple Hosts

If you have multiple mail hosts, you can copy any of the text,
graphics, or .ini filesto amail host's web directory and customize the
filefor that mail host.
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Editing Web Templates

Web Messaging pages are compiled from “templates’ that contain
HTML code and JavaScript code. The JavaScript code runs internal
processing and we recommend that you do not change this code.

Before you edit aweb template, you should be aware of:

e Thestructure of the web directories and how templatesin the web
directories are processed (see “Web Files and Web Directory
Structure” on page 285).

* How IMAIL “tags’ are used in templates (see“IMail Tags’ on
page 298).

Web Templates and Their Associated Web Pages

Each page in the Web Messaging interface has an associated web
template that is used to generate that page. For example, the Logon
pageis generated by the login.html template and the Address Book
page is generated by the ab.html template.

You can view and edit the HTML code for aweb template by:
*  Opening the template in atext editor.

We do not recommend using a WSYWIG editor (such as
Microsoft’s FrontPage) because it may alter the special tags used
in the templates.

e From the Start menu, select Programs-> IMail -> | Mail
Administrator. Then, select amail host and click the Web
M essaging Content tab. Select afile, and then click Edit.

Note
The primary mail host has the default web files. Each mail host can
have its customized Web Messaging interface. For more information,
see “Web Directories for Multiple Hosts” on page 287.

You can view a Web Messaging page by:

* Logging on to Web Messaging and sel ecting the menu option that
displays the particular page.



» Using Windows Explorer, go to the [IMail Top Directory]\Web
directory and double-click the web template. The file opensin a
web browser. Thiswill show you the pre-compiled version of the
web page. It can be useful for getting a quick view of the page
components. (Note that you must have your Windows NT/2000
file associations set to open HTML filesin your browser.)

See “Which Pages Use Which Templates’ on page 292 for alist of all
the web templates and their associated web pages.

Customizing a Web Page

To customize aweb page for amail host, you must edit the associated
template in the host’s web directory.

1 InIMail Administrator, select amail host and click the Web
M essaging Content tab.

Note
The primary mail host holds the default templates. Any template
in the primary host’s Web folder appliesto all mail hosts on your
IMail Server. If you want to customize atemplate for amail host,
you need to copy (using Windows Explorer or click Get Default)
the template from the primary mail hosts'sfolder to the other mail
host’s folder, and edit it there.

2 If thefolder isempty (no + sign), click Get Default to copy all
templates and files to this mail host’s folder. In the mail host’s
folder, you can delete any templates that you will not customize.

3  Select the template for the page you want to customize and click
Edit. The template opensin Windows Notepad. You can then
directly edit the HTML code in the template. You can change the
default editor so that when you open atemplate, it opensin a
different editor.

Note
When you click on Get Default, al files are copied into the mail
host’s folder. However, only HTML and .txt fileswill be
displayed in IMail Administrator for editing.

4 When you have completed your changes, save thetemplate in the
mail host’s folder.
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Which Pages Use Which Templates

The following tables list each web template and its corresponding
Web Messaging page. The tables categorize the templates by their
Web Messaging function as follows:

E-Mail pages — includes templates for the logon, compose message,
read mail, and mail summary pages.

Personal information pages — includes templates for the address
book, mailboxes, preferences, vacation and finger messages, mail
forwarding, changing password, and other user information pages.

Administration pages — includes templates that create the pages used
by list, host, and system administrators for remote administration of
mail hosts, users, aliases, and lists.

Online help pages — help for the Web Messaging functions. If you
customize the interface, you can modify these help files.

E-mail Web Pages

These templates create the web pages that users see when performing
mail functions.

autoresp.html

Autoresponse message

dispuser.html

Display the user information and mailbox summary

draft.html Displays saved (draft) mail message for editing,
sending.

fwdmsgl.html Forward a message

login.html Logon screen .

logout.html Page displayed on logging out.

menu.html Main menu page, shows all mailboxes and options

mntlst.html Administration of list server mailing lists

msgsum.html Message summary for mailbox

readmail.html Page for reading a message

replymsgl.html

Form for replying to a message when Reply or Reply
All button is clicked.

search.html

Form for searching for a message.

sendmail.html

Form for sending a message.

sysstat.html

Displays system statistics

userstat.html

Displays user account statistics

IMail Server




badact.html

Displayed when the server process is interrupted
due to a user action.

badregst.html

delconfirm.html

Prompts to confirm deletion of message.

disableaccount.html

Displayed when an account has been disabled

disabledlist.html

Displays the disabled users for a domain

fwdmsg.html When forwarding, displays error condition when a
message number is wrong or mailbox is invalid.
Otherwise, fwdmsgl.html is used.

msgdel.html Shows results of a message delete

msgmove.html

Shows status of a moved message

psearch.html

Shows the results of a search of a mailbox

psndmail.html

Shows status of sent mail

readfail.html

If user tries to read an empty mailbox, shows this
page

replymsg.html

When replying to a message, shows this page if the
message number is wrong, or the mailbox is invalid;
otherwise, uses replymsgl.html.

suspendaccount.html

Displayed when an account has been suspended

unlock.html

Shows the status of an unlocked mailbox

Personal Information Web Templates

These templates create the web pages that users see when changing
personal information related to their account, such as mail forwarding,
vacation messages, and delivery rules for incoming mail.

ab.html Address Book

addrule.html Add or change the user’s rules for filtering mail
chgfwd.html Change the user’s mail forwarding
chgldap.html Change the users’s LDAP user information

chgpass.html

Form that allows users to change their password

chgplan.html

Change the user’s Finger information

chgrule.html

Change the user’s incoming mail delivery rules

chguser.html

Change the user’s name, mailbox size, etc.

chgvac.html Change the user’s vacation message
editrule.html Edits an inbound rule for a user
modrule.html Modify a user’s mail processing rule

Web Messaging 293

IMail Server



294 User's Guide

IMail Server

pchgplan

Change Finger information or status

pchgauto.html

pchguser Change user status

pref.html Form for setting user preferences.

subfold.html Form for managing folders (mailboxes) — used to
create, rename, and delete mailboxes.

viewvac.html Form for viewing vacation message recipients.

Shows the status after a user changes their
autoresponse message

pchgfwd.html

Shows the status after a user changes their mail
forwarding information

pchgldap.html

Shows the status after a user changes their LDAP
information

pchgpass.html

Shows the status after a user changes their
password

pchgsign.html

Shows status after a user changes their signature file

pchgvac.html

Shows the status after a user changes their vacation
message

plogin.html

Shows the user logon status

Administrator Web Templates

These templates create the web pages used for remote administration
of mail hosts, users, aliases, and lists.

addalias.html

Add a new alias

addhostrule.html

Add or change a mail host’s rules for filtering mail

addoutrule.html

Add an outbound delivery rule for a mail host.

adduser.html

Add a new user

aliasadmin.html

Display list of aliases and Add, Delete, Modify
buttons

aliasdisplay.html

Display information for an alias

aliasmodify.html

Modify the alias destination

avsvradm.html

Anti-Virus administration page.

chpasuad.html

Change a user’s password

chghostrule.html

Overview of the delivery rules for a mail host.

chguser.html

Change the user’s name, mailbox size, etc.

delalias.html

Delete Alias

dghedlst.html

Change digest header information




dgseplst.htm

Change digest separator information

dgtralst.html

Change digest trailer information

diglst.html

List digest maintenance

disabledlist.html

Displays a list of disabled users

displayuserlist.html

Displays user account information

edithostrule.html

Edits an inbound delivery rule for a host.

editlistrule.html

Edits an inbound delivery rule for a list.

editnews.html

Change the news message

editoutrule.html

Edits an outbound delivery rule for a mail host.

editwelc.html Change the welcome message
headlist.html Change the header.txt file for a list
helplst.html Change the help.txt file for a list

listaddrule.html

Create a rule for a mail list

listadm.html

Display list administration functions

listchgrule

Change a rule for a mail list

listmaintain.html

Set or change list properties

listmodrule.html

Modify a rule for a mail list

mnacclog.html

Display contents of IMail Monitor Access log

mnsyslog.html

Display contents of IMail system log

mntlst.html Display maintenance functions for a list
mntistl.html Set kill list parameters
mntlst2.html Set digest parameters

modhostrule.html

Modify a mail host's mail processing rule

plfile.html List maintenance status

shspool.html Shows contents of the spool directory
subjlst.html Change subject.txt file for list
subslst.html Change subscribe.txt file for list
syntax.html List maintenance page

syslog.html Display contents of IMail system log

sysstat.html

Displays system statistics

traillst.html

Change trailer.txt file for list

usradmin.html

Displays list of users and Add, Modify, Delete
buttons

userstat.html

Displays statistics for all users

vh.html Display virtual host administration functions
vh_add.html Add a virtual host
vh_modify.html Modify a virtual host
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‘ welcome.html ‘ Change the news message

nolist.html Displayed if mail is sent to a list that is not valid

nolistfile Displayed if mail is sent to an invalid list

nouser.html Displayed if user cannot be authenticated on
logon

ntaddusr.html Displayed if user in NT database cannot be
authenticated

padduser.html Shows status after adding a user

pchgalis.html Shows status after adding an alias

pdeluser.html Shows status after deleting a user

pedtnews.html Shows status after changing the news message

pedtwelc.html Shows status after changing the welcome
message

plistadm.html Shows status after creating or updating a list

plistdig.html Shows status after setting list digest options

plistset.html Shows status after setting list parameters

plogin.html Shows user logon status

plstaddr.html Shows status after modifying, adding, or deleting
a user from address list, digest address list, or
kill list.

plstfile.html Shows status after modifying list and digest
related files, such as header, trailer, subject

pshspool.html Shows status after deleting a file in the spool
directory; or, shows the selected spool file

puchgpass.html Shows status after changing password through
user administration

suspendaccount Shows that a user account has been suspended.

vaddstats.html Shows the status after adding a virtual host

vhdelete.html Shows status after deleting a virtual host

vmodifystatus.html | Shows the status after modifying a virtual host

Help Pages

These are the help pages for the Web Messaging functions. Files that
have acs_prefix are called by Help buttons on the Web Messaging
pages. Fileswith at_ prefix are not called directly by buttons, but are
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accessible through the Table of Contents.

cs_ab.html

How to use the address book

cs_addalias.html

How to add an alias

cs_addhostrule.html

How to add a delivery rule for a host

cs_addoutrule.html

How to add an outbound delivery rule for a mail host.

cs_addrule.html

How to add or change the user’'s mail rules

cs_adduser.html

How administrator can add a user

cs_aliasadmin.html

Alias administration

cs_aliasmodify.html

How to modify an alias

cs_autoresp.html

How to set up an autoresponse message

cs_avsvradm.html

How to set up IMail Anti-Virus.

cs_chgfwd.html

How to change the mail forwarding address

cs_chghostrule.html

How to change a delivery rule for a host

cs_chgldap.html

How to change the user’s LDAP attributes

cs_chgpass.html

How to change the user’s password

cs_chgplan.html

How to change the user’s Finger plan file

cs_chgrule.html

Working with inbound delivery rules for a user.

cs_chgsign.html

How to change the user’s signature file

cs_chgvac.html

How to change the user’s vacation message

cs_disabledlist.html

Working with suspended accounts.

cs_displayuserlist.html

How to view the user list in status of accounts

cs_edithostrule.html

How to edit an inbound delivery rule for a host.

cs_editnews.html

How to edit the news message

cs_editlistrule.html

How to edit an inbound delivery rule for a list.

cs_editoutrule.html

How to edit an outbound rule for a mail host.

cs_editrule.html

How to edit a delivery rule for a user.

cs_editwelc.html

How to edit the welcome message

cs_listaddrule.html

How to add a delivery rule for a mailing list

cs_listadm.html

How administrator can add, modify lists

cs_listchgrule.html

Working with inbound rules for a list

cs_login.html

How to logon screen

¢s_menu.html

How to use mailboxes and options

cs_mnacclog.html

How to view the Monitor Access log

¢s_mnsyslog.html

How to view the Monitor System log

cs_mntlst.html

How administrator can set list properties
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cs_mntlstl.html

How to use the Kkill list

cs_mntlst2.html

How to set mailing list digest options

¢s_msgsum.html

How to use the mailbox message summary

cs_nolistfile.html

How to use the No list file

cs_pref.html

How to use set user preferences

cs_readmail.html

How to read a message

cs_search.html

How to search a mailbox for a message

cs_sendmail.html

How to compose and send a message.

cs_shspool.html

How to view the spool directory

cs_spell.html

Spell Checker table of contents

cs_syntax.html

How to use the syntax file

cs_syslog.html

How to view the syslog

cs_sysstat.html

How to use system statistics

cs_systmlog.html

How to view the system log

cs_sysusradmin.html

How to use User Administration

cs_tableC.html

Table of contents

cs_userstat.html

How to read user statistics information

cs_usradmin.html

How administrator can change user properties

cs_vhadd.html

How to add a virtual host.

cs_vh_modify.html

How to modify a virtual host

cs_welcome.html

Help for Welcome page

t_topicname.html

Assorted help topics for Web Messaging tasks
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IMail Tags

The templates used to create Web Messaging pages consist mostly of

HTML code. Some templates also contain JavaScript code.

A specialized “tag” language is used within the templates to generate
“dynamic” information, such as mailboxes and messages, at run-time
— in other words, when a browser requests the information. You can
use these tags to customize any Web Messaging page, add pages of

your own, add or rename components of a page.




Tag Syntax

All tags start with the label IMAIL. An IMAIL tag isaways
embedded in the standard HTML comment tag. For example:

<!--IMAIL.UserID -- >

* IMAIL.TagName — This type of tag returns avalue, such asthe
UserID of the currently logged on user, or the IMail Server host
name,

* IMAIL.TagName.Value — where TagName is the name of the
item, such as a button, hyperlink, or check box. You cannot edit
the TagName. For text that appears on a button, the TagName has
the suffix Button, (for example: LogonButton, SaveButton); for
text that appearsin a hyperlink, the suffix is Link; for smple text
tags, the suffix is Text. Value isthe actual text that appears on the
button, in the hyperlink, or next to the check box. You can edit the
Value to change the text to whatever you want

The document “1Mail Server Web Messaging Templates’ (tags.doc
filein the [IMail Top Directory]\Web directory), listsall IMAIL tags.

Types of Tags
You can use the tags to do the following types of operations.

« Normal tagsreturn avalue or values. These tags are used to build
dynamic information, such as the name of the logged in user, into
the web pages.

« Conditional tags check whether a condition is true or false, and
then continue processing based on the answer. These tags use If-
Then-Else constructs.

*  Whiletags populate a table, such asalist of messagesin a
mailbox. These tags use For-Each constructs.

e Includetagslet you namean HTML, ASP, CGlI, CSSor other file
to be included at the tag location. If the file extension is.asp or
.cgi, then the included file will be further parsed for IMAIL tags.
For example, you can use the I nclude tag to include a standard
header in al files.

For a complete guide to using tags in atemplate, see the document
“IMail Server Web Messaging Templates,” (tags.doc filein the[IMail
Top Directory]\Web directory).
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ParseExtensions

If you would like to parse the IMail tags for an included document,
you may use ParseExtensionsto parse the IMail tags for any included
file, regardless of itsfile extension. Thisis useful for people who are
unable to manually change the file extension. Note that this feature
works when you use the IMail “include’ tag. You can now use the
IMail “include” tag to parse whatever file extension that islisted in the
registry. For example, the following IMail tags can be made valid by
using ParseExtensions:

<!--IMAIL.Include filename.asp-->
<!-- IMAIL.Include filename.cgi-->
<!--IMAIL.Include filename.js-->
<l--IMAIL.Include filname.txt-->

Basically, thisfeature allows you to control whether the IMail tags are
parsed for an included document (of a specific file extension), or
wether the IMail tags are simply displayed.

ParseExtensions Directory Location

The ParseExtensions REG_MULTI_SZ value goes in the following
registry location:
[HKEY_LOCAL_MACHINE\SOFTWARE\I pswitch\IMail\Global]

If ParseExtensions does not exist in the registry, the IMail “include”
tag will parse files with the following extensions automatically,
allowing IMail tags to be executed within the given file: cgi, asp, htm
and html.

All other file extensions will be parsed, however, the IMail tags will
be displayed as written and NOT executed. The IMail “include” tag
will also parse dl file extensions, but it will NOT execute the IMail
tags within these files.

If ParseExtensionsis located in the registry but does not contain any
file extensions, the IMail “include” tag will parse al file extensions
given to the tag. It will also execute al IMail tags found within the
parsed file.



Adding ParseExtensions to the Registry

To add ParseExtensions to the registry, do the following:

1 Launchthe®“Run” command line.

2 Type“regedt32” and press Enter on the keyboard.

3 Gotothefollowing registry location:
[HKEY_LOCAL_MACHINE\SOFTWARE\Ipswitch\IMail\Glaobal]
4  Add avalue of ParseExtensions, with type, REG_MULTI_SZ

5 Enter the extensions of the files, which you want to have
executable IMail tags, into the textbox without any delimiters.
For example, if you would like to only parse the IMail tags for
CGlI, HTML, and ASP files, enter the desired extensions on each
line.

Each extension should occupy its own line as follows:
cgi
html
asp

6 Inorder for the changes to take effect, you must restart Web
Messaging.

Note
Only the file extensions listed will have the ahility to execute IMail
tags when included in a document viathe IMail “include” tag.

List of graphic files in the Web Directory

The following table lists the default graphic files and indicates where
they are used in the Web Messaging interface. Most of these .gif files

represent buttons used in Web Messaging pages.

Graphic Where used

ascend.gif Icon that indicates a column is in ascending order

att_new.gif Icon that indicates a new message with an
attachment

attach.gif Icon that indicates a read message with an
attachment

blank_button_57_24. | Blank button sized 57 by 24 pixels. For use in

gif creating new buttons
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blank_button_74_24.

Blank button sized 74 by 24 pixels. For use in

gif creating new buttons

bottom.gif Arrow icon moves to the bottom of the mailbox
summary page

checked.gif A checked selection box

contentsbtn.jpg

The contents button for the Spell Checker

descend.btn

Icon that indicates a column is in descending order

del.gif Trashcan Icon used for deletion

downrule.gif Icon that moves a delivery rule down in the list
down.gif IMonitor Icon for a down service.

edit.gif Pencil icon that allows you to edit

forward.gif

imailc.gif Logo on Logon page; called from mailwelc.txt
ipswitch.gif The Ipswitch logo

mail.gif Icon that indicates a read message

mail_new.gif Icon that indicates a new (unread) mail message
mail.gif Icon that indicates a mail message has been read

movedown.gif

Moves a condition down in the processing order

moveup.gif Moves a condition up in the processing order.
replied.gif Icon that indicates a message has been replied to
spell.gif Icon for the Spell Checker

ssl-key.gif Keys logo shows SSL is not in use

ssl-lock.gif Lock logo that signifies SSL is in use

up.gif Used by IMonitor to report an up condition

top.gif Arrow icon that moves to the top of the mailbox

summary page

unchecked.gif

An unchecked selection box

uparrow.gif Up arrow

uprule.gif Icon that moves a delivery rule up in the list
urgent.gif Icon that identifies an urgent message
xlinex.jpg Help file example of X-IMail-Rule header.
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Appendix H. Changing the Look and Feel of
Web Calendaring

Each page that can be displayed in the IMail Web Calendaring
interface is generated by aweb template. You can edit the web
templates to change the look and feel of theinterface. If you have
multiple mail hosts, each mail host can have a different IMail Web
Calendaring interface.

Some examples of changes you can make are:

e By editing HTML code in the templates, you can change page
background colors, button colors, and labels as well as rearrange
the components of a page (such as columns, buttons, list boxes
and text boxes), and move or delete functions by editing the web
templates used to generate the web pages.

* You can use calendar “tags’ within atemplate to change the
display of dynamic information, such as calendar view. For a
complete guide to using tagsin atemplate, see the “ Calendar
HTML Template Document” (iwebcaltags.doc file in the [IMail
top dir]\Web\Calendar directory).

The following sections describe how the IMail Web Calendaring
directories are structured and how to make changes to the interface.

Web Files and Web Directory Structure

When you ingtall IMail Server, you can chooseto install a default set
of IMail Web Calendaring filesin the Calendar folder of the IMail top
directory [IMail Top Directory]\IMail\Web\Calendar. IMail Server
uses this default set of filesto create the IMail Web Calendaring
interface for the primary mail host and for any virtual hosts on the
server. In the Calendar directory, you will see the following files:

e .html — Thesefiles are the “web templates.” Each template
contains the HTML code used to create a particular Web
Calendaring page. For example, the login.html file contains the
code used to create the Logon page.
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For acomplete list of the web templates and their associated
pagesin the IMail Web Calendaring interface, see “Which Pages
Use Which Templates’ on page 308.

« .gif — Thesefilesare used for graphics, such as logos, buttons,
and icons. The .gif filesare “called by” the web templates, or by a
.txt file, where needed. Thus, you can change the look of alogo,
button, or graphic throughout the IMail Web Calendaring
interface by replacing the associated .gif file.

For acomplete list of the graphic files, see “List of Graphic Files
in the Web Directory” on page 312.

* .cgi —Thesefiles accept and return data from the web server.

+ .txt— Thisfile contains ASCI| text for advertisements and for
the News of the Day. The .txt fileis“ called by” the web templates
where needed. Thetext in thisfile can be changed as needed.

If you have one mail host or you want all your mail hosts to look the
same, you can make your changes on the default filesin the
[IMail Top Directory]\Web\Calendar directory.

Note
If you installed a beta version of IMail Web Calendaring, and then
installed version 7.0 the default Web Calendaring files may be located
in [IMail Top Directory] \Web\New. Thisis an option that is selected
during the install to prevent overwriting customized web templates.

Web Directories for Multiple Hosts

If you have multiple mail hosts on your IMail Server, you can create a
Web\Calendar directory for each host.

You can copy aweb template from the default web directory to the
web directory for a specific mail host — the [IMail Top
Directory]\[Domain Name]\Web\Calendar directory, and customize
the template for that host only.

For example, to customize the Login page for domainl, you copy the
login.html file from the default web directory to the domain’s web
(domainl\web\calendar) directory. You can then make editsto thefile
and saveit. If the Web directory does not already exist inthe domain’s
directory, you may need to create it. You cannot rename templates.



When an IMail Web Calendaring page is requested by the web server,
the calendar application reads the domain specific web directory first
([1Mail Top Directory]\[Domain Name]\W\eb\Calendar). It then reads
the default directory ([IMail Top Directory]\Web\Calendar) and if a
web template is found in the domain’s web directory, it usesit. If no
web template is found, it uses the default web template

Calendaring directory structurefor multiple mail hosts

[| Mail Top Di rectory]\ IMail root directory specified at installation
— Web\Caendar default web files, apply to all mail hosts
— Domainl\

web files in this directory override the
|_ Web\Cal endar default, apply only to Domainl

Domain2\

|—Web\CaI endar web files in this directory override the
default, apply only to Domain2

Changing Text, Background Colors, Buttons, and
Logos

You can easily change text messages, graphics, buttons, links, and
colors on the Web Calendaring interface. The following sections
describe the text and graphic files in the default calendar directory
([IMail Top Directory]\ Web\Calendar) and the changes you can
make. If you have multiple mail hosts, you can copy any of thefilesto
amail host’s web directory and customize the file for that mail host.
You can also replace any of the graphics (.gif) files with your own .gif
file, provided you use the same file name.

Editing the News of the Day

The News of the Day appears after you log on to Web Calendaring. If
nothing is entered for the News of the Day, then the Menu page
appears after log on. You can enter between 10 and 1000 characters of
plain text and/or raw HTML code in the file mailnews.txt. The News
message persists across logons.
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You can also edit the News of the Day as follows:

* IntheIMail Administrator — From the Start menu, select
Programs->IMail -> M ail Administrator. Select the mail
host, then click the Web Calendaring Content tab. Click the
News OTD button.

Changing Buttons

For buttons that have a .gif file, which includes most of the buttonsin
the interface, you can replace them with your own .gif file. To create
your own button, you can use one of the blank button gif files. These
filesarein [IMail Top directory]/\eb:

blank_button_57_24.gif (small button: height 57 pixels, width 24)
blank _button 74 24.gif (large button: height 74 pixels, width 24)

If you have multiple mail hosts, you can copy a.gif file to any mail
host’s web directory and change the file for that mail host.

Using Files with Multiple Hosts

If you have multiple mail hosts, you can copy any of the text,
graphics, or .ini filesto amail host’s web directory and customize the
file for that mail host.
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Editing Web Templates

IMail Web Calendaring pages are compiled from “templates’ that
contain HTML and JavaScript code. The JavaScript code runsinternal
processing and we recommend that you do not change this code.

Before you edit aweb template, you should be aware of:

e Thestructure of the web directories and how templatesin the web
directories are processed (see “Web Files and Web Directory
Structure” on page 303).

* How ICAL “tags’ are used in templates (see “IMail Tags’ on
page 311).
Web Templates and Their Associated Web Pages

Each page in the Web Calendaring interface has an associated web
template that is used to generate that page. For example, the Logon
pageis generated by the login.html template and the Address Book
page is generated by the addressbook.html template.



You can view and edit the HTML code for aweb template by:
e Opening the template in atext editor.

We do not recommend using a WSYWIG editor because it may
alter the special tags used in the templates.

e From the Start menu, select Programs-> IMail -> M ail
Administrator. Then, select amail host and click the Web
Calendaring Content tab. Select afile, and then click Edit.

Note
The primary mail host has the default web files. Each mail host can

have its customized Web Calendaring interface. For more
information, see “Web Directories for Multiple Hosts” on page 304.

You can view a Web Calendaring page by:

* Logging on to Web Calendaring and sel ecting the menu option
that displays the particular page.

* InWindows Explorer, go to the [IMail Top Directory]\\\eb\
Calendar directory and double-click the web template. Thefile
opensin aweb browser. This displays the pre-compiled version
of the web page. It can be useful for getting a quick view of the
page components. (Note that you must have the Windows NT/
2000 file associations set to open HTML filesin your browser.)

See “Which Pages Use Which Templates” on page 308 for alist of all
the web templates and their associated web pages.

Customizing a Web Page

To customize aweb page for amail host, you edit the associated
templatein the host’s web directory.

1 InIMail Administrator, select amail host and click the Web
Calendar Content tab.

Note
The primary mail host holds the default templates. Any template
in the primary host’s Content folder appliesto all mail hosts on
your IMail Server. If you want to customize atemplate for a mail
host, you must copy (using Windows Explorer or Get Default)
the template from the primary hosts's folder to the other host’s
folder, and edit it there.
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If the folder is empty (no + sign), click Get Default to copy all
templates to this mail host’s folder. In the mail host’s folder, you
can delete any templates that you will not customize.

Select the template for the page you want to customize and click
Edit. The template opensin Windows Notepad. You can then
directly edit the HTML code in the template. You can change the
default editor so that when you open atemplate, it opensin a
different editor.

Note
When you click on Get Default, all files are copied into the mail
host’s folder. However, only HTML and .txt files will be
displayed in IMail Administrator for editing.

When you have completed your changes, save the template in the
mail host folder.
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Which Pages Use Which Templates

The following table lists each web template and its corresponding
Web Calendar page.

Online help pages — help for the Web Calendar functions. If you
customize the interface, you can modify these help files.

Calendar Web Pages

These templates create the web pages that users see when performing
mail functions.

addevent.html Page for adding an event

addjournal.html Page for adding a note

addressbook.html Page for adding, and editing e-mail addresses used
for sending reminder

addtask.html Page for adding a task

bulkdelete.html Page for deleting all events, tasks, and notes

cal_pref.html Page for editing calendar preferences

createcalendar.html Page for creating, editing, and deleting calendars

day_view.html Displays the selected calendar day.

displayalltask.html Task list in which all scheduled tasks are displayed




editevent.html Page for editing an event

editiMIPRequest Page for responding to an IMIP invitation

editjournal.html Page for editing notes

edittask.html Page for editing a task

invitation.html e-mail invitation for an event

login.html Displays the Log In page

logout.html Displays the Log Out page

monthlyview.html Displays the selected calendar month

receivedIMIP.html Page that displays invitations that have been
received

reminder.html e-mail reminder for a scheduled event or task

searchresult.html Displays the search results for scheduled events and
tasks

showjournal.html Page for displaying notes

tail.html contains the Calendar trailer message

user_pref.html Displays viewing and calendar preferences

view_pref.html Page for editing calendar viewing preferences

weekview.html Displays the calendar one week at a time

welcome.html Displays the welcome message

yearview.html Displays the calendar one year at a time

CalEnableError.html There was an error in opening the calendar

createcalendarwarnin | The current calendar does not exist

g.html

createcalfailed.html Shows the status of a calendar creation, edit, or
deletion

disableaccount.html User account has been disabled

entrynotfound.html Displays the status of a calendar entry not found

invalidpostaction.html | Invalid post submission to the server

nouser.html Invalid user
plogin.html Login failed
servererror.html Displays a server error

suspendaccount.html | User account is suspended

usererror.html Displays a user error
wrongversion.html Incorrect Web Calendaring Version
Help Pages

These are help pages for the Web Calendar functions. Filesthat have a
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cs_prefix are called by Help buttons on the Web Calendar pages.
Fileswith at_ prefix are called from the index file, contents file, and
other help topics.

cs_addevent How to add an event to the calendar

cs_addressbook How to add an address to the address book

cs_addtask How to add a task to the calendar

cs_cal_pref How to change calendar viewing preferences

cs_choosing_a_calend | How to choose a calendar from the current

ar calendar page

cs_createcalendar How to add a new calendar to the calendar list

cs_day_view How to display a day view on the current calendar
page

cs_deleting_addresses | How to delete an e-mail address from the address
book

cs_deleting_a_calendar | How to delete a calendar from the calendar list

cs_deleting_notes How to delete notes from the current calendar

cs_deleting_reminders | How to delete reminders from a calendar view

cs_deleting_tasks How to delete tasks
cs_displayalltask.html How to display all tasks in the Task List.
cs_editevent How to edit an event on the current calendar page

cs_editing_addresses How to edit an e-mail address in the address book

cs_editing_notes How to edit Notes

cs_editing_reminders How to edit an e-mail reminder for a task or an
event

cs_editing_tasks How to edit a task from the current calendar page

cs_generate_an_email_ | How to generate an e-mail reminder

reminder

cs_intro Introduction to Web Calendar

cs_login How to login to Web Calendar

cs_marking_tasks How to mark tasks from the current calendar page

cs_monthview How to select a monthly view of the current
calendar page

cs_printing How to print the current page

cs_printing_an_event How to print an event

cs_printing_notes How to print notes

cs_printing_reminders How to print an e-mail reminder for an event or
task

cs_printing_tasks How to print a task
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cs_printing_the_addres
s_book_page

How to print an e-mail address from the address
book

cs_receivedimip.html

How to view invitations that you receive from other
users

cs_renaming_a_calend
ar

How to rename a calendar from the current
calendar list

cs_searchresult.html

How to read the search results

cs_showjournal

How to add notes to the current calendar

cs_tablec.html

The Table of contents for Help topics

cs_user_pref

How to customize your calendar views

cs_view_pref

How to change your viewing preferences

cs_viewing_a_task

How to view a task

cs_viewing_an_event

How to view an event

cs_viewing_notes

How to view notes

cs_viewing_reminders

How to view e-mail reminders

cs_viewing_the_calend
ar

How to view the current calendar

cs_web_access

How to access Web Calendaring using a web
browser

cs_weekview

How to select a weekly view of the current
calendar page

cs_yearview

How to select a year view of the current calendar
page

t_topicname.html

Assorted help topics for Web Calendar tasks

IMail Tags

The templates used to create Web Calendar pages consist mostly of
HTML code. Some templates also contain JavaScript.

A specialized “tag” language is used within the templates to generate
“dynamic” information, such as mailboxes and messages, at run-time
— in other words, when a browser requests the information. You can
use these tags to customize any Web Calendar page, add pages of your

own, and add or rename components of a page.
Tag Syntax

All tags start with the label ICAL. AnICAL tagis always embedded
in the standard HTML comment tag. For example:

<!--|CAL.UserlD -- >
e |CAL.TagName — Thistype of tag returns avalue, such asthe
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UserID of the currently logged on user, or the IMail Server host
name,

| CAL .TagName.Value — where TagName is the name of the
item, such as a button, hyperlink, or check box. You cannot edit
the TagName. For text that appears on a button, the TagName has
the suffix Button, (for example: LogonButton, SaveButton); for
text that appearsin a hyperlink, the suffix is Link; for smple text
tags, the suffix is Text. Value isthe actual text that appears on the
button, in the hyperlink, or next to the check box. You can edit the
Value to change the text to whatever you want

The document “IMail Server Web Calendar Templates’
(iwebcaltags.doc file in [IMail Top Directory]\Web), listsall ICAL

tags.
Types of Tags

You can use the tags to do the following types of operations.

Normal tagsreturn avalue or values. These tags are used to build
dynamic information, such as the name of the logged in user.

Conditional tags check whether a condition is true or false, and
then continue processing based on the answer. These tags use If-
Then-Else constructs.

While tags populate a table, such as alist of messagesin a
mailbox. These tags use For-Each constructs.

Includetagslet you namean HTML, ASP, CGI, CSSor other file
to be included at the tag location. If the file extension is .asp or
.cgi, then the included file will be further parsed for IMAIL tags.
For example, you can use the I nclude tag to include a standard
header in al files.

For a complete guide to using tags in atemplate, see the document
“IMail Server Web Calendar Templates,” (iwebcaltags.doc filein the
[IMail Top Directory]\W\eb directory).
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List of Graphic Files in the Web Directory

The following table lists the default graphic files and indicates where
they are used in the Web Calendar interface. Most of these .gif files



represent buttons used in Web Calendar pages.

Graphic Where used

addtodo.qgif Add button found on the Task List dialog box

advert.gif Advertisement banner for WhatsUp Gold

bdc.gif Birthday cake icon that is displayed in the day and
week calendar views to indicate the event is a
birthday

bell.gif Bell icon that is displayed in the day and week
calendar views to indicate that a reminder has been
set for the event or task

calemail.html Example of a calendar e-mail invitation

close.gif Closes out the popup toolbar.

del.gif Trash can icon that symbolizes the ability to delete
the event or task that it is assigned

ftpgrphw.gif Advertisement banner for WS_FTP Pro

gotobtn.gif The GoTo button for the search feature.

left.gif Left button found on the current calendar views

nextleft.gif Left button found on the monthly calendar list box

mail.gif Graphic that represents a mail message that has
been read.

mail_new.gif Graphic that represents a new, unread mail message

nextleft.gif Left arrow found on the monthly calendar list box

nextright.gif

Right button found on the monthly calendar list box

pdate.gif Small calendar in the Date section on the Add Event
and Add Task pages.

repeat.gif Repeat icon used to indicate the repetition of an
event or task in the day and week calendar views

right.gif Right button found on the current calendar views

ssl-key.gif Keys logo shows SSL is not in use

ssl-lock.gif Lock logo that signifies SSL is in use
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__________________________________________________________________________|
Appendix I: Mail Servers and the DNS

This appendix provides some background information on the Domain
Name System (DNS) and how mail servers use the DNS. The section
briefly describes the DNS, but the focus is on mail servers and the
DNS records that mail servers use to find other mail servers.

If you are not familiar with how DNS operates, we recommend the
book “DNS and Bind” published by O’ Reilly and Associates, for
general DNS information. Refer to your DNS server’s documentation
for information about making entries in your DNS server.

What is DNS?

DNS is the mechanism by which applications on your network can
locate the address of other hosts on the Internet, and by which other
hosts on the Internet can locate you. The DNS essentially provides a
map of the structure of the Internet.

To participate in the Internet, organizations must register adomain
name with the InterNIC and obtain addresses to use for the hostsin
their domain. For example, ipswitch.comis aregistered domain name,
and some addresses assigned to ipswitch.com are 156.21.50.1 through
156.21.50.255. For information about registering a domain name, see
the InterNIC’s web site at http://rs.internic.net.

All hosts on the Internet must have a host name and an IP (Internet
Protocol) address. You can give a host any host name you want, as
long asit is unique within your domain. For example, some host
names and addresses in the ipswitch.com network are:

testl.ipswitch.com 156.21.50.1

test2.ipsw tch.com 156.21.50.2

test3.ipsw tch.com 156.21.50.3

DNS servers provide the mapping of host names to their addresses.
The DNS server for ipswitch.com lists each Ipswitch host and its
corresponding address. Thus, any host outside of ipswitch.com can
guery the DNS server for ipswitch.com to find the address of a
particular host. Once it has the address, the requesting application can
communicate directly with the host.
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Note that querying a DNS server isalso called a“DNS lookup” or a
“lookup.”

When a host outside ipswitch.com wants to send mail to a user on the
ipswitch.com network, it queries the DNS server for ipswitch.comto
find the mail server for users on ipswitch.com. The host can then send
mail to the mail server, which will deliver it to the appropriate user.
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How the Mail Server Uses DNS

All SMTP mail serversthat communicate with other Internet hosts use
a DNS server to look up mail addresses. The basic communications
between amail server and aDNS server work asfollows for incoming
mail and outgoing mail.

Incoming Mail:

Toillustrate how a DNS server is used to look up mail addresses, we
use the example of what happens when a user on another Internet host
sends mail to a user on your IMail Server host (for example to
fred@domain.com).

1 A user sends mail to your user, fred@domain.com.

2 Thesending mail server asksthe DNS server on the domain.com
network for the host name of the mail server. The MX (Mail
eXchanger) record in DNS identifies the Host Name of the mail
server.

3 The DNS server for domain.com returns the value of the MX
record, which is the host name of the mail server, in this case,
mail.domain.com.

4  The sending mail server now asksthe DNS server on the
domain.com network for the address of the mail server host
(mail.domain.com). The A record in DNS maps the host name to
an IP address.

5 TheDNSserver for domain.comreturns the value of the A record
for the mail server host (mail.domain.com), which isthe IP
address (156.50.1.5).

6 Thesending mail server connectsto the receiving mail server’s|P
address and sends the mail.



Outgoing Mail:

When one of your IMail Server users sends mail to a user on another
Internet host (for example, to sam@widgets.com), the same process
occurs, except that it isyour mail server that does the lookups for MX
and A records on the DNS server for the widgets.com network.

Rever se Lookups

Note that some mail servers, upon receiving amail, will do a“reverse
lookup” on the address to make sure it isvalid. Thisisdonein an
attempt to thwart bulk mailers who may be illegally using someone
else’'s mail server to relay mail. To do areverse lookup, the receiving
mail server asksthe DNS server on the sending mail server’s network
to confirm that the I P address of the sending server matches the host
name of the sending server.

Reverse lookups are enabled in DNS by creating a PTR record for the
mail host. The PTR record maps an | P address to a host name.

Setting Up Mail Server Records in the DNS

To set up your mail server in the DNS, you must create the records
that other mail servers use to find and connect to your mail server.
Making these entries requires that you first have:

* A registered Internet domain name for your local network (for
example, domain.com).

* A DNSserver for your local network.

Your Local Network’s DNS server

Before your mail server can communicate with other mail hosts, you

must configure the DNS server to recognize your mail server. Without
afunctional and correctly set DNS, IMail Server cannot deliver mail,

except to domains that are within IMail Server.

For each mail host on your network, you must make the following
entries in your DNS;

e An MX record for the mail domain (for example, domain.com).
The MX record identifies the host name of the mail host.

Note that mail hosts (virtual hosts) that do not have an IP address
require only an MX record. See “ Setting Up DNS for Multiple
Mail Hosts" on page 43 for more information.
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* AnA record for the host name of the mail host. The A record
maps a host name to an IP address.

e A PTRrecord for the P address of the mail host. The PTR record
maps an | P address to the host name and is used for reverse
lookups.

Since there are DNS servers from many vendors available, we cannot
describe how to create the records for your specific DNS server.
Instead, we show an example using a basic configuration for asingle
mail host.

Example of a Basic Configuration

In this example, we use a DNS lookup tool to query the DNS server
and show the responses. You can use the Windows NT command line
program, NSLOOKUP, to query a DNS server. If you are not familiar
with thistool, we suggest the Ipswitch WS_Ping ProPack application,
which provides agraphical interface for querying a DNS server. Use
the Lookup tool in WS_Ping ProPack.

To describethe DNS entries for amail server, we use examplesfrom a
typical small network and start with the following assumptions:

*  You have one computer with a network interface card (NIC)
installed.

*  You have set the IP address for this computer to avalid address
within your range of addresses. In the example, we will use
156.21.50.5.

*  You have assigned this computer a host namethat isvalid in your
domain. In the example, we will use mail.domain.com.

* You have designated another SMTP server to act as a backup if
your mail server is down. In the example, we will use
cecil.domain.com.

You must set up the following records for the computer:

e AnMX record for the domain domain.com that points to the host
name of the computer running IMail (mail.domain.com).

* AnA record for mail.domain.com

A PTR record for mail.domain.com

E-mail for the users on this mail host is addressed to
user @domain.com.



First, we do an M X lookup (just as a sending mail server would do) to
find the mail host for the domain.com network. To simulate this, in the
WS _Ping ProPack’s L ookup tool, we enter domain.com in the Name/
Address box and M X as the Query Type, which returns the following:

domai n. com

10, mmil . donmain.com

50, cecil.domin.com
This shows that mail.domain.com and cecil.domain.com are both mail
hosts for the domain.com network. The cecil.domain.com host isa
backup mail server. The number indicates the priority of the mail host
— it tells the sending mail server which mail host to try first. The
lower the number, the higher the priority. In our case,
mail.domain.com isthe one we want other mail serversto usefirst;
cecil.domain.comis used only if mail.domain.comis down.

For information about how a backup mail server works, see “ Setting
Up IMail Server as a Backup Mail Spooler” on page 50.

Only ahost nameisreturned in response to an MX query. The sending
mail server needs the |P address of this host name so it can connect to
the mail host. The sending mail server performs another DNS lookup
to get the IP address (defined in the A record) of highest priority mail
host. To simulate this, in the Lookup tool, we enter mail.domain.com
inthe Name/Address box and A asthe Query Type, which returnsthe
following:

mai | . donai n. com
156. 21.50.5

If we query the A record for cecil.domain.com, we get:

cecil.domain.com

156. 21. 50. 100
With the IP address for the mail.domain.com host, the sending mail
server can now connect to that host and deliver the mail. If the attempt
is successful, thereis no need to go any further. However, if the
mail.domain.com host is down, the connection attempt fails and the
sending mail server will have to try the next highest priority MX
record, in this case, cecil.domain.com.
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Sample DNS Records

If we use a DNS lookup tool to query the DNS server for the network
in our example (for al information, in verbose mode), you would see
entries like the following:

domai n.com I N MX 50 cecil.domain.com
I N MX 10 mmi |l . domai n. com

cecil.domain.com INA 156.21.50.100
mai | . domai n. com IN A 156.21.50.5

5.50. 21. 156. i n-addr. arpa. ,type = PTR
host = nmail.donmai n.com

5.100. 21. 156.i n-addr. arpa.,type = PTR
host = cecil.domain.com

Other Configurations

If you have multiple mail hosts on your IMail Server, you will need an
MX, A, and PTR record for each host. “ Chapter 3: Configuration” on
page 33 describes some advanced configuration topics and describes
the DNS entries you must make for these advanced configurations.
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Glossary

A record
A records map a host name to an IP address.
Alias

An aliasis another name assigned to a host name that can be used in
place of the host name (plus domain name). Aliases are often used to
shorten long host names for convenience.

Baud rate

The rate (measured in bits per second) at which the serial port for the
MONITOR server will communicate with the modem.

Cache

Each time a Domain Name Server processes a lookup request for a
host not in its domain, it must query another name server for the
information. When areply isreceived, the Domain Name Server saves
the address information in a cache. The next time it receives a query
for the sameinformation, it does not have to query another name
server for the information. Because address datain the Domain Name
System changes frequently, the system administrator assignsa Timeto
Live (TTL), after which the cacheis cleared.

Client

A client isa program running on a networked computer that requests
services from a server program, which is usually running on another
networked computer. The client communi cates with the server using a
protocol. For example, an FTP client communicates with an FTP
server using the FTP protocol.

DLL

Dynamic Link Library isalibrary of executable functions that can be
used by an application. A DLL provides one or more functions and a
program accesses the functions by creating alink to the DLL.
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Domain

A term that refers to the subdivisions of the Internet network. Domain
can mean the major subdivision of which your network is a part
(.com, edu, .gov, .net, .us, .uk) or it can refer to your part of the
network ( ipswitch.com). See also Domain Name System.

Domain Name System

A distributed database system that trandates host names (for example,
tortoi se.ipswitch.com) to | P addresses (for example, 156.21.50.10).
All hosts on the Internet are named using the conventions specified by
the Domain Name System. Host Names are used because they are
easier to remember than numerical addresses (IP addresses). An
example host and domain name is tortoise.ipswitch.com, where
tortoise is the host name, and ipswitch.com is the domain name. The
domain represents the network where the host is located.

Domain name server

A host that keeps atable of host names and | P addresses, and provides
the lookup service for client programs. A domain name server is used
by client programs to look up the IP address of a host. A domain
name server provides host name to | P address mapping for the local
network and provides access to the Domain Name System to |ook up
hostsin other domains.

A primary name server contains all the information for the domain in
its database files. If you add a second name server for backup or to
off-load the primary server, you can set it up as a secondary server. A
secondary name server obtains its domain information by copying the
database files from the name server that is primary for that domain.
The advantage of using secondary serversisthat you can maintain the
domain information on one name server (the primary).

Finger

Finger protocol isacommon Internet language that allows remote
users to see information about users registered on a system. This
includes the full name of the specified user, his or her complete e-mail
address and a“plan” file provide by the user that contains additional
information the user wishes to provide in response to Finger requests.



FTP

FTP stands for File Transfer Protocol. Thisis one of the standard
protocols defined for use on a TCP/IP network and used to transfer
files between systems.

Gate host

Gate Host is the name of another host to send mail to when the mail
cannot be delivered directly to the destination host.

IMAP4

Internet Message Access Protocol version 4 (IMAP4) is amethod of
accessing electronic mail messages that are kept on a (possibly
shared) mail server. It permits a client e-mail application to access
remote message stores asif they werelocal.

in-addr.arpa domain

A special domain on the Internet that maps | P addresses to domain
names. Thisdomain is used to do reverse |ookups, where the IP
addressis known and the application is querying for the host name.

IP (Internet Protocol)

The protocol that determines how packets (bundles of data) traverse
the Internet network to find their destination. See also TCP.

IP address

All hosts on the Internet are identified by a unique numeric code,
called the |P address. 156.21.50.1 isan IP address. The Domain Name
System is used to map the | P address to a name.

LDAP

Lightweight Directory Access Protocol isaway of accessing directory
information stored on a server. It permits an LDAP-enabled client to
search for and view user information stored in an LDAP directory.

List Administrator

The User ID on the current mail host who can administer thelist using
Web Messaging. This person can modify list properties, add/delete
users, and edit all related files. The list administrator and the list
owner are usually the same person.

List Owner
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The person who receives al messages (such as Subscribe and
Unsubscribe requests, and error messages) to thelist. It isalso the
account to which all messages are sent to the list, from anyone who
requests information about the list, and in response to invalid attempts
to post to the list. Thelist owner and list administrator are usually the
same person. On amoderated list, the list owner is also the list
moderator.

List server

A List server provides an automated way to manage mail discussion
groups. All messages for amail discussion group received by aList
server are sent to all the members of that mail discussion group.The
List server manages the adding and removal of users from the
subscriber list and the distribution of messagesto all subscribed users.
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MX record

The MX record identifies the host name of the computer running the
mail server (in this case, the IMail Server computer).

Name server

See domain name server.
namespace
Synonymous with domain.
ODBC

Open DataBase Connectivity is a standard database access method
that makes it possible to access data from any application, regardless
of which database management system(DBMS) is handling the data.
ODBC insertsalayer, called adatabase driver, between an application
and the DBMS. Thislayer trand ates the application’s data queriesinto
commands that the DBM S understands.

POP3

Post Office Protocol version 3 (POP3) is the most common protocol
for communicating with amail server (otherwise known as a post
office) to retrieve messages for a user. Since POP3 servers are always
available to receive incoming mail, individual users do not have to
have their PCsturned on at all times. POP3 servers hold mail for users
until they connect to download their messages.

Processing rules

Delivery rules direct incoming mail based on the contents of To,
From, Sender, Subject, the message Header, or the message Body.
Delivery rules can be applied for adomain, individual user or list-
server mailing list.

Protocol
A set of rules that define how computers will exchange information.
PTR record

The PTR record maps an | P address to the host name and is used for
reverse lookups.
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Relay

A message that originates on a computer other than the IMail Server
host and is destined for another host, must pass through IMail Server.
IMail server (or any SMTP server) then accepts the mail and
redeliversit to that host.

Request for Comments (RFC)

A set of documents that define the Internet standards. RFCs are also
used to propose new standards, or extensions to existing standards.

Reverse lookups

When the client program requests the host name of agiven | P address,
the DNS server does areverse lookup. Thisisthe reverse of the
normal DNS lookup procedure, where the |P address for a given host
name is sought. Reverse lookups use a special domain, the in-
addr.ar pa domain, which maps | P addresses to domain names.

Server

A server isaprogram running on a networked computer that processes
requests for services from aclient program, which is usually running
on another networked computer. The client and server communicate
using a protocol. For example, an FTP client communicates with an
FTP server using the FTP protocoal.

Service

“Service” isaformal Windows NT/2000 term for an executable object
installed in aregistry database maintained by NT/2000's Service
Control Manager. A service can be automatically started when the
system is booted and continues to run until the system is shut down. It
will continue to run even when no one is logged on the system.

SSL

Secure Sockets Layer(SSL) isused for communications between a
browser and server. SSL encrypts mail communications so they can be
read only by the intended recipients. SSL uses “certificates’ to
authenticate the client and server, and uses a public/private key “pair”
to encrypt and decrypt communications. All of the major browsers are
SSL enabled.



SMTP

Simple Mail Transfer Protocol (SMTP) is designed to efficiently and
reliably transfer mail across TCP/IP networks, including the Internet.
SMTP defines the interaction between mail systemsto facilitate the
transfer of electronic mail even when the mail systemsare on different
types of computers or running different operating systems. SMTPis
required to send or receive mail over the Internet. IMail Server isan
SMTP server.

Spamming

When abulk mailer sends unsolicited mail to other people, it isknown
as“ spamming.” Spam mailers may try to use your system to relay
their messages to other Internet mail users, tying up your valuable
system resources. IMail Server provides anti-spamming features.

TCP

Transmission Control Protocol; the protocol that controls how datais
assembled and disassembled in packets. See also | P.

TTL

The Timeto Live (TTL) specifies an amount of time (usually in
seconds) for which a secondary name server can use the DNS
database files that it copied from the primary server before it needs to
refresh the data.

UDP

User Datagram Protocol; a transmission protocol for uses that do not
reguire the control and error checking of TCP.

Whois

The Whois protocol isacommon Internet language that allows remote
users to search for mail addresses of users.

Winsock

Winsock is a specification that devel opers of TCP/IP network
software for Microsoft Windows use as a guideline for the standard
application programming interface to their network software.
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