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Addendum to IMail Server v7.0 User’'s Guide

This addendum describes the new features and enhancementsin
version 7.1 of IMail Server and is intended to supplement the IMail
Server 7.0 User's Guide. The sectionsin the 7.0 User’s Guide which
are no longer accurate with respect to version 7.1 are specifically
described in this addendum. In all other respects, the IMail Server 7.0
User’'s Guide remains accurate. You should keep this addendum with
your IMail Server User's Guide.

More detailed information about version7.1 changes can be found in
the updated IMail Server User’s Guide IMail 7.pdf file, which is
located in the IMail top directory. andalso in HTML format on the

I pswitch website at: www.ipswitch.com.

In this Addendum

* Newin version 7.1Gives an overview of new featuresin IMail
Server version 7.1.

* New Host Settings. Describesthe new host options which appear
on ahost’s General tab.

» Advanced Options Describes new advanced SMTP, IMAP4 and
POP3 options.

» Delivery Rules Describes how to create inbound and outbound
delivery rulesin both IMail Administrator and Web Messaging.

»  Web Messaging Changes. Briefly describes changes to the Web
Messaging Server and templates.

Other Resources

* IMail Server Release Notes. The ntimsvc.txt file, found in the
IMail Top Directory, provides a detailed list of enhancements and
bug fixes.

e |Mail Server Help. The IMail Server Help has been updated to
reflect the changesin version 7.1.

e |Mail Web Messaging Help. The IMail Web Messaging Help
provided detailed explanations of new functionality in 7.1 Web
Messaging.

e |Mail Support Center. Visit the IMail Server Support Center for
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knowledgebase articles and other helpful resources at http://
WwWw.i pswitch.conmvsupport/I Mail/index.asp.

New in Version 7.1

This version of IMail Server contains the following new features and
functionality:

New “Advanced” tabs for IMAP4, POP3 and SMTP, contain
settings that were previoudly only accessible through the registry,
such as welcome messages.

New sub-mailbox settings allow administrators to decide what to
do with mail that is addressed to a sub-mailbox. Administrators
can choose to create the sub-mailbox, bounce the message or send
it to the user’s Inbox. This setting is configurable per domain.

Administrators can limit the size of outgoing messages.

Users and administrators can be notified through e-mail when
mailboxes are near capacity.

Improved inbound delivery rules, and the ability to create
outbound delivery rulesfor a host. All rules support multiple
conditions.

An X-lineis placed in the header of all messages captured by a
rule that identifies which rule caught the message.

Web Messaging now supports 128 hit SSL.

Enhanced Web M essaging templates that support inbound and
outbound rules with multiple conditions, sub-mailbox creation
settings, and advanced SMTP options.

If you have IMail Anti-Virus Server installed, you can enable/
disable virus scanning, per domain, in IMail Administrator and in
IMail Web Messaging.
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New Host Settings

The following new settings are located on the General tab of each
mail host. The settings on this tab apply to the entire domain.

Max Outbound M sg Size. The maximum size of an outbound
message. Any message that islarger than the size entered here, will be
bounced.



Full Mailbox Notify %. If there is anything entered in this box, the
user will be notified when their mailbox is within acertain percentage
of being full. For example, if 80 is entered, the user will receive an e-
mail when their mailbox is 80% full. The user will get a maximum of
one message a day, for three days.

Full Mailbox Notify Address. Enter an additional address where an
e-mail will be sent when auser's mailbox is amost full. For example,
this could be the system administrator’s address.

Sub-Mailbox Creation. This setting allows administrators to specify
what to do when a message arrives for a user and is addressed to a
sub-mailbox which does not exist. Select one of the following actions:

e Create. Creates the sub-mailbox and delivers the message.

* Send to Inbox. Does not create the sub-mailbox. Instead the
message is delivered to "main”.

* Bounce. Bouncesthe mail as aninvalid user.

Virus Scanning. If you have IMail Anti-Virusinstalled, you will seea

virus scanning option, which allows you to enable/disable virus

scanning for the current domain only. If you do not have IMail Anti-
Virusinstalled, you will not see this option.

New Advanced Service Options

Several advanced service options that were previously available only
through the registry, have been added to the IMail Server interface on
the SMTP, POP3 and IMAP4 Advanced tabs. Below is a description
of each option available on these tabs.

SMTP

The following options appear on the SMTP Advanced tab. To get
there, expand the Services folder and select the SMTP service. Inthe
right panel, click on the Advanced tab. The default settings on the
Advanced tab should be appropriate for most installations. If you alter
these settings, note that they can change the operation of the server.

e Maximum recipients per message. The maximum number of
addresses that can receive a single message. The default setting
for thisoption is 0.
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»  Delay between recipients. Sets adelay (in milliseconds)
between the delivery of messages to recipients.

e Port. The port that the SMTP service listens on. The default
setting for this option is 25.

e Maximum Processes. Thisisthe number of simultaneous SMTP
processes that IMail Server spawns. By default this option is set
to 30. If you see heavy mail traffic or run several large list-server
mailing lists, you may want to increase this number.

* Mailbox delimiter. Enter the character or characters that will be
used to delimit the mailbox namein auser ID.

Note
Before changing the mailbox delimiter, check for existing
usernames and aliases that contain the new delimiter character.
Otherwise, these aliases or usernameswill contain delimiters,
which will cause their incoming mail to be undeliverable or
delivered to another user whose username matches the portion of
the address preceding the new delimiter.

» Host delimiters. Enter the character or characters that you want
to use as host delimiters. Each character will be seen by IMail
Server as equivalent to the @ in e-mail addresses. By default the
charactersused are: @ % * : $ and &. Any of these can be used
between the user ID and the virtual host name in the POP3 or
IMAP4 login user ID.

Note
The @ character isrequired by Web Calendaring.

» Delivery Application. If you want to replace the delivery
application with an external program, enter the full pathname of
the filein this textbox.

» Hello Message. You can use this box to change the text of the
SMTP service welcome message. The text islimited to 400
characters. If over 400 characters are entered, the default message
is used.

IMAP4 and POP3
When logging on to IMAP4 or POP3, the service returns awelcome
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message that identifies the mail server version, vendor and operating
system. You can use the IMAP and POP3 Advanced tabs to change
the service welcome messages, if you want to hide this information.
Changing the message may help protect your server from spammer or
hacker attacks. The text for the Hello msg text box, is limited to 400
characters. If over 400 characters are entered, the default message is
used. When APOP is enabled, if the message plus the timestamp
exceed 400 characters, the message will be truncated.

e ToChangethe Welcome Message for IMAP 4:

Expand the Services folder and select the IMAPA4 service. In the
right panel, select the Advanced tab. On the IMAP4 Advanced
tab, enter the text you want to be displayed in the IMAPA4 service
welcome message.

* To Changethe Welcome M essage for POP3:

Expand the Services folder and select the POP3 service. In the
right panel, select the Advanced tab. On the POP3 Advanced tab,
enter the text you want to be displayed in the POP3 service
welcome message.

Delivery Rules

IMail Server now supports both inbound and outbound delivery rules,
aswell as multiple conditions. An Outbound Rules tab has been
added for all hosts to facilitate creation of outbound rules. All tabs
previously called Rules, are now called Inbound Rules. Extensive
changes have been made to the Inbound Rules tabsin order to
support multiple conditions.

You can use delivery rulesto direct incoming and outgoing mail to
particular mailboxes based on the contents of the To, From, Sender,
Subject, Header or Body fields of the message. Delivery rules can be
applied at three levels:

e Mail host (Inbound and Outbound rules)
e List-server mailing list (Inbound rules)
e Individual users (Inbound rules)
Outbound Rules Processing

IMail Server stores outbound delivery rulesin the orulesima file,
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Pop-up Search Text Menu
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which islocated in the mail host’s directory. If you have more than
one host on your IMail Server system, you may have multiple

orules.

Creati

imafiles.

ng an Inbound Delivery Rule

Inbound delivery rules, are used to sort incoming mail messages for
mail hosts, users, and mailing lists. The following procedure describes
the creation of an inbound delivery rule for a host. Note that this
procedure is the same for mail hosts, users and lists.

1 In

the left panel, do one of the following:

To create a delivery rule for amail host, select the host.

To create adelivery rule for a user, expand ah
“Users” folder, and then select a user.

ost and the

To create adelivery rulefor alist-server mailing list, expand a
host and the “Lists’ folder, and then select alist.

In theright panel, select the Inbound Rules tab, and click Add.

The Rules dialog box is displayed as shown below.

Rules

— Select Rule

I If the From Address j

' Cortains ¢ Does not Contain
—Search Text
I Match Case ™ Extemal File
Estemal Filz | Edit File |
Add Condition | | pdate condition |
~ Final Rule
[
Downl
Inzert AND | Inzert OR | Hemoe I [Elear Selectionl

0K I Lancel | Help |




From the Select Rule list box, select the rule that you want to
create (From, To, Subject, Sender, Body Text, Header Text).

Select contains to have the delivery rule look for messages that
contain the search text. Select does not contain to look for
messages that do not contain the search text

To enter search text, you can either enter it into the Search Text
box as described below, or specify an external file that contains
the search text you want to use.

Enter the search text by doing one or more of the following:

Enter the literal text that you want to search for. For example, if
you want to find the word jazz, type: jazz.

Type search expressions and quantifiers.

Use the popup menu to insert a generic form of a search
expression and then edit the inserted expression.

Paste a portion of amail message that meets your search criteria.
For example, you could copy and paste text such as
"XMSMailPriority(High)" from the header of a message; this
example would search for High priority messages.

Select External File, if you have placed the search text in an
external file. The list box displays the existing external files.

Select Match Case to search for text that matches the case of the
search text. To ignore case, clear Match Case.

Click Add Condition. The condition that you just created is
added to the rule and is displayed in the Final Rule text box.

If thisis the only condition you want the rule to have, click OK
and you will return to the Inbound Rules tab (shown below). If
you want to add multiple conditions to the rule, read “Adding
Multiple Conditions to Rules’ on page 11.
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Select the rule from here

The rule’s syntax is

The Inbound Rules tab now looks like this:

& IMail Administrator M=l
File Edit “jew Tools Help

#|x| 2|

m I ail &dminiistrator

=0 localhost Jupiter7.space.com Apply | Help Ij

=0 Services

[+ - wirtuallz2 Web Messaging Ad Suppart | Wweh Calendaring Content I ‘Web Calendaring Ad Support I

=B Jupiter7 space.com| Genersl | Web Oplions | Inbeund Rules | Outbound Fiules | Wieb Messaging Contert
D Aliazes
23 Lists Active Rules [in processing order]
=

fA-=tthver - pv |
Fave Dy |
Edit Selected |

Add I Test Delete |

displayed here
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» Header Containg $M5M ailPriarity(High)

Sendto  |main

™ Delsts

|

|Fur Help. press F1

SET

A placeholder is placed in the Active Rules list just under the
selected dot (if any). The rule istemporarily named New Rule.

You cannot name delivery rules, because they areidentified in the
Active Ruleslist only by their sequencein the list. To identify a
delivery rule, highlight one of the rules (e.g., rulel, rule?) and
read its contentsin the lower text box.

From the Active Rules text box on the Inbound Rulestab, select
therule you just created and in the send to box, enter either an
address or a mailbox to which messages meeting the rule criteria
will be sent. See below:

Enter an Address. Enter the mail address to which messages
meeting the rule criteriawill be sent.

Enter a Mailbox. Enter the name of the user’s mailbox to which
messages meeting the rule criteriawill be sent. If you enter a
mailbox that does not exist, one will be created for this user on
the IMail Server system. A POP3 user will see this mailbox only
if helogs on to this mailbox using the format userid-newbox.

Select Delete. Select the Delete option to discard the message.




Note
If the text in the Send to box contains an @, the text will be
treated as an address, otherwise, the text will be treated as a
mailbox. If nothing is entered in the Send to box, messages
meeting the rule criteriawill be sent to the default mailbox of
Main.

10 When you are done, click Apply to save your changes.

When the screen is refreshed, the delivery rule, previously identified
as New Rule, will appear in the format Rule# to identify its sequence
in the Active Ruleslist. Any existing delivery rules are renamed to
reflect the new sequence.

Creating an Outbound Delivery Rule for a Host

Outbound delivery rules, are used to sort outgoing mail messages that
areinitiated by local users. Outbound delivery rules can only be
created at the host(domain) level. The following procedure describes
the creation of an outbound delivery rule.

1

In the left panel, select the host. In the right panel, select the
Outbound Rulestab, and click the Add button. The Rulesdialog
box is displayed.

From the Select Rule list box, select the rule that you want to
create (From, To, Subject, Sender, Body Text, Header Text).

Select contains to have the delivery rule look for messages that
contain the search text. Select does not contain to look for
messages that do not contain the search text.

To enter search text, you can either enter it into the Search Text
box as described below, or specify an external file that contains
the search text you want to use.

Enter the search text by doing one or more of the following:

Enter the literal text that you want to search for. For example, if
you want to find the word jazz, type: jazz.

Type search expressions and quantifiers.

Use the popup menu to insert a generic form of a search
expression and then edit the inserted expression.

Paste a portion of amail message that meets your search criteria.
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3 IMail Administrator | O] %]
File Edt View Tools Help
x| 2
E"a IMail &drministrator ﬁ[
=4 ozsthost Jupiter?.space.com Leply | Hee [ |
B0 Services
3-8 viryall02 Web Messaging &d Supparl | Web Calendaring Cantent | 'web Calendaring d Support |
=B Jupiter7 space.com | | General | Web Options | Inbound Rules | Outbound Rules | ‘wWeh Messaging Content
3 Aliases
12 Lists Active Rules (in processing order]
Select a rule 2 Users
Maove U
from here . [l |
Iy v |
Edit Selected |
Add Test Deiete |
From Containz <M 5 ailPriority[High]"
The rule’s syntax is/
displayed here
& Send " Send with Copy to  Delete
" Redirect to " Bounce
Address:
| | o
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For example, you could copy and paste text such as
"XMSMailPriority(High)" from the header of a message; this
example would search for High priority messages.

Select External File, if you have placed the search text in an
external file. The list box displays the existing external files.

Select Match Case to search for text that matches the case of the
search text. To ignore case, clear Match Case.

Click Add Condition. The condition that you just created is
added to the rule and is displayed in the Final Rule textbox.

If thisisthe only condition you want the rule to have, click OK
and you will return to the Inbound Rules tab (shown below). If
you want to add multiple conditions to the rule, read “Adding
Multiple Conditions to Rules’ on page 11.

The Outbound Rules tab now looks like this:

|Fm Help. press F1

N KT

A placeholder is placed in the Active Ruleslist just under the
selected dlot (if any). The rule is temporarily named New Rule.

You cannot name delivery rules, because they areidentified in the
Active Ruleslist only by their sequencein the list. To identify a



delivery rule, highlight one of the rules (e.g., rulel, rule2) and
read its contents in the search text box.

8 Fromthe Active Rulestext box on the Outbound Rulestab, select
therule you just created. In the lower section of the Outbound
Rules tab, select the action you want to occur when amessageis
caught by the rule. You can choose from the following actions:

e Send. Processes the message as normal by sending it to the
addressee.

*  Send with Copy to. Processes the message as normal by sending
it to the addressee, and also sends a copy to the address that you
entered in the Addresses text box.

» Delete. Deletes the message.

* Redirect to. Does not send the message to the addressee. The
message is sent to the address entered in the Addresses text box.

»  Bounce. Bounces the message back to the sender, without
deliveringit.

Note
If you choose either Send with Copy to or Redirect to, you must
also enter an address in the Address text box.

9 When you are done, click Apply to save your changes.

Adding Multiple Conditions to Rules

Multiple conditions can be created for both inbound and outbound
rules. By using multiple conditions, you can combine multiple rules
into one.

Example: If you want all e-mails from your supervisor containing
information about the “ company newsletter” to be sent to a specific
mailbox in your account, you would set a rule with two conditions.
Condition1: The message must be from your supervisor. Condition 2:
The message must contain the words “company newsdletter” in the
subject or message body of the e-mail.

To add a rule with multiple conditions:

1 Follow the stepsto creating arule as described earlier. Then,
while on the Rules dialog box, create the first condition for the
rule and click Add Condition.
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Click either the Insert AND or the Insert OR button. Click the
Insert AND button to state that all the rule conditions must be
met in order for the message to be trapped. Click the Insert OR
button to state that at least one of the conditions must be met in
order for the message to be trapped.

Create the second condition as you did the first, and click OK.

Continue adding conditions until you are satisfied with the rule,
and then click OK.

When you return to the Inbound or Outbound Rules tab, do one of
the following:

If you created an inbound rule and are on the Inbound rules tab,
enter amailbox or address that you want the rule to be sent to if it
istrapped. For more information, see “ Creating an Inbound
Delivery Rule” on page 6.

If you created an outbound rule and are on the Outbound Rules
tab, select one of the rule actions listed on this tab. For more
information, see “ Creating an Outbound Delivery Rule for a
Host” on page 9.

When you are finished creating the rule, click Apply to save your
changes.

Testing a Delivery Rule

To test adelivery rule,

1

On the Inbound or Outbound Rulestab, select arulein the
Active Rules text box, and click Test. Observe that the “Rule
Tester” dialog box appears.

In the Test Text box, enter a message that meets your intended
search criteria.

Click the Test button.

If the delivery rule does what you set it to do, TRUE is displayed
in the Test Result box.

If the delivery rule does not test true, FAL SE is displayed in the
Test Result box. Edit the rule and test again.

Click OK to savetherule.



Note
You cannot edit the rule from the Rule Tester dialog box. To edit the

rule, you must return to the Inbound or Outbound Rulestab, select
therule and click Edit.

Rule Syntax

When you create a delivery rule, the rule is entered into a file named
either rules.ima for Inbound Rules, or orules.ima for Outbound Rules.
Theruleis entered into these files in the following format:

Single condition rule:
message _area condition search_text quantifier: mailbox_name
Multiple condition rule:

message_area condition search_text quantifier 'AND!/!OR!
message _area condition search_text quantifier: mailbox_name

Note that search_text can be any combination of literal text and text
patterns.

For example, arule with asingle condition that looks like thisin the

User’s Guide Addendum
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Inbound Rules dialog box:

& IMail Administrator M=l B
File Edit “iew Took Help

a[x| ¢

O @ Mail Administrator Iﬁ
. Appl Hel
= D ‘Dca‘hm. Jupiter? .space.com Ea | 2 |
{1 Services
B irtualin? ‘Web Messaging &d Support I ‘Web Calendaring Cantent | Web Calendaring &d Support I
Jupiter? space.com General | wieb Options  Inbound Rules | Outbound Rules | ‘web Meszaging Content
Aliases
- Lists Active Rules [in processing order]
3 Users
Move Up
e Dovr
Edit Selected
Add Test Dekte |
Brody Cantains Word 1 [word2fw/ord3
Send to Iwurds'l 23
I Delete
il |
|Fur Help, press F1

NER

... will search the message body for the words wordl1 or word?2 or
word3; if at least one of the words is found, the message will be
delivered to the words123 mailbox.

The above rule looks like thisin the rules.imafile:

B represents “the body of the Bl rules ima - Notepad [_ (O] =]
message” \ File Edit Seach Help
B> {word1|word2 |word3) twords123 ﬂ Zzzrinzrigsf
The tilde represents “contains” 7J specify the
Aelon says to deliver the message i mailbox to deliver
he text expression represents / to the mailbox that follows. LI the message to.
word1” or “word2” or “word3”
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Example 2: A rule with multiple conditions that looks like thisin the

Inbound Rules dialog box:
1
@ IMail Administrator M=
Fle Edt Wiew Took Help
#[x| 7|
"B IMail Adninictrator N
- £pply Help
E D oeahost Jupiter?.space.com —I
B0 Services
) il \web Messaging Ad Suppan | Web Calendanng Content | Web Calendaring Ad Suppart |
2B Jupter7 spacecom | | General | weh Options | Inbound Rulss Duthnur\d Rules | Web Messaging Content
- Aliases
w03 Lists Active Rules fin processing order]

1 Users
Move Up
rmye (o
Edit Selected

Teat Delste

LLL

Subject Containg Lose weight Quick

Body Contains Loss weight Quick

Send to

¥ Delete

< |

[For Help, press F1

S

.. will search will search both the subject of the message and the
message body for the words “Lose Weight Quick”. If those three
words are found in either location, the message will be deleted.

The aboverule looks like thisin the rules.imafile:

Bl ules.ima - Notepad [_ (O] x|
File Edit Search Help

E~Lose weight Quick!OR*B~Lose weight Quick:HUL |

>,

4 k v

Determining Which Rule Trapped a Message

Whenamessage istrapped by arule, an X-IMail-Rulelineisplacedin
the message header. This tells youwhich rule caught the message. If
multiple rulestrap a message, only the last rule will be placed in the X
linein the header. If adomain rule traps the message, the X-IMail-
Rule header will be added to al local deliveries. If amessageis
trapped by auser'srule, the X-1Mail-Rule header will only be added to
deliveriesto the user. When amessage istrapped by an outbound rule,
aline with the rule causing the trap will be written to the Queue file.

User’s Guide Addendum
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When this message is delivered, and that line existsin the Queuefile,
it will be written asan X header in the message.

Example of an X-Header: X-IMail-Rule: Body Text contains “IMail
Forum®.

Storing Search Text in External Files

To create adelivery rulethat references an external text file:

Select the mail host, user, or list for which you want to create arule.
Click either the Inbound or Outbound Rules tab (depending on
which type of rule you are creating), and click Add.

Enter a unique name for the external
q >

text file in the External File textbox.

Click Edit to create or modify the
external text file.

1

16  User’'s Guide Addendum
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— Select Rule
I If the From Address j

& Contairs ¢ Does not Contain

— Search Test

B

™ Match Case V' External File

Extamal File I g
Add Condition | W pdate canditian |
~ Final Rule
e |
Downl
Insert AND | Insert OR | Femove | CIearSeIectionl
QK. | Cancel | Help |

In the Rules dialog box, select the External File option and do
one of the following:

If the external text file already exists, select the file from the

list box. For example, select: r ul ef i | enane where
rulefilename is the name of the .rul file you want to reference.

If the external text file does not exist, enter a new, unique

name for the .rul file. Do not enter the file extension .rul as
IMail Server will append it to whatever you enter.

Click Edit File to open and edit the .rul file in Windows Notepad
(or your default text editor). If the rule file does not exist, it will
be automatically created. See “ Rule Syntax” on page 13 to create



the search text.

3 From Select Rule, select the areathat you want to search (From,
To, Subject, Sender, Body text, or Header text).

4  Select containsto have the delivery rule look for messages that
contain the search string; select doesn’t contain to look for
messages that do not contain the search string.

5 Select Match Caseto search for text that matches the case of the
search string; to ignore case, clear Match Case.

6 Click OK. You are returned to the Inbound or Outbound Rules
tab. Select amessage action as described in “ Creating an Inbound
Delivery Rule” on page 6 and “ Creating an Outbound Delivery
Rule for aHost” on page 9.

7 Click Apply to save therule.

Web Messaging Changes

IMail Web Messaging now supports 128 bit SSL for more secure
transmissions. The IMail Web Messaging templates have also been
updated to support Inbound and Outbound Delivery Rules, as well as
multiple conditions for rules. Administrators can create inbound
processing rules, and create multiple conditions, using the Add
Inbound Rule and Edit I nbound Rule pages. In addition,
administrators can now create outbound rules using the Add
Outbound Rule and Edit Outbound Rule pages.

Users can create and add multiple conditions to their inbound
processing rules using the following pages: Add Rule and Edit Rule.

The advanced SMTP options, such as maximum outbound message
size, full mailbox notifications and sub-mailbox creation, can be
configured on the Add Virtual Host and M odify Virtual Host
administration pages.

If you have IMail Anti-Virus installed, administrators can also enable/
disable virus scanning per domain from the Add and M odify Virtual
Host administration pages, as well as from IMail Administrator.

For detailed information on how to preform new functions, see the
Web Messaging Help in the IMail Web Messaging interface.
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Note
For acomplete list of template changes, see the IMail Server release
notes (ntimsvr.txt) located in the IMail top directory. Also see the
Upgrade6to?.txt document or webtemp?7.html(HTML version) which
are both located in IMail/\Web/Upgrade Help.
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