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Secure Gateway Pre-Installation 
Checklist

This checklist helps you compile the tasks and planning information you need 
before you install the Secure Gateway.

Space is provided so that you can check off each task as you complete it. Note the 
configuration values needed during the installation and configuration of the 
Secure Gateway. General steps are also provided for the tasks you need to 
perform to ensure Citrix XenApp, the Web Interface, Citrix XenApp plugins, and 
other clients are configured and functioning correctly. 

Citrix recommends that you print and complete this checklist before proceeding 
with the installation. See the Secure Gateway for Windows Administrator’s Guide 
for instructions about installing and configuring the Secure Gateway.
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Choose the Option that Represents Your Secure 
Gateway Deployment

Pre-installation tasks required to set up and evaluate the Secure Gateway in a 
Secure Access to Citrix XenApp scenario are described in this document. In this 
scenario, you deploy the Secure Gateway for Windows to provide secure access 
to published resources within a server farm. Print and complete information as 
you follow the instructions in this checklist.

For information about advanced deployment scenarios supported by the Secure 
Gateway for Windows, including double-hop DMZ deployment and securing all 
communication links, see the Secure Gateway for Windows Administrator’s 
Guide.

Secure Access to Citrix XenApp

This illustration shows a typical Secure Gateway deployment used to secure a server 
farm. The network is divided into three segments. The unsecured network contains a user 
device running a Web browser and Citrix XenApp plugin such as the Citrix XenApp Plugin 
for Hosted Apps. The demilitarized zone contains the Secure Gateway and Web Interface 
components, and the secure network contains a server farm running the Citrix XML 
Service and the Secure Ticket Authority. A firewall separates the unsecured network from 
the demilitarized zone and a second firewall separates the demilitarized zone from the 
secure network. Root and server certificates are installed to enable secure 
communications.
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End-User (Client) Devices
1. Ensure end-user devices meet the installation prerequisites described in the 

Secure Gateway for Windows Administrator’s Guide.

2. Ensure end-user devices have root certificates that correspond to the server 
certificate on the destination server in the DMZ.

On the Firewall between the Unsecured Network 
and the DMZ
Ensure port 443 (default SSL port) on the firewall is open between the Internet 
and the server running the Secure Gateway.

Server Reserved for the Secure Gateway for 
Windows
1. Ensure this server meets the installation prerequisites described in the 

Secure Gateway for Windows Administrator’s Guide.

2. Enter the IP address for this server.

3. Ensure a server certificate with a key bit length of 1024 or higher is 
installed on the server running the Secure Gateway.

4. Enter the Fully Qualified Domain Name (FQDN) of this server.

Important: Ensure the FQDN entered matches the FQDN that appears in 
the CN (Common Name) field on the Subject line of the server certificate 
installed on this machine.

5. Optional: If this server communicates with a secure server in the DMZ or 
the secure network, install a root certificate (that corresponds to the server 
certificate on the destination server) on this server.

6. Restart the server on which you installed Secure Gateway.
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Server Running the Web Interface
1. Do you intend to run the Web Interface and the Secure Gateway on a single 

server (Yes/No)? 

If you answered Yes, skip to Step 6 of this procedure.

2. If you are running the Web Interface on a separate server, enter its IP 
address.

3. Do you plan to secure communications between the Web Interface and the 
Secure Gateway (Yes/No)?

If you answered No, skip to Step 6 of this procedure.

4. Ensure a server certificate is installed on the server running the Web 
Interface.

5. Enter the FQDN of this server.

Important: Ensure the FQDN entered matches the FQDN that appears in 
the CN (Common Name) field on the Subject line of the server certificate 
installed on this machine.

6. Optional. If this server communicates with a secure server in the DMZ or 
the secure network, install a root certificate (that corresponds to the server 
certificate on the destination server) on this server.

7. Ensure the Web Interface is configured to provide access to published 
applications within a server farm.

On the Firewall between the DMZ and the Secure Network
1. Ensure port 443 (default SSL port) is open if the Secure Gateway connects 

to any secure servers in the secure network.

-or-

Ensure port 80 (default HTTP port) is open.

2. Ensure port 443 is open if the Web Interface connects to any secure servers 
in the secure network.

-or-
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Ensure port 80 (default HTTP port) is open.

3. Ensure port 1494 is open on the firewall between the Secure Gateway and 
the server(s) running Citrix XenApp.

4. If session reliability is enabled, ensure port 2598 is open.

Server Farm
1. Ensure your server farm is set up and configured for access to published 

applications.

For help with configuring computers running Citrix XenApp, see the Citrix 
XenApp Administrator’s Guide.

2. Enter the the default virtual directory path /Scripts/CtxSTA.dll. If you 
changed the default path when you configured the Citrix XML Service to 
share a port with Internet Information Services on the server running Citrix 
XenApp, enter the correct path.

3. Enter the port used to communicate with the Secure Ticket Authority 
(STA). 

This is the same port used by the Citrix XML Service.

4. Do you plan to secure communications between servers in the DMZ and the 
server(s) running the STA? 

If you answered No, enter the FQDN of any server running the STA and 
skip to Step 8 of this procedure.

5. Ensure a server certificate is installed on each server running the STA with 
which the servers in the DMZ will communicate.

6. Enter the FQDN(s) of the secured server(s) running the STA.

Important: Ensure the FQDN entered matches the FQDN that appears in 
the CN (Common Name) field on the Subject line of the server certificate 
installed on this machine. 

7. Enter the IP address(es) of the server(s) running the STA.

8. Do you plan to configure an outbound access control list in the Secure 
Gateway? 



8 Secure Gateway Pre-Installation Checklist

If you answered Yes, enter the IP address range or IP addresses of the 
servers to include in the access control list. This list must include all servers 
with which the servers in the DMZ must communicate.

9. Is there a firewall separating the Secure Gateway and the computer(s) 
running Citrix XenApp? (Yes/No)

If you answered No, skip the remaining question.

10. Is the firewall using NAT (Network Address Translation)? (Yes/No)
If you answered Yes, do the following:

A. Ensure that altaddr is enabled on the computer(s) running Citrix 
XenApp. The altaddr command is used to query and set the alternate 
(external) IP address that a computer running Citrix XenApp returns 
to clients requesting this information. The alternate address is an 
external address used by clients outside a firewall.

B. Enable alternate addressing on the server running the Web Interface. 
See the Web Interface Administrator’s Guide for instructions about 
configuring alternate addressing.
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