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In this chapter

1.1 Audience 1.1
1.2 Related Documents 1.2
1.3 Organization 1.3
1.4 Typographical Conventions 14
1.5 Advisories 1.5

This guide provides the information you need to install, deinstall and use the 3PAR Recovery
Manager 3.0.2 for Microsoft SQL Server on the Microsoft Windows operating system.

1.1 Audience

This guide is designed for System Administrators and Microsoft SQL Server Administrators who
are responsible for backing up Microsoft SQL Server databases and who understand
Microsoft™ Windows™ and Microsoft SQL Server™,

Introduction 1.1
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1.2 Related Documents

The following documents also provide information related to the InServ Storage Server:

For Information About... Read the...
Using the InForm Command Line 3PAR InForm OS CLI Administrator’s
Interface (CLI) to configure and Manual

manage the InServ Storage Server

Using the InForm Management 3PAR InForm OS Management
Console to configure and administer Console Online Help
InServ Storage Servers

Identifying InServ Storage Server 3PAR InForm OS Messages and
components and fixing problems Operator’s Guide
Understanding the InServ Storage 3PAR InForm OS Concepts Guide

Server and its features

Shadow copies using 3PAR VSS 3PAR VSS Provider for Microsoft
Provider for Microsoft Windows Windows User Guide

1.2 Related Documents
3PAR Confidential
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1.3 Organization

This guide is organized as follows:

This chapter provides an overview of this guide, including intended audience, related
documentation, typographical conventions, and advisories.

Chapter 2, Overview of Recovery Manager, provides an overview of virtual copies and how
Recovery Manager interacts with Microsoft SQL Server.

Chapter 3, Installation and Deinstallation, describes how to install, verify, and deinstall
Recovery Manager.

Chapter 4, Configuring NetBackup for Recovery Manager, contains instructions for
configuring Veritas NetBackup for use with the 3PAR Recovery Manager for Microsoft SQL
Server.

Chapter 5, Configuring Recovery Manager, contains instructions for configuring the 3PAR
Recovery Manager for Microsoft SQL Server.

Chapter 6, Using the Recovery Manager GUI, contains procedures for working with
Recovery Manager through the GUI (Graphical User Interface).

Chapter 7, Using the Recovery Manager CLI, contains procedures for working with Recovery
Manager through the CLI (Command Line Interface).

Chapter 8, Recovery for Microsoft SQL Server, discusses methods for backing up data and
performing recovery using virtual copies.

Chapter 9, Remote Copy for Recovery Manager, contains procedures for configuring the
Recovery Manager to work with the 3PAR Remote Copy solution.

Appendix A, Server Virtualization Environments, describes support for VMWare and
Egenera environments.

Appendix B, Troubleshooting, lists some common issues that may arise and suggests
solutions to help solve the problems.

This guide also contains an index and revision history for your reference.

Organization

3PAR Confidential
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1.4 Typographical Conventions

The following typographical conventions are used in this guide:

Typeface

ABCDabcd

ABCDabcd

ABCDabcd

ABCDabcd
ABCDabcd

Typographical Conventions

Meaning

Used for dialog box
elements such as titles and
button labels.

Used for file names, paths,
and screen output, and for
text you are to enter.

Used to contrast your input
with system output.

Used for variables in file
names, paths, and screen
output, and variables in

user input.

3PAR Confidential

Example

Enter your system name in the
Value box and click OK.

Found < 12 > 73G disks.
Enter cli at the Windows
command prompt.

cli% removevv W1
Removing wvv V1.

[root@(systemID-

node I D)root]

To continue Enter your
system name ==>
systemname
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1.5 Advisories

To avoid injury to people or damage to data and equipment, be sure to observe the cautions
and warnings in this guide. Always be careful when handling any electrical equipment.

NOTE: Notes are reminders, tips, or suggestions that supplement the procedures
included in this guide.

CAUTION: Cautions alert you to actions that can cause damage to equipment,
software, or data.

O— ]

WARNING: Warnings alert you to actions that can cause injury to people or
irreversible damage to data or the operating system.

Advisories 15
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1.6 Advisories
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In this chapter

2.1 Microsoft Volume Shadow Copy Service 2.1
2.2 How VSS Works with Microsoft SQL Server 2.3
2.3 Recovery Manager Layout 24
2.4 Supported VSS Components 2.5
2.5 System Requirements 2.6
2.6 Recovery Manager Requirements 2.6
2.7 Features Supported 2.7
2.8 Features Not Supported 2.8

2.1 Microsoft Volume Shadow Copy Service

Microsoft includes VSS (Volume Shadow Copy Service) in Windows 2003 and 2008 to simplify
the enterprise’s storage environment. It provides a framework for creating a point-in-time
copy of either a single volume or multiple volumes.

Microsoft Windows Server 2003 and 2008 VSS works with VSS-aware applications that are in
use to determine when a volume shadow copy (snapshot) can be made. A snapshot is a copy of
some data set, for example, a disk volume, at a point-in-time. VSS then communicates with the

Overview of Recovery Manager 2.1

3PAR Confidential
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operating system and applications and freezes computing tasks to allow snapshot creation.
The freeze function enables an application consistent snapshot to be taken. The shadow copy
volume is then used for the actual backup. After the shadow copy volume is saved on the
backup device, the shadow copy is deleted.

The 3PAR VSS Hardware Provider coordinates between Requestors (backup applications —
Recovery Manager), Writers (applications in windows services — Microsoft SQL Server) and
providers (components that create the shadow copies).

VSS Component VSS Component Description

Requestor The requestor is backup software that initiates the
creation of the shadow copy.

Writer The writer is any application software that participates in
the shadow copy process and whose files and data are
included in the process.

Provider The provider is the storage technology that does the
actual shadow copy.

2.2 Microsoft Volume Shadow Copy Service
3PAR Confidential
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[ Wﬂt'El' ] 2. Writer provides ¥ML description
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4, Requestor asks V55 to create shadow
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6. VS5 tells providers to create the shadow copy
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copy-on-write)

Figure 2-1. 3PAR VSS Provider for Microsoft Windows Operation Overview

2.2 How VSS Works with Microsoft SQL Server

The requestor (Recovery Manager) sends a command to the Volume Shadow Copy service
to take a shadow copy of the selected Microsoft SQL Server database.

The Volume Shadow Copy service communicates with the Microsoft SQL Server with SQL
Writer. The Volume Shadow Copy service flushes the current log files to disk and suspends
any writes to the transaction log files and to the database file. However, read-only access is
still allowed so any data that is already in the SQL Server database can still be accessed from
the client.

How VSS Works with Microsoft SQL Server
3PAR Confidential
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Volume Shadow Copy service communicates with the provider to initiate the shadow copy
process for the disk volumes that contain the Microsoft SQL Server data. VSS communicates
with the writers and providers to create a shadow copy. The provider actually creates the
shadow copy.

The shadow copy typically takes less than a minute.

When the shadow copy has been taken, Volume Shadow Copy service communicates with
the Microsoft SQL Server with MSDE writer or SQL writer to let it know that it can resume
writing to disk.

The queues of SQL transactions are written to the logs.

The shadow copy is now available to the requestor for backing up.

2.3 Recovery Manager Layout

SQL Server 1
Backup Server TCRIAP == .
i E TCP/IP
b SQL Server 2
TCP/IP ‘

==

L+

SQL Server 3
== "

24 Recovery Manager Layout

3PAR Confidential



3PAR Recovery Manager 3.0.2 for Microsoft SQL Server User's Guide

Recovery Manager 3.0.2 for Microsoft SQL provides off-host backup and mounting capabilities.
These features reduce the impact on the production server and also provides the central
management for the backup and restore functions across all SQL servers.

Backup Server

A backup server is the central control point for the Recovery Manager which controls and
manages the backup and restore on different SQL servers.

SQL Server

The SQL Server can be a standalone server or a cluster of virtual servers. The release version
of SQL server must be 2005 or 2008. Versions prior to SQL Server 2005 are not supported.

Connectivity

Both the backup server and SQL Server need to be connected to the same InServ Storage
Server.

Windows Domain

The backup server and the SQL server must be in the same Windows domain. Running a
backup server and SQL server in different Windows domains is not supported.

2.4 Supported VSS Components

VSS components currently supported by 3PAR Hardware Provider are:
Requestor
Recovery Manager
Veritas NetBackup™ 6.5 for Microsoft windows
Writer

Microsoft SQL Server 2005 and 2008 with SQL Server Writer

Configuration Matrix which can be accessed through the 3PAR Document Control

. For platform-specific release levels, please refer to the latest 3PAR InForm OS
System (DCS).

Supported VSS Components 2_5
3PAR Confidential
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2.5 System Requirements
Microsoft Windows Server 2003 with SP2 or above, or Windows Server 2008.
Microsoft SQL Server 2005 with SP2 or above, or Microsoft SQL Server 2008.
SQL Server client utilities need to be installed on the backup server.

All SQL instances need to be TCP/IP enabled and in order to create snapshots for named SQL
instances, their corresponding SQL Browser Service(s) must be turned on.

Microsoft .Net Framework 3.5 or above.
Recovery Manager for SQL license for the InServ Storage Server.

Snapshot space must be available on 3PAR Virtual Volumes where the SQL server database
resides.

In order to take snapshots on 3PAR’s base volume, the volume itself must have snapshot
space associated during the base volume creation. Please see the 3PAR InForm OS
Command Line Reference manual for creating a base volume with snapshot, or assigning
snapshot space after the base volume is created.

OS Configuration Matrix which can be accessed through the 3PAR Document

. NOTE: For platform-specific release levels, please refer to the latest 3PAR InForm
Control System (DCS).

2.6 Recovery Manager Requirements

To perform snapshot creation and one-click backup, the Microsoft SQL Server database for
which virtual copies will be taken must be online.

One backup server is required.

Since Recovery Manager operates through VSS, the database must be online to perform a
file copy restore at the database level. To restore a SQL database that is offline, you can
either mount a previously created snapshot of this database to the production server and
copy over the database files. Or, you can issue a volume restore at the database-level. For
more information about restoring volumes, see Recovery Manager Commands on page 7.3.

2_6 System Requirements
3PAR Confidential
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Backup and Production server(s) must be running the same level OS version, operating
mode, and version of 3PAR Recovery Manager for SQL. Cross-platform configurations are
not supported.

The SQLServerWriter service must be running.
Volumes exported to a host must be base volumes, you cannot export snapshot volumes.

For Remote Copy, Recovery Manager for SQL only supports periodic synchronization mode
and requires the period value to be set to zero for all involved remote copy groups.

2.7 Features Supported

Windows Enterprise Server - For detailed OS version support, see the 3PAR InForm OS
Configuration Matrix.

Microsoft SQL Server - For detailed SQL server version support, see the 3PAR InForm OS
Configuration Matrix.

Supports Volume Shadow Copy Service Full backup type.

Virtual copy creation using 3PAR VSS Provider for Microsoft Windows.
Access 3PAR InServ Storage Server via InForm CLI for Microsoft Windows.
Mount virtual copies locally or remotely.

Mount virtual copies in Read-Write mode.

Unmount virtual copies.

Delete virtual copies.

Environment Report.

File Copy Restore.

Restore from virtual copies.

Backup using Veritas NetBackup — both client and master.

Restore using Veritas NetBackup.

Recovery Manager GUI.

Recovery Manager CLI.

Features Supported 2_7
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Volumes Analyze.

Volume Restore.

Supports virtual copy creation of local and remote Microsoft SQL Server.
Supports MSCS environment.

Provides the Remote Copy feature for the SQL Servers.

Supports virtual copy operations on SQL instance and database level.

create snapshot backups of more than 35 databases at a time. Please see

. NOTE: Due to an SQL instance limitation, it is recommended that you do not
Microsoft KB 943371: http:/support.microsoft.com/kb/943471

2.8 Features Not Supported

Microsoft SQL Server offline backup.

VSS backup types “Incremental,” “Differential,” “Copy,” and “Log".
All backup tools excluding Veritas NetBackup.

Access to 3PAR InServ Storage Server via SSH.

Management of different versions of Microsoft SQL server from the same Recovery
Manager backup server.

Interoperability between Windows Server 2003 and Windows Server 2008.

For example, a virtual copy created under Windows 2003 cannot be mounted to a Windows
2008 target host. A virtual copy created under Windows 2008 cannot be mounted to a
Windows 2003 target host.

Taking a snapshot of the SQL servers created with the SQL Server Authentication setting.
3PAR only supports SQL servers created with the Windows Authentication setting.

Taking a snapshot of a database residing on a network mapped volume.

2.8 Features Not Supported
3PAR Confidential
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Virtual copy ownership transferring. For example, virtual copies can only be removed by
the same user who created them. Virtual copies can only be unmounted by the same user
who mounted them.

Taking a snapshot of an instance or database residing on dynamic disks.

Mounting snapshots to a Windows host that resides in virtual environment.

Features Not Supported
3PAR Confidential
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2.10 Features Not Supported
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In this chapter

3.1 Installing Recovery Manager 3.1
3.2 Verifying the Installation 3.9
3.3 Deinstalling Recovery Manager 3.9
3.4 Understanding the Registry 3.1

This chapter describes how to install, verify, and deinstall Recovery Manager.

3.1 Installing Recovery Manager

Before installing 3PAR Recovery Manager, install the InForm OS Command Line Interface (CLI)
for remote clients as well as 3PAR VSS Provider for Microsoft Windows. For details on installing
the CLI, see the 3PAR InForm OS CLI Administrator’s Manual. For details on installing the 3PAR
VSS provider, see the 3PAR VSS Provider User Guide.

Install 3PAR Recovery Manager on a host computer where the Microsoft SQL Server is running.

Installation and Deinstallation 3.1

3PAR Confidential
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NOTE: If you are installing the application through a remote desktop session, the
newly added environment variables will not become effective until you log off all

connected remote sessions after the installation is completed. It is recommended
that you install the application directly from system console.

NetBackup service running in the background, the NetBackup service needs to be

. NOTE: If you are installing Recovery Manager for SQL on a system that also has a

restarted after the installation of Recovery Manager for SQL is complete. This is
required for the environment path to be registered in the NetBackup service.

To install Recovery Manager:
Log on as the system administrator.
Insert the Recovery Manager CD into a CD-ROM drive.
Open a Windows Explorer window:
Click Start > All Programs > Accessories > Windows Explorer.
Click the CD-ROM drive to expand the files.

Select the corresponding package for your OS version.

Table 3-1. Operating System Packages

Operating System Package

Win2003 32-bit RMS_W2K3_x86.msi
Win2003 64-bit RMS_W2K3_x64.msi
Win2008 32-bit RMS_W2K8_x86.msi
Win2008 64-bit RMS_W2K8_x64.msi

3.2 Installing Recovery Manager
3PAR Confidential
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fé’- 3PAR Recovery Manager for Microsoft SOL Server

Welcome to the 3PAR Recovery Manager for
Microsoft SAL Server Setup Wizard

The inztaller will quide pou through the steps required to install 3PAR Recovery bManager for
ricrozaft SOL Server on pour cormputer,

Wit RMIMG: This computer program is protected by copyright law and inkernational treaties.
Unautharized duplication or distribution of thiz program, or any partion of it, mag result in severe civil
or crimingl penalties, and will be prosecuted to the masimumn extent poszible under the law,

Cancel ¢ Hack

Click Next.

Installing Recovery Manager 3.3
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fé‘n 3PAR Recovery Manager for Microsoft SQL Server ! I

License Agreement

Fleaze take a moment to read the licenze agreement now. I pou accept the terms below, click |
Agree”, then "Mext”. Othenwize click "Cancel'.

End User License Agreement for 3PAR Recovery Manager for Microsoft SQL
Server

IMPORTAMNT-READ CAREFULLY: This End-User License Agreament
["EULA) is a legal agreement between you (either an individual or a single
entity) and 3PARdata, Inc. for the software product identified above, which
includes computer software and may include associated media, printed

materials, additional computer software applications, and "online” ar
alactrmnie dorumentatinn MSOFTWARE FRONDLICT™ BY ;I

| Do Mot Agree

Agree to the license agreement, then click Next.

34 Installing Recovery Manager
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i‘g 3PAR Recovery Manager for Microsoft SQL Server !E E

Select local server type

Choose your local server type. You can have one Recaoveny M anager Client to manage multiple
Primary Database Server.

" Recovery Manager Backup Server

' Recovery Manager Agent for SAL Server

4l of above

Cancel < Back

Select the installation type:

Select the Recovery Manager Backup Server option if this server will be your
backup server. With this selection, the Recovery Manager GUI will be installed on this
server. You can use the Recovery Manager GUI to manage your SQL production servers.

NOTE: The SQL Server client utilities need to be installed on the host where the
Recovery Manager Backup Server is installed.

Select the Recovery Manager Agent for SQL Server option if this server will be
one of your SQL production servers running Microsoft SQL Server.

Select the All of above option if this server will be both your backup server and your
SQL production server. With this selection, the Recovery Manger GUI and all of the
Recovery Manager agent components will be installed on this server.

Installing Recovery Manager

3PAR Confidential
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iig!;'- 3PAR Recovery Manager for Microsoft SQL Server

Select Installation Folder

The installer will install 3PAR Recoven Manager for Microzoft SOL Server to the following folder.

Toinztall in this folder. click "MNest”. To install to a different folder, enter it below or click "Browse.

Folder:
C\Program Files\3FARY B |

Disk Cost.. |

Cancel < Back

Specify the installation directory for Recovery Manager

NOTE: The Disk Cost button analyzes the amount of available storage space and
compares it to the amount required for the Recovery Manager installation.

Click Next to confirm the installation destination.

Click Close once the installation has completed.
NOTE: If you are installing Recovery Manager through a remote desktop session,
Please log off the session and re-log in after installation.

After the installation is complete, Recovery Manager for SQL runs a utility to scan for
possible configuration errors.

3.6 Installing Recovery Manager
3PAR Confidential
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ystem32icmd.exe

3IPAR_Recovery Manager Configuration Checking Utility
vi.3

Fri 11/86-2009 12:14 AN

NOTE: Please refer to the 3PAR InForm 08 Configuration Matrix, which can be found on the Document Control System (DCS> for compatibility o
omparison.

Your System Settings
Name: DL368-8763

64 hit
Microsoft Windows Server 2068 R2 Enterprise

Application Settings

#% Hicrosoft .Net Framework u3.@ installed
1 WARNING: Microsoft SQL Server NOT installed
If this is your backup server AND SQL Management Studio is installed. no problem
But if this is your production server, please install Microsoft $QL Server 2085 or 2088.

Driver Information 1

-— Adapter Port Drivers -

= C:Mindows\systendzydriversistorort.sys — version: 6.1.7680.16385

—— "Enulex

®x C:\Windows\systemd2ndriversielxstor.sys —— version: 7.2.18.211

#% C:iWindows\system3Zndrivers\lpxnds.sys —— version:

T udcipach Disk Drivers —

2 ¢ \lindows syscendandrivers wnpdey sys ion: 6.1.7608.16385
Windows o yo tendZd ion: 6.1.7600.16385

ion: 6.1.7600.16385

9logic -
== C:\Windowsnsystem32 drivers\ql238B.sys — version: 9.1.8.6

3PAR Software Settings 1
3PAR InForm CLI Client version: 2.3.1 installed
3PAR USS Pruu)der v 1 6.1. 1 fnr Hindows is installed
SPRR ]lecuuel'y Man. $QL is installed at
gPamn Flleﬂ\ﬁPRR\UCDBR\SQL\
LA unmum; 3PAR MPIO NOT installed

Cluster Information

?* WARNING: If clustering is desired. please enahle the Failover Clustering feature on this system.

HBA Adapter Information

Installing Recovery Manager 3_7
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After the utility completes, the results are automatically displayed in a Notepad file.

M| RMSCigchk - Notepad [_[O0]

File Edit Format Wiew Help

|

|  3PaR_Recovery Manager Configuration Checking utility
| w 1.3

|

Fri 11/06/2009 12:14 am
MOTE: Please refer to the 3PAR InForm oS Configuration Matrix, which can be found on the Document Control System (C

[==

W oName; DL3G0-0708

ww processor: 64 bit

e system: Microsoft windows server 2008 R2 Enterprise
W version:

= ¥our System Settings =====]

Application settings

ww microsoft .Met Framework w3.0 installed
I WARNMING: Microsoft sgL Server MOT installed
If this is your backup server AND SQL Management Studio is installed, no problem
But if this is wour production server, please install Microsoft sSqL Server 2005 or 2008

[ priver Information =
--- Adapter Port Drivers -----

Wi Civwindowshsystem3zhdriversistorport. sys —- version: 6.1.7600.16385
-—— EMUlex ———————————— o

W Covwindowshsystem3zhdrivershelxstor. sys -- version: 7.2.10.211

W Civwindowshsystem32hdrivers\Ipxnds. sys -- version:

--- mMultipath pisk orivers —-—-

wao Covwindowshsystem32ndriversimpdey. sys —— version: 6.1.7600.16385
e Covwindowshsystem32ndriversimpio. sys -- version: 6.1.7600.16385
W CovwindowsNsystem32hdriversimsdsm. sys —- version: §.1.7600.16385
-—— glogic ——————————

Ll C:\w?nduws\systemB2\driver5\q12300.sys —— version: 9.1.8.6

L 1

WW 3PAR InForm CLI Client wersion: 2.3.1 installed

wW 3pAR VvES Provider v 1.6.1.1 for windows is dinstalled

W4 3pAR Recovery Manager 3.0.2 for soL is installed at
CiwProgram F17esy3PARNVCDBANSOLY,

Il WARNING: 3PAR MPIO NOT installed

3PAR software Settings

Cluster Information =====]

Il waRNING: I clustering is desired, please enable the Failover Clustering feature on this system.

[==

AdapterMame: “com.emulex-LPell002-m4-0"
PoOrtwwi @  10000000c360bf0e
PortMame: "SMLhWSosidrt
rRegistered Inserv Host: d1360-07-cw
Port: 10000000C360BFOE
Adaptermdame: "com.emulex-LPell00z-M4-1"
Portwwh @ 10000000cs60bfOf =

41 | H 4

= HBA Adapter Information ==

Carefully review the information displayed in the Notepad file. Pay special attention to any
WARNING or ERROR messages and correct them before running Recovery Manager for SQL.

NOTE: If you are installing Recovery Manager through a Remote Desktop session,
ﬁ log out the session and then log back in after the installation is complete.

3.8 Installing Recovery Manager
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3.2 Verifying the Installation

Verify the Recovery Manager installation as follows:
Log on as the system administrator.

Click Start > Control Panel > Add/Remove Programs on Windows 2003 or
programs and features on Windows 2008.

Result: The Add/Remove Programs window appears on Windows 2003 or programs
and features on Windows 2008.

Verify Recovery Manager appears under the Currently installed programs column.

3.3 Deinstalling Recovery Manager

To deinstall 3PAR Recovery Manager:
Log on as the system administrator.

Click Start > Control Panel > Add/Remove Programs on Windows 2003 or programs
and features on Windows 2008.

Result: The Add or Remove Programs window appears on Windows 2003 or
programs and features on Windows 2008.

Select 3PAR Recovery Manager for Microsoft SQL Server.

Click Remove.

NOTE: After de-installing Recovery Manager, snapshots still reside locally in the
Data folder as well as on the InServ where they can later be removed if desired.

Verifying the Installation
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8 Add or Remove Programs

e‘ Currently installed programs:

[T Show updates

Sort by! [Name hd

= 3PAR InForm Administration Tools 2.2.4
= 2 3PAR InForm CLI2.2.4

3 5PAR Multipath /O For Microsoft Windows

Add W 3PAR Recovery Manager for Microsoft SQL Server

22 3PAR WSS Provider For Microsoft Windows
Compuware DevPartner Studio Professional Edition

50 DREMON Taols Toolbar

ﬁ! Debugging Tools For Windows

ﬁ! Hotfix 2050 For SQL Server 2000 ENU (KB946110)

E' Microsoft .WET Framework 1.1 -- Device Update 4.0

ﬁ! Microsoft \MET Framewaork 2.0 Service Pack 2

ﬁ! Microsoft \MET Framewaork 3.0 Service Pack 2

ﬂ Microsoft .MET Framework 3.5 SP1

ﬁﬁ Microsoft Exchange

Eg Microsoft OFfice 2003 Web Components

% Microsoft Script Debugger

5 Microsoft SQLU Server 2005

|j Microsoft SQLU Server 2005 Backward compatibility

|5 Microsoft S Server Mative Client

|5 Microsoft QL Server Setup Support Files (English)

|j Microsoft SQL Server Y55 Writer

ﬁ! Microsaft Wisusl C++ 2005 Redistributable

Al izuna a4 none freRTTRTo

Deinstalling Recovery Manager
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3.4 Understanding the Registry

After Recovery Manager is installed successfully, information is written into the registry
database under: HKEY_LOCAL_MACHINE\SOFTWARE\3PAR\VCDBA_SQL

U CAUTION: DO NOT try to edit the registry key value unless asked by your local
S service provider for support purposes.

Name
DataFilePath
InstallPath
LogFilePath
TraceHistory
TraceLevel
Version

BackupTimeout

PromoteTimeout

PortNo

TracelLogSize

Table 3-2. System Registry Values for Recovery Manager

Value

Location of the XML repository.

Recovery Manager for SQL installation path.

Tracing log files.

Number of Trace files to keep before deleting.

The trace level for the log file.

The current version of Recovery Manager for SQL Server.

Backup process timeout value in minutes to confirm that
NetBackup has received the backup request.

Time interval in seconds to monitor the status of volume
restore operation.

Port used by Recovery Manager for SQL. Set to 9932 by
default.

The size of the log files.

Understanding the Registry
3PAR Confidential
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NOTE: The DataFilePath field is created in the registry database only after you
launch the Recovery Manager GUI for the first time.

3.12 Understanding the Registry
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In this chapter

4.1 Overview 4.1

4.2 Defining a NetBackup Policy 4.2

This chapter contains instructions for configuring Veritas NetBackup for use with Recovery

Manager.

4.1 Overview

Recovery Manager can be used with Veritas NetBackup for backup and restore of virtual copies
created by Recovery Manager. The following sections describe setting up Veritas NetBackup for

use with Recovery Manager.

When mounting a virtual copy for backup with NetBackup, the —m parameter is
case-sensitive and must match the —m option in the Windows OS environment. For
example, if the mount point you would like mount to appears as
C:\NoticeMyCAPS in Windows you must use the same case in your

NetBackup —n parameter.

. NOTE: There is a known limitation from NetBackup regarding case sensitivity.

Configuring NetBackup for Recovery Manager 4.1
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4.2 Defining a NetBackup Policy
Perform the following steps to set up a NetBackup policy for use with Recovery Manager.

Launch the Veritas NetBackup Administration Console from the NetBackup Master
Server. Select the policies node in the left pane, right-click and select New Policy...

]_é:| Policies - grampus - NetBackup Ad... =]

J File Edit Wew Actions Help ‘E

JB*II%I%&@KI%
|v B &P = s » &

grarpus grampus: 1 Policies

B grampus (Masker Server) Mame | Tvpe | Sko

----- Ackivity Monitor ﬁ' wodba MS-.. gra
MetBackup Managemen

#-/E] Reports

l@W

. 51-{=5 Stor: Mew window From Here

8 Cala g oy Chrl4
!B Chrl+y

Emter

Delet mel

. . Devil # Delete £

> 8 i o T
H"@ Access I @ Mew Schedule. ..

i} ew Client.. .

it Mew Backup Selection...

@ Copy ba Few Palics, .,

o fckivate

W Deactivate

] Manual Backup. . ChrlB
1 #y Eind... ]
Add a new policy Migw 4w

4.2 Defining a NetBackup Policy
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NOTE: A storage unit to store the virtual copy backups should already be set up.
See the Veritas NetBackup documentation for setting up a storage unit.

Give the policy a name.

Click OK.

NOTE: Provide a policy name that easily identifies it as a policy for use with
Recovery Manager.

Result: A dialog box appears.
On the Attributes tab:
Select MS-Windows-NT as the policy type.
Select the storage unit for where the virtual copy backups will reside.

Uncheck Collect disaster recovery information for Bare Metal Restore if it is
checked by default.

Defining a NetBackup Policy 4_3
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Select the Schedules tab and click New...

change Policy - &_Policy E2

Attrbutes | @) Schedules | Sy Clients | () Backup Selections |

Ealicy type: V¥ &clive. Gointo effect at:
|11/ 5/2008 =] 2.47.25PM =
Destingion ——————————————
[ ata Classification: ™ Backup Network Drives
|<N0 data clazsificationy j [ Cross mount paints

Puolicy storage unit / lifecycle policy: I™" Campression

|= &_sToRAGE | 1= Encuption
[T Collect dizgaster recoyvery infarmation for
[nteligent Dizaster Hecoyven

Puolicy volume poal;
IN etBackup j

[ Collect disaster recovery information for Bare
Metal Restore

Take checkpoints every: . . .
r =i B ¥ Callest bue image restare information

IIJ 3: gDl . )
ITHES ¥ with move detection

[ Limit jobs per policy: [Fequired far spnthetic backups and Bare fetal

Iﬁ Festore]

. ™ &llow multiple data streams
Job pricrity;
0 — [higher number iz [~ Enable document restore

) =i el Keyward phraze: [optiohal]
Media Owner:

I Ay j I

— Snapshot Client

[~ Perfomm block level ncremental backups

[T Ferfom shapshat backups Snapshat Client Options...

I™ Fietainshapshots for Instant Fecoyven
™ Ferform off-host backup

7 Use alternate client
7 Use data moyer I
C |se vitualmachine prozsy

[ff-host Backup machine:

Ok I Cancel Help

4.4 Defining a NetBackup Policy
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Result: The Change Schedule Attributes dialog appears.

Change Schedule - Policy ¥vcdba_sql E
5 Attributes |GE) Start Windu:uw' T Exclude Datesl

Mame: — Deztination:

|| ™ | Instant recoven backups to disk only

Tupe of backup: ™ Multiple copies Canfigure... |

IFuII Backup j [~ Overide policy storage unit;

™| Sunthetic backup I j

[ Ovenide policy volume poal

| -
Retention:

|2 weeks [level 1] j

kedia muliplesing

|1 ::IWeeks j 1=

— Schedule type:

" Calendar

™| Betries allowed| after runday

* Frequency:

(] I Cancel Help

When the backup server is just running the NBU client interface, select User Backup

from the drop-down menu as the type of backup.
When the backup server is just running the NBU master interface, select Full Backup
from the drop-down menu as the type of backup.

Click OK.

Defining a NetBackup Policy 4.5
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Select the “Start Window” tab and activate the all time slot for schedule by selecting
“Mon,” “12:00:00AM" as the “Start time” and “Sun,” “12:00:00AM” as the “End time”
and make sure “7" days are entered in the Duration selection box. Click OK to activate

the schedule:

Change Schedule - Policy vcdba_sql

% Attributes GE} Start YWindaw |

2 4 E ] 10 12 14 16 18 20 22 24 Delete |

Sun
Ty
Tue Clear |
wWed
TEu Duplicate |
Fri
Sat Urida I
Time at curzor: Modity Day: Start tirne:
[Thu 100 [Mon  =||1z00008M
o . . o End day:  End time:
To define time windows during which jobs can start, s
Lse vour mouze by draaging in the start window, Or IS'-‘” j |12:E"3:':'EI aM o T
zelect a day, enter a start tirme, and enter either the end . . _
Duration [days hours: minutes]: Fiezalution:

day and end time or the duration.

A =foooo = [iomn =
Ok I Cancel | Help |

Select the Clients tab and enter the machine name where the Recovery Manager is

installed.

Master server. Recovery Manager also supports the user defined backup type

- NOTE: Recovery Manager supports full backups when running with a NetBackup
when running with a NetBackup client machine.

Click OK.

Result: Veritas NetBackup is ready for use by Recovery Manager.

4_6 Defining a NetBackup Policy
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NOTE: When the backup server is just running the NBU client interface, the policy
validation cannot be done.

NOTE: 3PAR recommends that you reboot the system after the NetBackup
Installation so that the NBU path gets added to the PATH environment variable.
If you do not reboot the system, the backup to the media might end up with
Windows API call errors. 3PAR recommends that you check the PATH
environment variable for the NBU binary path entry.

NOTE: If NetBackup path is added to the system environment PATH variable after
Recovery Manager for SQL installation, you need to restart Recovery Manager for
SQL service for the changes to take effect.

Defining a NetBackup Policy
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4.8 Defining a NetBackup Policy
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In this chapter

5.1 Configuring the SQL Database 5.2
5.2 Configuring Recovery Manager 5.2
5.2.1 Installation Location 5.2
5.2.2 Search Path 5.2
5.2.3 Recovery Manager TCP/IP Port 5.2
5.3 SQL Connectivity Test 5.3
5.3.1 Troubleshooting SQL Connectivity 5.5
5.4 Configuring the Host Computer and the 3PAR InServ Storage Server 5.6
5.5 Formatting Partitions on a New 3PAR VLUNs 5.6

This chapter contains instructions for configuring Microsoft SQL Server and Recovery Manager.

Configuring Recovery Manager 5.1
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5.1 Configuring the SQL Database

Recovery Manger for SQL only supports Microsoft SQL Server database files and transaction
logs created on basic disks using the NTFS file system.

allocated to separate volumes. This configuration provides the greatest flexibility
when performing individual database backup and recovery, thus reducing the
exposure to conflicts between databases. The snapshot volume restore would

. NOTE: 3PAR recommends that each database, as well as transaction log files, be

overwrite the other databases if there are two databases using the same volume.

5.2 Configuring Recovery Manager

Use the following information to assist you with configuring the Recovery Manager.

5.2.1 Installation Location

By default, the Recovery Manager installation path is:
C:\Program Files\3PAR\VCDBA\SQL

5.2.2 Search Path

After installation, you can instantly issue Recovery Manager commands through the CLI from
any directory. Although the Recovery Manager executables are installed in a fixed location
specified during installation, the location is automatically added to the Windows environment
variable PATH.

5.2.3 Recovery Manager TCP/IP Port

By default, Recovery Manager for SQL uses port 9932 for cross-server communication. As long
as port 9932 is open and is not used by other processes, no extra port configuration is
necessary. However, if port 9932 is not available or is occupied by another system process, the
system administrator must change the Recovery Manager TCP/IP port.

To change the Recovery Manager TCP/IP port:

5_2 Configuring the SQL Database
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Select an available port that is not being used by any process. The valid TCP/IP port range is
from1024 to 65535.

Open the port selected in step 1 if the port is not already open.

Run the Recovery Manager CLI RMSgl portconfig command to set your desired port
number. For example: RMSgql portconfig -n 9999 changes the port number to 9999.

Re-start the Recovery Manager for SQL service from the Windows Service console.

The Recovery Manager TCP/IP port has seen successfully changed on this server.

NOTE: The TCP/IP port used by the Recovery Manager for SQL must be the same
on all servers.
If you decide to change the Recovery Manager port, all the backup servers and all
the production servers must be changed to use the same port number used by the
Recovery Manager. The command RMSql portconfig -s <server_name> -
n <port_number> can be issued from the backup server to remotely change a
production server's port used by the Recovery Manager for SQL service. However,

the Windows Remote Registry service on the production server must be started.

After the portconfig operation, the Recovery Manager for SQL service (on all
production servers and the backup server) must be re-started from the Windows
Service Console in order for the new TCP port changes to take effect.

5.3 SQL Connectivity Test

After the Recovery Manager for SQL is installed and configured on your backup servers and all
of your production servers, perform the following connectivity test to verify your SQL instances
are reachable.

Log onto the backup server as the system administrator and launch the SQL Server
Management Studio.

SQL Connectivity Test 5_3
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2

3

K. Microsoft SOL Server Management Studio

Eile Edit Wiew Tools ‘wWindow Community Help

lmewoer |y B30 |0y | S H @B ERE S

Connect~ | M2 m @ T

¥ Connect to Server

Microsoft

SQL Server 2005
Server e [Database Engine |
Server name: IButlIenused\MSDE)fd j
Authentication: IWlndows Authentication j
User name: [155wzK I00MAINYadrinistatar =l

Password: |

I~ Aemember password

Comnect |

Concel | Help Dptions 5

In the Connect to Server window, enter or select the following:
Server type: Database Engine
Server name: enter the <SQLserverName>\<instanceName>
Authentication: Windows Authentication

For the default instance, enter the name of your SQL server. For example:
Server name: <SQLserverName>

For named instance, enter the name of your SQL server and the name of your SQL instance.
For example:

Server name: <SQLserverName>\<instanceName>

Click Connect.

54 SQL Connectivity Test
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l_;f Microsoft SQL Server Management Studio

File Edit ‘“iew Tools ‘MWindow Community Help
D Enh b EE BE RS

Summary | - X
33 & - @llrepot -
[
= [ Databases
D s | | Bottlenosed\MSDE_VC (SQL Server
|J samDB BOTTLENGSEDIMSDE v & temis)
 Securiky
3 Server Objects
1 Replication Marne
3 Management A Databases
[ 9L Server Agent [ Security
[ Server Objects
[ replication
A Managerent
[fh50L Server Agent

If the connection can be made, you can safely ignore the rest of this chapter.

However, if the connection cannot be made you must fix your SQL configuration environment.

5.3.1 Troubleshooting SQL Connectivity
The system administrator must log onto the SQL production server and check the following:

From the SQL production server, launch the SQL Server Management Studio to make sure
the connection can be made locally.

From the Management Studio, right-click on SQL server > Properties > Connections.
Make sure the box for Allow remote connections to this server is checked.

Make sure the SQL service for that instance is in the started status.

For named instances, make sure the SQL Server Browser service is in the started status.
Double check the settings under Properties > Security.

Double check the settings under Properties > Permissions.

Once you have fixed your configuration, log back onto the backup server and run the SQL
connectivity test again.

NOTE: Your backup server must pass this SQL connectivity test in order to use
Recovery Manager for SQL.

SQL Connectivity Test 5_5
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5.4 Configuring the Host Computer and the 3PAR InServ Storage
Server
See the 3PAR InForm OS Concepts Guide and the 3PAR InForm OS CLI Administrator’s Manual

for information about configuring the controller nodes on the InServ Storage Server to
communicate with the host computer.

must be base volumes. The Recovery Manager cannot use physical copies or

. NOTE: The InServ Storage Server source volumes used by the Recovery Manager
virtual copy snapshots as source volumes.

5.5 Formatting Partitions on a New 3PAR VLUNs

When you create 3PAR VLUNs for use with SQL Server, partition alignments must be
considered.

5.5.1 Windows Server 2003

Prior to formatting the partition on a new 3PAR VLUN, align the starting partition offset using
the diskpart.exe tool which is included with Windows. Align the offset to 64KB according
to the following article: http://msdn.microsoft.com/en-us/library/dd758814.aspx.

To check what the offset is currently set to, use the Microsoft System Information Utility that is
included with Windows:

Run the System Information utility by selecting it from Start > Programs >
Accessories System Tools > System Information or by running the command
msinfo32.exe at the command prompt.

When the System Information tool is running, go to System Summary > Components
> Disks. The offset will be displayed in bytes for each disk in the system in the Partition
Starting Offset field.

5.5.2 Windows Server 2008

Prior to writing data to the 3PAR VLUN, format new NFTS partitions using the Quick Format
option.

5_6 Configuring the Host Computer and the 3PAR InServ Storage Server
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This chapter provides instructions for using the Recovery Manager Graphical User Interface

(GUI

) to backup and restore an Instance or individual databases.

6.1 Overview of the Recovery Manager GUI

Recovery Manager provides a Graphical User Interface (GUI) to backup and restore databases

to a

point-in-time.

Recovery Manager provides the capability to create, remove, mount, unmount, backup and

restore the virtual copy of the entire instance (all databases within the instance) and for an
individual database.

The Recovery Manager GUI is a Windows application containing a menu bar, a node tree pane,

an informational right pane, and a command log window.

6.2 Overview of the Recovery Manager GUI
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6.1.1 Menu Bar
The Menu Bar consists of the following menu items:

Console menu - allows you to rescan all existing SQL instances, to register a new instance,
and to exit the GUI.

Actions menu - provides access to virtual copy functionality including: backup, create,
mount, policies, remove, restore, refresh, remote copy, and unmount.

About menu - displays Recovery Manager version information.

Overview of the Recovery Manager GUI
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6.1.2 Node Tree Pane

Once the SQL server/instance is registered, the SQL instance’s databases, virtual copies, and
backup records are displayed as a nested tree in this pane. For information about registering
SQL servers, see Server Registration on page 6.4.

6.1.3 Informational Right Pane

When a tree node is selected, its detailed information is displayed as a table the right pane.

6.2 Opening the Recovery Manager GUI

To open the Recovery Manager GUI, locate and double-click the 3PAR Recovery Manager
for SQL icon on your desktop.

6.3 Closing the Recovery Manager GUI

To close the Recovery Manager GUI, you close the entire window or select Console > Exit
from the menu bar.

6.4 Server Registration

Before the Recovery Manager GUI can manage Microsoft SQL Servers, their corresponding
instances must first be registered.

Opening the Recovery Manager GUI
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To register an SQL instance:

Right click on MS SQL Server node and select Register Server to bring up the
registration window.

BSPAR Recovery Manager
Console Actions About

¢ == Recovery Manager |1| Mame

| IsCluster |
O-Q. M3 SQL Server ¥ IhEAR Falze Microsoft SGL Server |
ﬁ Register Server False Microsoft SAL Server |

% Rescan Server Configuration

After selecting Register Server, the Recovery Manager for SQL Server Register window
opens.

Fel3Par Recovery Manager

o [=] B
Console Actions About
? 3 Recovery Manager 9 Marne
& 18 50L Server " ms el server

Recovery Manager Server Register
Flease Select SQL Servers To Be Managed By Recovery Manager

Select SQL Servers

Instance
CLERFRES

|S5-SERVERDE SELEXFRESS
|S5-EERVERDY
|S5-EERVERDY
|S5-EERVERDY
|S5-SERVER1TD
v MEQN
PE2950-18
SILVERDOLLAR
SOL2KE190 SELZKA_180
SOLSRY1 Default
oY InETER hd

Register Sal Server ¢
L GRAMFLE

Add SQL Server

Server Name | | Ada |
Flease enter the server name and instance 32 <Bervar Namesi=instance Name=
 orlythe server name i= provided, default instance will be sssigned

ax

Cormrmand

Server Registration
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A list of SQL Servers and their instances is displayed in the Recovery Manager for SQL Server
Register window.

networks, all of the available SQL servers may or may not be listed. The displayed

. NOTE: If your backup server and SQL production servers reside on different
list of SQL servers may also vary depending on factors such as network traffic,

timeouts, routers, broadcasted packets being lost, and other network issues.

If a SQL Server’s instance is listed, the SQL Server’s instance has been automatically
discovered by the Recovery Manager GUI. Click on the Register checkbox next to the
entry, and click the Ok button to start the registration.

If a SQL Server’s instance is not listed, you can manually register the instance.

To manually register an instance, enter the desired SQL server name and instance name
in the Server Name text field. Use the format SQLServerName\instanceName.

For the default instance, enter either the SQLServerName without the backslash, or
SQLServerName\default.

For named instances, enter the SQL server name, the backslash, and the instance
name. For example: SQLServerName\instanceName.

6.6 Server Registration
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Flease Select QL Servers To Be Managed By Recovery Manager
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Select SOL Servers
Register SOL Server _Instance
[ IS5-BERVERTD SALEXP_VIM fad
v MEDMN SQLEXPREESS
L PE2350-18 SALEXP_VIM
L SILVERDOLLAR TEET1
L SaL2ka1a0 SaL2KE_1490
L SALERWT Default |
L SALERYZ INSTERW2
L SALERYI INSTERWA L
L TRUES Default
L TRUES SALEXP_VIM
L] TRUES SOLEXPREESS -
Add SOL Server
Server Name |SQLseNenmyInstanceﬂl || Add |

Plezse enter the server name and instance as <Server Hamesi=instance Hames.
f onlwthe server name is provided, default instance will be assigned

| Check All || Uncheck All |

After your SQLServerName\instanceName is entered in the Server Name text field, click
on the Add button. The new SQL Server and instance are added as a new entry on the list
and automatically selected. Click the Ok button to start the registration.

Depending on your network traffic, it may take up to several minutes for the Recovery
Manager GUI to register a SQL server instance.

If you see Updated Success in the entry's Status column, this instance has been
successfully registered. Simply click on the Ok button. You can now start managing the
instance with the Recovery Manager GUI.

If you see Update Failed in the entry's Status column, the Recovery Manager GUI was
not able to connect to that instance. Please refer to Troubleshooting SQL Connectivity
on page 5.5 for tips on fixing your connectivity. The problematic instance must pass the
SQL connectivity test in order to be registered by the Recovery Manager GUL.

Server Registration
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Fe]3PAR Recovery Manager

IS [=] E3
Console Actions About
¢ 3 Recavery Manager 4 Mame
M8 SGL Server WS SOL Server
B Connecting to all registered servers ...
Update Servers Info
Servers \ Instance | Status
MEOM |SQLEXPRESS 1
BOTTLENOSED [MSDE_VC I
o
Command 0Ok Status

NOTE: After a SQL instance is successfully registered, if you alter that instance's
configuration (such as creating a new database under that instance), the instance

must be rescanned. To rescan the instance, right-click on MS SQL Server and
select Rescan Server Configuration.

6.5 Setting the Recovery Manager Policy Configuration

Recovery Manager provides a policy setting feature that allows you to set the maximum

number of virtual copies permitted for each instance or its database for the selected Microsoft
SQL Server.

By default, Recovery Manager allows a maximum of 10 virtual copies per instance or per
database. When the 11th Virtual Copy creation is attempted, the default behavior is to retain
the oldest Virtual Copy and not allow the creation of a new virtual copy.

6.8 Setting the Recovery Manager Policy Configuration
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When setting the virtual copy limit, you can also optionally select the Remove the oldest
virtual copies checkbox indicating that the oldest virtual copy for each database is
automatically removed once the set maximum limit of virtual copies is reached.

If the Remove the oldest virtual copies checkbox is unselected, once the set maximum
limit is met, a new virtual copy cannot be created until you manually remove the old virtual
copy.

Setting the Recovery Manager Policy Configuration
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To set Recovery Manager policies:

Start the Recovery Manager application (see Opening the Recovery Manager GUI on
page 6.4).

Select the Instance that is to be configured in the node tree pane.

Click on the policy icon that appears on the tool bar. Alternatively, you can right-click on
the SQL server and select policy, or select Policy from the Virtual Copy drop-down menu
from the menu bar.

Result: The Policy Setup dialog box appears.

Setting the number of the Virtual Copies for Instance and each Database retain within the system.
The sum of maximurm instance level Vitual Copies and database level lViriual Coplies showid within the range of { to 500

Policy Setting [FIRSTVIRTUAL /(local)]

=

Maximum Instance level Virtual Copies |1
Maximum Database level \irtual Copies |5

Remove the oldest Virtual Copies

Enter a number (between 1 and 500) in the text fields for the Maximum Instance level
Virtual Copies and Maximum Database level Virtual Copies.

If you want to remove the oldest virtual copy, select Remove the oldest virtual copies
option. If you want to keep the oldest virtual copy, uncheck the Remove the oldest
virtual copies option.

Click OK.

. NOTE: The virtual copy policy is effective immediately.

6_1 0 Setting the Recovery Manager Policy Configuration
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6.6 Creating Instance or Database Virtual Copy

Virtual Copies are created at the instance or database level for Microsoft SQL Server. When
Recovery Manager creates a Virtual Copy for an instance, it creates a Virtual Copy of all
databases under that instance including the instance's log and system files. Similarly, when
Recovery Manager creates a Virtual Copy for a database, it creates a Virtual Copy of all virtual
volumes where the database, log, and system files reside to preserve the data for consistency.

To create a virtual copy of an instance:

Navigate through the node tree view on the left pane and locate the instance for which a
virtual copy is to be created.

Click the instance name and the Create Virtual Copy icon appears on the toolbar. You can

select to create a virtual copy by:

3Pm1 Recovery Manager !EE
Console Actions About

e w8 8BS

T 3 Fecovery Manager
s Q. MS SQL Server o|Databaszes
T Q. FIRETWIRTLIAL A|virtual Capy Management 2
e Instances :|Backup Management 2
o % Default k
s Q Dat % Create Virtual Copy
% Create Remote Virtual Copy
Backup to Media
Policy
";;"‘,—,- Rescan Instance Configuration

kHame \ Count |

o

¢ I virt
+ 3 Instance
% 06608 18:23:20
06808 10:01:17
o ﬂ Datahase
o= ﬁ'} Backup Managerment
o & 155-5ERVERDS

Command | Description \ Start Time Status
rmegl.exe unmount -3 "FIRSTVIRTUAL" .. Unmount Virtual Copy Tue Jul 01 14:47.01 PDT 2008 SLCCESS

E Command Log

‘ ‘ Administrator

silverdollar

e

Click on the Create Virtual Copy icon on the toolbar.

Right-click on the database node and selecting Create Virtual Copy from the pop-up
menu.

Creating Instance or Database Virtual Copy 6.11
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Select Create Virtual Copy from the Actions drop-down menu on the menu bar.

Once a virtual copy is created, it appears under the Virtual Copy Management node under
the relevant instance name (see the following figure). The virtual copy is given a timestamp
that is used as its name.

BPAR Recovery Manager M=l
Console Actions About

AL LPINGE
v 3
¢

Recovery Manager 1 Mame | Count \
& ms 50L Serer "|Databases [
e Q FIRSTYIRTUAL “wirtual Copy Management 2
¢ Instances - |Backup Management 2
[ :
Databases
master
model
madh
pardata
ternpdb
¢ [ virtusl Copy Management
-4 ﬂ Instance
g O6MEO8 18:23:20
06808 1000117
o= ﬁ Database
- !_";'1 Eackup Management
o & 155-5ERVERDY

Command | Cescription | Start Time | Status
rmsgl.exe unmount -5 "FIRETVIRTUAL" .. Unmaount Virual Gopy Tue Jul 01 14:47:01 PDT 2008 SUCCESS
B command Log
‘ ‘Adminis‘trator 2 silverdollar =

Result: A newly created timestamp will be added to Virtual Copy Management->instance tree
node in the Node Tree Pane.

NOTE: Creating a Virtual Copy of an Instance creates a Virtual Copy of all the
“ volumes where all the databases reside. Therefore, it is recommended that only
database data files be stored in the volume.

To create a virtual copy of a database:

Navigate through the node tree view on the left pane and locate the database for which a
virtual copy is to be created.

Creating Instance or Database Virtual Copy

3PAR Confidential



3PAR Recovery Manager 3.0.2 for Microsoft SQL Server User's Guide

Click the database name and the Create Virtual Copy icon appears on the toolbar. You
can select to create a virtual copy by:

&3PAR Recovery Manager

1=l E3

Console Actions About
-4 3RecuveryManager 4] Mame \ Size(ME) | |55ystem Chject | Frimary File Path O
T Q mS SGL Server fgpardata 3 False TMicrosoft 0L SernveriM3SQL 1WMESQLDATA MARUTOWmMI

+ B FIRSTVIRTUAL
? Instances
it Default
L4 g Databases
master
maclel
msdb

pardata,

ternpbl % Create Virtual Copy

L4 ﬁ Virtual Cop @ Create Remote Virtual Copy

¢ B Insrggi £ Backup to Media
% 06M18/08 10:01:17
o ﬂ Datahasze

o [T Backup Management
o & 155-GERVERDY

Comrmand

| Cescription

Start Time I

Status

rmsglexe unmount -s "FIRSTYIRTUAL" .. Unmount Virual Copy Tue Jul 07 14:47:01 POT 2008 sUccess
l E Command Log
‘ ‘Administrator 8 siverdonar | %

Click on the Create Virtual Copy icon on the toolbar.

Right-click on the database node and selecting Create Virtual Copy from the pop-up

menu.

Select Create Virtual Copy from the Actions drop-down menu on the menu bar.

Once a virtual copy is created, it appears under the Virtual Copy Management node under
the relevant database name (see the following figure). The virtual copy is given a timestamp

that is used as its name.

Creating Instance or Database Virtual Copy
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3PAR Recovery Manager !El E
Console Actions About

ENCIEOICIEE
qsﬁecovewmanager -4 Marme | Timestamp | Haosthame | Exposure |

9 Q WS SQL Server _p OEM2Mme 171618 060308171618 FIRETVIRTUAL Mot Mounted
o B FIRSTVIRTUAL :
4 Instances
Default
L4 g Databases
master
rmodel
sk
pardata
tempdb
o 3 virtual Copy Management
? ﬁ Instance
% O6MB/08 18:23:20

06808 10:01:17
¢ [ Databasze
o master
? pardata
&83(06/03/08 17:16:18]
o l_";'} Backup Management
= B 1353-3ERVERDS

P e A
Command | Cescription | Start Time Status
rmsilexe unmount -5 "FIRSTYIRTUAL" .. Unmount Virtual Copy Tue Jul 01 14:47:01 PDT 2008 SuCcess
rmaglexe unmount -s "FIRSTYIRTUAL" .. Unmount Yirual Copy TueJul 01 14:52:46 PDT 2008 SUCCESS
ECnmmand Log
‘ ‘Administraior S siverdottar | %

Result: A newly created timestamp will be added to Virtual Copy Management->instance tree
node in the Node Tree Pane.

NOTE: Creating a Virtual Copy of an Instance creates a Virtual Copy of all the
“ volumes where all the databases reside. Therefore, it is recommended that only
database data files be stored in the volume.

6.7 Creating a Remote Virtual Copy

Virtual copies are created at the database level for Microsoft SQL Server and are sent to the
Target Server through the InServ Remote Copy Technology.

Before creating a remote virtual copy, please refer to "Remote Copy Integration” for Remote
Copy Requirements and setup.

6.14 Creating a Remote Virtual Copy
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6.7.1 Creating a Remote Virtual Copy for an Instance
To create a Remote Virtual Copy for an Instance:

Navigate through the node tree view on the left pane and locate the instance for which a
Remote Virtual Copy is to be created.

Click the instance name and the Create Remote Virtual Copy icon appears on the toolbar.
You can create a remote virtual copy as follows:

Click on the Create Remote Virtual Copy icon on the toolbar.

Select Create Remote Virtual Copy from the Actions drop-down menu on the menu

bar.
Create Remote Yirtual Copy

Create Remaote Virtual Copy on the target host

Create Remote Virtual Copy for [Recovery Manager FIRSTVIRTUAL Default]

Target Server Name | |

6.7.2 Creating a Remote Virtual Copy for a Database
To create a Remote Virtual Copy for a Database:

Navigate through the node tree view on the left pane and locate the database for which a
Remote Virtual Copy is to be created.

Click the database name and the Create Remote Virtual Copy icon appears on the toolbar.
You can create a remote virtual copy as follows:

Click on the Create Remote Virtual Copy icon on the toolbar.

Creating a Remote Virtual Copy
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Select Create Remote Virtual Copy from the Actions drop-down menu on the menu
bar.

Enter the remote backup server name in the Target Server Name field.

Create Remote Yirtual Copy H

Create Remote Virtual Copy on the target host

Create Remote Virtual Copy for [FIRSTVIRTUAL {local)ipardata)

Target Server Name | |

. NOTE: A Target Server name is required. Target Server is a remote server which is

a Recovery Manager backup server with the same version of Recovery Manager
for SQL installed.

NOTE: Remote Virtual Copy will not be seen on the GUI from Recovery Manager
Backup server. However, Virtual Copy can be mounted at an instance or database
level from the remote target server which also contains the Recovery Manager
Backup server component. To check the Remote Virtual Copy, please use the
Recovery Manager GUI or run the CLI RMSql display command from the

remote target server.

6.16 Creating a Remote Virtual Copy
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A virtual copy can be mounted at an Instance or Database level.

To mount a Virtual Copy under Instance:

Click on the timestamp in the left pane tree view, then either:

Right-click on the timestamp name and select Mount ... .

Click on the Mount icon in the tool bar.

3PnR Recovery Manager
Console Actions About

CIEEICIRE

Select Mount ... from the Actions drop-down menu on the menu bar.

(O] x]

¢ G Recovery Manager |~ 4 MName | Timestamp | Instance | Hosthame | Exposure |
¢ Q. S 5AL Server ’gUEH HOR10:0117  DB1E08100117  frue FIRSTWIRTUAL Mot Mounted
o B FRsTVIRTUAL :
¢ Instances
o ¥ Default
4 Q Datahases
master
model
msdh
pardata
tempdb 5
¢ ﬁ irtual Copy Management
¢ ﬁ Instance :
%DBH 608 18:23:20
06/18/08 10:01:1
¢ ﬂ Datahase HErEE
o B3 master Mount ...
? %rdata Unmount ...
0603108 171 .
o= [":] Backup Management G CEELTOIDULETE
o SERVERDY Restore Using »
Command | Description | Start Time Status
rmsglexe unmount -5 "FIRETYIRTUAL" .. Unmount Yirtual Copy Tue Jul 01 14:47:01 POT 2008 SUCLRSS
rmsglexe unmount -s "FIRSTYIRTUAL" .. Unmount Virtual Copy TueJul 01 14:52:46 POT 2008 SUCCRSE
@Commandl;og

‘Administrator ‘Qsihﬁerdollar ‘ bt

Result: The select mount point dialog appears. Select the mount point to mount the virtual
copy by file chooser or enter the mount point directly.

Result: The list view in the right pane is updated for the mounted virtual copy.
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Result: The virtual copy status (Exposure column) shows Exposed locally and the mount
point column shows the absolute path to which the virtual copy was mounted.

Result: The icon for the mounted VC turns green.

3PnR Recovery Manager
Console Actions About

CIEEIFIRE

¢ G Recovery Manager | MName | Timestamp | Hostname |
¢ Q. S 5AL Server ’guamams 174618 060308171618 FIRETVIRTUAL
o B FRsTVIRTUAL ;
¢ Instances
i Default
4 Q Datahases
master
model
msdh
pardata
tempdb
¢ ﬁ irtual Copy Management
¢ ﬁ Instance
%DBH 608 18:23:20
06/18/0810:01:17
¢ ﬁ Datahase
o B master
e pardata
B8 060
o [} Backup Manage 6 pelete
o & 125-3ERVERDS Mount ...

U
Command -

rmsgl.exe unmount -5 "FIRSTYIRTUAL" & Backupto Media
rmsglexe unmount -s "FIRSTYIRTUAL"

=1 E3

[»
-

Exposure |
Mot Mounted

tion | Start Time

Status
Tue Jul 01 14:47:01 PCT 2008

SUCCRSS
Tue Jul01 14:52:46 POT 2008 SUCLRSS

Restore Using

@ Command Log

‘ Administrator | & sitverdoliar

S

To mount a Virtual Copy under Database:

Click on the timestamp in the left pane node tree view, then either:
Right-click on the timestamp name and select Mount ...

Click on the Mount icon in the tool bar.

Select Mount ... from the Actions drop-down menu on the menu bar.

6.18 Mounting a Virtual Copy
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. NOTE: Mounting to the drive letter is not currently supported.

6.9 Unmounting a Virtual Copy
A virtual copy can be unmounted at the Instance or database level.
To unmount a Virtual Copy:
Click on the timestamp in the left pane node tree view, then either:
Right-click on the database name and select Unmount ...
Click on the Unmount icon in the tool bar.
Select Unmount ... from the Actions drop-down menu on the menu bar.
Result: The list view in the right pane is updated for the unmounted virtual copy.
The virtual copy status (Exposure column) shows Not exposed.

Result: The icon for the unmounted Instance or database Virtual Copy turns blue.

6.10 Backing Up a Virtual Copy Using Veritas NetBackup

Recovery Manager allows backup Virtual Copies to media using Veritas NetBackup.

To backup a virtual copy using NetBackup, you must first configure Veritas NetBackup as
described in Chapter 4, Configuring NetBackup for Recovery Manager.

A backup can be done on Instance or database levels or at the timestamp level. A new virtual
copy will be created to backup on either instance or database level. An existing virtual copy
can also be backed up with the timestamp associated to the virtual copy.

Unmounting a Virtual Copy 6.19
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6.10.1 Backup at Instance Level

This is a fully automatic backup. It creates a virtual copy for a instance, mounts it, backs it up to
the media, unmounts it and removes it automatically.

To backup at the instance level:

Locate the instance node you want to backup in the left pane node tree, then select Backup
to Media.

Right-click on the Instance Node and select Backup to Media.
Click on the Backup icon in the tool bar.

Select Backup to Media from the Virtual Copy drop-down menu on the menu bar.

Backing Up a Virtual Copy Using Veritas NetBackup
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Result: The Recovery Manager NBU Configuration dialog box appears:

Recovery Manager NBU Configuration E

Verify Required Parameters
Currentiy, Recovenys Wanager anly supoort baciun vaing Vertas MetBackun method. Piease lYeriy the
folffowing virkual copy Information and provice entas MetBackun reqguired paraimelers.

SOL Server Name FIRSTVIRTUAL
Instance Name Default
Database Name pardata
Virtual Copy TimeStamp 060308171618
Vendor Product  ‘eritas MetBackup
Backup Type Full

Verify NetBackup Class Parameters

Master Server Name |[grampus -
NBU Policy Name |sitbverdollar -
NBU Full Schedule Name [User -
L]
Ok Cancel

Fill in the Master Server Name, the NBU Policy Name and NBU Full Schedule Name text

boxes. The policy and schedule names should match the names of the policy and schedule that
were set up for use with Recovery Manager in Chapter 4, Configuring NetBackup for Recovery
Manager.

Check the Remove virtual copy from InServ after NBU backup for removing the newly
created virtual copy after backup.

Backing Up a Virtual Copy Using Veritas NetBackup 6.21
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NOTE: The Master Server Name, the NBU policy name and NBU Full Schedule
Name information will be saved and appear as default values in the next backup
and is at the instance level, meaning that each instance can have its own default

value set.

NOTE: While creating a backup at the instance level, a Virtual Copy will be
created automatically and will be mounted prior to, and during the backup. After

the backup is completed, the Virtual Copy will be dismounted. If a Remove virtual

copy is performed from the InServ after the NBU backup, the virtual copy will be

retained after backup. Otherwise, it will be removed by default.

NOTE: If the number for the virtual copy is set to the maximum, the oldest virtual

copy will be removed if the “Remove the oldest virtual copies” option is checked
in the policy before the new virtual copy for the backup is created. If “Remove the
oldest virtual copies” option is not checked, an error is generated indicating that
the Virtual Copy policy has exceeded its limit.

6.22 Backing Up a Virtual Copy Using Veritas NetBackup
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Result: A newly created timestamp will be added to Backup Management > instance tree
node in the Node Tree Pane.
[-[3[x]

3PAR Recovery Manager
Console Actions About

¢ G Recovery Manager ; Mame Count
o & M3 5oL Server Hinstance 3

o B FIRSTVIRTUAL [patabase

[ Instances
s Default

;gDatabases
T Yirtual Copy Management
T ﬁ Instance

061608 18:23:20
0618/Me10:0117

T ﬁ Datahasze
o= BE3 master
¢ pardata

B3 0810308 171648 |-

o 0Bk Wenagemen]
¢ 14 Instance ;
0BNADB 113604 ¢

06MEM08 182320 |
DG/808 10:01:17

b ﬁ Datahase
¢ %pardata H
%DEIDEIDHHEW

o & 135-5ERVERDS
pr— ;

\ Commang

| Status |

| Description Start Time

= Command Log
‘ ‘ Administrator

6.10.2 Backup at Database Level

This is a fully automatic backup. It creates a virtual copy for a database, mounts it, backs it up

S

Q silverdollar

to the media, unmounts it and removes it automatically.

To backup at the database level:
Locate the database node you want to backup in the left pane node tree, then select
Backup to Media.

Right-click on the Database Node and select Backup to Media.

Click on the Backup icon in the tool bar.

Select Backup to Media from the Virtual Copy drop-down menu on the menu bar.

Backing Up a Virtual Copy Using Veritas NetBackup
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Result: The Recovery Manager NBU Configuration dialog box appears:

Recovery Manager NBU Configuration E

Verify Required Parameters

Currently, Recoven Manager only sionort baciun wsing Yentas NMetBaciun method, Please lYerify the
foifowing wirual copr information and provice ertas MetBackup required paraimelers.

SOL Server Name FIRSTYIRTLIAL
Instance Name Default
Database Name pardata
Virtual Copy TimeStamp  =Auto-Created=
Vendor Product ‘eritas MetBackup
Backup Type Full

Verify NetBackup Class Parameters

Master Server Name |grampus -
NEL Policy Mame [silverdollar -
NBU Full Schedule Name [User -

Remove virtual copy from InServ after NBU backup

Ok Cancel

Fill in the Master Server Name, the NBU Policy Name and NBU Full Schedule Name text
boxes. The policy and schedule names should be the names as the policy and schedule that
were set up for use with Recovery Manager in Chapter 4, Configuring NetBackup for Recovery
Manager.

Check the Remove virtual copy from InServ after NBU backup for removing the newly
created virtual copy after backup.

Result: A newly created timestamp will be added to Backup Management ->Database-
><Database Name> tree node in the Node Tree Pane.

6.24 Backing Up a Virtual Copy Using Veritas NetBackup
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NOTE: The Master Server Name, the NBU policy name and NBU Full Schedule
Name information will be saved and appear as default values in the next backup
and is at the database level, meaning that each database can have its own default
value set.

NOTE: While creating a backup at the database level, a Virtual Copy will be
created automatically and will be mounted prior to, and during the backup. After
the backup is completed, the Virtual Copy will be dismounted. If a Remove virtual
copy is performed from the InServ after the NBU backup, the virtual copy will be
retained after backup. Otherwise, it will be removed by default.

6.11 Creating a Backup at the Timestamp Level

This is a fully automatic backup for existing virtual copies to the media.

To backup at the timestamp level:

Locate the timestamp node you wish to backup in the left pane node tree, then select

Backup to Media.

Right-click on the Timestamp Node and select Backup to Media.
Click on the Backup icon in the tool bar.

Select Backup to Media from the Actions drop-down menu on the menu bar.

Result: The backup dialog appears. However, the check box for Remove virtual copy from
InServ after NBU backup will be disabled.

NOTE: No virtual copy will be created before the backup is performed or will be
removed after backup is completed.

NOTE: After the backup, the status of the virtual copy remains the same as before
the backup started.

Creating a Backup at the Timestamp Level
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Result: Once a backup is started, it appears under the Backup Management node under the
relevant instance or database name with a tape icon. The backup is given a timestamp that is
used as its name. When backup is done, the tape icon will be replaced by a normal database
icon and the backup time stamp will be shown up on the right information pane.

6.12 Deleting Backup from the Repository

To remove a backup repository from the GUI, use one of the methods described below:
Right-click on the backup timestamp node and select Delete Backup.
Click on the Delete Backup icon in the tool bar.
Select Delete Backup from the Actions drop-down menu on the menu bar.

Result: The virtual copy is removed from the Recovery Manager repository only.

6.13 Restoring an Instance or Database from Virtual Copy using
Volume Restore

NOTE: Restoring the volume from the snapshot is not supported in a shared
volume environment such as a Microsoft Cluster environment. However, you can
manually set the cluster resource to the maintenance mode, remove LUNs
exported to all cluster hosts, and promote the virtual copy to its parent base
volume with the InForm CLI commands. For more information, see the 3PAR

InForm OS CLI Administrator’s Manual.

The volume restore feature provides a quicker method for restoring an instance or a database
from a virtual copy.

Through this process, all snapshots will be promoted to the base volume. However, when using
this method, all data on the original volume will be overwritten.

To perform a volume restore from a virtual copy, follow these steps:

Locate the virtual copy timestamp node you wish to restore under Virtual Copy
Management in the left pane node tree, then select the volume restore using one of the
following methods:

6.26 Deleting Backup from the Repository
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Right-click on the virtual copy timestamp node and select Restore Using->Volume.
Click on the Volume Restore icon in the tool bar.
Select Restore Using->Volume from the Actions drop-down menu on the menu bar.

Result: The Restore Instance or Database from Virtual Copy dialog appears.

¥olume Restore BE

irtual Copy Volume Restore Info
Recoveny Manager will resiore ali data to thelr original volume when they were backed up on the specified host.

Virtual Copy Set Info

Virtual Copy TimeStamp 04/23/09 13:55:04
Vendor Restore Method Virtual Copy (Volume)
Restore Mode [_| Enable Read Write
WARNING
Wolume Restore will overwrite ALL data on the ariginal volume.
Flease DO NOT performs restare if multiple storage groups are created in a single volume. By
default, script installed at Program Filest3ParvedbalSGLichk_multi_storage.cmd

will determine how many storage group created pervolume.
To continue restare the volume, check the box and click Ok

[] Click to continue

i_ Cancel ‘

NOTE: For both instance-level and database-level volume restores, if some
“ volume(s) involved are Remote-Copy-bounded, they need to be configured as one
single RC group.

WARNING: When performing a Virtual Copy volume restore, all data on the
original volume will be overwritten. Please make sure the base volume(s) that are
being promoted do not contain files for other Instance(s)/Database(s).

Restoring an Instance or Database from Virtual Copy using Volume Restore
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6.14 Restoring an Instance or Database from Virtual Copy Using File
Copy

NOTE: You can manually set the cluster resource to the maintenance mode,
remove LUNs exported to all cluster hosts, and promote the virtual copy to its

parent base volume with the InForm CLI commands. For more information, see
the 3PAR InForm OS CLI Administrator’s Manual.

Once a virtual copy is created, the Restore copy option is enabled in the timestamp node and
virtual copies can be restored to their original location.

To restore from a virtual copy:

Locate the virtual copy timestamp node you wish to restore under Virtual Copy
Management in the left pane node tree, then select Restore using one of the following
methods:

Right-click on the virtual copy timestamp node and select Restore Using->File Copy.
Click on the File Copy Restore icon in the tool bar.

Select Restore Using->File Copy from the Actions drop-down menu on the menu bar.
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Result: The Restore Instance or Database from Virtual Copy dialog appears.

File Copy Restore

Virtual Copy Info
Recovens Manager will restore aii requestad fifes o thelr ariginal paths using s 1Vidual Copy.

Virtual Copy Set Info

Virtual Copy TimeStamp 0B/03/08 171618
SOL Server Name FIRSTVIRTUAL
Instance Name Default
Database Name pardata
Target Server
Vendor Restore Method Virtual Copy

WARNING
File Copy Restore will overwrite original data.

To continue restare from Virtual Copy, checkthe box and click OK

[ Click to continue

Cancel

. NOTE: Virtual Copy (File Copy) will be displayed at Vendor Restore Method.

NOTE: When restoring from a virtual copy, it will only restore to the original
location. Therefore, the Alternate Location will be disabled.

6.15 Restoring a Virtual Copy Using Veritas NetBackup

Once a virtual copy is backed up to media, the Restore menu option is enabled. Backups can
be restored back to their original location (the volume(s)) or directory locations of the virtual
copies that were backed up, not original SQL data locations, or an alternate location can be
specified.

Restoring a Virtual Copy Using Veritas NetBackup
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To restore a virtual copy that has been backed up using NetBackup:

Locate the backup timestamp node under Backup Management Node you wish to
restore in the left pane node tree, then select Restore using one of the following methods:

Right-click on the backup timestamp node under Backup Management Node and
select Restore.

Click on the Restore icon in the tool bar.
Select Restore from the Actions drop-down menu on the menu bar.

Result: The Restore dialog appears.

Restore Database From Media Backup E

Virtual Copy Info
Recoveny Manhager will restare all requested files fo thelr original paths Wsing s Virual Coply.

Virtual Copy Set Info

Virtual Copy TimeStamp 101 0/08 171642
NBU Restore Keyword FIRSTYIRTUAL_MSSGLSERVER_master 101008171642
Vendor Restore Method RMNMEL
NBU Policy Name =ilverdollar
Master Server Name ogrampus

Restore Destination

Alternate Location

FA3parSnapshot || ‘

| 0Ok H Cancel |

To restore to an alternate location, enter the location in the text box provided or select
from file chooser.

Click OK.
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6.16 Removing a Virtual Copy

To remove a virtual copy from the InServ Storage Server and the Recovery Manager repository,
the virtual copy timestamp must have a status of Available. To remove a virtual copy, use one
of the methods described below:

Right-click on the virtual copy timestamp node and select Remove.
Click on the Remove icon in the toolbar.
Select Remove from the Actions drop-down menu on the menu bar.

Result: The virtual copy will be removed from both InServ Storage Server and the Recovery
Manager repository.

. NOTE: A virtual copy cannot be removed if it is mounted on a host server.

NOTE: If the Backup server has a mixture of instance level snapshots and database
“ level snapshots within the same instance, user is expected to see out-of-sync VV
list caused by the snapshots taken at different level.

Removing a Virtual Copy 6.31
3PAR Confidential



3PAR Recovery Manager 3.0.2 for Microsoft SQL Server User's Guide
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In this chapter

7.1 Recovery Manager Command Line Interface (CLI) 7.2
7.2 Recovery Manager Commands 7.3
RMSql backup 7.4
RMSql create 7.6
RMSql deletebackup 7.9
RMSql analyze 7.10
RMSql display 7.1
RMSql mount 7.13
RMSqgl remove 7.15
RMSql restore 7.16
RMSgl unmount 7.19
RMSql policy 7.20
RMSql listbackup 7.22
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RMSql portconfig 7.25
RMSql timeconfig 7.26
7.3 Running Recovery Manager as a Scheduled Job 7.27

7.1 Recovery Manager Command Line Interface (CLI)
Recovery Manager for Microsoft SQL provides a Command Line Interface (CLI). The CLI allows
users to:
Create virtual copies
Remove virtual copies
Mount virtual copies
Unmount virtual copies
Backup virtual copies to media using Veritas NetBackup
Restore from virtual copies
Restore backed up virtual copies using Veritas NetBackup
Display virtual copies currently in the repository
List backup entries currently in the backup pool
Delete backup entries currently in the backup pool
Query and change repository location
Query and change the port location
Change the backup time and volume restore time interval
Gather the environmental statistics and create a log file for diagnosis
Analyze and synchronize the volumes in the Inserv and the virtual copies in the repository

The following sections describe how to administer Recovery Manager for Microsoft SQL using
the CLI.

7_2 Recovery Manager Command Line Interface (CLI)
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7.2 Recovery Manager Commands

The following commands can be run from the Command Line Interface:

RMSg
RMSql
RMSql
RMSgl
RMSql
RMSql
RMSgl
RMSql
RMSql
RMSgl
RMSql
RMSql
RMSgl
RMSql

RMSql

analyze
backup
Create
deletebackup
display
mount
remove
report
restore
unmount
policy
listbackup
repository
portconfig

timeconfig

3PAR Confidential
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COMMAND
RMSql backup

SYNTAX

RMSgl backup -s <SQL Server> [-1 <SQL instance>]
[-d <database>] [-t <timestamp> | -r ] [-ts <Target Server>]

-p <policyName> -u <fullScheduleName> -M <masterServer>

DESCRIPTION

The RMSql backup command backups a virtual copy to the specified media. The backup can
be made of an existing virtual copy or one that is created through this command. The virtual
copy will be mounted to the default destination, if not mounted by user.

PARAMETERS

The following options are supported:
-s <SQL Server> -SQL server associated with the database.
-1 <SQL instance> -SQL server instance associated with the database.

This is an optional argument: MSSQLSERVER (local) will be used as the default if it is not
specified.

-d <database> - The database for the virtual copy.
-t <timestamp> - The timestamp for the virtual copy to backup.

This is an optional argument: If not specified, a point-in-time virtual copy will be
created for backup purposes, and then removed after the backup has completed. The
user specified timestamp will be retained after the backup is completed.

-r - This is an optional argument: Retain the virtual copy created without the -t option.

-ts <Target Server> - Thisis an optional argument: Target Server for the backups if
—r option is not specified. The <Target Server> needs to have the Recovery Manager
Backup Server component installed. The default is the local system.

-p <policyName> - NetBackup policy name.
—-u <fullScheduleName> - Name of the NetBackup schedule for a full or user backup.

-M <masterServer> - NetBackup master server name.

7.4 Recovery Manager Commands
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EXAMPLE:

The following command will perform a backup of virtual copy 020405162103 with the

necessary NetBackup parameters.

RMSgl backup -s instl -d test _db -t 020405162103 -p test -u full -M hostl

. NOTE: Use quotes ("") where spaces are included.

the operating system with a default mount point under the
%SystemDrive%\3parsnapshot directory. Therefore %SystemDrive% must use
NTFS in order to support the volume mount point.

. NOTE: During backup, snapshot volumes of the virtual copy will be surfaced to

Recovery Manager Commands 7.5
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COMMAND
RMSql create

SYNTAX
RMSgl create -s <SQL Server> [-rc <target server> [-w <waittime>]]
[-1 <SQL instance>] [-d <database>]

DESCRIPTION

The RMSql create command creates a virtual copy of a SQL database or databases under an
instance on the primary host where the SQL server instance is running. The virtual copy can be
mounted to a host later for off-host processing. The RMSgl create command also allows the
user to create a synchronization to a Remote Copy group in periodic mode where a single SQL
database or all of the SQL databases under an instance are defined, and create another virtual
copy at the secondary site as a backup. As with Recovery Manager for SQL Server, this
command only supports the online backup of an entire SQL database. Therefore, you must
make sure the database is online before continuing with the virtual copy creation.

PARAMETERS

The following options are supported:
-s <SQL Server> - SQL server to which the database belongs.
Optional: uses the current server name as the default.
-1 <SQL instance> - SQL server instance for which database belongs.
Optional: Uses MSSQLSERVER as the default if not specified.
-d <database> - The database from which to create a virtual copy.
Optional: Without the —d parameter, the instance level of virtual copy is used.

-w <waittime> - Wait time unit in seconds. By default, the wait time is 120 seconds. This
wait time is only used by the Recovery Manager service to poll the status of the remote
copy before creating a virtual copy at the secondary site.

-rc <target server> - For the Remote Copy Service, a Recovery Manager SQL server
with Recovery Manager Backup component installed must be located at the secondary
site.

EXAMPLES

The following command will create a snapshot for the database test on SQL server (SQLServer).

7_6 Recovery Manager Commands
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RMSql create -s SQLServer -d test

The following command will create a snapshot for the database test on Virtual SQL

server(SQLVirtualServer) on a cluster.

RMSgl create -s SQLVirtualServer -d test

The following command will create a Remote Copy snapshot for the database test on Virtual
SQL server(SQLVirtualServer) on a cluster to a secondary site server SecondaryServer.

RMSql create -s SQLVirtualServer -d test -rc Secondaryserver

NOTE: Use quotes ("") for names that include spaces.

NOTE: VSS waits up to 10 seconds for the writers to freeze I/0, and this interval is
not configurable. In most cases 10 seconds is a sufficient window to successfully
create a virtual copy. However, in some circumstances under very heavy loads, 10
seconds may not be enough time and the virtual copy might fail on this attempt,
which is "by design." VSS does not automatically retry the shadow copy creation,
you must retry the virtual copy creation using the Recovery Manager GUI or

Command Line Interface.

NOTE: A backup document in XML format is created during the virtual copy
creation. The document contains the current up to date system information and

can be used for restore purposes.

NOTE: The snapshot volume set is limited up to 64 volumes which means each
database (database-level operation) or each instance (instance-level operation)

can spread over up to 64 volumes.

Recovery Manager Commands
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NOTE: The Instance level operation is only granted if the current user is given the
sysadmin server role for security permission in SQL Server.

NOTE: Database level operation is only granted if the database owner or user is
given sysadmin server role for security permission.
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COMMAND
RMSql deletebackup

SYNTAX

RMSgl deletebackup -s <SQL Server> [-i <SQL instance>] [-d <database>]
-t <timestamp>

DESCRIPTION

The RMSgl deletebackup command only removes the specified backup entry in the
Recovery Manager repository. It does not remove NBU's entry and does not remove the actual
images backed up by NBU.

PARAMETERS
The following options are supported:
-s <SQL Server> - SQL server to which the backup belongs.

-1 <SQL instance> - Optional: SQL instance associated with the database. MSSQLSERVER
(local) will be used if not specified.

-d <database> - The database level backup to be removed. If not specified, instance level
backup is removed.

-t <timestamp> - The backup entry timestamp.

Recovery Manager Commands

3PAR Confidential

7.9



3PAR Recovery Manager 3.0.2 for Microsoft SQL Server User's Guide

COMMAND
RMSql analyze

SYNTAX
RMSgl analyze -s <SQL Server> [-sync] [-T]

DESCRIPTION

The RMSql analyze command validates all snapshot records by matching virtual volumes in
the InServ Storage Server against records in the Recovery Manager repository. If any existing
virtual volumes in the InServ are missing from the repository, they are displayed as out-of-sync
records. For any records in the repository, if their corresponding virtual volumes are no longer
in the InSery, they will also be displayed as out-of-sync records.

PARAMETERS
The following options are supported:
-s <SQL Server> - SQL server to which the database belongs.

-sync - Optional: with this flag, out-of-sync snapshot records in the repository will be
removed.

—F - Optional: when this flag is used in conjunction with —sync, out-of-sync records in the
repository will be forcefully removed.

NOTE: When the —F parameter is used, Recovery Manager automatically starts
removing out-of-sync records without prompting for any confirmation. Please use

this parameter with caution.

NOTE: If the Backup server has a mixture of instance level snapshots and database
level snapshots within the same instance, user is expected to see out-of-sync VV

list caused by the snapshots taken at different level.

EXAMPLES

The following example validates all snapshots under the specified SQL server.
RMSql analyze -s <SQLserver>

7.10 Recovery Manager Commands
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COMMAND
RMSql display

SYNTAX
RMSgl display -s <SQL Server> [-rc <target server>] [-i <SQL instance>]
[-d <database>] [-t <timestamp>]

DESCRIPTION

The RMSql display command displays all virtual copies in the server at a local site or remote
site.

PARAMETERS
The following options are supported:
-s <SQL Server> - SQL server associated with the database.
—-i <SQL instance> - SQL instance associated with the database.
Optional: Uses MSSQLSERVER as the default if not specified.
-d <database> - Optional: Display the virtual copy created for a given database.

-rc <target server> - For taking remote copy snapshots at secondary site. The Recovery
Manager Backup component server with Recovery Manager SQL installed must be located at
the secondary site.

-t <timestamp> - Optional: To display detailed information about an individual virtual copy
existing in the local repository.

NOTE: RMSgl display -t for virtual copy from a secondary site is not
supported.

EXAMPLES

The following command will display the virtual copies for server1.

RMSql display -s serverl

Recovery Manager Commands
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- NOTE: Use quotes ("") where spaces are included.
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COMMAND
RMSgl mount

SYNTAX
RMSgl mount -s <SQL Server> -t <timestamp> [-m <mount point>]
[-ts <host name>]

DESCRIPTION

The RMSgl mount command mounts a virtual copy created by the RMSgl create command. In
order to mount the virtual copy devices, an available mount point must be created on the NTFS
volume before the command is executed.

PARAMETERS

The following options are supported:
-s <SQL Server> -The SQL server associated with the database.
-t <timestamp> - The timestamp for the virtual copy to be mounted.

-m <mount point> - Thisis an optional argument. The mount point for virtual copy
devices. The default mount point: %SystemDrive%\3parSnapshot.

-ts <hostname> - This is an optional argument. The name of the host where the
virtual copy will be mounted. If this flag is not specified, the mount destination will
automatically be the local host.

WARNING: The proper way to dismount a mounted volume that has been

e mounted by the RMSgl mount command is with the RMSgql unmount command.
Do not manually dismount a mounted volume that has been mounted by the
RMSgl mount command.

Recovery Manager Commands 7.13
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NOTE: When mounting in read-write mode, the VDS APl is used to make the
volume read-writeable. However if there is another operation on the disk and the
device is locked, the volume can not be unmounted. If this happens, the following
error message is displayed:

ERROR: COM call ““pVolumeMF->Dismount(TRUE,FALSE)”” failed.
Returned HRESULT = 0x80042413
Error text: <Unknown error code>

Error: There was an expected HRESULT error catched:
0x80042413 <Unknown error code>

This means VDS_E_DEVICE_IN_USE. You could restart the VDS service or reboot
the machine to resolve the problem.

NOTE: 3PAR only supports snapshot exposure to a host.

Recovery Manager Commands
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COMMAND
RMSql remove

SYNTAX

RMSgl remove -s <SQL Server> -t <timestamp>

DESCRIPTION

The RMSgl remove command removes the virtual copy from the InServ Storage Server and the
backup XML document. If the virtual copy is mounted, it will not be removed.

PARAMETERS
The following options are supported:
-s <SQL Server> -The SQL server to which the database belongs.

-t <timestamp> - The timestamp for the virtual copy to remove.

the backup XML document, but it can still be restored from the backup media if

- NOTE: After the virtual copy has been removed, it cannot be used to restore from
the virtual copy has been backed up with the RMSql backup command and the

backup entry still remains available.
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COMMAND
RMSgl restore

SYNTAX

RMSql restore -s <SQL Server> [-i1 <instance>] [-d <database>] -t
<timestamp> [-ts <target server>] [-M <masterServer>]
[-a <altLocation>] [-snap]

DESCRIPTION
The RMSgl restore command can be used to perform 3 different types of restore:

Media Restore. Using a backup entry that was previously created, the Recovery Manager
issues a restore request to NetBackup. The image associated with this backup entry will be
restored to a location of user's choice. If no alternate location is specified, data will be
restored to <SystemDrive>:\3parSnapshot.

File Copy Restore. Using a virtual copy that was previously created, the Recovery
Manager mounts it, extracts out the database files, and copies them back to their original
locations. This is a relatively slow but reliable way of restoring because the files are copied
over one by one.

Volume Restore. Using a virtual copy that was previously created, the Recovery Manager
removes the existing VLUNs, promotes the snapshot back to its base volumes, and re-
creates the VLUNs back to the host. The volume restore is relatively fast. However, do not
perform this restore if the base volumes being promoted contain data from other instances
or databases.

environment, see SQL Instance Level File Copy Restore in an MSCS Environment

. NOTE: For more information about an instance level file copy restore in an MSCS
on page 8.4.

NOTE: For more information about volume restore in an MSCS environment, see
SQL Instance Level File Copy Restore in an MSCS Environment on page 8.4.

PARAMETERS

The following options are supported:
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-s <SQL Server> - SQL server to which the database belongs.
Optional: Uses the current server name as the default.

-1 <SQL instance> - SQL server instance to which the database belongs.
Optional: Uses MSSQLSERVER as the default if not specified.

-d <database> - The database from which to create a virtual copy.
Optional: Without the —d parameter, the instance level restore will be performed.

-t <timestamp> - The timestamp for the virtual copy to restore.

-ts <target server> - Target Server to do the restore (Media Restore only).
Optional: Uses the current server name as the default.

-M <masterServer> - Specifies the NBU master server name.

-a <altLocation> - Specifies an alternate restore location.

-snap - Promotes the snapshot back to the base volume for faster restore.

NOTE: For both instance-level and database-level volume restore, if some
volume(s) involved are Remote-Copy-bounded, they need to be configured as one

single RC group.

NOTE: For the —snap option for volume restore, you can only promote a base
volume that is exposed to a host.

EXAMPLES

The following command performs a restore of virtual copy 020405162103 to drive j:\.

RMSql restore -s serverl -d test db -t 020405162103 -M serverl -a J:\

The following command performs a file copy restore of virtual copy 020405162103.

RMSgl restore -s serverl -d test db -t 020405162103

The following command performs a snap volume restore of virtual copy 020405162103.

RMSql restore -snap -s serverl -d test db -t 020405162103
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- NOTE: Use quotes ("") where spaces are included.

7.18 Recovery Manager Commands
3PAR Confidential



3PAR Recovery Manager 3.0.2 for Microsoft SQL Server User's Guide

COMMAND
RMSql unmount

SYNTAX

RMSgl unmount -s <SQL Server> -t <timestamp>

DESCRIPTION

The RMSql unmount command dismounts a currently mounted virtual copy that was mounted
by the RMSgl mount command. The virtual copy’s mounted status must not be “Available”
before it can be unmounted.

PARAMETERS
The following options are supported:
-s <SQL Server> -The SQL server to which the database belongs.

-t <timestamp> - The timestamp of the virtual copy to dismount.

mount point from the mounted volumes, and then removes the snapshot from

. NOTE: During the dismount operation, the Recovery Manager removes the
the host.
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COMMAND
RMSql policy

SYNTAX
RMSgl policy -s <SQL Server> [-q] [-1 <SQL instance>]
[<-r>] [-n <database level policy>][-in <instance level policy>]

DESCRIPTION

The RMSgl policy command sets the policy at instance and database level.

PARAMETERS

The following options are supported:
-s <SQL Server> - The SQL server to which the database belongs.

-1 <SQL instance> - This is an optional argument: The SQL server instance to which
the database belongs. MSSQLSERVER (local) will be used, if the default is not specified.

-r - Optional: Retain the oldest Virtual Copy when the number of Virtual Copies
exceeds the limit. Default is set to retain.

-q - Query current policy status.

-n <database level policy> - Maximum number of database level virtual copies to
be retained.

-in <instance level policy> - Maximum number of instance level virtual copies to
be retained.

. NOTE: The sum of -n and —in can not exceed 500.

EXAMPLE
The following command maintains the maximum number of virtual copies to 5 at all times for
the default SQL instance:

RMSgl policy —-n 5 -s <SQL Server>
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NOTE: The -r option is used to retain the oldest Virtual Copy when the number
of Virtual copies exceeds the limit set by policy. Therefore, no new Virtual Copies
will be created when the limit is exceeded and the -r option specified.

NOTE: By default, the policy limit is set to 10 virtual copies at both Instance-level
and database-level, with the option to delete the oldest virtual copy being set to
‘No.” When the policy limit is reached, Recovery Manager will retain the oldest
virtual copy. You can use this command to either expand the policy limit or
change the option to delete the oldest virtual copy by specifying “Yes”.
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COMMAND
RMSql listbackup

SYNTAX
RMSgl listbackup -s <SQL Server> [-i <SQL instance>]
[-d <database>] [-t <timestamp>]

DESCRIPTION

The RMSgl listbackup command displays all virtual copies being backed up through the
NetBackup.

PARAMETERS

The following options are supported:
-s <SQL Server> - The SQL server to which the database belongs.

-1 <SQL instance> - This is an optional argument: The SQL server instance to which
the database belongs. MSSQLSERVER (local) will be used as the default if not specified.

-d <database> - This is an optional argument: The database from which to create a
virtual copy.

-t <timestamp> - This is an optional argument: The timestamp of the virtual copy to
list the backup record.

NOTE: When a timestamp is provided, the detailed information about the virtual
copy backed up will be displayed.
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COMMAND
RMSgl report

SYNTAX
RMSql report -s <WindowsHost> -output <OutputDirectory>

DESCRIPTION

The RMSgl report command collects the environmental information from a specified
Windows host and creates a report for diagnosis purposes.

PARAMETERS

The following options are supported:

—output <OutputFolder> - The full path to the folder where the report will be
generated.

-s <WindowsHost> - Name of the specified Recovery Manager enabled host.
EXAMPLE

The following command retrieves the platform information from the host Grampus and saves
the report in c:\MyReport.

RMSgl report -s Grampus -output c:\MyReport
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COMMAND
RMSql repository

SYNTAX
RMSql repository [-a <alter location>] [-r]

DESCRIPTION

After Recovery Manager for SQL is installed, by default, the repository directory is located
under the Recovery Manager install directory. To provide the highest availability access to the
repository, you can change the repository destination to the location where the 3PAR virtual

volume resides.

PARAMETERS

The following options are supported:

-a <alternatelLocation> - An alternate location where the Recovery Manager stores
the data.

-r - Retains the current data location, and only makes changes to the registry values.
This option is used when the Recovery Manager gets reinstalled after operating under

alternate destinations.

EXAMPLE
The following command moves the repository directory to d:\3parvv and updates the

registry database as well.

RMSgl repository —a d:\3parwv
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COMMAND
RMSql portconfig

SYNTAX
RMSgl portconfig [-n <no>] [-s <WindowsHost>]

DESCRIPTION

After Recovery Manager for SQL is installed, by default, the port used for communication
between the backup server and production server is 9932. If necessary, you can specify an
alternate port.

PARAMETERS
The following options are supported:
-n <no> - Port number (default is 9932).

-s <WindowsHost> - This is an optional argument: The name of the Windows host
where the port will be changed. The current host name will be used as the default.

EXAMPLES

The following command will change the local port to 9999.

RMSgl portconfig -n 9999

The following command will change the server SQLserver port to 9999.

RMSgl portconfig -n 9999 -s <WindowsHost>

NOTE: After executing the portconfig command, you must restart the Recovery
Manager for SQL service.

NOTE: If the port value is changed on one server, then every Recovery Manager
for SQL installed system (including the Recovery Manager Backup Server) that is

managed by the same Recovery Manager Backup Server must be changed to the
same value.
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COMMAND
RMSql timeconfig

SYNTAX

RMSgl timeconfig [<-prt promotetime>] [<-bkt backuptime]
[-s <WindowsHost>]

DESCRIPTION

After Recovery Manager for SQL is installed, by default the wait time for snap volume restore
and the backup is 30 seconds and 5 minutes respectively. You can use this command to change
this value as needed.

PARAMETERS

-prt <promotetime> - Promote Time to query the status (default is 30 seconds).
-bkt <backuptime> - Backup Time to query the status (default is 5 minutes).

-s <WindowsHost> - Specify a Windows host where Recovery Manager is installed.

EXAMPLES

The following command will query the time value for each setting.

RMSgl timeconfig

The following command will change the promote time from 30 to 50 seconds.

RMSql timeconfig -prt 50

The following command will change the backup time from 5 to 7 minutes.

RMSql timeconfig -bkt 7

NOTE: In most cases, there will not be a need to change these values unless the
backup and restore are taking an abnormally long time to complete.
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7.3 Running Recovery Manager as a Scheduled Job

In addition to creating virtual copies using the Command Line Interface, you can also schedule
virtual copies to be created for a specific database using Windows Scheduled Tasks.

To create virtual copies using Windows Scheduled Tasks:
Click Start > Programs > Accessories. The click System Tools > Scheduled Tasks.
Double-click Add Scheduled Tasks.
Click Browse and navigate to the Recovery Manager’s install location.
The default location is C:\Program Files\3PAR\VCDBA\SQL
Click RMSql -exe.
Select the frequency of this task. Click Next to continue.
Select time and date that this task will start and click Next.
Enter the user name, password, and password confirmation, and then click Next.

Select the Open advanced properties... checkbox and click Finish to access advanced setup
for the scheduled task.

On the Task tab, at the end of the path displayed in the Run field, add: RMSql .exe
create —s <SQL Server> —i <SQL Instance> -d <SQL database>.

uu

If the name has spaces, use double-quotes (“*) to surround the name.
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See the RMSgl CREATE command for detailed information.
For example:

“C:\Program Files\3par\VCDBA\SQL\RMSgl .exe” create —i inst0l
—d test -s SQLserver

e N -1~

Tazk |Schedule| Settingsl Seu:urit_l,ll

D D-WWINDOWS AT askshmagl job

Biur:
Browsze. . |
Start in: “D:4Program Filesh3PARMCDBANSOL"
Comments:
Run as: 15507 \Adminiztrator Set pazsword...

[~ Bun only if logged on
v Enabled [scheduled task runz at specified time)

] I Cancel Spply

On the Schedule tab, further refine the scheduled task by selecting the frequency and start
time of the task. Click Apply and OK when finished.

Virtual copies are created as you have scheduled. Depending on the policy set with the
Recovery Manager GUI or CLI command, older virtual copies on the system might
automatically be removed if the number of virtual copies exceeds your specified

7_28 Running Recovery Manager as a Scheduled Job
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maximum threshold (see Setting the Recovery Manager Policy Configuration on
page 6.8).
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In this chapter

8.1 Recovery
8.1.1 Point-In-Time Recovery
8.1.2 Point-Of-Failure Recovery
8.1.3 SQL Instance Level File Copy Restore in an MSCS Environment

8.1.4 Volume Restore in an MSCS Environment

8.1 Recovery
The SQL Server offers three disaster recovery models:
Simple Recovery Model
Full Recovery Model

Bulk-logged Recovery Model

8.1

8.2

8.3

8.4

8.5

With simple recovery it is not possible to restore a database to a specific point in time, you can

only restore a database to the exact time when a backup occurred. Therefore, any data

modifications made between the time of the most recent backup and the time of the failure
are lost. This recovery model uses circular logging to minimize the amount of space used for

transaction logs.

Recovery for Microsoft SQL Server
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The full recovery model allows you to restore a database to a specific point in time. For
example, you can restore a database to a specific time just before a failure occurs. With the full
recovery model, no data is lost because the transaction logs are saved until the failure occurs.

The bulk-logged recovery model is used for high-performance operations and involves bulk
copying and bulk data modification.

The Recovery Manager supports both recovery from Tape and from Virtual Copy directly. Point-
in-time recovery and point-of-failure recovery are only supported on recovery from Virtual
Copy.

The Recovery Manager does the restore through Volume Shadow Copy Service (VSS)
framework. Because the VSS framework takes the database offline and allows the requestor to
do a restore operation, placing the database in a single-user mode would no longer be
necessary.

record in the database ID 9. When the log file is full, the database cannot be
taken offline. You need to back up the transaction log for the database to free up

e WARNING: When taking the database offline, the SQL server writes a checkpoint

some log space or you can detach the database and then perform the restore.

8.1.1 Point-In-Time Recovery

Point-in-time recovery is useful for recovering from logical errors. For example, if you
accidentally altered an entry or deleted a table, you can restore your instance or database back
to a consistent, known prior state with a snapshot. Point-in-time recovery restores the instance
or database to the state at the time of the last backup.

You can perform a file copy restore or a volume restore with Recovery Manager for SQL. Use
the RMSgl restore command to perform restore operations. For details about the RMSgl
restore command, see Recovery Manager Commands on page 7.3.

For standalone SQL production servers in a non-clustered environment, issue a file copy
restore or volume restore command to perform a point-in-time recovery. You will need to
schedule some downtime to perform this recovery because during the restore operation
the SQL services will be temporarily stopped.

Due to the sensitive nature of clustered environments, performing restore operations
within MSCS environments requires a set of procedures. Please carefully follow the step-by-
step instructions in sections 8.1.3 and 8.1.4 to perform restore operations in an MSCS
environment.

Recovery
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8.1.2 Point-Of-Failure Recovery

A point-of-failure recovery can be achieved when a full backup of the SQL database has been
performed and has been followed by a log backup. This type of recovery is useful for
customers who cannot afford to lose any data in the event of a system failure. As long as the
transaction logs were not damaged, this function can be used to recover the database up to
the point of the failure.

NOTE: Point-of-failure recovery only supports the database level restore and the
file copy restore.

Recovery Manager provides manual procedures to perform the point of failure recovery. The
log backup needs to be taken by the DBA, using the SQL backup utility before this option can
be exercised. Applying the transactions log to snapshot backups, allows a database restoration
from a snapshot backup to be rolled-forward to an arbitrary point in time using the STOPAT
option. To roll forward the transaction log, the DBA can use either the SQL Server
Management Studio, or a command line tool such as OSQL. For more information on how to
roll forward with transaction log, see http://msdn.microsoft.com/en-us/library/ms189596.aspx.

nmand Prompt

RECO)

to the live transaction log after the last full database backup or the last

. NOTE: A transaction log backup is a copy of all the log records that were written
transaction log backup. Missing any transaction log backups within the sequence

would cause the full recovery to fail.

Manual procedures to prepare point-of-failure recovery:
Put the database into non-operation mode.
Take the database offline.

Perform a file copy restore on a database with Recovery Manager for SQL. For details about
the RMSql restore command, see Recovery Manager Commands on page 7.3.

Recovery 8.3
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Bring the database back online.

At this stage, the database is in the no_recovery mode and the DBA can now apply the
log backups that took place after the virtual copy backup was taken.

To perform a point-of-failure recovery:
Find the timestamp that has a consistent full backup, (such as 070706000000).
Find the server name (such as SQLserver01).
Find the SQL instance name (such as SQL/nstan01).
Find the database name (such as northwind).

At the command prompt, type:

RMSgl .exe restore -s SQLserverOl -i SQLInstan0Ol1 -d northwind -manrollforward
t 010106000000

After the command has finished, the DBA can apply the logs.

For example:

RESTORE log northwind from Disk="G:\logl.bak® with NO_recovery;

RESTORE log northwind from Disk="G:\log2.bak® with NO_recovery;

RESTORE log northwind from Disk="G:\log3.bak® with recovery; -stopat “Jun 28,
2006 5:44 PV

8.1.3 SQL Instance Level File Copy Restore in an MSCS Environment
To perform a SQL instance level file copy restore in an MSCS environment:

From Failover Cluster Management on Windows 2008 or Cluster Administrator on
Windows 2003:

Offline SQL Server Agent resource.
Offline SQL Instance Service resource.
Run the rmsql restore command with an instance level virtual copy.

From Failover Cluster Management on Windows 2008 or Cluster Administrator on
Windows 2003:

Online SQL Server Agent resource.

Online SQL Instance Service resource.

Recovery
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8.1.4 Volume Restore in an MSCS Environment
To perform a volume restore in an MSCS environment:

Logon to your production server, which is also the active node in your cluster, and put all
disks associated with the instance or database in maintenance mode.

If you are using Windows 2003, run the following commands for all disks associated
with the instance or database. From the Windows command line:

cluster res "resourcename’™ /maint:on

cluster res '‘resourcename' /waitmaint

WINDOWS',system32}cmd.exe

N>
C=~>
CzN>
C:~>cluster res "Disk F" /maint:on

Setting maintenance mode For
5 e Status

Group Hode Status

8$QL28A5 DL368-82 Online{Maintenance>

g maintenance mode for
Group Status

8$QL28A5 Online{Maintenance>

Status

QL2885 Online(Maintenance>

If you are using Windows 2008, go to the Failover Cluster Manager under
Services and applications, and select your SQL Server. Under Disk Drives, right-
click the on the disk and select More Actions > Turn on maintenance for this
disk. Repeat to put all disks associated with the instance or database in maintenance

mode.

Recovery 8.5
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Failover Cluster Manager

File  Action  ¥iew Help
[
=2 Fallover Cluster Manager
B & 50Lw2kaCluster. sher.com

= B Services and applications
5% SGL Server (CWSQLIKBCINSTZ)
= 5GL Server (MSSQLSERVER)
- SQLwakBClustDtc

il Modes

) Storage
Networks Preferred Owners: d360-0108, d360-0408
Cluster Everts Current Dwner: dl360-0108

SOL Server (M3S0LSERVYER) Recent Cluster Events: Mone in the

S f SAL S MSSQLSERVER
E (LTS © erver ( ) % Bring this service or appication online

& Take this service o application offline

Status: Online Auto Start: Yes Move this service: or application ka another node »

| Manage shares and storage

Add & shared folder

Show the critical events for this application

Mame [ Status | | Add storage
Server Name Add a resource »
% Mame: CWwSOLCIst2Ke (&) Online Disable auto start
Disk Drives Show Dependency Repart
s Cluster Disk 3 (@) Online view 4
Volume: (6] File System NTFS 6 GE (38.0% fies | Delete

— Rename
Bring this resourc eniine

s Custer Disk ¢ Take this resource offine
Valume: [I

Refresh

0GB (324 free |

Change drive etter Properties

Other Resource:  Remaye from SQL Server (MSSQLSERVER) el

7] SOL Server | Shaw the critical events For this resource C D
] SOL Server !

Shew Dependency Report

Hhis resource online

Repair ffine
Properties simulate Failure of this resaurce
Help SN SRS WV SR (MESQLSERVER)

nts for this resource

=/ Show Dependency Repart
Mare Actions. .. 3

[iZ] Froperties

Take the corresponding SQL Server and SQL Server Agent offline.

If you are using Windows 2003, go to the Cluster Administrator and select your cluster

group. Right-click on the corresponding SQL Server and SQL Server Agent, and select
Take Offline.

File View ‘window Help

Marme | Skate I Owiner

[ Disk F Online DL360-02
Cluster Group |0 ik Online DL3E0-02
Instance2 (0 sk 1 Online DL360-02
MSDTC Group (05030 1P Address 1 (s 2kaChuster) oOnline DL360-02
SRLo003 1121 50 Network Hame (SQLEKSCluster) online DL3E0-02

Bring @nline Chrl 4B
DL360-02 t@SQL Server Agent Take DL
g DL380-08 sa server Fultext Iitiake Failure Chrl+L DL360-02
Change Group 3
Delete Chrl+D
Rename Chrl4+M
Mew 3

Configure Application

Propetties
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If you are using Windows 2008, go to the Failover Cluster Manager. Under Services
and applications, select your SQL Server. Under Other Resources, right-click on
SQL Server and select Take this resource offline.

B& Failover Cluster Manager

File Action Wew Help

e |7 =l=

3’:’& Failower Cluster Manager
= 5345 SQLwzkBCluster, sher,com
= ﬁ Services and applications
[F5 5aL Server (CWSQLZKECINSTZ)
[55 SQL Server (MSSQLSERVER)
= SOLwZkBClustDEe
= Modes
L"w Storage

5 Metworks
| Cluster Events

SAL Server (MSSQOLSERYER) Recent Cluster Events: Mone

F“ Summary of SAQL Server (MSSAQLSERYER)

Status: Online Auto Stark: ez
Alerts: <nons>

Preferred Owners: di360-0108, dI360-04028

Current Owner: di360-0108

Mame | Status |
Server Name

18 Mame: Cw/SOLCIst2KE @) Online
Disk Drives
El o Cluster Disk 3 (%) Online
Yalume: [G] File System: NTFS BGE (98.0% .
[=]  Cluster Disk 4 (i) Oriline Maintenance: on)
Walume: [H] File System: NTFS 7GB[(94.2%
=] @ Cluster Digk & ':i:' Online [Maintenance: on)
Walume: (1] File Spstem: MTFS 8GE(92.4% .

Other Resources

Show the critical events For this resource

Show Dependency Report

Mare Actions... »

Delete

Propetkies

Help

Log onto your Backup server and perform a volume restore. You can perform the volume
restore with either the RMSgl restore command or the Recovery Manager GUI.

After Step 3 finishes, log back onto your production server and take the disks out of

maintenance mode.

If you are using Windows 2003, run the following command for all disks associated with
the instance or database. From the Windows command line:

cluster res '"'resourcename' /maint:off

Recovery 8.7
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IC:N>
C:n>cluster res "Disk F' /maint:off

ing maintenance mode for
e Grou; Status

Online

\Ocluster res “Disk GV smaint:ioff

g maintenance mode for
e

Status

Online

If you are using Windows 2008, go to the Failover Cluster Manager under
Services and applications, and select your SQL Server. Under Disk Drives, right-
click the on the disk and select More Actions > Turn off maintenance for this
disk. Repeat for all disks associated with the instance or database to be taken out of

maintenance mode.
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ﬁ Failover Cluster Manager

File Action View Help

&= 5md

5_’2-5 Failower Cluster Manager
1 &5 soLwakaclustersher,com
= ﬁ Services and applications
[55 50U Server (CWSQLEKBCINSTZ)
[ 55L Server (MSSOLSERVER)
= SQLWZKECIustDEe
= Modes
) Storage
= Metworks
%ﬁ Cluster Events

SAL Server (MSSQLSERVER)

Status: Partial 0
Alerts: <none>

Preferred Dwne:
Current Dwner:

Fl Summary of SAQL Server (MSSALSERYER)

nline

rs: dI360-0108, dI360-0408
di360-0108

Auto Starl: ‘Yes

Recent Cluster Even

: Bring this service or applicat

¢ Take this service or applicati

Maowe this service or applicat

| Manage shares and storage

Add a shared Folder

Show the critical events for

Name | Status | add storage
Server Name #dd a resource
& Mame: Cw/SOLCIs2KE Disable auto start
Disk Drives Show Dependency Report
= o Cluster Disk 3 View
Wolume: (] File System: NTFS B GE [38.0% x Delete
B Bring Ehis resource onllne‘ =1 Rename
B o Cluster Dis Take this resource offline e onl |6 mefresh
Walume: {I] Change drive letter SGB (924% .. [= Froperties
Other Resoure  Remove from SQL Server (MSSQLSERVER) H rep
Show the eritical events for this resource
Shov Dependency Report Bring this resource online
Repair £ offline
Properties Simulate Failure of this resource er
Help Maowe this resource ko another service or application Server (¥

Put the SQL Server and SQL Server Agent resources back online.

vents For

Shaw Dependency Repart

If you are using Windows 2003, go to the Cluster Administrator and select your cluster

group. Right-click on the SQL Server resources that were taken offline in Step 2 and

select Bring Online.

{7 Resources
{27 Cluster Configuration
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Marne | State Cwner I Resource Type |
m Disk F anline DL360-02 Physical Disk.

m Disk & Online DL360-02 Physical Disk.

t@ Disk 1 Onling DL360-02 Physical Disk.

m SQL IP Address 1 {SQL2KSCluster) Online DL360-02 IP Address

t@ S0L Metwork Name (SQLZKSCluster) Online DL360-02 Metwork Mame

50w Server Agent
L 5qL Server Fullvest

Delete
Rename

Mew

Configure Application

Properties

Tiake Offline
Initiate Failure:
Change Graup

DL360-02

ST DL3EA-02

Chrl+T

ChrD
ChrlHM

S0L Server Agent
ieneric Service
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If you are using Windows 2008, go to the Failover Cluster Manager. Under Services
and applications, select your SQL Server. Under Other Resources, right-click on
SQL Server and select Bring this resource online.

Under Other Resources, if your SQL Server Agent is still offline, bring it back online.

FsEFailover Cluster Manager
File Action Wiew Help

e A= a7 |

= Fa
5 Fallover Cluster Manager S0OL Server (MSSAQLSERVER]) Recent Cluster Events: Mone in th
= fg‘g SOLwzkBCluster . sher.com

= E} Services and applications
| 5QL Server (CWSOL2KSCINSTZ)

Summary of SAQL Server (MS50QLSERVER)

SGL Server (MSSQOLSERYER) &
5 SQUUEKEClstDEe Status: Partial Online Auto Start: Yes
S Modes )
-l Storage Alerts: <none>
=5 Metwarks Preferred Dwners: di360-0108, dI360-0408
Cluster Events Current Dwner: di260-0102
Marne | Status |

Server Name

0% Name: CwSHLCIs2KE (#) Online
Disk Drives
[l o Cluster Disk 3 (®) Online
Wolume: [G) File Spstem: NTFS EGE [98.0% ..
[l o Cluster Disk 4 (®) Online
olume: [H] File Spstem: NTFS 7GE [94.2%
[l o Cluster Disk 5 (®) Online
Wolume: (1] File Spstem: NTFS 8GE [92.4% .

Other Resources

Tiake this resource affline

Show the critical events for this resource

Show Dependency Report

Mare Actions... 3

Delete

Properties

Help

The volume restore is complete.
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In this chapter

9.1 Purpose of Remote Copy 9.1
9.2 How it works 9.2
9.3 How to Setup the Remote Copy Feature 9.3
9.3.1 Set Up Remote Copy Group for Databases 9.4
9.3.2 Set Up Remote Copy Group for Instances 9.4
9.4 Recovering an SQL database from a Secondary Site 9.5

9.1 Purpose of Remote Copy

Remote Copy can be used to safeguard against disasters that may occur at one location by
keeping a copy of valuable data at another location. For example, if there was a fire or
earthquake at a particular location, all of the data stored there could be lost unless a backup
copy is maintained somewhere where the data can be recovered. The Remote Copy feature,
(supported through the InServ), can prevent this kind of disastrous scenario. When using
Remote Copy, two InServs are utilized: a primary that is used for production, and secondary
that is used for backup purposes. When disaster strikes in one location, there is always a
backup at the secondary site.

Remote Copy for Recovery Manager
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9.2 How it works

When users want to synchronize the data from the production site to secondary site, Recovery
Manager for Microsoft SQL will leverage the VSS framework to freeze the I/O at the
application level, and then allows the VSS provider to take a snapshot of the database and log
volumes. Once the snapshot is taken, Remote Copy performs a synchronization on the data
changes to the target volumes at the secondary site. After the synchronization is complete, the
target server connected to the Inserv at the secondary site, creates a Virtual copy on the
remote copy target volumes, and saves the information in its repository at the secondary site.

NOTE: The Target Server serves as the backup server at the secondary site. After
synchronization has completed, a virtual copy will be created and managed by

the Target Server at the secondary site.

NOTE: Virtual copy created on the primary site for Remote Copy purpose will be

1

removed after synchronization has completed.

NOTE: In order for the Recovery Manager GUI to manage virtual copies from the
remote target server, you need to register the SQL server using the exact server

name and instance name. To perform restores at the remote target server, please
refer to Recovering an SQL database from a Secondary Site on page 9.5.

9.2 How it works
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ecovery Manager Backup Server ;
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9.3 How to Setup the Remote Copy Feature

In order to use the 3PAR Remote Copy feature, you must first install and configure a Remote
Copy environment.

NOTE: See the 3PAR Remote Copy User’s Guide for details on how to set up
Remote Copy.

Once you have Remote Copy set up between two Inservs, you should create a remote copy
group for testing before going to the next step.

NOTE: Recovery Manager only supports periodic synchronization mode and
requires the period value to be set to zero for all involved remote copy groups.

How to Setup the Remote Copy Feature 9.3
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9.3.1 Set Up Remote Copy Group for Databases
Follow these steps to set up Remote Copy for a given database:
Identify the volumes that contain the database and log files to be copied.
Create one remote copy group for one database.

Add the volumes belonging to the database files and log files into the remote copy group
with remote copy target volumes.

Synchronize the remote copy group.

Every database's log and database file should be added in one remote copy group. Two or
more databases in one remote copy group are not supported. DB files from the same database
and log files from the same database located in the different Remote copy group are not
supported.

If the database is not in the remote copy group the remote copy feature cannot be used.

9.3.2 Set Up Remote Copy Group for Instances
Follow these steps to setup Remote Copy for a given instance:
Identify the volumes that contain all database(s) and log files to be copied.
Create one remote copy group that will cover all database(s) under this instance.

Add the volumes belonging to this instance (all database files and log files) into the remote
copy group with remote copy target volumes.

Synchronize the remote copy group.
All database logs and database files should be added in the remote copy group.

All DB files from the same instance and log files from the same instance located in the
different Remote copy group are not supported. Essentially, use one single RC group and
configure all database files (that belong to this instance) to reside on volume(s) under this one
RC group.

9_4 How to Setup the Remote Copy Feature
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9.4 Recovering an SQL database from a Secondary Site

In the event of an SQL database crash at a Primary site, you should have a dedicated target
server at the Secondary site, that is setup in an identical manner to the original SQL production
server for recovery purposes. (Same configuration includes: instance names, database names,
structures, and with Windows authentication mode set in the same way as well).

You can use the backup server of Recovery Manager for SQL at the secondary site with the
following procedure:

Mount the virtual copy to the production server.
Log onto the production server, stop the SQL instance and its dependent services.

From the mounted snapshot volumes, manually copy all necessary database and log files to
the corresponding database location.

Re-start the SQL instance and its dependent services.

Log back onto the backup server, unmount the virtual copy.

Recovering an SQL database from a Secondary Site 9_5
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9.6 Recovering an SQL database from a Secondary Site
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A.1 VMWare and Egenera

Support for VMWare and Egenera environments is provided under certain specific conditions.
New volumes presented to VMWare and Egenera servers are not surfaced automatically, so the
RMSgl mount command is limited to being executed on the backup host. Figure A-1 on

page A.2 shows the relationships between the InServ and VMWare and Egenera in a
virtualization environment:

Server Virtualization Environments A.1
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-—

SQL

Server 1 Egenera
-+

SQL

Server 2 VMWare ESX Server

3PAR InServ

Recovery Manager
Backup Server

Figure A-1. Server Virtualization Environment
The following requirements need to be met for VMWare and Egenera to be supported:
The disks presented to the SQL Servers need to be raw devices.

The backup server needs to be connected directly to the InServ and not through VMWare
or Egenera.

The RMSql mount command cannot be run against a VMWare or Egenera server.

A.2 VMWare and Egenera
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This appendix is designed to be used like a Frequently Asked Questions section. It will help find
solutions to some of the common issues that may arise when running the Recovery Manager
for Microsoft SQL.

Problem:

Error message “VSS_E_PROVIDER_VETO” appears. Look at the application event log and VSS
provider log from the production server, and if there is a “Maximum of 28 writable virtual
copies per volume is allowed”, this may indicate that your snapshot capacity is used up.

Suggestion:
This error usually occurs during the mount operation. Unmount some of the virtual copies to
continue the operation.

Problem:
Recovery Manager validates configuration during operation, the validation might fail without
proper notification. During Recovery Manager InServ checking, it exits without any messages.

Suggestion:
Restart the RMSql agent service on the backup and production servers.

Problem:
When backing up a virtual copy using NetBackup through the Recovery Manager GUI, if a
directory is specified for backup, the directory must be entered in exactly the same case as it

Troubleshooting
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resides on the file system. If this is not done then a restore of this backup will fail. This is a
limitation of Veritas NetBackup.

Suggestion:
When backing up a directory, specify the directory in exactly the same case as it exists on the
file system.

Problem:

A virtual copy creation fails with error “Error-VSS_E_HOLD_ WRITES_

TIMEOUT” when creating a virtual copy on a SAN boot disk, the in-box system writer which
enumerates all operating system and driver binaries will be included as well. The error mostly
occurs because of the I/O cannot hold on the system writer.

Suggestion:
Database located on the san boot disk is not recommended. All the important databases
should be located on the separate san disks instead.

Problem:

As data blocks are copied per the copy-on-write technology, the snapshot space of a virtual
volume may become 100% full if it has been statistically allocated as a percentage of the
virtual volume, or if there is no additional available space for the CPG to auto-grow. In the
event that the snapshot space of a virtual volume becomes 100% full, the snapshots for the
virtual volume may become invalid and subject to the configured Snapshot Policy.

Suggestion:
Allocate more snapshot space when creating virtual volumes during base volume creation or
use CPGs to manage data generated by copy-on-write technology.

Problem:
Recovery Manager always fails to issue command from the user interface and command line
right after the installation.

Suggestion:

If the software is installed through remote desktop session, the newly added environment
variables will not become effective until user logs off the session. If the software is installed
directly from system console, these variables should be available immediately.
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Problem:
NetBackup takes a substantial amount of time to complete a backup process.

Suggestion:
Make sure you have the latest maintenance package installed for your NetBackup application.
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