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2 Summary

The need for improved debugging knowledge, skill, and tools has been an ever increasing issue. Both frontline engineers, as well as CPR engineers, have the need to imploy debugging as part of their troubleshooting strategy. Well structured training, as well as labs for practice and self study, are needed. The goal of this project is to develop such training and a thorough set of debugging labs and examples that can be used by anyone wanting to gain experience in debugging, particularly with regard to IIS. The training will include a breif overview of debugging and the issues facing support and customers, a discusion of IIS architecture in regards to debugging, an introduction and discusion of tools we have available, and labs for practice and study. The labs used are a part of the IIS Debug Labs project that contains additional labs. The labs used in this course will be common scenario labs, and will demonstrate the basics needed to troubleshoot these kinds of issues.

3 Design Goals

Above all, the goal of this project is to help give engineers the confidence they need to address issues that may involve some level of debugging or use of debug related tools, and to allow them to work through these issues for themselves, and deliver answers and resolutions to customers.

The overall goals for this project are:

· Define debugging and it’s goals.

· Explain debugging needs as it applies to IIS. ( why we need to debug IIS, when to debug IIS. )

· Overview of IIS architechture and how it applies to troubleshooting issues, and debugging.

· Description and introduction of debug tools and other troubleshooting tools that can be used.

· Labs to demonstrate common scenarios and the use of the tools to help solve them.

· The debug scenarios will cover Access Violations, 2nd chance exceptions, Stack Overflows, Stack Corruption/Overrun, Heap Corruption, Memory leaks, Resource/Handle leaks, Deadlocks, High CPU, Slow response.

· Roll play labs to help re-enforce what was learned.

4 Scenarios

Classroom delivery. Labs can also be done self-study. This is MSONLY. Microsoft Confidential; Internal Microsoft courseware.

5 Design

The training headings will be broken down as follows:

1. Intoduction page.
2. IIS Architechure Review: Students will learn the basics of IIS architecture and how it applies to debugging and troublehsooting IIS related issues. They should be able to define major components of IIS and describe their interaction. They should be able to explain how debugging applies to each component.

3. Debug tools: Students will learn what tools are used for debugging and what additional tools are available to debug and troubleshoot IIS. They should be able to list the tools, and their basic roles in troubleshooting.

4. Debugging and troubleshooting techniques: Students will learn how to put tools and architechure knowledge to use to in debugging and troubleshooting IIS. This represents the bulk of the training material.

5. Debugging scenarios and labs: Students will use prepared labs to learn first hand how to use the debugging tools, and advanced techniques. They should be able to identify each scenario and construct troubleshooting steps to solve them.

The basic requirements and functionality for this project are as follows:

5.1 IIS Architechure Overview

5.1.1 Requirements

· Describe IIS architechure, the major components and their interaction with each other.

· Mapping issues to component areas.

· Show where external components interface.

5.1.2 IIS Architechure

Define the major components in IIS and how they interact. 

5.1.3 The matching game

Show how issues map to component areas in IIS.

5.1.4 Extending IIS

Show where external components come into play.

5.2 Debug tools

5.2.1 Requirements

· List the tools used in debugging.

· Describe and compare other debug related or troubleshooting tools.

5.2.2 The debuggers

List the Microsoft debuggers, cdb, ntsd, windbg, and visual studio, script debugger. Discuss their strengths/weaknesses. Discuss their core function in debugging.

5.2.3 Other tools

List other debug related tools. Adplus, IISCrashHangAgent, IISDump, DebugView, IISTracing, LeakDiag. List other non-debug tools used in troubleshooting tough issues. Netmon, netstat, FileMon, RegMon, etc...

5.3 Debugging and troubleshooting techniques

5.3.1 Requirements

· Discuss debugging basics. How the debugger attaches and what information it provides.

· Discuss basic application architechure in win32 applications. (threads, memory,etc).

· Discuss what information about an IIS problem can be obtained from debugging.

· Show how to debug IIS.

· How to match up debugging techniques to problem scenarios to narrow down an resolve an issue.

5.3.2 Debug basics.

How a debugger attaches to processes, and what information it provides. Discuss the difference in live debugging and post-morteum debugging. Discuss, breifly, what makes up win32 applications (threads, memory, etc.) and what information about them the debugger provides.

5.3.3 Debugging IIS

Show how to attach the debuggers manually to IIS. Using the major components in IIS architecure, define what processes are used, and what modules the components map to. Show common functions and classes. Show example stacks and what they tell about the state of the thread or IIS. Discuss entry points in ISAPI filters, extensions, CGI, and COM components. Discuss issues with scripts and debugging. Define scenarios and discuss how to use the debuggers to troubleshoot them. Show how to use the debugger related tools to aid in troubleshooting and debugging issues.

5.4 Debugging Scenarios and Labs

5.4.1 Requirements

· Introduce, complete and discuss the prepared labs. These labs are from the IIS Debug Labs project This is instructor led for each lab. The class will do them together, and discuss the results of each.

· Using random labs placed on students machines, roll play customer/engineer issues.

5.4.2 Individual Labs

Introduce the labs and show students where to get them and install them. Students should install the labs, and the debuggers. Follow each lab, and discuss after each lab the resolution and delivering the resolution to customers. Discuss issues that arise in preforming the labs and issues customers may run into in using debug tools to troubleshooting these scenarios.

6 Security Threat Modeling

6.1 Component Interaction

NA

6.2 Threat Model

<< Using the Test Security Checklist, run through and identify all possible threats to feature, sorting via STRIDE Model >>

6.2.1 Spoofing Data/Identity

6.2.2 Tampering with Data

6.2.3 Reputability

6.2.4 Information Disclosure

6.2.5 Denial of Service

6.2.6 Elevation of Privilege

7 User Interface Impact

NA.

8 Configuration Impact

9 Setup Impact

NA.  

9.1 Install Directory

NA.

10 Localization

N/a


11 UE Impact

N/a  

12 Related Documents

<< links to any related documents >>
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