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2 Summary

The need for improved debugging knowledge, skill, and tools has been an ever increasing issue. Both frontline engineers, as well as CPR engineers, have the need to imploy debugging as part of their troubleshooting strategy. Well structured training, as well as labs for practice and self study, are needed. The goal of this project is to develop a thorough set of debugging labs and examples that can be used by anyone wanting to gain experience in debugging, particularly with regard to IIS. The labs will range both in scenario and complexity to provide beginners and seasoned debuggers something to learn from. The labs in this project will be used, in part, with the IIS Debug training project. They will also be made available on the idebug web site for self study.

3 Design Goals

The overall goals for this project are:

· Create a set of labs to be used for debug training and self study.

· Labs will be scenario centric and have variation in both scenario and complexity.

· Labs will include lab prep instructions, needed files, source code, symbols, and annotated debug answers.

· The scenarios will include ISAPI Filters, ISAPI Extensions, ASP, and CGI applications.

· The debug scenarios will cover Access Violations, 2nd chance exceptions, Stack Overflows, Stack Corruption/Overrun, Heap Corruption, Memory leaks, Resource/Handle leaks, Deadlocks, High CPU, Slow response.

4 Scenarios

The labs here can be used to develop training for internal or external recipients. They can be used for self study and as reference material.

5 Design

The design of these labs is to have an ISAPI Filter, Extension, ASP code and a com object called from ASP, and a CGI application, each that demonstrate the various debug scenarios, and then annotate the debug of the scenario to resolution. A request to an ISAPI Extension that results in an Access Violation would be an example. Each component (Filter, Extension, com obj, CGI) will include an example of each of the debug scenarios. There will be an html interface to launch each of the debug scenarios, and will include the annotated debug answers. There will be an ini file that allows for modification of certain parameters for some of the scenarios. 

The basic requirements and functionality for this project are as follows:

5.1 Overall Requirements and Functionality

5.1.1 Main Requirements

· Each component should be able to demonstrate each debug scenario.

· Each scenario for each component must have an html doc that explains scenario prep, launches the scenario, and has an annotated debug of the scenario resolution. This would include setting up the debug and performing it, and analysis of the data.

· An INI file will be used to control certain variables for some of the debug scenarios.

· The components should be built in the IIS 5 build environment and include both public and private symbols.

· All the components, except for the ASP code, will be written in C/C++. The ASP code will be written in VBScript, unless otherwise specified in the spec for the lab.

· All the debug scenarios will be done with the latest released debugger’s package downloadable from the ddk/debugging site on MS.COM.

· All source code should be commented.

· The main entry point that gets called by IIS ( HttpExtensionProc, Main, or the COM method, etc… ) must save the frame pointers.

5.1.2 Functionality

Details on each option functionality listed below. They are listed with a Rank out to the side, to indicate which labs or functionality, are to be accomplished first.  As an overview:

· Main entry point in the components. – Rank 1

· Access Violation in component code, variation 1 -  Rank 1

· Access Violation in external code (ie ntdll), variation 1 -  Rank 1

· Stack Overrun/Corruption, variation 1 - Rank 1

· Heap Corruption – old pointer reuse, variation 1 – Rank 1

· Heap Corruption – buffer overwrite, variation 1 – Rank 1

· Heap Corruption – double free, variation 1 – Rank 1

· Stack overflow – recursion in component, variation 1 – Rank 1

· 2nd chance exception (not AV), variation 1 – Rank 1

· Deadlock in component – Critical section, variation 1 – Rank 1

· High CPU in component – single thread loop, variation 1 – Rank 1

· Memory leak in component, variation 1 – Rank 1

· Handle leak in component, variation 1 – Rank 1

· Slow response in component code, variation 1 – Rank 1

5.2 Main entry point in the components

The main entry point is defined as the entry point that is called by IIS to process the request. Namely: HttpFilterProc for ISAPI filters, HttpExtensionProc for ISAPI Extensions, Main for CGI applications, and the method function exposed by the COM object when called from ASP. For ASP, there is also an ASP page, written in VBScript that will be used to invoke the COM object. Scenarios and their variations will be invoked from the main entry point, based on a parameter passed in the QueryString of the http request. The parameter is named “s” for scenario. If the scenario or variation takes any additional options, they will be passed in the QueryString as “p1”, “p2”, etc… For example, the ‘Access Violation in component code, variation 1’ scenario will look like “?s=av1_v1”. The scenario name to be used will be listed in the Functionality section of each lab listed bellow.

5.2.1 Requirements

· Each component’s entry point will save frame pointers( NON-FPO ).

· The entry point will use the ‘s’ parameter of the QueryString to determine the scenario function to invoke.

· The scenario function specification will be derived from the Requirements/Functionality of the labs listed bellow.

· The entry point will not contain any exception handling code.

· The entry point will assume that it is responding to an HTTP request and will form a vaild HTML response and return it. The HTML document will be in the form:

<HTML>\r\n

<HEAD><TITLE>IIS Debug Labs</TILTE></HEAD>\r\n

<BODY>\r\n

Scenario: <B>[secnario_name]</B> Variation: <B>[variation]</B><P>\r\n

Result: <B>[return value of function called]</B><P>\r\n

</BODY>\r\n

</HTML>

· If no valid scenario is passed in on the QueryString, the entry point should return the above HTML response, with “NO SCENARIO SPECIFIED” as the scenario name.

5.3 Access Violation in component code, variation 1

This lab demonstrates an access violation in the component code itself. The request to the component will invoke a function that will cause an AV. 

5.3.1 Requirements

· The access violation should be trying to write to memory that is bad or NULL. It should not be an AV in a call to another function. 

This would be OK:

SYSTEMTIME* pSysTime = NULL;

pSysTime->wYear = 2003; // av right here.

This is NOT what we want:

SYSTEMTIME* pSysTime = NULL;

GetSystemTime( pSysTime ); // would av in GetSystemTime.

· No exception handling code should be written to wrap the call.

· For the CGI application, the AV must happen on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.3.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “av1_v1”. The string will be part of the querystring like this: ?s=av1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.3.3 Debug annotation

The debug annotations for this lab will first show catching the AV, without symbols. The annotation will explain that the exception is a first chance AV, and show the assembly that caused the AV. No detailed explanation of the assembly instructions is needed. It will also explain that the call was made from IIS, into the entry point, and then into another function, where the AV occurred. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the AV.

5.4 Access Violation in external code, variation 1

This lab demonstrates an access violation outside of the component code, though caused by the component. The AV should occur in an OS module, other than the runtime.

5.4.1 Requirements

· The AV should occur due to a bad parameter passed to another function. For example:
SYSTEMTIME* pSysTime = NULL;

GetSystemTime( pSysTime ); // would av in GetSystemTime.

· No exception handling code should be written to wrap the call.

· For the CGI application, the AV must happen on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.4.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “av2_v1”. The string will be part of the querystring like this: ?s=av2_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.4.3 Debug annotation

The debug annotations for this lab will first show catching the AV, without symbols. The annotation will explain that the exception is a first chance AV, and show the assembly that caused the AV. It should show that the call to the OS function was made by the component. It should also show that a bad parameter was passed to the OS function. It will be explained that this information is enough to conclude that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the AV.

5.5 Stack Overrun/Corruption, variation 1
This lab demonstrates overwriting data on the stack, corrupting it, resulting in an AV or other problem. This variation will simply overrun a local var, from a sub function, causing the return pointer to be corrupted on the stack. The result should be an AV when the sub function exits.
5.5.1 Requirements

· The Stack Overrun should occur due in a sub function, by writing a string passed in to a local stack var that is too small to hold it.  The amount of data will need to be adjusted so as to cause the return pointer to be overwritten. For example:

#pragma optimize(“y”, off)

void corrupt( const char *str )

{

   char buffer[10]; // stack var.

   strcpy( buffer, str ); // overrun buffer.

}
#pragma optimize(“y”, off)
void StackOverrun()

{

   char _buffer[] = "01234567890123456789"; // more than 10 chars.
   corrupt( _buffer );

}

· No exception handling code should be written to wrap the call.

· For the CGI application, the AV must happen on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.5.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “sc1_v1”. The string will be part of the querystring like this: ?s=sc1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.5.3 Debug annotation

The debug annotations for this lab will first show catching the AV, without symbols. The annotation will explain that the exception is a first chance AV, and show the assembly that caused the AV. It should show that the eip is pointing to an invalid address, and it should show that the invalid address is caused by the stack being corrupted with the string. It will then show that the entry point of the component was called prior to the stack corruption. It will be explained that this information is enough to assume that the component is at fault. 

5.6 Heap corruption – old pointer reuse, variation 1

This lab demonstrates corrupting memory allocated from a windows heap. This variation will write to an “old” pointer. It will do this by allocating a buffer, writing to it, freeing it, and then writing to it again.
5.6.1 Requirements

· The scenario function should allocate memory from the default process heap, write to it, free it, and then write to it again. For example:

char* pszBuffer = (char*)HeapAlloc( GetProcessHeap(), 0, 16 );

lstrcpy( pszBuffer, "xxxxxxxxxxxxxxx" );

HeapFree( GetProcessHeap(), 0, pszBuffer );

lstrcpy( pszBuffer, "yyyyyyyyyyyyyyy" );
· No exception handling code should be written to wrap the call.

· For the CGI application, the scenario function must run on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.6.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “hc1_v1”. The string will be part of the querystring like this: ?s=hc1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.6.3 Debug annotation

This lab may require multiple requests to the web server to cause an AV. Since this form of heap corruption will result in corrupting the free list of the heap, it will require an allocation of about the same size to cause any problem to surface. The subsequent requests should be for other pages, such as static pages, or an asp page. The debugger should be running during the whole lab. Once an exception occurs, the debug annotations should show that the exception occurred due to Heap Corruption. The lab should show how to enable pageheap, and the processes restarted, and the lab run again, with the debugger attached to catch pageheap exception. Once the exception occurs, the annotation will show that the component is trying to use memory that is already freed. Using the debugger it will be shown how to dump the stack that freed the memory the first time. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Heap Corruption.

5.7 Heap corruption – buffer overwrite, variation 1

This lab demonstrates corrupting memory allocated from a windows heap. This variation will write more data in a buffer than the buffer was allocated to hold. It will do this by allocating two buffers of 16 bytes from a private heap, writing 22 bytes to the first one, then freeing both of them, in reverse order. The writing to the buffer will occur in a separate function called from the scenario function.
5.7.1 Requirements

· The scenario function should allocate memory from the a private heap for two buffers. It should call a function to write too many characters to the first buffer, but the correct amount to the second buffer. It should then free both buffers in reverse order. For example:

#pragma optimize(“y”, off)

void

FillChar(

  char* sz,

  char c,

  int len

  )

{

  while( len ) {

    sz[(--len)] = c;

  }

}

#pragma optimize(“y”, off)

BOOL
hc2_v1(

  )

{

  HANDLE hHeap = HeapCreate( 0, 0, 0 );

  char* pszBuffer = (char*)HeapAlloc( hHeap, 0, 16 );
  char* pszBuffer2 = (char*)HeapAlloc( hHeap, 0, 16 );

  FillChar( pszBuffer, ‘x’, 0x16 );

  FillChar( pszBuffer2, ‘y’, 16 );
  HeapFree( hHeap, 0, pszBuffer2 ); 

  HeapFree( hHeap, 0, pszBuffer );

  HeapDestroy( hHeap );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the CGI application, scenario function must run on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.7.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “hc2_v1”. The string will be part of the querystring like this: ?s=hc2_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.7.3 Debug annotation

Once an exception occurs, the debug annotations should show that the exception occurred due to Heap Corruption. The lab should show how to enable pageheap, and the processes restarted, and the lab run again, with the debugger attached to catch the pageheap exception. Once the exception occurs, the annotation will show that the component is trying to write more data than the buffer can hold. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Heap Corruption.

5.8 Heap corruption – double free, variation 1

This lab demonstrates corrupting memory allocated from a windows heap. This variation will free a block of memory twice, resulting in corrupting the free list. It will allocate a block of memory of size 16 from the default process heap. It will pass it to a function that will write to and free it, and then the scenario function will free it again.
5.8.1 Requirements

· The scenario function should allocate memory from the default process heap for one buffer. It should call a function to write characters to the buffer, and then free the buffer. Then the scenario function should free the buffer as well. :

#pragma optimize(“y”, off)

void

FillChar(

  char* sz,

  char c,

  int len

  )

{

  while( (--len) ) {

    sz[len] = c;

  }

  if ( !(*sz) ) {

    // if we didn’t write any chars, free the buffer.

    HeapFree( GetProcessHeap(), 0, sz );

  }

}

#pragma optimize(“y”, off)

BOOL

hc3_v1(

  )

{

  HANDLE hHeap = GetProcessHeap();

  char* pszBuffer = (char*)HeapAlloc( hHeap, 0, 16 );
  FillChar( pszBuffer, ‘x’, 16 );

  HeapFree( hHeap, 0, pszBuffer );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the CGI application, the scenario function must run on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.8.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “hc3_v1”. The string will be part of the querystring like this: ?s=hc3_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.8.3 Debug annotation

Once an exception occurs, the debug annotations should show that the exception occurred due to Heap Corruption. The lab should show how to enable pageheap, and the processes restarted, and the lab run again, with the debugger attached to catch pageheap exception. Once the exception occurs, the annotation will show that the component is trying to free a buffer twice. It will be shown how to find the frist free that occurred. It will be shown that the component attempted a double free. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Heap Corruption.

5.9 Stack Overflow – recursion, variation 1

This lab demonstrates overflowing the stack. This variation will use function recursion to eat up the stack space.

5.9.1 Requirements

· The scenario function call a sub-function that should recursively call itself, eating up the stack until a stack overflow occurs. :

#pragma optimize(“y”, off)

char*

FindChar(

  char* sz,

  char c

  )

{

  if ( *sz != c )

    return FindChar( sz, c );
  else

    return sz;

}

#pragma optimize(“y”, off)

BOOL

so1_v1(

  )

{

  HANDLE hHeap = GetProcessHeap();

  char* pszBuffer = (char*)HeapAlloc( hHeap, 0, 16 );
  char* sztmp = FindChar( pszBuffer, ‘x’ );

  HeapFree( hHeap, 0, pszBuffer );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the CGI application, the scenario function must run on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.9.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “so1_v1”. The string will be part of the querystring like this: ?s=so1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.9.3 Debug annotation

Once an exception occurs, the debug annotations should show that the exception was a Stack Overflow. The annotation will show that the Stack Overflow was due to recrsive calls in the component eating up the stack. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Stack Overflow.

5.10 2nd Chance Exception – (not av), variation 1

This lab demonstrates a 2nd chance exception, other than an access violation. This variation will use a separate thread to cause the problem. 

5.10.1 Requirements

· The scenario function should use the win32 api CreateThread (not _beginthread) to launch a thread and call a funciton that will cause a 2nd chance exception, EXCEPT in the case of the CGI application, which will do this on it’s main thread. The second chance exception should be an invalid handle passed to CloseHandle. The scenario function should attempt to create a file that doesn’t exist, resulting in an invalid handle being returned. The function should then attempt to close that handle. For example:

#pragma optimize(“y”, off)

void

CheckFile(

  )

{

  HANDLE hFile = CreateFile(...);

  CloseHandle( hFile );

}

#pragma optimize(“y”, off)

BOOL

2ce1_v1(

  )

{

  CreateThread(...);

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the CGI application, the 2nd chance exception must happen on the main thread, and the exe should not override the CRT main. This should ensure that a hidden pop-up occurs, or the AE debugger is invoked.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.10.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “2ce1_v1”. The string will be part of the querystring like this: ?s=2ce1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.10.3 Debug annotation

Once an exception occurs, the debug annotations should show that the exception was not an access violation, but was a 2nd chance exception. The annotation will show that the 2nd chance exception was due to a bad handle passed to CloseHandle from a function in the component. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the 2nd chance exception.

5.11 Deadlock in component – CriticalSection, variation 1

This lab demonstrates a deadlock in a component. This variation will use a separate threads to cause the problem. 

5.11.1 Requirements

· The scenario function should use the win32 api CreateThread (not _beginthread) to launch two threads that run a function that will enter and leave two separate critical sections. The scenario function should enter both critical sections itself first, and then launch the threads. The threads will wait on opposing critical sections, and then attempt to enter the opposite critical section. There is a timing issue that could allow the lab to succeed. Multiple invocations of the lab may be needed to cause the problem. A sleep after the first enter could help. For example:

CRITICAL_SECTION cs1;

CRITICAL_SECTION cs2;

#pragma optimize(“y”, off)

void

LockTables(

  )

{

  EnterCriticalSection( &cs1 );

  SleepEx( 250 );
  EnterCriticalSection( &cs2 );

  LeaveCriticalSection( &cs2 );

  LeaveCriticalSection( &cs1 );

}

#pragma optimize(“y”, off)

void

LockAll(

  )

{

  EnterCriticalSection( &cs2 );

  SleepEx( 150 );

  EnterCriticalSection( &cs1 );

  LeaveCriticalSection( &cs1 );

  LeaveCriticalSection( &cs2 );

}

#pragma optimize(“y”, off)

BOOL

dl1_v1(

  )

{

  InitializeCriticalSection( &cs1 );

  InitializeCriticalSection( &cs2 );

  EnterCriticalSection( &cs1 );

  EnterCriticalSection( &cs2 );

  CreateThread( ... ); // LockTables
  CreateThread( ... ); // LockAll

  LeaveCriticalSection( &cs1 );

  LeaveCriticalSection( &cs2 );

  WaitForMultipleObjects( ... ); //thread handles

  DeleteCriticalSection( &cs1 );

  DeleteCriticalSection( &cs2 );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.11.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “dl1_v1”. The string will be part of the querystring like this: ?s=dl1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.11.3 Debug annotation

Once the request has been issued, and it is clear that it is ‘hung’, then the debug annotations should show the threads that are deadlocked. It should show that the deadlock occurred with a critical section owned by the component. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the deadlock.

5.12 High CPU in component – single thread loop, variation 1

This lab demonstrates a high CPU condition occurring. This variation will use a loop for 30 seconds  to cause the problem. 

5.12.1 Requirements

· The scenario function should use a loop to cause the problem. It should last for 30 seconds and then exit normally. For example:

#pragma optimize(“y”, off)

BOOL

cpu1_v1(

  )

{

  DWORD dwStartTime = GetTickCount();

  while( GetTickCount()-dwStartTime >= 30000 )

  {

  }

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.12.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “cpu1_v1”. The string will be part of the querystring like this: ?s=cpu1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.12.3 Debug annotation

Once the request has been issued, then the debug annotations should show two methods of finding the thread that is causing the high cpu. The first is using perfmon and the second is with !runaway.  It should show that the thread is in a loop in a function owned by the component. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the High CPU.

5.13 Memory leak in component, variation 1

This lab demonstrates a leaking memory. This variation will use 3 different methods. It will use HeapAlloc from the default process heap, malloc from the C-Runtime, and VritualAlloc. It will allocate 1k each time it is called. The method it will use will be determined by the ‘p1’ parameter passed. 1 will be HeapAlloc, 2 will be malloc, and 3 will be VirtualAlloc.

5.13.1 Requirements

· The scenario function should use one of three methods to allocate the memory: HeapAlloc, malloc, and VirtualAlloc. The size of the allocation should be 1024. HeapAlloc should allocate from the default heap. The component should NOT statically link with the CRT so that the call to malloc is made from msvcrt.dll. For example:

#pragma optimize(“y”, off)

BOOL

memleak1_v1(

  int iType

  )

{

  void* lp = NULL;

  switch ( iType )

  {

  case 1:

     lp = HeapAlloc( GetProcessHeap(), 0, 1024 );

     break;

  case 2:

     lp = malloc( 1024 );

     break;

  case 3:

     lp = VirtualAlloc( NULL, 1024, MEM_COMMIT, PAGE_READWRITE );

     break;

  case default:

     break;

  }

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the ISAPI filter, the AV will be processed on the PreProcHeaders notification.

5.13.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “memleak1_v1”. The string will be part of the querystring like this: ?s=memleak1_v1.

· The request to the component will also specify the type of memory leak using the ‘p1’ parameter. This will be a part of the QueryString like this: ?s=memleak1_v1&p1=1. If ‘p1’ is not specified, then the default should be HeapAlloc.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.13.3 Debug annotation

The lab will need to be executed several times to demonstrate memory leaking. The debug annotation should show how to identify that there is a leak. LeakDiag should be used to show that the leak is coming from the component. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Memory Leak.

5.14 Handle leak in component, variation 1

This lab demonstrates a leaking a handle. This variation will open a registry key and leak it.

5.14.1 Requirements

· The scenario function should open a registry key and not close the handle. For example:

#pragma optimize(“y”, off)

BOOL

handleleak1_v1(

  )

{

  HKEY hKey = RegOpenKey( ... );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the ISAPI filter, the handle leak will be processed on the PreProcHeaders notification.

5.14.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “handleleak1_v1”. The string will be part of the querystring like this: ?s=handleleak1_v1.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.14.3 Debug annotation

The lab will need to be executed several times to demonstrate handles are being leaked. The debug annotation should show how to identify that there is a leak, using perfmon. The debug will show how to list the handles, and what type is being leaked, by looking at the number of them. A live debug with a BP on the RegOpenKey will be used to show that the component is making all these opens. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the Handle Leak.

5.15 Slow response in component code, variation 1

This lab demonstrates a slow response. This variation will use SleepEx to sleep for 30 seconds by default. A parameter. ‘p1’, can be used to specify a different time in seconds.
5.15.1 Requirements

· The scenario function should use SleepEx to sleep for 30 seconds and then return. For example:

#pragma optimize(“y”, off)

BOOL

slow1_v1(

  int iTime

  )

{

  SleepEx( iTime, FALSE );

  return TRUE;

}
· No exception handling code should be written to wrap the call.

· For the ISAPI filter, the scenario will be processed on the PreProcHeaders notification.

5.15.2 Functionality

· A request to the component will specify the type of scenario and the variation. In this case it will be the string “slow1_v1”. The string will be part of the querystring like this: ?s=slow1_v1.

· An optional parameter ‘p1’ can be specified in the querystring. The parameter will be the time, in seconds.

· The scenario function used in this lab must also save the frame pointer.

· The return from the function (assuming it could return) is to be TRUE, which will be used by the entry point function to return as the scenario result.

5.15.3 Debug annotation

The debug annotations will show finding the thread that is sleeping, and what it’s doing. It will show that the component is causing the delay. It will be explained that this information is enough to prove that the component is at fault. The annotation will continue with loading private symbols and show how to find the line of code causing the sleep.

6 Security Threat Modeling

6.1 Component Interaction

.  

6.2 Threat Model

<< Using the Test Security Checklist, run through and identify all possible threats to feature, sorting via STRIDE Model >>

6.2.1 Spoofing Data/Identity

6.2.2 Tampering with Data

6.2.3 Reputability

6.2.4 Information Disclosure

6.2.5 Denial of Service

6.2.6 Elevation of Privilege

7 User Interface Impact

HTML interface.

8 Configuration Impact

9 Setup Impact

Will need a setup.  

9.1 Install Directory

TBD.

10 Localization

N/a


11 UE Impact

N/a  

12 Related Documents

<< links to any related documents >>

13 History

	Date
	Changes made
	Author

	1.16.03
	Project spec draft written, not quite complete (need to complete security and config section, and add additional lab variations, and html interface format)
	JeremyP
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