IIS Architecture Review

Understanding IIS architecture can make a significant difference when debugging becomes necessary, or even prevent debugging in many cases. There are 2 breakdowns of components that can affect IIS functionality: in-the-box IIS components and customer/3rd party components. 

Overview of IIS processes and components and their interaction:
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3rd party components

The easiest pieces to explain are the customer/3rd party components. The major components in this class are ISAPI filters and extensions, CGI’s, ASP pages and COM components. In order to know how to debug these components that are somewhat out of IIS’s control, you have to know how they interact with IIS.

ISAPI Filters

ISAPI Filters are DLLs that are loaded when the W3SVC service starts, or when a specific web site is first started, depending on where the filter is installed at. Global filters cannot be unloaded, but site filters are unloaded if the site instance is stopped. ISAPI Filters are designed to allow for requests to be modified or monitored along the way as they are processed by W3SVC. As certain stages in the processing occur, notifications are sent to the filters, and they are given a chance to participate in the processing of the request at that stage. For example, when mapping of a request to a physical resource occurs, ISAPI Filters that have registered for that notification are allowed to modify the request. 

ISAPI Filter DLLs expose three functions; GetFilterVersion, HttpFilterProc, and TerminateFilter. When the W3SVC service is started, or when a site is started, W3SVC loads the listed filters and calls the GetFilterVersion function. GetFilterVersion should be used by the filter to do initialization functions, much like a DLL would do in DLLMain. At this point the filter fills out a structure and hands it back to W3SVC. This is where the filter tells W3SVC which notifications it wants to be notified for, and also tells it what order it should be placed, in relation to other filters for the same notifications. For example, if two filters are loaded and both want to be notified for the URL mapping notification, and one specifies a high load order and the other specifies a medium or low load order, then the high load order filter will get notified first, and have the first chance at modifying the request. The low order filter will get it last, but that also means that the any changes the low order filter makes are the final changes before handing the request back to W3SVC. The same applies to the response flow, except for the SendRawData notification, in which the high order filters get called last. Filters get called in this order: Global:High,Site:High,Global:Medium:SiteMedium:Global:Low,Site:Low. If there is more than one filter in the Global or Site list that has the same notification level, then the order they are listed in is how they will be called.

Some examples of ISAPI filters that ship with IIS5 are SSPIFILT.DLL, MD5FILT.DLL, and COMPFILT.DLL. SSPIFILT is used for SSL communications. MD5FILT is used for Digest Authentication. COMPFILT is used for HTTP compression.

ISAPI Extensions

ISAPI Extensions are DLLs that are used to process requests and send responses to clients. ISAPI Extensions are how W3SVC can be a web application server. There are two ways an ISAPI Extension is invoked. A direct request for the DLL itself, or indirectly using an application mapping (also called script mapping). For a direct request, the ISAPI extension would be placed in a virtual directory and the Execute permissions of the virtual directory would need to be set to Scripts and Executables. For requests involving application mappings, the application mapping is set up for the virtual directory such that when a request for a given file extension is made, W3SVC will invoke the appropriate ISAPI extension. For example, if a request is made for test.asp W3SVC will look up .asp in its extension map and invoke the ASP.DLL ISAPI extension to process the request. 

W3SVC uses WAM to process ISAPI application requests. It may result in running the ISAPI application in a separate or shared DLLHOST.EXE. In this case WAM in the INETINFO process makes RPC calls to WAM in the DLLHOST process to execute the request. ISAPI Extensions expose three functions that WAM calls: GetExtensionVersion, HttpExtensionProc, and TerminateExtension. The first time an ISAPI Extension is invoked, the GetExtensionVersion is called. Here the ISAPI Extension should do its initialization routines, instead of in a DLLMain. Then the HttpExtensionProc is called with a pointer to the request information that W3SVC has received and parsed. In the case of POST requests, or other methods where entity data is allowed, and the client has sent or is sending more data than fits in the first packet(s) containing the request headers, W3SVC will hand the request off to the ISAPI application before it finishes reading in this data. Unless the ISAPI Extension calls the support functions in WAM to read the rest of the data, W3SVC will not read it in. ISAPI extensions are invoked by the WAM object, and use the ServerSupportFunction in WAM to interact with W3SVC to receive the client request and to send responses. Whether the ISAPI application is running inside the INETINFO.EXE process (in-proc) or in a DLLHOST.EXE process (out-of-proc), the authenticated user is impersonated before calling into the HttpExtensionProc of the ISAPI. For anonymous requests, the anonymous user would be impersonated. If an ISAPI uses the RevertToSelf API, then it will be running in the context of the application, which would System for INETINFO.EXE and the IWAM account for DLLHOST.EXE. The account used for the DLLHOST.EXE may be changed in Component Services. 


Some examples of ISAPI extensions that ship with IIS are ASP.DLL, SSINC.DLL, IDQ.DLL, HTTPEXT.DLL, HTTPODBC.DLL, WEBHITS.DLL, ISM.DLL and MSW3PRT.DLL. ASP.DLL is used to process ASP. IDQ handles index server queries. HTTPEXT handles WebDAV requests. ISM handles HTR requests for password changes. MSW3PRT handles Internet Printing.

CGI

CGI applications are free-standing executables that execute to handle HTTP requests. These processes are spawned by W3SVC through a call to CreateProcessAsUser. They will tie up an ATQ thread for communication between W3SVC and STDIN/STDOUT of the CGI. Each incoming request causes a new instance of the CGI to be created and ties up an ATQ thread until execution completes. It is important to note that CGI can impact IIS since ATQ threads are used to handle incoming client requests. These CGI’s can also quickly deplete the desktop heap since each CGI can spawn as a different user, and cause a new desktop to be created thereby depleting the desktop heap. This problem can be exaggerated if the number of ATQ pool threads is increased, or if CGI’s are configured to create their own threads and not use ATQ pool threads. This will allow more CGI’s to spawn effectively hitting this limit more quickly.

ASP Code


ASP pages are the most widely used means for our customers to create dynamic content. There is a lot of functionality and flexibility built-in, but it also provides the opportunity for failure points. ASP is implemented as an ISAPI extension, with intimate knowledge of IIS’s internal structures. ASP can instantiate COM objects, and make calls through these interfaces with simple VBScript/Jscript code. 

COM Components

COM components can be written in a variety of languages and can be hosted or used in several different ways. COM components are most often used via ASP pages, and can run in the same process as the ASP code, or in a different process. 

IIS Components


The internal IIS components are the files that ship with the product. These include files that are not customizable by the customer, and would require hotfixes/service packs for code changes. It is important to know which components are responsible for certain categories of functionality. For example, if you know that you are having problems with the static file cache, then you know INFOCOMM.DLL is probably involved in some way. 

Asynchronous Transfer Queue (ATQ)

The ATQ module was designed to address the problem of managing high request volume and meeting low response time, while maintaining good server health. It provides an interface for services like W3SVC, MSFTPSVC, and others, to handle socket based requests and file IO, using a scalable worker thread pool and a feature introduced in Windows NT 3.5 called completion ports.

ATQ works by having a pool of worker threads waiting on a completion port handle. A completion port handle can be used to issue asynchronous IO requests, including AcceptEx, ReadFile, ReadDirectoryChangesW, and others. When the requested IO completes, then one of the worker threads that is waiting on the completion port handle will be woken up and given the status of the IO request. So, for example, W3SVC would use ATQ to post an AcceptEx on port 80 to wait for an incoming request. When a request comes in, the system will wake one of the ATQ threads up and give it the status of the AcceptEx call. The ATQ worker thread will then use the ATQ_CONTEXT that it associated with the IO request and determine what function in W3SVC to call back into to deliver the status and start processing the request.

INFOCOMM

The INFOCOMM component in IIS is used to provide three basic functionalities for the core IIS services. It provides a URI based cache, logging services, and authentication services. 

When a request comes into W3SVC or MSFTPSVC, it is parsed and it is determined if authentication is needed. If so, these services use the authentication support in INFOCOMM to obtain an impersonation token. This includes Basic, NTLM, Negotiate, and Kerberos authentication. (Digest Authentication is performed by the digest ISAPI filter.) INFOCOMM will cache certain types of impersonation tokens, such as those from Basic auth logons, in its common cache, which speeds up the authentication process for subsequent requests.

As the request is parsed, the URI information is stored in or retrieved from in the INFOCOMM cache. This URI information includes links to the actual files, in the case of static content, and to file security descriptors, which expedite the processing of requests. Objects in the cache are timed periodically to maintain good memory usage. When a request is complete, the Internet Service will log the request in a specified format. This is also handled through INFOCOMM.

Web Application Management (WAM) Object

The Web Application Management (WAM) object is used to process ISAPI applications and provide a mechanism for managing the applications availability. The WAM object uses a COM interface to allow the W3SVC service to create it in-proc or out-of-proc. This allows for isolation of ISAPI applications in separate or shared DLLHOST.EXE processes. The WAM object supplies interfaces for the ISAPI application to get data from W3SVC and the client and to send data back to the client. The WAM.DLL is responsible for loading and calling the ISAPI extension. The WAM object can be configured per application, so that each application can have different settings.

When an application is running out-of-process, WAM is running both in-proc and out-of-proc. WAM keeps track of application states, and if an out-of-proc application crashes, a new instance can be started when the next request is made for that application.

WWW Service (W3SVC):

The W3SVC service is an extensible web application server that processes static and dynamic content. It runs in INETINFO.EXE and uses Component Services to host dynamic web applications. Its configuration is stored in the Metabase, along with the other IIS services. 

W3SVC is extensible by a feature called the Internet Server API (ISAPI). This is a set of APIs that are exposed by IIS to special DLLs that allow the extending of the service or dynamic content.

W3SVC uses the services of ATQ to send and receive data with clients. It also uses ATQ for file change notifications. There are a limited number of ATQ threads to process new requests and send data to current clients. Poorly written ISAPI applications or CGIs can consume all the available ATQ threads. This is because when a request comes in from a client, ATQ hands the request to W3SVC which hands the request to a CGI or to WAM which calls the ISAPI Extension. This is done on the ATQ thread that picked up the request. If the ISAPI Extension or CGI does not return right away, then there is one less ATQ thread to process new requests. The ISAPI Extension services provide a solution to this by allowing ISAPI applications to take a request and return a pending status immediately, which would free up the ATQ worker thread. Then the ISAPI Extension could process the request and use the asynchronous calls to send and receive data with the client on its own worker thread. ASP does this, for example, using the COM+ worker threads to process ASP requests.

W3SVC caches static content and basic authentication tokens in a cache provided by INFOCOMM. Objects in the cache are timed out, by default in 30 seconds of idle time. Tokens time out in 30 minutes by default. A major difference in IIS 5 from IIS 4 is that now W3SVC caches the entire contents of the file in memory, closing the file handle after it has read the contents. In IIS 4 it would cache the file handle, instead of the contents, resulting in the file being left open while in use.

IISAdmin service and Metabase:

The IISAdmin service provides secure access to the Metabase for the other services in IIS, and configuration tools. It also provides notification of Metabase changes using COM connection points. The IIS Services and external applications access IISAdmin through the IISAdmin Base object interface. This can be accessed by creating the IISAdmin Base object directly, or via the ADSI provider. Tools like MDUTIL.EXE create the IISAdmin Base object directly by using CoGetClassObject using the CLSID_MSAdminBase class id. Scripts like ADSUTIL.VBS create the IISAdmin Base object using the ADSI provider (ADSIIS.DLL) by calling GetObject using the “IIS:://” syntax.

IISAdmin has some default extensions that provide some additional functionality. These extensions are COM components that implement a common interface so IISADMIN.DLL can load them and initialize them. The extensions are listed by their CLSID in the registry key HKLM\Software\Microsoft\InetStp\Extensions. The default extensions in IIS 5 are WAMREG.DLL, ADMEXS.DLL, and SVCEXT.DLL. WAMREG.DLL is used when an application is created or deleted in the Web Service. It handles creating or deleting a package in the COM+ catalog, and adding the information to the Metabase. ADMEXS.DLL is used for Metabase synchronization between two IIS servers in a cluster. IISSYNC.EXE  uses this feature. It includes migration of the SSL certificate information. The SVCEXT.DLL is used for processing start commands in the Metabase, and for registering FrontPage webs. It also syncs the IUSR and IWAM accounts when a Metabase restore occurs.

The Metabase is stored in binary format and secure data in the Metabase is encrypted. Access to the Metabase is controlled by the IISAdmin object and the ACL’s are stored in the Metabase itself. The format of the binary file is proprietary and so tools that read or write to the Metabase must use the IISAdmin object to do so. When writing the Metabase, a temp file is used first, in case there are any problems writing the file out. The Metabase uses a schema to describe the sections of data in it. Services can extend the schema by using the IISNamespace provider. Properties can only be added to the Metabase if the path to the item is described in the schema.

The following is a list of the common modules in IIS and their roles:

· W3SVC.DLL for core http services 

· WAM.DLL for managing ISAPI extension execution 

· INFOCOMM.DLL for service/instance management, file/blob caches, general authentication/certificate utilities, and general common functionality 

· IISADMIN.DLL for the IISAdmin service to manage Metabase connectivity

· ISATQ.DLL for thread queue and socket support 

· IISRTL.DLL for general utilities including scheduler, STR string class, and ACACHE sub-allocator 

· SSPIFILT.DLL for SSL (ISAPI filter) 

· MD5FILT.DLL for digest authentication (ISAPI filter) 

· SSINC.DLL for SSI (ISAPI extension) 

· ASP.DLL for ASP (ISAPI extension) 

· HTTPODBC.DLL for IDC (ISAPI extension) 

· HTTPEXT.DLL for WebDAV (ISAPI extension)
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