Debugging basics and commands.

This module covers basic debugging techniques and commands.

Attaching to a process, controlling execution, and breaking in
Attaching to a process manually is useful when you want to target a specific process instance, or when other automated tools are not working or applicable. It is simple to attach to a running process with either WinDbg or CDB. In WinDbg, you can go to the File menu and click Attach to a Process (or press F6) and choose the process from the list.
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With CDB you can specify the process ID on the command line using the –p parameter. 
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Once the debugger has attached, an initial breakpoint event occurs and the process is halted. This freezes all threads, and the process is not doing any work. In this state, you can examine all of the threads, and the memory. You can set breakpoints and exception filters, and you can edit memory contents.
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To set the process running again, enter the G command in the debugger and press ENTER. To break into the running process manually, press CTRL+C or CTRL+BREAK. This will behave the same as the initial breakpoint event.

Starting and running a process under the debugger can be done in a couple of ways. The simplest method is to launch the process from the debugger. In WinDbg, on the File menu, click  Open Executable (or press CTRL+E) Then click the name of the executable, enter any command-line arguments needed and click Open.
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In CDB, specify the process executable and any command-line arguments.
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Like attaching to a running process, an initial breakpoint event occurs and the process is halted. You must use G to start the process executing. Starting a process under the debugger is useful to catch startup failures, or to set breakpoints early. 

In the case of services that run hidden, and that are started by the Service Control Manager (SCM), such as IIS, we need to use a different method to attach to the process at startup. Windows provides a mechanism via the Image File Execution Options. These can be set in the registry for any process that we need to attach. Since the process will be hidden by default, a couple of things need to be done to make sure that once the debugger is attached, we can control the debugger. 
· To use this method, first open the Services control panel, and open the IIS Admin Service Properties page. 
· Click the Log On tab.

· Make sure the account is set to Local System, and then select the Allow service to interact with desktop checkbox and click OK.
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· Open the registry and navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Nt\CurrentVersion\Image File Execution Options. 
· Create a key under it using the name of the executable (Inetinfo.exe for IIS). 
· Highlight the key and create a new String value named Debugger. 
· Enter the full path to the debugger. 
· Start the service. 
This should cause the debugger to pop up on the desktop and allow debugging as normal. As in the previous methods, an initial breakpoint event will halt the process. To allow the process to start running immediately, you can specify the -g switch.
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In each of these scenarios, you can break into the running process using CTRL+C or CTRL+BREAK.

Setting Symbols and Source Paths
Proper symbols are needed when debugging processes or dump files. To set the symbol path in the debugger you can set the environment variable _NT_SYMBOL_PATH, or you can specify it on the command-line with the –y switch, or in the debugger with the .sympath command. Our current debuggers can use the SymbolServer technology to look up symbols from our symbol repositories. The syntax is srv*\\server\share. You can create a local cache of symbols that are resolved by adding a local path to the syntax, such as srv*c:\symcache*\\server\share. Our main internal symbol share is \\symbols\symbols. The external one that customers can use, is at http://msdl.microsoft.com/download/symbols/. The syntax would be the same: srv*c:\symcache*http://msdl.microsoft.com/download/symbols. This requires a connection to the Internet to work. Multiple paths can be used, separating them with a semicolon.

If you have access to source code, you can set the source search path in the debugger using the .srcpath command. Multiple paths can be used, separating them with a semicolon.

Common commands
The following set of common commands and structures are invaluable in debugging IIS and other applications. This reference assumes x86 debugging, and not alpha or i64.

g - This command is used to resume execution of a running process. It only works in live debugs. 

k - This command is used to display a call stack trace. A call stack is the current set of return addresses that represent the code flow on a given thread. Return addresses are pushed on the stack as one function calls another. “Walking the stack” is the process of finding the return addresses to establish the context we are in. The k command produces an output like this:

0:000> k

ChildEBP RetAddr

0006fee4 01002a01 USER32!NtUserGetMessage+0xb

0006ff24 01006576 notepad!WinMain+0x63

0006ffc0 77e97d08 notepad!WinMainCRTStartup+0x156

0006fff0 00000000 KERNEL32!BaseProcessStart+0x3d

The output shows three columns, the EBP (or base pointer of the frame), the return address, and the symbolic or friendly name of the function of the return address. The name can be incorrect if symbols are not correct. In addition, if symbols are not good, the stack itself may be incorrect or truncated.

The k command takes additional parameters that are useful. You can specify b, v, p and n as modifiers. The b and v usually display three additional columns, which are the first three Dwords on the stack proceeding the function (assumed to be parameters, but not always accurate as values could have changed). P attempts to use symbolic information to display all the parameters passed to each function. N adds a frame number to the left. The frame number can be used in the .frame command. If the .lines option has been enabled, the k command can also print the source file name and line number, if private symbols for the function are available. The ~ modifier can be used at the beginning of k to indicate that a thread Id will be specified. After the ~ specify the thread number, for example, ~5k would list the call stack for thread 5. ~~[id]k will use the actual thread id. For example, ~~[7ec]k.

d - Display memory command. This allows for examining the contents of memory. If the memory is readable, the values are printed, if not ?s are printed. There are several modifiers to affect the output. a, b, c, d, D, f, p, q, u and w. In addition, y can be used to dump in bit format. d takes an address or address range to display. The most common modifiers are c, d, w, and b.

0:000> dc 6fee4

0006fee4  0006ff24 01002a01 0006ff08 00000000  $....*..........

0006fef4  00000000 00000000 77f82933 00072a7d  ........3).w}*..

0006ff04  7ffdf000 00140946 00000118 0000ffff  ....F...........

0006ff14  a006a39e 2d510505 00000264 00000351  ......Q-d...Q...

0006ff24  0006ffc0 01006576 01000000 00000000  ....ve..........

0006ff34  00072a7d 0000000a 77f82933 00070000  }*......3).w....

0006ff44  7ffdf000 8042bd4d 00072a7d 00232468  ....M.B.}*..h$#.

0006ff54  00000000 bdc57c70 00232d58 00000001  ....p|..X-#.....
0:000> db 6fee4

0006fee4  24 ff 06 00 01 2a 00 01-08 ff 06 00 00 00 00 00  $....*..........

0006fef4  00 00 00 00 00 00 00 00-33 29 f8 77 7d 2a 07 00  ........3).w}*..

0006ff04  00 f0 fd 7f 46 09 14 00-18 01 00 00 ff ff 00 00  ....F...........

0006ff14  9e a3 06 a0 05 05 51 2d-64 02 00 00 51 03 00 00  ......Q-d...Q...

0006ff24  c0 ff 06 00 76 65 00 01-00 00 00 01 00 00 00 00  ....ve..........

0006ff34  7d 2a 07 00 0a 00 00 00-33 29 f8 77 00 00 07 00  }*......3).w....

0006ff44  00 f0 fd 7f 4d bd 42 80-7d 2a 07 00 68 24 23 00  ....M.B.}*..h$#.

0006ff54  00 00 00 00 70 7c c5 bd-58 2d 23 00 01 00 00 00  ....p|..X-#.....

0:000> dw 6fee4

0006fee4  ff24 0006 2a01 0100 ff08 0006 0000 0000

0006fef4  0000 0000 0000 0000 2933 77f8 2a7d 0007

0006ff04  f000 7ffd 0946 0014 0118 0000 ffff 0000

0006ff14  a39e a006 0505 2d51 0264 0000 0351 0000

0006ff24  ffc0 0006 6576 0100 0000 0100 0000 0000

0006ff34  2a7d 0007 000a 0000 2933 77f8 0000 0007

0006ff44  f000 7ffd bd4d 8042 2a7d 0007 2468 0023

0006ff54  0000 0000 7c70 bdc5 2d58 0023 0001 0000
dds - Display words and symbols command. This can display a range of values in memory in a single column, along with any symbolic names on the right. The symbolic names will show up for values that are in module ranges. This is useful for manually rebuilding stacks or finding class types in heap.

0:000> dds 6fee4

0006fee4  0006ff24

0006fee8  01002a01 notepad!WinMain+0x63

0006feec  0006ff08

0006fef0  00000000

0006fef4  00000000

0006fef8  00000000

0006fefc  77f82933 ntdll!RtlpFreeToHeapLookaside+0x4a

0006ff00  00072a7d

0006ff04  7ffdf000

0006ff08  00140946

0006ff0c  00000118

0006ff10  0000ffff

0006ff14  a006a39e

0006ff18  2d510505

0006ff1c  00000264

0006ff20  00000351

0006ff24  0006ffc0

0006ff28  01006576 notepad!WinMainCRTStartup+0x156

0006ff2c  01000000 notepad!_imp__IsTextUnicode <PERF> (notepad+0x0)

0006ff30  00000000

0006ff34  00072a7d

0006ff38  0000000a

0006ff3c  77f82933 ntdll!RtlpFreeToHeapLookaside+0x4a

0006ff40  00070000

0006ff44  7ffdf000

0006ff48  8042bd4d

0006ff4c  00072a7d

0006ff50  00232468

0006ff54  00000000

0006ff58  bdc57c70

0006ff5c  00232d58

0006ff60  00000001

r - Display CPU registers. This command allows you to see the current register values, and modify them. This is useful to see the current stack pointer (esp), instruction pointer (eip), or other registers being referenced in the current assembly instruction. For functions that return a code, the explicit return code of a function is stored in eax. Evaluating eax immediately after a function exits can show its return code. To set a register value, use r <reg>=<value>.
0:000> r

eax=0006fcec ebx=00000000 ecx=eb010101 edx=00000000 esi=0006ff08 edi=77e1325f

eip=77e1325c esp=0006fecc ebp=0006fee4 iopl=0         nv up ei pl zr na po nc

cs=001b  ss=0023  ds=0023  es=0023  fs=0038  gs=0000             efl=00000246

USER32!NtUserGetMessage+b:

77e1325c c21000           ret     0x10

u - The unassemble command is used to display the assembly instructions at a given address. The u command will take the data at the address supplied and attempt to display its assembly instruction equivalent. For example, u eip would display the current instruction and the next few instructions. It is often useful to use the u command to validate return addresses, as in this example. To validate that WinMainCRTStartup calls WinMain, we would u the return address for WinMain minus 2-6 bytes and look for a call instruction:

0:000> k

ChildEBP RetAddr

0006fee4 01002a01 USER32!NtUserGetMessage+0xb

0006ff24 01006576 notepad!WinMain+0x63

0006ffc0 77e97d08 notepad!WinMainCRTStartup+0x156

0006fff0 00000000 KERNEL32!BaseProcessStart+0x3d

0:000> u 1006576-6

notepad!WinMainCRTStartup+150:

01006570 50               push    eax

01006571 e828c4ffff       call    notepad!WinMain (0100299e)

01006576 894598           mov     [ebp-0x68],eax

01006579 50               push    eax

0100657a ff1568110001     call    dword ptr [notepad!_imp__exit (01001168)]

01006580 eb22             jmp     notepad!WinMainCRTStartup+0x184 (010065a4)

01006582 8b45ec           mov     eax,[ebp-0x14]

01006585 8b08             mov     ecx,[eax]

!critsec and !locks - The commands are used to display the status of critical section locks in the process. 
· By default, !locks shows only locked critical sections. 
· A –v switch will walk all the critical sections. The output shows the:
· Current LockCount - the number of threads waiting.

· RecursionCount - the number of times the current thread has entered the lock in a row.

· OwningThread - the thread ID of the current owner.

· Entry and Contention counts represent the amount of attempted entries on the critical section while it is locked. High numbers here represent a bottleneck.

0:008> !critsec 65F47BF8

CritSec w3svc!g_csServiceEntryLock+0 at 65F47BF8

LockCount          0

RecursionCount     1

OwningThread       7ec

EntryCount         0

ContentionCount    0

*** Locked

0:008> ~~[7ec]k

ChildEBP RetAddr

00e0fc1c 77ea9d00 NTDLL!NtWaitForMultipleObjects+0xb

00e0fc6c 77e1e93b KERNEL32!WaitForMultipleObjectsEx+0xea

00e0fcc8 77e1e988 USER32!MsgWaitForMultipleObjectsEx+0x153

00e0fce4 769c4b92 USER32!MsgWaitForMultipleObjects+0x1d

00e0fd30 65f2d75e infocomm!IIS_SERVICE::StartServiceOperation+0x209

00e0fd70 01002440 w3svc!ServiceEntry+0x1b5

00e0ffa4 77dd8943 inetinfo!InetinfoStartService+0x2bd

00e0ffb4 77e8b2d8 ADVAPI32!ScSvcctrlThreadA+0xe

00e0ffec 00000000 KERNEL32!BaseThreadStart+0x52

!teb - Display the thread environment block. This is used to show common fields in the current threads environment block. The Stack Base and Stack Limit fields are useful in dumping the entire stack range to rebuild a stack or look for certain values or functions.

0:008> !teb

TEB at 7FFD6000

    ExceptionList:    104fcd0

    Stack Base:       1050000

    Stack Limit:      103f000

    SubSystemTib:     0

    FiberData:        1e00

    ArbitraryUser:    0

    Self:             7ffd6000

    EnvironmentPtr:   0

    ClientId:         9dc.370

    Real ClientId:    9dc.370

    RpcHandle:        0

    Tls Storage:      0

    PEB Address:      7ffdf000

    LastErrorValue:   0

    LastStatusValue:  80090318

    Count Owned Locks:0

    HardErrorsMode:   0

0:008> dds 103f000 1050000

0103f000  00000000

0103f004  00000000

0103f008  00000000

0103f00c  00000000

0103f010  00000000

…………………

dt - Dump Type information. This command is useful to dump out structures and classes easily. This requires good symbols to work properly. dt <addr> <type> can be used to dump an address as a certain data type. dt <type will dump the definition of a data type, including the data types of its members.

0:008> dt w3svc!CLIENT_CONN

   +0x000 ListEntry        : _LIST_ENTRY

   +0x008 _Signature       : Uint4B

   +0x00c _fIsValid        : Int4B

   +0x010 _sClient         : Uint4B

   +0x014 _ccState         : CLIENT_CONN_STATE

   +0x018 _cRef            : Int4B

   +0x01c _achRemoteAddr   : [20] Char

   +0x030 _achLocalAddr    : [20] Char

   +0x044 _sPort           : Uint2B

   +0x046 _sRemotePort     : Uint2B

   +0x048 _fSecurePort     : Int4B

   +0x04c _phttpReq        : Ptr32 HTTP_REQ_BASE

   +0x050 m_pInstance      : Ptr32 W3_SERVER_INSTANCE

   +0x054 m_pW3Endpoint    : Ptr32 IIS_ENDPOINT

   +0x058 m_pW3Stats       : Ptr32 W3_SERVER_STATISTICS

   +0x05c m_localIpAddress : Uint4B

   +0x060 m_remoteIpAddress : Uint4B

   +0x064 m_atqEndpointObject : Ptr32 Void

   +0x068 _pvInitial       : Ptr32 Void

   +0x06c _cbInitial       : Uint4B

   +0x070 _AtqContext      : Ptr32 _ATQ_CONTEXT_PUBLIC

   +0x074 _fReuseContext   : Pos 0, 1 Bit

   +0x074 _fAbortiveClose  : Pos 1, 1 Bit

   +0x078 _strResponse     : STR

   =65f47180 CLIENT_CONN::_csBuffList : _RTL_CRITICAL_SECTION

   =65f47198 CLIENT_CONN::_BuffListHead : _LIST_ENTRY

   =65f471a0 CLIENT_CONN::_fGlobalInit : Int4B

   =65f471a4 CLIENT_CONN::_cFree : Uint4B

   =65f47178 CLIENT_CONN::_FreeListScavengerCookie : Uint4B

   +0x0a8 _BuffListEntry   : _LIST_ENTRY

   +0x0b0 _acCheck         : ADDRESS_CHECK

   +0x11c _fIsTransmitFileRequest : Int4B
0:008> dt w3svc!CLIENT_CONN cbb088

   +0x000 ListEntry        : _LIST_ENTRY [ 0xcb6ae8 - 0x65f47b20 ]

   +0x008 _Signature       : 0x20534343

   +0x00c _fIsValid        : 1

   +0x010 _sClient         : 0x814

   +0x014 _ccState         : 3 ( CCS_PROCESSING_CLIENT_REQ )

   +0x018 _cRef            : 2

   +0x01c _achRemoteAddr   : [20]  "3.104.112.179"

   +0x030 _achLocalAddr    : [20]  "3.104.112.252"

   +0x044 _sPort           : 0x1bb

   +0x046 _sRemotePort     : 0x5edc

   +0x048 _fSecurePort     : 1

   +0x04c _phttpReq        : 0x00cbb1b0

   +0x050 m_pInstance      : (null)

   +0x054 m_pW3Endpoint    : 0x00ca9498

   +0x058 m_pW3Stats       : 0x00c16578

   +0x05c m_localIpAddress : 0xfc706803

   +0x060 m_remoteIpAddress : 0xb3706803

   +0x064 m_atqEndpointObject : (null)

   +0x068 _pvInitial       : 0x0011ad18

   +0x06c _cbInitial       : 0x66

   +0x070 _AtqContext      : 0x00f56470

   +0x074 _fReuseContext   : 0y1

   +0x074 _fAbortiveClose  : 0y0

   +0x078 _strResponse     : STR

   =65f47180 CLIENT_CONN::_csBuffList : _RTL_CRITICAL_SECTION

   =65f47198 CLIENT_CONN::_BuffListHead : _LIST_ENTRY [ 0x65f47198 - 0x65f47198 ]

   =65f471a0 CLIENT_CONN::_fGlobalInit : 1

   =65f471a4 CLIENT_CONN::_cFree : 0

   =65f47178 CLIENT_CONN::_FreeListScavengerCookie : 0x11

   +0x0a8 _BuffListEntry   : _LIST_ENTRY [ 0x65f47198 - 0x65f47198 ]

   +0x0b0 _acCheck         : ADDRESS_CHECK

   +0x11c _fIsTransmitFileRequest : 0
dl - The dump list command is used to walk a linked list. This is useful in finding all the items on a list or validating the integrity of a list.

0:000> dl 280178

00280178  00280688 00280688 00280180 00280180

00280688  00280178 00280178 00000001 00000000
!heap - This command will dump the list of process heaps, and can dump detailed information on a specific heap, including all the entries in the heap. This is useful in finding leaks, and in troubleshooting corruption issues. It can also be used to find out if an address belongs to a specific heap. !heap –p –a is used with PAGEHEAP to dump the PAGEHEAP information for a specific block of memory.

!heap 0 0 will dump the list of heaps and their segments and sizes.

0:008> !heap 0 0

Index   Address  Name      Debugging options enabled

  1:   00070000

    Segment at 00070000 to 00170000 (00100000 bytes committed)

    Segment at 02360000 to 02460000 (000bb000 bytes committed)

  2:   00170000

    Segment at 00170000 to 00180000 (00001000 bytes committed)

  3:   00230000

    Segment at 00230000 to 00240000 (00010000 bytes committed)

    Segment at 00BC0000 to 00CC0000 (000fc000 bytes committed)

    Segment at 02070000 to 02270000 (00057000 bytes committed)

!heap <num/addr> -m will dump the individual sections of a heap and their free lists.

0:008> !heap 170000 -m

Index   Address  Name      Debugging options enabled

  1:   00070000

  2:   00170000

    Segment at 00170000 to 00180000 (00001000 bytes committed)

    Flags:               00008000

    ForceFlags:          00000000

    Granularity:         8 bytes

    Segment Reserve:     00100000

    Segment Commit:      00002000

    DeCommit Block Thres:00000200

    DeCommit Total Thres:00002000

    Total Free Size:     00000130

    Max. Allocation Size:7ffdefff

    Lock Variable at:    00170608

    Next TagIndex:       0000

    Maximum TagIndex:    0000

    Tag Entries:         00000000

    PsuedoTag Entries:   00000000

    Virtual Alloc List:  00170050

    UCR FreeList:        00170598

    FreeList Usage:      00000000 00000000 00000000 00000000

    FreeList[ 00 ] at 00170178: 00170688 . 00170688

    Segment00 at 00170640:

        Flags:           00000001

        Base:            00170000

        First Entry:     00170680

        Last Entry:      00180000

        Total Pages:     00000010

        Total UnCommit:  0000000f

        Largest UnCommit:0000f000

        UnCommitted Ranges: (1)

            00171000: 0000f000

!heap <num/addr> -h will dump all the entries in the heap.

0:008> !heap 170000 -h

Index   Address  Name      Debugging options enabled

  1:   00070000

  2:   00170000

    Segment at 00170000 to 00180000 (00001000 bytes committed)

    Flags:               00008000

    ForceFlags:          00000000

    Granularity:         8 bytes

    Segment Reserve:     00100000

    Segment Commit:      00002000

    DeCommit Block Thres:00000200

    DeCommit Total Thres:00002000

    Total Free Size:     00000130

    Max. Allocation Size:7ffdefff

    Lock Variable at:    00170608

    Next TagIndex:       0000

    Maximum TagIndex:    0000

    Tag Entries:         00000000

    PsuedoTag Entries:   00000000

    Virtual Alloc List:  00170050

    UCR FreeList:        00170598

    FreeList Usage:      00000000 00000000 00000000 00000000

    FreeList[ 00 ] at 00170178: 00170688 . 00170688

    Heap entries for Segment00 in Heap 170000

        00170000: 00000 . 00640 [01] - busy (640)

        00170640: 00640 . 00040 [01] - busy (40)

        00170680: 00040 . 00980 [10]

        00171000:      0000f000      - uncommitted bytes.

!heap –p will show what heaps have Page heaps enabled. In addition, the ntdll global RtlpDebugPageHeap shows whether Page heap is enabled.

0:000> !heap -p

Page heaps active in process:

    00071000 (00170000, flags 3)

    00411000 (00510000, flags 3)
!heap –p –a <addr> can be used to dump PAGEHEAP information about a given block of memory. It can dump the call stack that allocated the memory and the call stack that freed the memory, depending on the state of the block. This is useful in troubleshooting heap corruption.

Before Free:

0:000> !heap -p -a 418fc8

PAGEHEAP: 00418FC8 references allocated heap block at

          00418FC0 of 0x40 bytes

    Trace @ 00276C64: 00000040 bytes, 1 blocks (heap @ 00411000)

    [abcdaaaa, 2, 6]

    77FCBA91 ntdll!RtlAllocateHeap+0x000008C2

    0040C367 IISDump!ldalloc+0x0000002C

    0040B7F5 IISDump!WriteToOutputW+0x0000008E

    00405B15 IISDump!InitGlobals+0x0000002C

    00405F3C IISDump!main+0x00000097

    77E97D08 KERNEL32!BaseProcessStart+0x0000003D

After Free:

0:000> !heap -p -a 418fc8

PAGEHEAP: 00418FC8 references freed heap block at

          00418FC0 of 0x40 bytes

    Trace @ 00276CD4: 00000000 bytes, 0 blocks (heap @ 00000000)

    [abcdaaaa, 1, 6]

    77FCBA9E ntdll!RtlFreeHeap+0x00000053

    0040C3B1 IISDump!ldfree+0x0000002F

    0040BF81 IISDump!WriteToOutputW+0x0000081A

    00405B15 IISDump!InitGlobals+0x0000002C

    00405F3C IISDump!main+0x00000097

    77E97D08 KERNEL32!BaseProcessStart+0x0000003D

Common Structures and Classes in Windows and IIS
Some of the common structures and classes that are useful in debugging IIS are Windows structures, and some are IIS specific.

LIST_ENTRY - The _LIST_ENTRY structure is a very common structure in Windows applications. It is the basic structure used in double-linked lists. The structure looks like this:

typedef struct _LIST_ENTRY {

_LIST_ENTRY* Flink;

_LIST_ENTRY* Blink;

}LIST_ENTRY, *PLIST_ENTRY;

Linked lists are found all over the place and are useful in chaining like objects together. In most linked lists, there is a “head” that is often a global in a module, or in a parent object. The Flink points to the next LIST_ENTRY structure, and the Blink points to the previous one. The _HEAP_FREE_ENTRY structure has a _LIST_ENTRY at the end of it:

typedef struct _HEAP_FREE_ENTRY {

    USHORT Size;

    USHORT PreviousSize;

    UCHAR SegmentIndex;

    UCHAR Flags;

    UCHAR Index;

    UCHAR Mask;

    LIST_ENTRY FreeList;

} HEAP_FREE_ENTRY, *PHEAP_FREE_ENTRY;

Using the dl command, you can walk a linked list forward or backward. Knowing the structure that a linked list is a part of can be used to dump the entire structure. For example, when walking the free list on the heap, you can find the beginning of the heap block by subtracting the list entry offset from the address in the linked list. As the _HEAP_FREE_ENTRY structure shows, the FreeList member is +8 bytes from the beginning of the heap block. Therefore, subtracting 8 from the address in the linked list for the heap’s freed items, you can dump the heap entry itself. For example, the following heap has only one item on the free list. The following steps will dump that entry:

0:000> !heap 2 -m

Index   Address  Name      Debugging options enabled

  1:   00170000

  2:   00280000

    Segment at 00280000 to 00290000 (00001000 bytes committed)

    Flags:               00008000

    ForceFlags:          00000000

    Granularity:         8 bytes

    Segment Reserve:     00100000

    Segment Commit:      00002000

    DeCommit Block Thres:00000200

    DeCommit Total Thres:00002000

    Total Free Size:     00000130

    Max. Allocation Size:7ffdefff

    Lock Variable at:    00280608

    Next TagIndex:       0000

    Maximum TagIndex:    0000

    Tag Entries:         00000000

    PsuedoTag Entries:   00000000

    Virtual Alloc List:  00280050

    UCR FreeList:        00280598

    FreeList Usage:      00000000 00000000 00000000 00000000

    FreeList[ 00 ] at 00280178: 00280688 . 00280688

    Segment00 at 00280640:

        Flags:           00000001

        Base:            00280000

        First Entry:     00280680

        Last Entry:      00290000

        Total Pages:     00000010

        Total UnCommit:  0000000f

        Largest UnCommit:0000f000

        UnCommitted Ranges: (1)

            00281000: 0000f000

0:000> dl 280178

00280178  00280688 00280688 00280180 00280180

00280688  00280178 00280178 00000001 00000000

0:000> dt _LIST_ENTRY 280178

 [ 0x280688 - 0x280688 ]

   +0x000 Flink            : 0x00280688  [ 0x280178 - 0x280178 ]

   +0x004 Blink            : 0x00280688  [ 0x280178 - 0x280178 ]

0:000> dd 0x00280688-8
00280680  00080130 00081000 00280178 00280178

00280690  00000001 00000000 0006ed90 00420004

002806a0  00000030 00000000 00000000 00000000

002806b0  00000028 0000002c 00000000 00270000

002806c0  00000008 77fb1430 00000008 0006ef08

002806d0  00000008 00270000 00000006 0006eed4

002806e0  77fb12d2 00270000 00000008 0006ef08

002806f0  0006eee0 000b5000 000b4de0 00000006

0:000> dt _HEAP_FREE_ENTRY 0x00280688-8
   +0x000 Size             : 0x130

   +0x002 PreviousSize     : 8

   +0x004 SegmentIndex     : 0 ''

   +0x005 Flags            : 0x10 ''

   +0x006 Index            : 0x8 ''

   +0x007 Mask             : 0 ''

   +0x008 FreeList         : _LIST_ENTRY [ 0x280178 - 0x280178 ]

_RTL_CRITICAL_SECTION and _RTL_CRITICAL_SECTION_DEBUG - 
A critical section is made up of two structures, the _RTL_CRITICAL_SECTION and the _RTL_CRITICAL_SECTION_DEBUG. While !locks and !critsec can be used to dump the relevant information, it is useful to know how this structure works, and how to manually dump it, and the critical section list. First, a look at the structures:

typedef struct _RTL_CRITICAL_SECTION_DEBUG {

    USHORT Type;

    USHORT CreatorBackTraceIndex;

    struct _RTL_CRITICAL_SECTION *CriticalSection;

    LIST_ENTRY ProcessLocksList;

    ULONG EntryCount;

    ULONG ContentionCount;

    ULONG Spare[ 2 ];

} RTL_CRITICAL_SECTION_DEBUG, *PRTL_CRITICAL_SECTION_DEBUG, RTL_RESOURCE_DEBUG, *PRTL_RESOURCE_DEBUG;

#define RTL_CRITSECT_TYPE 0

#define RTL_RESOURCE_TYPE 1

typedef struct _RTL_CRITICAL_SECTION {

    PRTL_CRITICAL_SECTION_DEBUG DebugInfo;

    LONG LockCount;

    LONG RecursionCount;

    HANDLE OwningThread;

    HANDLE LockSemaphore;

    ULONG_PTR SpinCount;

} RTL_CRITICAL_SECTION, *PRTL_CRITICAL_SECTION;

When a critical section is first initialized, ntdll allocates the DebugInfo structure and places that in the critical section. If SpinCount has been specified in the initialization, then this is also placed in the critical section, else it is 0. The LockCount is set to -1 (0xffffffff). The critical section is placed on the processes critical section linked list, using the ProcessLocksList LIST_ENTRY member of the DebugInfo structure. The CriticalSection member of the DebugInfo points back to the critical section itself. The other members are left NULL (0).

A newly initialized critical section would look like this in memory:

0:000> x critsecs!g_cs

00403020  critsecs!g_cs  = _RTL_CRITICAL_SECTION

0:000> dt _RTL_CRITICAL_SECTION 403020

   +0x000 DebugInfo        : 0x77fcfae0

   +0x004 LockCount        : -1

   +0x008 RecursionCount   : 0

   +0x00c OwningThread     : (null)

   +0x010 LockSemaphore    : (null)

   +0x014 SpinCount        : 0
0:000> dd 403020 403034

00403020  77fcfae0 ffffffff 00000000 00000000

00403030  00000000 00000000
0:000> dt _RTL_CRITICAL_SECTION_DEBUG 0x77fcfae0

   +0x000 Type             : 0

   +0x002 CreatorBackTraceIndex : 0

   +0x004 CriticalSection  : 0x00403020

   +0x008 ProcessLocksList : _LIST_ENTRY [ 0x77fcf010 - 0x77fcfac8 ]

   +0x010 EntryCount       : 0

   +0x014 ContentionCount  : 0

   +0x018 Spare            : [2] 0
0:000> dd 0x77fcfae0 77fcfafc

77fcfae0  00000000 00403020 77fcf010 77fcfac8

77fcfaf0  00000000 00000000 00000000 00000000
You can manually walk the critical section linked list by finding the root of the processes linked list, and traversing it. The linked list is found at ntdll!RtlCriticalSectionList. 
EntryCount and ContentionCount are increment each time a wait on the LockSemaphore is required. If the wait times out (in 2 minutes), then ContentionCount is incremented and a wait on the LockSemaphore happens again.
CLIENT_CONN – The CLIENT_CONN structure is a class in w3svc that is used to manage the life of a connection between client and server. It contains, among other things, the ip and port of the client and server, a pointer raw input buffer, and a pointer to the http request object. Active client connections are stored on a linked list. The structure in IIS 5 looks like this:

0:010> dt w3svc!CLIENT_CONN 0xed89e0

   +0x000 ListEntry        : _LIST_ENTRY [ 0x65f47b20 - 0x65f47b20 ]

   +0x008 _Signature       : 0x20534343

   +0x00c _fIsValid        : 1

   +0x010 _sClient         : 0x670

   +0x014 _ccState         : 3 ( CCS_PROCESSING_CLIENT_REQ )

   +0x018 _cRef            : 3

   +0x01c _achRemoteAddr   : [20]  "65.53.4.101"

   +0x030 _achLocalAddr    : [20]  "65.53.4.101"

   +0x044 _sPort           : 0x50

   +0x046 _sRemotePort     : 0x703

   +0x048 _fSecurePort     : 0

   +0x04c _phttpReq        : 0x00ed8b08
   +0x050 m_pInstance      : 0x00ece258

   +0x054 m_pW3Endpoint    : 0x00ed2728

   +0x058 m_pW3Stats       : 0x00ece9d8

   +0x05c m_localIpAddress : 0x65043541

   +0x060 m_remoteIpAddress : 0x65043541

   +0x064 m_atqEndpointObject : (null)

   +0x068 _pvInitial       : 0x0010e810
   +0x06c _cbInitial       : 0x11c

   +0x070 _AtqContext      : 0x012b3410

   +0x074 _fReuseContext   : 0y1

   +0x074 _fAbortiveClose  : 0y0

   +0x078 _strResponse     : STR

   =65f47180 CLIENT_CONN::_csBuffList : _RTL_CRITICAL_SECTION

   =65f47198 CLIENT_CONN::_BuffListHead : _LIST_ENTRY [ 0x65f47198 - 0x65f47198 ]

   =65f471a0 CLIENT_CONN::_fGlobalInit : 1

   =65f471a4 CLIENT_CONN::_cFree : 0

   =65f47178 CLIENT_CONN::_FreeListScavengerCookie : 0x13

   +0x0a8 _BuffListEntry   : _LIST_ENTRY [ 0x65f47198 - 0x65f47198 ]

   +0x0b0 _acCheck         : ADDRESS_CHECK

   +0x11c _fIsTransmitFileRequest : 0
The list of active connections can be found using the w3svc!listconnections symbol. This is a linked list, and the first member of the CLIENT_CONN structure (ListEntry) is connected to this list.

0:010> dl w3svc!listconnections

65f47b20  00ed89e0 00ed89e0 00000000 00eb1b68

00ed89e0  65f47b20 65f47b20 20534343 00000001
HTTP_REQUEST – The HTTP_REQUEST structure is used to manage the state of a request from a client. It contains the parsed request, including the URL and any entity data, if it has already been read in. Active HTTP_REQUEST objects can be found from the _phttpReq member of the CLIENT_CONN structure. The structure looks like this:

0:010> dt w3svc!HTTP_REQUEST 0x00ed8b08

   +0x000 __VFN_table : 0x65f066b0

   +0x008 _cFilesSent      : 0

   +0x00c _cFilesReceived  : 0

   +0x010 _cbBytesSent     : 0

   +0x014 _cbBytesReceived : 0x11c

   +0x018 _cbTotalBytesSent : 0

   +0x01c _cbTotalBytesReceived : 0x11c

   +0x020 _pClientConn     : 0x00ed89e0

   +0x024 _pMetaData       : 0x00ed9860

   +0x028 _pURIInfo        : 0x00479ce4

   +0x02c _pW3Instance     : 0x00ece258

   +0x030 _pW3Stats        : 0x00ece9d8

   +0x034 _verb            : 0 ( HTV_GET )

   +0x038 _fValid          : 0y1

   +0x038 _fKeepConn       : 0y1

   +0x038 _fAuthenticationRequested : 0y0

   +0x038 _fLoggedOn       : 0y1

   +0x038 _fAnonymous      : 0y1

   +0x03c _fSecurePort     : 0

   +0x040 _fMappedAcct     : 0y0

   +0x040 _fClearTextPass  : 0y0

   +0x040 _fAuthenticating : 0y0

   +0x040 _fBasicRealm     : 0y0

   +0x040 _fAuthSystem     : 0y0

   +0x040 _fAuthCert       : 0y0

   +0x040 _fInvalidAccessToken : 0y0

   +0x040 _fChunked        : 0y0

   +0x040 _fDiscNoError    : 0y0

   +0x040 _fNoDisconnectOnError : 0y0

   +0x040 _fProxyRequest   : 0y0

   +0x040 _fAcceptRange    : 0y0

   +0x040 _fProcessByteRange : 0y0

   +0x040 _fUnsatisfiableByteRange : 0y0

   +0x040 _fMimeMultipart  : 0y0

   +0x040 _fIfModifier     : 0y0

   +0x040 _fHaveContentLength : 0y0

   +0x040 _fLogRecordWritten : 0y0

   +0x044 _iRangeIdx       : 0

   +0x048 _dwRgNxOffset    : 0

   +0x04c _dwRgNxSizeToSend : 0

   +0x050 _cbMimeMultipart : 0

   +0x054 _htrState        : 3 ( HTR_DOVERB )

   +0x058 _GatewayType     : 300004 ( GATEWAY_BGI )

   +0x05c _HeaderList      : HTTP_HEADERS

   +0x330 _VersionMajor    : 0x1 ''

   +0x331 _VersionMinor    : 0x1 ''

   +0x334 _strContentType  : STR

   +0x364 _cbContentLength : 0

   +0x368 _strURL          : STR

   +0x398 _strURLPathInfo  : STR

   +0x3c8 _strURLParams    : STR

   +0x3f8 _strPathInfo     : STR

   +0x428 _strRawURL       : STR

   +0x458 _strOriginalURL  : STR

   +0x488 _strMethod       : STR

   +0x4b8 _strAuthType     : STR

   +0x4e8 _strAuthInfo     : STR

   +0x518 _strUserName     : STR

   +0x548 _strPassword     : STR

   +0x578 _strUnmappedUserName : STR

   +0x5a8 _strUnmappedPassword : STR

   +0x5d8 _strPhysicalPath : STR

   +0x608 _strUnmappedPhysicalPath : STR

   +0x638 _strRespHdrs     : STR

   +0x668 _strDenialHdrs   : STR

   +0x698 _strHostAddr     : STR

   +0x6c8 _strRange        : STR

   +0x6f8 _fAuthTypeDigest : 0

   +0x700 _liModifiedSince : _LARGE_INTEGER 0

   +0x708 _liUnlessModifiedSince : _LARGE_INTEGER 0

   +0x710 _liUnmodifiedSince : _LARGE_INTEGER 0

   +0x718 _dwExpireInDay   : 0x7fffffff

   +0x71c _dwModifiedSinceLength : 0

   +0x720 _bProcessingCustomError : 0y0

   +0x720 _bForceNoCache   : 0y0

   +0x720 _bSendContentLocation : 0y0

   +0x720 _bSendVary       : 0y0

   +0x720 _fSingleRequestAuth : 0y0

   +0x728 _tcpauth         : TCP_AUTHENT

   +0x7b0 _fStartTimeValid : 0y1

   +0x7b4 _msStartRequest  : 0x3662b2f

   +0x7b8 _Filter          : HTTP_FILTER

   +0x9a4 _pAuthFilter     : (null)

   +0x9a8 _bufClientRequest : BUFFER

   +0x9d4 _cbClientRequest : 0x11c

   +0x9d8 _cbOldData       : 0

   +0x9dc _cbEntityBody    : 0

   +0x9e0 _cbTotalEntityBody : 0

   +0x9e4 _cbChunkHeader   : 0

   +0x9e8 _cbChunkBytesRead : 0

   +0x9ec _cbExtraData     : 0

   +0x9f0 _pchExtraData    : (null)

   +0x9f4 _bufServerResp   : BUFFER

   +0xa20 _status          : 0

   +0xa24 _cbBytesWritten  : 0x11c

   +0xa28 _cbRestartBytesWritten : 0x11c

   +0xa2c _dwRenegotiated  : 0

   +0xa30 _dwSslNegoFlags  : 0

   +0xa34 _acIpAccess      : 3 ( AC_IN_GRANT_LIST )

   +0xa38 _fNeedDnsCheck   : 0

   +0xa3c _dwLogHttpResponse : 0

   +0xa40 _dwLogWinError   : 0

   +0xa44 _ChunkState      : 0 ( READ_CHUNK_SIZE )

   +0xa48 _dwChunkSize     : 0

   +0xa4c _CRCount         : 0 ''

   +0xa4d _LFCount         : 0 ''

   +0xa50 _bufLastAnonAcctDesc : BUFFER

   +0xa7c _cbLastAnonAcctDesc : 0x1d

   +0xa80 m_pCalAuthCtxt   : (null)

   +0xa84 m_pCalSslCtxt    : (null)

   +0xa88 m_ppvFrames      : [10] (null)

   +0xab0 _fAcceptsAll     : 0y1

   +0xab0 _fAnyParams      : 0y0

   +0xab0 _fSendToDav      : 0y0

   +0xab0 _fDisableScriptmap : 0y0

   +0xab4 _dwScriptMapFlags : 1

   +0xab8 _strGatewayImage : STR

   +0xae8 _pmfnVerb        : 0x65f1bd3b     w3svc!HTTP_REQUEST::DoGet+0

   +0xaec _pGetFile        : (null)

   =65f47bf0 HTTP_REQUEST::_fGlobalInit : 1

   +0xaf0 _strReturnMimeType : STR

   +0xb20 _dwFileSystemType : 1

   +0xb24 _Exec            : EXEC_DESCRIPTOR

   +0xb6c _dwCallLevel     : 0

   +0xb70 _pWamRequest     : 0x01781e90

   +0xb74 _putstate        : 0 ( PSTATE_START )

   +0xb78 _strTempFileName : STR

   +0xba8 _hTempFileHandle : 0xffffffff

   +0xbac _bFileExisted    : 0y0

   +0xbb0 _pFileNameLock   : (null)

   +0xbb4 _fPossibleDefaultExecute : 0y0

   =65f47b88 HTTP_REQUEST::sm_GetInfoFuncs : [26] 0x65f23850     w3svc!HTTP_REQUEST::GetInfoA+0

   +0xbb8 _strDLCString    : STR
_EXTENSION_CONTROL_BLOCK – The _EXTENSION_CONTROL_BLOCK structure is used in calling an ISAPI extension, including ASP.DLL. This is passed to the HttpExtensionProc of the ISAPI. The structure contains information about the request and function pointers that the extension can use to obtain data from the request, and interact with the client. For example, setting a breakpoint on asp!HttpExtensionProc will allow you to access the _EXTENSION_CONTROL_BLOCK as the first parameter:
0:010> x asp!HttpExtensionProc

74a04ec7  asp!HttpExtensionProc (_EXTENSION_CONTROL_BLOCK* pECB )
0:010> bp 74a04ec7
0:010> kb

ChildEBP RetAddr  Args to Child

0136f444 65d87375 01a41e90 01a41f5c 01a41e90 asp!HttpExtensionProc

0136f458 65d889da 01a41e90 01a41f5c 01a41e90 wam!HSE_APPDLL::ExecuteRequest+0x93

0136f48c 65d8876f 00eda378 01a42024 01a41e90 wam!WAM::InvokeExtension+0x35

0136f4d0 65f3288f 00edac28 00000000 000000fa wam!WAM::ProcessRequest+0x240

0136f4f0 65f326ef 00edac28 01781e90 0136ff04 w3svc!CWamInfo::DoProcessRequestCall+0x23

0136f518 65f31136 00ed8b08 00ed962c 00ed95c0 w3svc!CWamInfo::ProcessWamRequest+0xb9

0136fd50 65f1fe4d 00000000 00ed962c 00ed95c0 w3svc!WAM_DICTATOR::ProcessWamRequest+0x1e5

0136fd74 65f1fdd1 00ed962c 00ed95c0 0136ff04 w3svc!HTTP_REQUEST::DoWamRequest+0x75

0136fd98 65f2805b 00ed95c0 0136ff04 0136ff30 w3svc!HTTP_REQUEST::ProcessBGI+0x166

0136ff18 65f19965 0136ff30 77e873b2 00ed89e0 w3svc!HTTP_REQUEST::DoWork+0x424

0136ff38 65f1a7ac 0000011c 00000000 00000001 w3svc!CLIENT_CONN::DoWork+0x1aa

0136ff4c 6d70875d 00ed89e0 0000011c 00000000 w3svc!W3Completion+0x43

0136ff80 6d708a25 00000000 0000011c 012b3414 ISATQ!AtqpProcessContext+0x262

0136ffb4 77e887dd abcdef01 0009de78 77db95d0 ISATQ!AtqPoolThread+0x1a8

0136ffec 00000000 6d70887d abcdef01 00000000 KERNEL32!BaseThreadStart+0x52
0:010> dt _EXTENSION_CONTROL_BLOCK 1a41e90

   +0x000 cbSize           : 0x90

   +0x004 dwVersion        : 0x40000

   +0x008 ConnID           : 0x01a41e90

   +0x00c dwHttpStatusCode : 0xc8

   +0x010 lpszLogData      : [80]  ""

   +0x060 lpszMethod       : 0x01a4200c  "GET"

   +0x064 lpszQueryString  : 0x01a42046  ""

   +0x068 lpszPathInfo     : 0x01a41fdc  "/isapiext/post.asp"

   +0x06c lpszPathTranslated : 0x01a41fef  "C:\Inetpub\ISAPIEXT\post.asp"

   +0x070 cbTotalBytes     : 0

   +0x074 cbAvailable      : 0

   +0x078 lpbData          : (null)

   +0x07c lpszContentType  : 0x01a42010  ""

   +0x080 GetServerVariable : 0x65d87c6a     wam!GetServerVariable+0

   +0x084 WriteClient      : 0x65d87d30     wam!WriteClient+0

   +0x088 ReadClient       : 0x65d87ecb     wam!ReadClient+0

   +0x08c ServerSupportFunction : 0x65d874e9     wam!ServerSupportFunction+0
ASP!CTemplate – the CTemplate class is used by asp to manage an asp page and it's include files. It is used to compile and execute an asp page. Setting a breakpoint on asp!Execute will allow you to dump a CTemplate that is about to be executed. :
0:018> x asp!Execute

74a07ff1  asp!Execute (CTemplate*, CHitObj*, CIntrinsicObjects*, int)

0:018> bp 74a07ff1
0:031> kb

ChildEBP RetAddr  Args to Child

029ffc60 74a0d5f1 023c1fa0 01f41e90 029ffc84 asp!Execute

029ffcb0 74a2c5d1 00000000 00147e98 029ffd48 asp!CHitObj::ViperAsyncCallback+0x452

029ffcc8 787c2b7a 00000000 77aa1da4 02501e90 asp!CViperAsyncRequest::OnCall+0x3f

029ffcd0 77aa1da4 02501e90 77a536e8 00000000 COMSVCS!STAActivityWorkHelper+0xa

029ffd14 77aa1bc8 00080620 001496e8 787c2b70 ole32!EnterForCallback+0x6a

029ffe40 77aa1a8b 001496e8 787c2b70 02501e90 ole32!SwitchForCallback+0x12b

029ffe68 77aa6500 001496e8 787c2b70 02501e90 ole32!PerformCallback+0x50

029ffed4 77aa6359 000808c0 787c2b70 02501e90 ole32!CObjectContext::InternalContextCallback+0x10d

029ffef4 787bfb93 000808c0 787c2b70 02501e90 ole32!CObjectContext::DoCallback+0x1a

029fff24 787c1d42 00010007 0136ece0 029fffec COMSVCS!STAActivityWork::DoWork+0x73

029fffb4 77e887dd 0136f02c 00010007 0136ece0 COMSVCS!STAThread::STAThreadWorker+0x44a

029fffec 00000000 787c18f8 0136f02c 00000000 KERNEL32!BaseThreadStart+0x52
0:031> dt asp!CTemplate 23c1fa0

   +0x000 __VFN_table : 0x749f72e8

   +0x004 m_pLinkNext      : 0x74a309a8

   +0x008 m_pLinkPrev      : 0x74a309a8

   +0x00c __VFN_table : 0x749f72d0

   +0x010 __VFN_table : 0x749f72a0

   +0x014 __VFN_table : 0x749f7288

   +0x018 m_pWorkStore     : (null)

   +0x01c m_hEventReadyForUse : 0x00000bdc

   +0x020 m_pbStart        : 0x026e21b8  "???"

   +0x024 m_cbTemplate     : 0xc6

   +0x028 m_cRefs          : 3

   +0x02c m_CPTextEvents   : CTemplateConnPt

   +0x054 m_pbErrorLocation : (null)

   +0x058 m_idErrMsg       : 0

   +0x05c m_cMsgInserts    : 0

   +0x060 m_ppszMsgInserts : (null)

   +0x064 m_cScriptEngines : 1

   +0x068 m_rgpDebugScripts : (null)

   +0x06c m_rgrgSourceInfos : 0x01b85144

   +0x070 m_cbTargetOffsetPrevT : 0x23

   +0x074 m_csDebuggerDetach : _RTL_CRITICAL_SECTION

   +0x08c m_listDocNodes   : CDblLink

   +0x098 m_rgpFilemaps    : 0x026a2be0  -> 0x02401e90

   +0x09c m_LKHashKey      : CTemplateKey

   +0x0a4 m_cFilemaps      : 1
   +0x0a8 m_rgpSegmentFilemaps : 0x026a2ce0  -> 0x02401e90

   +0x0ac m_cSegmentFilemapSlots : 0x28

   +0x0b0 m_pszLastErrorInfo : [6] (null)

   +0x0c8 m_dwLastErrorMask : 0

   +0x0cc m_hrOnNoCache    : 0

   +0x0d0 m_szApplnVirtPath : 0x01b85024  "/ISAPIEXT"

   +0x0d4 m_szApplnURL     : 0x01b85010  "http://idebug2000:80/ISAPIEXT"

   +0x0d8 m_fGlobalAsa     : 0y0

   +0x0d8 m_fIsValid       : 0y1

   +0x0d8 m_fDontCache     : 0y0

   +0x0d8 m_fReadyForUse   : 0y1

   +0x0d8 m_fDebuggerDetachCSInited : 0y1

   +0x0d8 m_fDontAttach    : 0y0

   +0x0d8 m_fSession       : 0y1

   +0x0d8 m_fScriptless    : 0y0

   +0x0d8 m_fDebuggable    : 0y0

   +0x0d8 m_fZombie        : 0y0

   +0x0d8 m_fCodePageSet   : 0y0

   +0x0d8 m_fLCIDSet       : 0y0

   +0x0dc m_ttTransacted   : 0

   =74a32458 CTemplate::gm_pTokenList : 0x01b83788

   +0x0e0 m_wCodePage      : 0

   +0x0e4 m_lLCID          : 2048

   +0x0e8 m_rgpTypeLibs    : vector<ITypeLib *>

   +0x0f4 m_pdispTypeLibWrapper : (null)

   +0x0f8 m_rgp449         : vector<C449Cookie *>

   =74a32460 CTemplate::sm_hSmallHeap : 0x026a0000

   =74a32464 CTemplate::sm_hLargeHeap : 0x026e0000

   =74a3245c CTemplate::gm_pTraceLog : (null)

   =74a31c04 CTemplate::sm_pach : 0x01b82aa0
The m_rgpFilemaps and m_cFilemaps can be used to dump the ASP page and include page info. The m_rgpFilemaps is an array of CTemplate::CFileMap structures. In this case we only have one.:

0:031> dd 0x026a2be0 l1

026a2be0  02401e90
0:031> dt CTemplate::CFileMap 2401e90

   +0x000 m_szPathInfo     : 0x026a2c08  "/isapiext/post.asp"

   +0x004 m_szPathTranslated : 0x026a2c30  "C:\INETPUB\ISAPIEXT\POST.ASP"

   +0x008 m_pfilemapParent : (null)

   +0x008 m_pfilemapSibling : (null)

   +0x00c m_pfilemapChild  : (null)

   +0x010 m_hFile          : (null)

   +0x014 m_hMap           : (null)

   +0x018 m_pbStartOfFile  : (null)

   +0x01c m_pIncFile       : (null)

   +0x020 m_pSecurityDescriptor : 0x026a2c58

   +0x024 m_dwSecDescSize  : 0y000000000000000000000010000000 (0x80)

   +0x024 m_fHasSibling    : 0y0

   +0x024 m_fHasVirtPath   : 0y1

   +0x028 m_ftLastWriteTime : _FILETIME Apr 18 21:24:04 2003

   +0x030 m_cChars         : 0x48

   +0x034 m_rgByte2DBCS    : vector<CTemplate::COffsetInfo>

   +0x040 m_pDME           : 0x01b83fe0

   =74a31bdc CTemplate::CFileMap::sm_pach : 0x01b82b00
