Debugging Tools

This section describes common debugging tools and how they can be used in troubleshooting IIS issues.

Windows Debuggers:

The Microsoft Windows Debuggers include WINDBG, CDB, and NTSD, along with some useful debugger extensions and scripts. This is the main set of debugging tools used to attach to live processes and read memory dumps to look directly at the state of the process or machine, and step through execution. With proper symbols, you can do source level debugging to step through functions or pinpoint lines of code.

The debuggers are downloadable for customers at http://www.microsoft.com/ddk/debugging/default.asp. This link is for customers. Internal users can get the latest debuggers from \\dbg\privates\latest. 

ADPlus:

ADPlus.vbs is a script file that ships with the debugging tools package. This can be used to automate attaching the debugger or getting crash dumps when processes hang or crash. Q286350 describes the settings and how to use this. This has been the default method used to gather hang and crash dumps from customers.

· What questions do you have regarding the use of ADPlus or how it works?

IIS Debug Tools:

The IIS Debug Tools package is a set of debugging tools that have been designed to help troubleshooting and debugging issues move to resolution faster, and to be easier for SPs and customers to use. The tools can be downloaded from the web at http://www.microsoft.com/downloads/details.aspx?FamilyId=01C4F89D-CC68-42BA-98D2-0C580437EFCF&displaylang=en
· IIS Crash/Hang Agent (IISCHAgent):
A new tool has been developed to help with troubleshooting hang and crashes in IIS. The IISCHAgent is a filter/exe combo that can be used to detect a crash in Inetinfo.exe or requests that exceed a specified time limit. It can write a log file of the requests that are currently in progress, which will help in identifying problematic pages or requests. It can also be configured to launch an action command, such as IISDump or ADPlus, when a request exceeds a set time limit. This tool will be especially useful in catching hangs at the time they occur, without relying on customer intervention to get the info at the right time. It has been designed to have little/no impact to a production server. 

· IISDump:
IISDump is an information gathering tool that can be used to grab the most common pieces of data needed in cases. It gathers module version, timestamp and VB RIM/UE information from the running IIS processes, the \inetsrv and \system32 directories, and registered components. It generates an XML copy of the metabase, from the metabase.bin, which can be gathered even if IIS is in a hung state. It runs debugger scripts against a set of target processes. It can run in a hang mode (default) or invasive (crash) mode. It also grabs the event logs. This tool is preferable to ADPlus because it doesn’t require CScript or MSI, and because it gathers the other data all at once in a single directory.
· What questions do you have regarding the use of the IIS Debug Tools or how any of them works?
IISTracing:

IIS 5 has built in tracing which is enabled through the registry. The output can be gathered from attaching the debugger or by using a tool that can capture debug output, such as DbgView from http://www.SysInternals.com .

· What questions do you have regarding the use of IIS Tracing or how it works?

LeakDiag:

LeakDiag is the best tool to use for memory leak issues. It is able to track different allocators, such as Virtual Memory and COM, which allows it to cover more scenarios and get better stack traces. The output is in XML and there are several tools for viewing the data. Leakdiag can be obtained from http://leakdiag or from http://toolbox and may be sent to customers.

· What questions do you have regarding the use of LeakDiag or how it works?

Other Tools that should be considered when troubleshooting difficult issues:

Network Monitor (Netmon):

Netmon is used to capture and review network traffic. This is extremely useful in several situations. It can be used to confirm connectivity between devices and clients. It can be used to see exactly what data is being sent or received, and how long those operations are taking. Netmon is also useful in detecting DoS and other kinds of attacks. When used between IIS and a backend NAS/file server, you can find out why files are not being retrieved or what the remote file system is sending back to IIS. When used between IIS and another machine where a DB server lives or where remote components live, you can often detect communication failures and time actions to identify where bottlenecks in an application are occurring. It also allows you to see the raw data, which can aid in troubleshooting errors or crashes and in establishing repro steps.

· What questions do you have regarding the use of Netmon or how it works?

Netstat:

Netstat.exe can be used to view the state of IP connections on the server. This is helpful in finding problems with socket leaks and attacks. It’s also a quick way to see what ports are being used.

· What questions do you have regarding the use of Netstat or how it works?

File system and registry auditing:

Windows has built in security and auditing features that allow you to track failures and access patterns. For example, auditing on a directory of content can help determine why/if certain accounts are being denied access. It can also be used to confirm or track access to files.

· What questions do you have regarding the use of Auditing or how it works?

Filemon and Regmon (sysinternals.com):

Both tools are useful in tracking access to files or registry keys.

· What questions do you have regarding the use of these tools or how they work?

