Debugging Scenarios and Labs

The objective of this module is to learn how to use the debugger in a number of common scenarios. Each group of scenarios will be discussed and will labs to go along with them. The results of the lab should be discussed as they are done.
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Access Violations, Stack Overflows and 2nd Chance Exceptions.

Access violations:

Probably the most common scenario that is seen in is an access violation, or general protection fault. This exception is caused when some code tries to access a region of memory that is either not there (not allocated), or that has protection set on it, preventing the access.  What exactly is an access violation? To answer that, we need to understand a little bit about how memory is managed in Windows at a lower level. 

Windows uses the common concept of virtual memory by creating a linear address range for each virtual machine to see. So, for most configurations, a process can access 4 GB of memory, meaning that it can address any virtual location between 0 and 4GB, and the memory manager will map that address to a real physical address at the time of access. Since each application runs in its’ own virtual machine, there are more addresses than there is physical memory. The OS uses a pagefile on the disk to swap contents of physical memory in and out, but this too can be limited. Thus, although an application can calculate an address between 0 and 4GB, all 4GB of memory is not actually available to the application. Additionally, the OS supports security on system objects, including access to memory itself. Therefore, to make this scheme work, the concept of allocating and freeing memory regions for use is needed.

For an application or component to read or write to a memory location, two things are required. First is that the memory location be allocated by the memory manager. Second, that the security permissions on the allocated memory allow the current operation to access it. These two go hand in hand. Think of the entire address range as off-limits, with permissions set to no access. The application requests permissions to write to some memory by allocating it. This, in effect, changes the access permissions on a range of memory, allowing for reading and writing. Normally an application will request a memory range of a certain size, but not specify what address that range should begin at. The OS will find an available range in the virtual address map, and return the address to the application for use. Because of this concept of requesting memory, the application must also release memory ranges it no longer needs, so that the memory manager can use them for other requests.

An access violation, otherwise known as a general protection fault, occurs when application code attempts to read or write from a virtual memory location that it does not have access rights to. This normally means that the location has not been allocated. Another case would be that the memory was allocated, but additional permissions were set on the memory region, preventing the current account from accessing it.

Access Violation labs:

Each of these labs should be done with the entire class together.

1. Using the installed labs, bring up the main lab page and click on Access violation in component code. Click on the first sample, for an ISAPI filter. This lab will demonstrate causing an access violation in an ISAPI filter. ISAPI filters are components that run in the inetinfo.exe process space. Therefore the virtual memory it can affect is for inetinfo.exe, and any exception that occurs will apply to that process. Click on the button that says AV Extension.

· What behavior did you see?

· If no dialog appeared, how would the problem appear to a customer in either reports from clients, or from logs, such as the Event log?

2. Restart IIS by running iisreset /restart on IIS 5 or net stop iisadmin /y && net start w3svc on IIS 4. Bring up the main lab page and click on Access violation in component code. Click on the second sample, for an ISAPI extension. ISAPI extensions are components that can run in either inetinfo.exe or in mtx.exe/dllhost.exe depending on the configuration on the web site. Run the lab by clicking the AV Extension button.

· What is different about the behavior from running an ISAPI filter?

· Can you determine what process the access violation occurred in?

· What information in the Event logs or IIS logs indicate a problem?

3. Restart IIS. From the main lab page, click on Access violation in component code, and choose the 4th sample, for a COM component. COM components can be used in a variety of ways. The most common for IIS is from an ASP page. COM components can be loaded into the same process as ASP, or run in separate processes, depending on their registration and other factors. This sample runs in-process with ASP. When the ASP page is invoked, it will use the COM apis to load the component and call a method on it. Run the lab by clicking the AV Extension button.

· What is different about the behavior from running an ISAPI filter?

· Can you determine what process the access violation occurred in?

· What information in the Event logs or IIS logs indicate a problem?

· Was the clients experience different?

Restart IIS.

Unhandled and “Second chance” exceptions:

What are unhandled, first chance or second chance exceptions, and how does all this really work? To understand the difference, we need to first look at what exceptions are, and what Structured Exception Handling is in Windows.

There are two kinds of exceptions that can be generated. Hardware and software. A hardware exception is raised by the CPU, and can include running certain instruction sequences, like a divide-by-zero instruction, or attempting to access an invalid memory address (Access Violation). A software exception is raised by an application intentionally. In Windows this can be done by using the RaiseException Win32 api. Software components may use this to report error conditions, such as out-of-memory, or invalid parameters. Exceptions can be continuable or non-continuable. Continuable exceptions are exceptions that, even if they are not handled, execution could continue and the application will not terminate, or are continuable in the hardware. A non-continuable exception occurs when the event cannot continue in the hardware (for example a divide-by-zero), or where the software has explicitly marked an exception as EXCEPTION_NONCONTINUABLE, indicating that execution at the current location should not be continued, even if it technically could.

Structured Exception Handling is a feature in Windows that allows applications to handle various situations without terminating, and gives them the chance to cleanup resources, or otherwise make a more graceful recovery from an unexpected condition. So how does this work? When an exception occurs, the OS looks to find an Exception filter routine registered as a Vectored Exception filter, in the current threads call frame, or, and lastly the Unhandled Exception filter routine. If it finds any routine, it will call it to see if it will handle the exception. If none of the registered exception filters will handle the exception, and the exception is non-continuable, then the process will terminate. This is a true Unhandled Exception. There is usually an Exception filter registered as the Unhandled Exception Filter. This is called when no other Exception filter can be found to handle the exception. The default Unhandled Exception Filter will either continue execution for continuable exceptions, or take an action such show a dialog, or invoke the AE debugger (Dr. Watson by default.), or exit the application.

Thus, when it comes to an exception occurring, there are basically two situations. Either the exception is handled, or it isn’t. The terms “first chance exception” and “second chance exception” apply to when an application is being debugged. When any exception occurs, the debugger is always allowed to handle the event first. Thus the term “first chance”. If the debugger simply returns execution to the application, and then the exception is not handled by one of the registered exception filters, a second event will occur in the debugger, and the debugger will display it as a “second chance” exception. As noted above, this would indicate that no exception handling routine took care of the exception, and the default Unhandled Exception routine will now take an action that will usually result in the process terminating.

Structured Exception Handling labs:

1. Using the installed labs, bring up the main lab page and click on 2nd chance exceptions (hardware variation 1). Click on the second sample, for an ISAPI extension. This lab will demonstrate causing a divide by zero in an ISAPI extension. Click on the button to run the divide by zero example. 

· What behavior did you see?

· If no dialog appeared, how would the problem appear to a customer in either reports from clients, or from logs, such as the Event log?

2. On the labs page, choose 2nd chance exceptions (hardware variation 2). Click on the second sample, for an ISAPI extension. This variation differs from the first, by starting a new thread to do the divide by zero. By default, the new thread will not have any SEH protecting it. Click on the button to run the divide by zero example.

· What behavior, if any, was different about this variation?

3. Restart IIS. Then, bring up the labs and choose 2nd chance exceptions (software variation 1). Repeat the above tests with variation 1 and 2.

Try setting the AEDebug registry key to use Dr. Watson as the JIT debugger. In what cases does Dr. Watson get invoked?

Stack Overflows:

Another common exception is stack overflows. This occurs when the memory allotted for a thread’s stack space is used up. How does this happen, and what is the difference in stack memory and other memory?

Stack memory is memory that is allocated for each thread to use, to store local variables and return addresses on. Functions use the stack space to store local variables, and to pass parameters to other functions. When a function call is made, the return address of the calling function is also stored in, or pushed on, the stack. When a new thread is created, the system makes a virtual memory allocation to reserve a maximum amount of memory for the stack. The default is 1mb, but this value can be overriden by the process. IIS sets it 256k by default. The system then commits about 8k of that memory as the initial amount of stack space. As the stack space is used up, more is commited, up to the maximum that was reserved. Once the maximum has been reached, any attempt to grow the stack results in a stack overflow exception. Machine instrcutions such as push, pop, sub, and others are used to adjust the stack pointer register up and down in the range of memory for the stack. The virtual machine will automatically call to the VMM to commit more memory as needed, based on the current stack pointer.

Stack overflow usually occurs for a couple of reasons. One is when too many function calls are made successively. This can happen if a function, or set of functions, get into a recursive loop, calling back into themselves. Many times application developers will use recursive functions to process small amounts of data, which is ok. However, unchecked, recursion could spin off and eat up the stack space. Another reason is the allocating of large stack variables to store values in. Often times application developers will use local variables on the stack to store strings, because it is fast and easy, and is not prone to memory leaking. However, this can pose a risk, if the size needed is not carefully checked. One of two things usually happens in that case, a stack overflow, or stack corruption. Whether a stack overflow exception can be recovered from or not, often depends on where the closest exception filter is on the stack, or what Unhandled Exception filter is in place.

Stack overflow labs:

1. Using the installed labs, bring up the main lab page and click on Stack Overrun, Recursion in component. Click on the second sample, for an ISAPI extension. This lab will demonstrate causing a stack overflow in an ISAPI extension, by using a recursive function call. Click on the button to run the stack overflow example. 

· What behavior did you see?

· If no dialog appeared, how would the problem appear to a customer in either reports from clients, or from logs, such as the Event log?

Debugging Labs and Practice:

Use at least one lab variation from each of the following scenarios as a class. 

1. Access Violation in component code.

2. Access Violation in external code.

3. 2nd chance exception in component code.

4. Stack overrun, Recursion in component code.

Follow the steps in the lab to hook up the debugger to the correct process and reproduce the failure. Discuss the debug annotations.

Memory Corruption. 

Memory Corruption:

One of the more difficult issues to diagnose is memory corruption. This is because in most cases, the code that caused the memory corruption is no longer executing. The effects of the corruption may be felt later, and may cause unexpected exceptions, like access violations, to occur in totally unrelated code. Memory corruption occurs when a piece of code writes to a memory location that it does not own. This can include writing to random locations in memory, writing too many bytes into a block of memory, overwriting adjacent memory, writing to memory after it has been freed back to the system, and freeing memory more than once.

Memory is allocated from the system using the VirtualAlloc Win32 apis. The system does this to allocated memory for thread stacks, as discussed above, and the Windows heap manager does this to get blocks of memory to hand out for HeapAlloc api calls. While applications can call the VirtualAlloc apis to allocate memory directly, most applications use Heap and Stack memory for their allocations. Because of this, the two primary areas of memory corruption are Heap corruption and Stack corruption. The problems that arise from each are sometimes different, and troubleshooting them is different.

Heap Corruption:

Applications generally allocate memory using the HeapAlloc Win32 apis, or by using the C runtime functions such as malloc and new. These internally use the HeapAlloc apis. Also, applications that use COM objects and COM strings, such as calling SysAllocString, or VB components that allocate variables, also internally use the HeapAlloc apis. So, what is Heap Corruption, and how do we troubleshoot it? We first need to look at how the heap works.

When a new heap is created, such as the default heap that an application gets when it is started, the heap manager uses VirtualAlloc to get a contiguous block of reserved memory. By default the initial amount is 4mb. Reserving memory simply reserves a range of virtual addresses. Then it commits a smaller amount of this memory, usually about 1mb initially. Commiting memory actually causes physical resources, like RAM or pagefile space, to be used. With it’s new block of contiguous virtual memory, the heap manager adds some private information at the beginning of the block (called the heap header), and is now ready to satsify requests for memory.

When an application needs memory, say 16 bytes to hold a string value, a call to the HeapAlloc win32 api occurs. The heap manager find the first available slot in the virtual address range it has, and will create a heap block, and return a pointer to the beginning of the block, where the application can write to. The heap block consists of  a heap entry header followed by the number of bytes the application requested. The heap entry header uses 8 bytes. It contains the size of the previous block, the size of the current block, and some flags about the state of the block, such as if it is allocated or freed. Heap blocks, therefore, are generally adjacent to each other. This means that if we write 20 bytes into our 16 byte block, we will in effect be writing over part of the next heap blocks entry header. This is called a buffer overrun. When an application no longer needs a block of memory it will call the HeapFree Win32 api to free the memory back to the heap manager. The heap manager maintains a list of free blocks in the heap. It does this by using the first 8 bytes of the allocation part of the block for a linked list. If the application or some component in the application makes a call to HeapAlloc for the same size block, the heap manager may re-use the previously freed block by removing it from the linked list, and handing it to the caller. If the application that originally freed a block of memory writes to that block of memory again, one of two things could happen. The linked list entry could be corrupted, if the block is still on the heap free list. This would cause the heap manager to crash when trying to walk the list of heap blocks. If the heap block has already been handed back out to another user, then the application would be corrupting the block of memory with unknown results. One other kind of heap corruption is double-freeing memory. A double-free could cause the free list to become corrupted, since the block is already on the free list, or, it could corrupt memory by placing a block back on the free list after another call to HeapAlloc had re-used it.

Because heap corruption can cause the effects to be delayed, it is often difficult to tell where the problematic code is at, or even what component is at fault. This is because in most cases, the corruption is occurring in memory that is technically allocated, and so an access violation does not occur at the time the heap corruption happens. The windows heap manager has a feature called PageHeap. This can be enabled in the registry, using gflags.exe. When this is enabled for an application, the heap manager will do a couple of things to help pinpoint the cause. First, when allocations are made, the allocations are never adjacent to each other. Instead, at the end of the heap block, a guard page marked with NO-ACCESS is created. This will cause an access violation for any buffer overruns, instead of corrupting the next block. Second, when a heap block is freed, the heap manager doesn’t put the block on any free list. Instead it marks the entire range of bytes as NO-ACCESS. Any attempt to free it a second time, or to write to it after it has been freed, will result in an access violation. Also, the heap manager maintains a limited amount of call stacks for each allocation and free. This can be accessed in a debugger using the !heap –p –a command. This will allow you to see what allocated or freed the memory block. And of course you will have the call stack of the current access violation. These combined should be enough to pinpoint the culprits.

Heap Corruption labs:

1. From the main lab page, choose Heap Corruption/Buffer Overrun. Choose the ISAPI extension option. Invoke the extension and then run the lab.

· What result did u get? Did anything appear to happen?

· What happens if you run the lab multiple times?

Next, restart IIS, then follow the lab instructions to attach the debugger and enable pageheap to identify the issue.

2. Repeat for the double-free and old pointer reuse.

Stack Corruption:

The other type of memory corruption that normally occurs is Stack corruption. This occurs when code writes beyond a buffer on the stack and overwrites other values on the stack. As mentioned before, the stack is a contiguous block of memory set aside for use by the thread. Applications often use stack related instructions to allocate some space on the stack for local variables, like small strings and parameters. Stack corruption can occur when a piece of code writes more bytes into a local variable that was allocated. Several types of behavior can result when this happens, depending on what values on the stack the corruption stepped on. For example, if it stepped on a return address, then an AV could occur when the current function exits, and the CPU tries to go to the saved return address. This is also how buffer overrun exploits get code to run. By overwriting the return address they can cause the CPU to jump to some other location and started running rouge code.

Finding the cause of stack corruption can sometimes be a little tricky. We cannot use PageHeap, for example. The first piece to look at, is what data is on the stack. This can often provide a clue as to what happened. Also, using the !teb and dds commands to dump out the entire stack range, you may be able to see a component that would have been called during the stack corruption. Sometimes this is enough to identify what is at fault, or what is going on. Other times it is necessary to use a repro and set breakpoints before the stack corruption occurs and step forward until it happens. This is one reason why repros can be very important and necessary to solve issues. Using tools like the IISCrashHangAgent to see what requests last came into the machine, and by dumping the stack range, it should be possible to see what request was being processed when the corruption occurred. This can help in determining a set repro of steps, and in choosing breakpoints to catch it.

Stack Corruption labs:

1. From the main lab page, choose Stack Overrun/Corruption. Choose the ISAPI filter option. Run the lab to view the results.

· What result did u get? Did anything appear to happen?

2. Restart IIS and follow the lab instructions to attach the debugger and repeat the lab.

· What does the call stack look like when the crash occurs?

· Use ‘!teb’ to diplay the thread information. Use ‘dds <stack limit> <stack base>’ to dump the entire stack range. Use ‘r esp’ to display the current stack pointer. Review the range around the stack pointer to see if you can pinpoint the data that corrupted the stack. What components are closest above and bellow the corruption?

· Looking at the IIS component functions, can u tell what IIS was doing at the time?

3. Follow the instructions to re-run the lab, setting breakpoints to find the culprit.

Deadlocks, Slow response and High CPU

Another common source of issues for IIS, are hangs or slow responses due to deadlocks and high CPU. Slow responses or apparent hanging can also be caused by parts of the process taking too long, such as database queries or slow network access to needed resources. In each of these cases we can usually use the debugger to get an idea of what is causing our problem. The method is generally the same for each.

Deadlocks:

A deadlock is a condition that is caused when one piece of code needs access to a resource that is being held by another piece of code that also needs access to a resource that the first piece of code is holding. Deadlocks can include more than just two pieces vieing for each other. It could be 3 or more in a circle of sorts. Deadlocks can also occur when the owner of a resource abandons the resource, not releasing for others to use. This can often occur when components have an unexpected exception, such as an access violation, and it is not handled, or the resource is not properly released when the exception is handled. The most common deadlocks involve CriticalSection usage. A CriticalSection is a synchronization method used to serialize access to memory or resources. Components use EnterCriticalSection and LeaveCriticalSection to gain or relinquish ownership of the lock. A dealock can occur when one piece of code has entered a critical section, and then attempts to enter a second critical section that another piece of code already owns. If that other piece of code attempts to enter the critical section owned by the first, then a deadlock occurs. The !locks command in the debugger can be used to display the list of owned (locked) critical sections, and what thread ids (tid) own them. The ‘~~[tid]kv’ command can be used to view the call stack of the owning threads, and see if it is waiting on some other resource. Deadlocks caused by orphaned ciritical sections often require troubleshooting a more root cause, such as an access violation. The deadlock may simply be the symptom.

Deadlock labs:

1. From the main lab page, choose the Deadlock in component lab. Choose the COM object option. Run the lab to cause the hang.

· What happens?

· Can other static content be executed?

· Can other asp pages be executed from the same browser session? From a new client?

2. Restart IIS and follow the labs to debug the deadlock and find the culprit.

Slow Response:

Often times responses are slow due to a particular component or part of an operation, that is waiting on some resource, or performs poorly under stress. The method of troubleshooting this with the debugger is similar to the deadlock case. Typically you first want to look at owned locks, just to rule out a deadlock, and second to maybe narrow down a particular thread that is tying the other threads up. Using ‘~*kv’ in the debugger to dump the call stacks for all the threads, is helpful to find out what each thread is doing. Using the information about the IIS archetechure, you can narrow down the important threads, and begin uncovering the cause.

Slow response labs:

1. From the main lab page, choose the Slow response in component lab. Choose the COM object option. Run the lab to cause the slow response.

· What happens?

· Can other static content be executed during the same time?

· Can other asp pages be executed from the same browser session? From a new client?

2. Restart IIS and follow the labs to debug the slow response and find the culprit. Try using the IISCrashHangAgent and IISDump to capture a dump when the slow response is occurring. 

High CPU:

Slow responses or even hangs can occur when the CPU is pegged by a thread or threads in an application. The process for troubleshooting is the same as the Slow Response case, but you can use tools like Performance Monitor to identify the process, and even thread, that the problem is occurring on.

High CPU labs:

From the main lab page, choose the High CPU in component lab. Choose the COM object option. Follow the instructions to debug the lab.

Memory and Handle leaks

Resource leaks are common issues, especially with complex applications and mixed components. Identifying the cause is generally a straight forward proposition, however certain variables and logistics can cause it to be more difficult. We break resource leaks down into two main categories. Memory leaks and handle leaks. Memory leaks are where an application allocates memory using HeapAlloc apis or VirtualAlloc apis, and does not release the memory back to the system. Caching often looks like a memory leak. The main difference is that caching should be bounded, and the memory being cached is not forgotten about, or abandoned, by the application. Handle leaks occur when an application creates or references a system resource, and is given a handle to associate with it. For example, creating or opening a file, creating or opening a registry entry, etc.

Troubleshooting memory leaks can be done with a variaty of tools. LeakDiag and UMDH are the most common tools for troubleshooting memory leak. In some cases, using the debugger itself is needed or helpul.

Troubleshooting handle leaks involves first identifying the kind of handle being leaked, and then identifying the call stack that is obtaining those handles. Performance Monitor can be used to determine what process is leaking handles. Oh.exe and Handles.exe are internal tools that can be used to dump the list of handles in a given process. HandlesEx from sysinternal.com can be used as well. The debugger has a command call !handle that can also be used. Once the type of handle has been found, the type and possible name of the handle could help identify the culprit. For example, if the leaked handles are file handles, and they are all of a certain type, then perhaps the component that would open those files is known and then deubgging or troubleshooting can be targeted there. Component isolation can also help to move the handle leak to it’s own process, helping to identify the problem component. If needed, breakpoints can be set on the Win32 APIs that are used to create the type of handles being leaked. This could be time intensive, and may best be done with a repro, if possible.

Memory and handle leak labs:

Run the memory and handle leak labs and follow the instructions to find the culprit. Try using isolation to narrow down the cause. Use the ISAPI extension and the COM object variations.

