DATAPIPE

Managed IT Services

Configure Mac OSX VPN Client For Datapipe Auth

SILICON VALLEY - NEW YORK METRO - LONDON - SHANGHAI HONG KONG

Datapipe Auth Two-Factor Authentication — VPN Client Configuration (Mac OSX)

Any IPSEC VPN client that supports RADIUS should work with Datapipe Auth. This document shows how to
configure the Mac OSX VPN client.

1. Open your System Preferences

System Preferences

VPN options

VPN on Demand

Connect or disconnect VPN
Advanced VPN options
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3. Click the button to create a new connection as shown below.

Network

- Show All Cvpn

Location: | Automatic =

Wi-Fi =

Connected - Status: Not Configured

USB Ethernet <m>

Mot Connected

~ Bluetooth PAN e

Mo IP Address

Server Address:

Account Name:

Password: |Server will prompt for password

| Authentication Settings... |

| Connect |
Click here to create a new connection
= | | Show VPN status in menu bar | Advanced... | '*j/'
iﬂ
§7| Click the lock to prevent further changes. | Assistme... | | Revert | | Apply |
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Note the following dialog that appears.

‘000

Network
e ] ..--\. .
(<> ] [ Shopni—~ Svor—, O
Select the interface and enter a name for the new service.
Interface: | Bluetooth PAN =
Wi-Fi
Connected Service Name: Bluetooth PAN 2
LSB Ethermnet
Not Conneqted | Cancel | [ Create ]
Bluetoothy PAI
e No IP Addmu y v
Server Address: I I
Account Name: I I
Password: Server will prompt for password
The following dialog | Authentication Settings... |
appears. Change these | Connect |
settings as shown next
— c /'.}'\
| B | - |¢'| || Show VPN status in menu bar | Advanced... | (?)
n
“| Click the lock to prevent further changes. | Assistme... | | Revert | | Apply |
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4. Change the information as shown below.
000 Metwork
L<l> ) [ Showal | (Qvpn )

Select the interface and enter a name for the new service.

Interface: | VPN 3
Wi-Fi
Connected VPN Type: | Cisco IPSec =3
USB Etherndt

Not Connecte

a Bluetooth PRI

No IP Addres

i

Service Name:

Whatever you want herel

| Cancel | E«Create%

\.

SEFVEr AddressT

v,

Account Name:

Password: Server will prompt for password

| Authentication Settings... |
After filling this out, click the |
'‘Create’ button

Connect |

= i o
| + | - |¢_,| || Show VPN status in menu bar | Advanced... | (7)
-
| Click the lock to prevent further changes. | Assistme... | Revert Apply
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5. Fill out the information as shown below and then click the “Authentication Settings” button.

Network

- Show All Cvpn

Location: | Automatic s

Wi-Fi =

Connected - Status: Not Configured

USE Ethernet

Not Connected émn}
~ Bluetooth PAN c‘)
No IP Address

s

1. Enter this information

Server Address: |IP Address Of Your Firewall

Account Name: |Your Datapipe Auth Username

Password: |Server will prompt for password

| | Authentication Settings... ||

| Connect |

2. Click 'Authentication Settings' button

|| Show VPN status in menu bar | Advanced... | (7]
+ — .nf L I L
o
I Click the lock to prevent further changes. | Assistme... | | Revert | | Apply |
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6. Fill out the Authentication Settings as shown below and click “OK”. Then click the “Apply” button.

868 Network
<[> ][ Showal | (Q.vpn
I“I.mr'!m:hine Authentication: 3
(») Shared Secret: |esesssssssss
Wi-Fi () Certificate | Select...
Connected
USB Ethernet Group Name:  datapipe-auth-tunnelgroup
Mot Connected \

~ Bluetooth PAN |
Mo IP Address

Cancel | [ oK ]

o @ ' Server Address: |IP Address OF Your Firewall

Account Name: |Your Datapipe Auth Username

Password: |Server will prompt for password

| Authentication Settings... |

| Connect |
This information was sent in your setup letter.

./._."'.

| | Show VPN status in menu bar | Advanced... | (7)
+ — nt ! L L
{ o
U™ Click the lock to prevent further changes. | Assistme... | | Revert | | Apply |
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7. When using the VPN be sure to enter your correct Datapipe Auth username and PIN + token.

Network

N T Y S— - Q\I‘pl‘l

&

VPN Connection

Enter your user authentication

Account Mame:
|‘r’nur Datapipe Auth Username

Password:

|'!'I'l-'ll'l-l'!--l

mpt for password

[ Authentication Settings... J

| Disconnect | 4
Enter your Datapipe Auth username and PIN + Token value. NOTE:

password must be in that order: PIN + Token.

PIN
Example: 4444666666
Rt Tnkr_n || Show VPN status in menu bar | Advanced... | @
Q
Click the lock to prevent further changes. | Assist me... | Revert Apply
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