APPENDIX O

Mind Map Solutions

This appendix provides solutions to the mind map exercises in the Part Review
exercises. You can also find files of these solutions in PDF and XMIND format
on the DVD. (The sample mind maps on the download page use the XMIND
application [www.xmind.net|, which at the time of publication, supported free
versions on Windows, Mac, and Linux.)
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Duplicates Terms Under Client PC
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decapsulation
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IP network

routing protocol
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IP packet

Telco
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frame
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packet
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frame
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© Types

Fast Ethernet
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Miscellaneous ©

networking model
protocol data unit PDU
DNS
m internet
DSL modem

IEEE

Basic Networking

Link
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wireless LAN
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Frame Check Sequence
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same

Application

sulation
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URL
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VolP
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web server
forward acknowledgement
((ordered data transfer
connection establishment

sport  @| error recovery

Client PC ©

Network @

port

N

segment

[ Siding windows
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deress
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default router

Data Link @

(default gateway)
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ARP

ping
Network interface card (NIC)

Ethernet address

error detection
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interface type port number
interface range type port-range

no] shutdown
o speed {101 100 | 1000 | auto}

duplex {auto | full | half }
description text

switchport access vlan vlan_number

switchport voice vlan vlan_number

Other interface
subcommands

show interfaces [type number] status

hostname name

config @ Passwordo, enable password pass-value
enable secret pass-value

no debug all
undebug all

terminal monitor
reload

terminal history size x
show history

enable

disable

show process

Other switch
admin

copy running-config startup-config

copy startup-config running-config

copy from-location to-location
show running-config

show running-conha | beg\n line vty
show startup-config
write erase

erase startup-config

Config files

switchport mode {access | trunk | negotiate}
switchport port-security mac-address mac-address
switchport port-security mac-address sticky
switchport port-security maximum value
switchport port-security violation {protect |
Liestrictshudown) ________

config

’ restrict | shutdown

AY
A

@ show port-security [interface interface-id] [address]

interface vlan number
ip address ip address subnet-mask

ip address dhcp
[no] shutdown
ip default-gateway address

ip name-server server_ip_1 server_ip 2 ..

Switch IPv4
support

show interfaces vlan 1
show dhcp lease

G

Part I
Map A
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line console 0

line vty 1st-vty 2nd-vty

login

login local

password pass-value

transport input {telnet | ssh | all | none}

’

, logging synchronous

Console and VTY

history size length

exec-timeout minutes seconds

username name password pass-value

A Y
Y

Y
A Y
(s
4

4

~

transport input {telnet | ssh | all | none;
crypto key generate rsa

~
'EXEC @ show crypto key mypubkey rsa

[no] cdp run
[no] cdp enable

show cdp neighbors [type number]
show cdp neighbors detail

show cdp entry name

show cdj

show cdp interface [type number]

show cdp traffic

switchport access vlan vlan_number
vlan vlan-id
name vian-name

noJ shutdown

[no] shutdown vlan vian-id

vitp mode {server | client | transparent}

show mac address-table dynamic

show vlan [brief | id vian-id | name vlan-name | summary]

show mac address-table [dynamic | static] [address hw-addr] [interface interface-id] [vlan vian-id]

EXEC

A Y

show vlan brief,
show vlan [vlan]

show vtp status

switchport mode {access | dynamic {auto | desirable} | trunk}

switchport trunk allowed vlan {add | all | except | remove} vian-list

switchport trunk {dot1q | isl | negotiate}

switchport voice vlan vian-id

switchport nonnegotiate

show interfaces interface-id switchport
HED show interfaces interface-id trunk

Figure O-2 Part II Review Mind Map Solution
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similar
classless addressing

classful addressing

. dotted-decimal notation (DDN)
IP address [©] descripton @

network part

host part

subnet part

synonym @ host address

network

classful network

similar @)

public IP network

private IP network

default mask

IP Network [®] descripton @,
network ID

network

network number

synonym @)

network ID

network address

. network
Part Ill Map A L@E
Subnet ID

first address
description @)

last address

IP Subnet (&

network broadcast address

subnet

subnet number

synonym @

Subnet ID

Subnet Address

similar

variable length subnet masks (VLSM)

network part (N)

description @) subnet part (S)
Parts @

host part (H)

Mask [© prefix (P)

cidr mask

subnet mask

synonym @ binary mask

decimal mask

prefix mask

Figure O-3 Part III Review Mind Map Solution A
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Given @ IP address
Classful Facts € class rules
Process
\ powers of 2
\\
‘\
\ Network Class
N

Network ID
Result (G}

Network Broadcast Address

Number of Hosts in Network

- Given ® Subnet Mask

Mask Conversion [€ - - )
. Process ® Binary/decimal conversion
‘\
\
\
A}
\
‘\
Nl Mask in prefix format
Result [®| Maskin DDN format

Mask in Binary format

Subnet Mask
- Given @| [P Address
Mask Analysis [€ - )
Assumption: 1 Mask for Entire Network
1
\ Process @ Network + Subnet + Host = 32
\
1
‘\
')
Hosts Per subnet
Result -
Subnets in the network
Subnet Mask
] Given
Subnet Analysis € IP Address
‘\‘ Process ® magic number
‘\
\
\
\
A\
N Subnet ID
Result |®] Subnet Broadcast Address
Part lll Map B

Range of Addresses in Subnet

Figure O-4 Part 11 Review Mind Map Solution B
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ICND1 Part IV

duplex{ full | half | auto }
clock rate x

Speed { 10110011000 }
bandwidth x_kbps

L1/L2 Interface

~
~
N

A
EXEC k@ show controllers [type number

interface type number.subint
S
-on 9 l iE address iE-address mask [secondary

’
’

show interfaces [type number]

EXEC [@]_show ip interface brief

show protocols type number
-

[no] ip subnet-zero

~
Config fef_ip route prefix mask {ip-address | interface-type interface-number} =
E2 | ip default-network network-number
. 4
’
’
Static / Default Routes
~
~
~ show ip route
‘EXEC @ show ip route [connected | static | ospf]
| show ip route ip-address
ip dhcp exclude-address first last
ip helper-address IP_address
lease days hours minutes
ip dhcp pool pool_name @) dns-server address1 address2...
. default-router address1 address2
, ‘ network subnet_id masklprefix PR

) show ip dhep binding
EXEC fe| show ip dhcp pool name

show ip dhcp server statistics

Figure O-5 Part IV Review Mind Map Solution

Testing / Telnet

encapsulation dot1q vlan-id [native]
encapsulation isl vian-identifier
sdm prefer lanbase-routing

[no] ip routing

interface vian vlan_id

show ip route

show ip route [connected | static | ospf]
show ip route ip-address

show vlans

router ospf process-id
network ip-address wildcard-mask area area-id
auto-cost reference-bandwidth number

y router-id id
Comlg © passive-interface type number
passive interface assive interface default
no passive interface type number

default-information originate

show ip route
show ip ospf neighbor [neighbor-RID
show ip ospf interface
show ip protocols
show ip ospf database
[Show pospr
sthproute[connected | static | ospf]
show ip route ip-address

-
-

~

S

hEY

ping {host-name | ip-address}

I traceroute {host-name | ip-address}

telnet {host-name | ip-address)

EXEC }@| show sessions Where

resume session_number
disconnect session_number
show users

ipconfig, ifconfig
nslookup name
netstat -n
arp -a
mst-name | ip-address}

traceroute | tracert | pathping {host-name | ip-address}

ip name-server address1

@ Hostnames ip host name address
i< [no] ip domain-lookup
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#Hosts Needed
Given @| # Subnets Needed
Choose Mask [® Classful Network
2"H - 2 > Hosts
\ Process @)
\ 2S > Subnets
)
1
\}

Mask(s) That Work
O Mask for Most Hosts
Mask for Most Subnets
Classful Network
Given ©)| One Mask
Finding All Subnets [© Assumption: Only 1 mask
\
\
1
\
\
1
\

Find magic number
Process - -
Multiples of magic number

“qesult @ List of subnet IDs

. Existing Subnets
Given @ ————
Existing masks
VLSM Overlaps (& —
\ P

- Calculate ranges of addresses
hed
Compare ranges

\Y
-q @ Overlaps identified

rocess
\
\
\

\

Existing Subnets
Given @] Existing masks
| Add New VLSM Subnet Mask of New Subnet
)\
\
1
A
\
\
\
\

Calculate address ranges of existing subnets

Process
_\/[ Look for Holes to match new subnet
Result &

New Subnet's Subnet ID and Mask

Find Best Summary |®

Given @ Existing Routes w/ Subnet ID/mask
Process @

Calculate address ranges of existing subnets

Shorter and shorter /P
ICND1 Part V

Calculate range for one larger subnet/P

@ Subnet ID/Mask for best summary

Figure O-6 Parr V Review Mind Map Solution
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Figure O-7 Part VI Review Mind Map Solution
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128-bit
Size ®| 32 hex digit
8 Quartets of 4 hex digits

Remove leading 0s in quartet
abbreviation @
—[ Multiple 0000 Quartets with ::

similar

Prefix @ Like IPv4 network+subnet
Address ®

—————{ Interface ID @  Like IPv4 host

Internet-wide

Structure

Starts w/ most anything

Concepts @| Starts w/ 2 or 3 usually
Like Public IPv4

Global routing prefix @ Like IPv4 network
Structure @| Subnetfield @ Like IPv4 subnet
Interface ID @  like IPv4 host
Starts w/ FD

Like Private IPv4

Global unicast ®

Concepts ®

40 bits
Global ID @

Unicast [@] Unique Local ® should be random

FD + 10 hex "Global ID" @ Like IPv4 network
Structure @] Subnetfield @ Like IPv4 subnet
Interface ID @  like IPv4 host
Starts w/ FE80
(“Unlie IPva

Part VIl Map A

Concepts @
Link-Local @ Link-local scope @

Stays on-link

Auto-generated
FE80:0000:0000:0000 first 16 digits

Structure @,
—[ EUI-64 to form last 16 hex digits

how far the packet will flow
M[ link local: routers do not forward
FF02:1 @ AllIPv6 nodes
FF02:2 ® AllIPv6 Routers
FF02::5, FF02:6 @ OSPFv3
FF02:A @ EIGRPv6

Common Local scope

Multicast [©

link-local scope
set /104 prefix (26 hex digit)
Solicited Node Multicast @| FF02::1:FFxx:xxxx

= unicast for last 6 hex digits

All listen for their "own" solicited node mcast

Formal name for IPv6 subnet

Subnet Router Anycast Address
Subnet ID

Subnetting g Terms @® Prefix

prefix length

® AllOs address
“1 @ Loopback address

Miscellaneous

Figure O-8 Parr VII Review Mind Map Solution A
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Figure O-9 Parr VII Review Mind Map Solution B



